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Phian 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuit
1.1. Gi6i thiéu chung vé duw toan mua sim, goéi thau

- Chu dau tu: Chi cuc Dén s6, Tré em va Phong, chéng té nan xa hoi

- Tén goi thiu: Mua sam trang thiét bi phuc vu chuyén d6i IPv6 cho hé
théng mang Kho dir li¢u chuyén nganh dan s6 cap Thanh phd.

- Ngudn vbn: Ngan sach nha nude nam 2025

- Hinh thtrc lya chon nha thau: Chao hang canh tranh trong nudc, khong so
tuyén, qua mang

- Phuong thirc lya chon nha thau: Mot giai doan mot tai ho so

- Thoi gian t6 chire lya chon nha thau: 45 ngay.

- Thot gian bét dau t6 chirc lya chon nha thau: Quy 1V/2025

- Loai hop d6ng: Tron gbi

- Thoi gian thyuc hién goéi thau: 20 ngay.

- Pia diém thyuc hién: Chi cuc Dén sd, Tré em va Phong, chéng té nan xa
hoi

- Noi dung cha yéu cta goi thau: Mua sam trang thiét bi phuc vu chuyén
d61 IPv6 cho hé thong mang Kho dir liéu chuyén nganh dén s6 cap Thanh phd.

1.2. Yéu cau ky thuit vé hang hoa va lip dit

1.2.1 Yéu cau chung

* Quy mé diu tw

+ Thiét bi mang va thiét bi an toan thong tin cho hé théng mang kho dir
liéu chuyén nganh dan s6 cap thanh phé

+ Dao tao, chuyen giao cong nghé hé thong;

+ Bao hanh va hd trg k¥ thuat hé thong

* Muc tiéu dau tu:

+ Bao dam hé thong mang chuyén nganh dan sé phuc vu chuyén do6i sb
IPv6.

+ Tang kha ning mo rong, tinh san sang cao, an toan va bao mat cho hé
théng kho dit liéu dan sb cap thanh pho.

* Cung cdp cdc tai ligu chirng minh vé tinh hop 1¢ ciia hang hod:

Mot trong cac tai liéu: Catalogue hodc Tai liéu k¥ thut ctia nha san xuét
hodc don vi nhap khiu hoic dai 1y phan phdi chinh thirc tai Viét Nam dé chimg
minh hang hoa dé xuat dap Gmg yéu cau ky thuat cuia E-HSMT. Néu Catalogue,
tai liéu k¥ thuat khong c6 dy du thong s theo yéu cau cua E-HSMT thi nha thau
phai c6 x4c nhan vé thong s6 k¥ thuat hang hod ctia nha san xuit hoic don vi
nhap khau hodc nha phan phbi chinh thuc tai Viét Nam dé chimg minh.

- Hang hoé’nhép’khéu: Cam két cung cap Gidy ching nhan xuat xu (C/0);
Cam két cung cap Gidy ching nhan chat lugng hang hoa (C/Q) hoac cac giay to
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c6 tinh chat va gia tri trong duong khac dap ung yéu cau E-HSMT khi cung cap
hang hoa (khong bao gom phu kién).

- Hang hoa san xuét, gia cong trong nudc hodc hang hoa san xut, gia cong &
ngoai nudc nhung da dugc chao ban tai Viét Nam phai co dﬁy du cac tai liéu
chtrng minh sy dap tng cta hang hoa theo yéu cau cua E-HSMT. Pong gbi, vin
chuyén va luu kho: Hang hoa phai duoc bao vé mot cach thich hop chéng cac hu
hong c6 thé xay ra khi van chuyén, luu kho tir noi san xuat dén bén mua, déng
g61 nguyén dai nguyén kién.

-Nha thau cung cip bang tuyén bd dap tng k¥ thuat dbi v6i hang héa chao
thau kém theo E-HSDT theo mau sau:

STT | Tén hang hoéa/ chi tiét | Dap wng ctia nha Tai li€éu chirng

ky thuit theo yéu ciu thiu minh
cua E-HSMT (Chi tiéu ky thudt | (Tén tai liéu, Chi s6
ciia hang héa chdo | muc, s6 trang dan
thau) chiéu)

1.2.2 Yéu cau vé ky thuit cia hang héa

Bit ky thuong hiéu, ma hiéu (néu cd) trong bang yéu cau ky thuat duoi day
dé minh hoa céc tiéu chuan chat lugng, tinh nang ky thuat yéu cau, nha thau co
thé Iya chon dy thau hang hoa c6 ngudén gbc, xuat xr, nha san xuat, thuong hiéu,
ma hiéu phu hop véi diéu kién cung cap nhung phai dam bao yéu ciu c6 tiéu
chuan k¥ thuat, dic tinh ky thuat, tinh nang sir dung "twong duong" hodc "uu viét
hon" sovéi cac yéu cau tdi thiéu.

Danh muc A £ 1o Ae oAz 4103k
STT hang héa Thong so ky thuat toi thiéu
Hiéu suét va ning luc:
Firewall throughput IPv4
(UDP 1518/64 byte): = 39/26 Gbps
Firewall Latency (64 byte,
UDP): <436 us
Ky v Firewall Throughput
;l:hlet l;ll (Packet per Second): = 39.75 Mpps
1 frewa Concurrent sessions: > 11 000 000

New Sessions/Second: =400 000
Firewall Policies: >10 000
I[Psec VPN throughput
(512 byte): = 36 Gbps
SSL-VPN Throughput: > 3 Gbps
Sg) nguoi dung SSL-VPN > 500
dong thoi:
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Danh muc
hang hoa

Théng s6 k¥ thuit tdi thiéu

SSL Inspection

throughput (with IPS, avg | > 7 Gbps

HTTPS):

SSL Inspection CPS (with > 7100

IPS, avg HTTPS):

SSL Inspection

Concurrent Session (with | >900 000

IPS, avg HTTPS):

NGFW Throughput

(Firewall, IPS and

Application control, on =7 Gbps

Enterprise Traffic Mix):

IPS Throughput > 9 Gbps

Threat Protection

Throughput = 6 Gbps

S6 cong RJ45 : > 16

10 GE SFP+ Slots: >8

GE RJ45 Management / 1-Jan

HA

Cong USB: >1

Cong Console: >1

Transceiver 10GE SR, LC ~9

connector -

Tinh néng:
HO trg ché do kiém tra loc web: Proxy-
based, flow-based va DNS
Co ché loc web tu dong voi co sé di
liéu phan loai web theo thoi gian thuc:
- Hon 250 triéu URLs duoc danh gia vao

Tinh ning Web Filtering: | 78 thé loai web v&i 70 ngdn ngit

Hb tro tim kiém an toan (Safe Search),
tu dong thém vao tham sb6 tim kiém an
toan cho cac noi dung truy van: Ho trg
Google, Yahoo!, Bing and Yandex,
Youtube Education Filter.

Tinh nang IPS and DoS:

IPS Engine: hon 11,000 signatures va
cap nhét voi nha san Xuat, phat hién giao
thirc bat thuong, ngudng bit thuong,
signature ty dinh nghia.

Thiét bi c6 kha nang chdng tan cong
DOS co ban véi céc tinh nang: TCP Syn
flood, TCP/UDP/SCTP port scan, ICMP
sweep, TCP/UDP/SCTP/ICMP session
flooding (source/destination)

Tinh ndng Anti-Malware:

Ngén chan IP Botnet Server véi Co so
dir li¢u IP Reputation

Loc virus thong qua cac giao thuc va
dang file sau:
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hang hoa

Théng s6 k¥ thuit tdi thiéu

- Hd trg HTTP, FTP, IMAP, POP3,
SMTP, NNTP, MAPI, CIFS va SSH

- Phat hién dir liéu ma hdéa vdi SSL
Inspection

- H6 tro phat hién Grayware va Mobile
Malware

Cho phép Content Disarm and
Reconstruction:

- AV Engine loai b6 ndi dung dong theo
thoi gian thuc trude khi gii cho nguoi
dung

- Gui tép tin ban dau t6i Sandbox dé
phén tich, cach ly hodc loai bd

Tinh nang Automation

HO tro chirc ning tu dong hoa: quan tri
vién 1ap trinh sdn hanh vi phan tng khi
6 cac su cd (incident/ event), vi du cach
ly host khi phat hién lay nhiém; Goi
email, canh bao dén quan tri vién hoac
tu dong thuc hién CLI Script khi CPU
sip qua tai/ co thay do6i trén cdu hinh
thiét bi... dé don gian cong tac quan tri,
cac khai bao tu dong hoa nay phai dugc
thiét 1ap trén cing maot trang giao dién
quan ly (GUI)

Tinh nang VPN:

Ho tro tinh ning IPSec Aggregate
tunnels:

- Thiét 1ap du phong va cén bang tai dir
liéu.

- H0 trg can bang tai trén timg gbi tin
(Per-packet) theo cac thudt toan: IP
Addresses, L4 information va
(weighted) round-robin.

Auto Discovery VPN (ADVPN): Tu
dong thiét 1ap Tunnel két ndi (goi 1a
duong tat - shortcuts) giita cac Spoke
trong kién trac Hub va Spoke.

- UDP Hole Puching ho tro tl}iét lap két
noi shortcut gitra cac Spoke nam sau 16p
NAT

HO tro trién khai theo cic ché do:
Gateway-to-Gateway,  hub-and-spoke,
full mesh, redundant-tunnel, VPN
terminate in transparent mode

Tinh nang SD WAN

Tinh nang Software-defined WAN duoc
phat trién va xdy dung tlr cung nha san
xuat nham dam bao muc do twong thich
cao nhit

Can bang tai duong WAN theo céc thuat
toan dua vao trong so (weighted) sau:
Volume, Session, Source-Destination IP,
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Théng s6 k¥ thuit tdi thiéu

Source IP va spillover.

Kiém tra két ndi WAN theo SLAs:

- Ping hoac HTTP

- Giam sat duya theo cac thong sb
Latency, Jitter va Packet Loss

- C6 kha ning cdu hinh ngudng theo
Interval, Failure va Fail-back

Chinh sach da duong thong minh dugc
dinh nghia bdi:

- bia chi nguon va/hodc nhom nguoi
dung

- bia chi dich va va/hodc lua chon hon
3,000 tng dung

- Lya chon dudng di (path) dya theo
chat Iugng hodc SLAs dugc dinh nghia

Tinh nang Application
Control

Phat hién hang ngan Ung dung trong
nhiéu categories: Business, Cloud IT,
Collaboration, Email, Game, General
Interest, Mobile, Network Service, P2P,
Proxy, Remote Access, Social Media,
Storage/Backup, Update, Video/Audio,
VoIP, Web Chat

HJ trg co ché HA

Active-passive, active-active, virtual

clusters, VRRP

Kha nang xac thuc

Tich hop sin token-server dé quan 1y ca
token phién ban cung va phién ban
mobile dé ding cho nhiéu loai hinh xac
thuc, vi du két ndi VPN, truy cap thong
qua tai khodn quan tri

Béan quyén phan mém

Thiét bi c6 day du ban
quyén st dung cac tinh
nang Advanced Malware
Protection, NGFW (IPS
va Application Control),
URL & DNS & Video
Filtering, Antispam

Thoi han > 01 nam

Dich vu bao hanh phan
cimg va hd tro ky thuat
dap ing SLA 24x7

Thoi han > 01 nam

Tinh nang dicu khién tur
xa

Tuong thich giao thuc (protocol) diéu
khién tir xa

M6 phong tr xa thiét bi chuot may tinh,
ban phim, 6 dia USB

Tinh ning két ndi thiét bi

Két ndi truc tiép qua cong TCP/IP

Két nbi qua dich vu Cloud cho phép két
noi dugc thuc hién sau Firewall

biéu khién nguon

Bat va diéu khién b PDU qua cong
RS232
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Tinh nidng bao mat

Bao mat két ndi SSL

Giao dién diéu khién tir xa
tuong thich chuan VNC

HO trg nhan dién hinh anh

va ngon ngit

Béo hanh

>12 thang

Thiét bi
chuyén
mach

Cong b
dinh

>48 x 10/100/1000BASE-T

>4 x 1GE/10GE SFP+

Khe cam

module

> 1 x khe cim mo rong module (hd tro 4 x
1GE/10GE SFP+ va 2 x 40GE/100GE QSFP28)

> 2 x khe cam ngudn

Céng quan
ly c6 dinh

> 1 x RJ45 console

> 1 x RJ45 MGMT

Toc 7 do
chuyén goi

> 488 Mpps

Dung luong
chuyén
mach

> 656 Gbps

bia chi
MAC

> 64000

Bang ARP

> 24000

Dinh tuyén
Unicast [Pv4

> 24000

Pinh tuyén
Multicast
IPv4

>4000

Pinh tuyén
Unicast IPv6

> 14000

Pinh tuyén
Multicast
IPv6

>2000

ACL entries

In: > 7000

Out: > 1500

Sb ) lugng
thiet bi VSU

>4

Jumbo frame

> 9216 bytes

Sb luong
VLANs toi
da

> 4K

Ethernet
Switching

HO6 trg Voice VLAN,Super VLAN, Private
VLAN,MAC VLAN, Port based VLAN, Protocol
based VLAN, IP-Subnet based VLAN

HO6 tro GVRP

Ho tro Basic QinQ

Ho tro Flexible QinQ

HO tro STP, RSTP, and MSTP

H3 tro ERPS (G.8032)

H trg LLDP/LLDP-MED

HJ tro LACP (IEEE 802.3ad)
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IP Service

HO trg ARP

HO6 tro DHCP client, DHCP relay, DHCPv6 client and
DHCPv6 relay, and DHCP server, DHCP snooping,
DHCPv6 snooping

HO tro DNS

Hb trg Neighbor Discovery (ND) and ND snooping

IP Routing

H5 trg Static routing, RIP and RIPng

Ho trg OSPFv2, OSPFv3, IS-ISv4, 1Sv4, and IS-ISv6

HO6 tro BGP4 and BGP4+

HO trg IPv4 and IPv6 VRF, IPv4 and IPv6 PBR

Multicast

H) trg IGMP v1/v2/v3, and IGMP proxy, IGMP
v1/v2/v3 snooping

Hb trg PIM-DM, PIM-SM, and PIM-SSM

Hb trg MSDP ,MLD snooping v1/v2, PIM-SMv6 and
PIM-SSM v6

ACL va QoS

HO tro Standard IP ACLs, Extended IP ACLs,
Extended MAC ACLs

Ho tro Time-based ACLs,Expert-level ACLs,
ACLSO0, IPv6 ACL, ACL redirection

H6 tro Congestion management: RR, SP, WRR,
DRR, WFQ, SP+WRR, SP+DRR, and SP+WFQ

Ho tro Congestion avoidance: tail drop, RED, and
WRED

Ho tro 802.1p/DSCP/ToS traffic classification

Eight priority queues per port

Bao mat

HG tro Multiple AAA modes

HO tro RADIUS and TACAS+

HO trg Port-based and MAC-based 802.1x
authentication

HO6 tro Web authentication

Ho6 tro HTTPS

HO trg SSHv1, SSHv?2

H5b trg Global IP-MAC binding

H5 trg Port isolation and port security

Ho tro IP source guard

HO tro SAVI

Ho tro Strict and loose RPF, uRPF ignoring default
routes

Hb tro Chinh sach bao vé CPU (CPP) va Chinh sach
bao v¢ nén tdng mang (NFPP)

Do tin cay

Ho tro giao thite REUP, RLDP, DLDP

HO trg IPv4 VRRP v2/v3 and IPv6 VRRP

HO tro BFD

HO tro Link tracing, fault notification, and remote
loopback based on 802.3ah (EFM)

Hb trg Hot swapping of power modules and cables

Ho tro 3-level fan speed adjustment

Fan fault alarm

NMS

Ho trg SPAN, RSPAN, sFLOW
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Danh muc A £ 1o Ae oAz 4103k
STT hang héa Thong so ky thuat toi thiéu

HO6 tro NTP and SNTP & FTP and TETP
Ho trg SNMP v1/v2/v3 va RMON (1,2, 3,9)
HO trg NETCONF
hd trg CWMP (TR-069) standard protocol, gRPC
HO trg Cloud and SON

Quan ly CLI, Web management, Cloud app management

Tiéu  thy | <70 W (khong bao gobm cac m6-dun mé rfng)

(cizng suat to1 | 95 W (bao gom cac mo-dun mé rong)

MTBF > 963,000 gio

Hiéu suat b N Y -

tan nhiét Luong khong khi tir trai sang phai

Nhlét d6 o A o o A o

hoat déng 0°C den 45°C (32°F dén 115°F)

dD(;-’n;m hoat | 1604 dén 90% RH (khong ngung tu)

' MGMT port: 4 kV
Chéne sét Service port: 10 kV
£ Power port: common mode 6 kV, differential mode 6

kV

Cong b0 an | 1pc 623681

toan
EN 300386, EN 55032 Class A, EN 55035,

EMC EN IEC 61000-3-2, EN 61000-3-3, EN 61000-4-2,
EN 61000-4-3, EN 61000-4-4, EN 61000-4-5, EN
61000-4-6, EN 61000-4-11

Bdo hanh > 12 thang

Dicn 40 di AC input: 100 V AC to 240 V

a4 A TAC; 50 Hz to 60 Hz
HVDC input: 240 V DC

bién ap dau | AC input: 90 V AC to 290 V AC; 47 Hz to 63

vao toi da HzHVDC input: 192 V DC to 288 V DC

Dong = dau | 155

vao toi da

D‘ong ro dau <3.5mA

. Vao i
3 Nguon bién ap dau LRV

ra

Dong dau ra |5 5 o

toi da

Cong  suit

dau ra ti da 150 W

Nhiét do o ° 0 °

hoat déng -10°C to +55°C (14°F to 131°F)

b6 am 5% to 95% (non-condensing)

Bdo hanh > 12 thang




126

STT ]?121:11; o Thong s6 k§ thuat tdi thiéu
Tdc d6 truyén > 10.3125 Gbps
Form factor SFP+
Loai ddu ndi Duplex LC
Loai cap MMF
Khoang cich truyén > 300m
Ti 1¢ 15i bit (BER) 1,00E-12
Kha ning chan doan dit liéu Yes
(DDM/DOM)

4 Module Tiéu thu dién Less than 1.5W
quang 10G Budc song 850nm
Cong suat phat toi da (AVG) —1 dBm
Cbng suat phat tdi thiéu (AVG) —7.3 dBm
Minimum extinction ratio >3.0dB
Receive sensitivity (OMA) <-11.1 dBm
Cbng suat quang qua tai (AVG) —1 dBm
Nhiét do hoat dong 0°C to 70°C (32°F to 158°F)
D6 am hoat doéng 10% RH to 90% RH
Béo hanh > 12 thang
> 24 x 10/100/1000BASE-T ports, supporting
Cong giao tiép cb | PoE/ PoE+
dinh > 4 x 1GE/10GE SFP+ ports
Cong quan ly >1 x RJ45 console port
USB >1 x USB 2.0 port
Dung lugng chuyén > 128 Gbps
mgch
;li"fic d6 forward goi > 96 Mpps
Kich thudc bang dia
chi MAC >16 000
RAM >1GB
Fl;lsh Memory >512 MB
Switch S0 lugng VLANs | . 4
S Access (01 da

Jumbo Frame Max 9216

fan module / power
module

1 x fixed fan module / 1 x fixed power
module

Quy dinh vé an toan

IEC 62368-1

Quy dinh vé EMC

EN 300386, EN 55032 Class A, EN 55035,

EN IEC 61000-3-2, EN 61000-3-3, EN
61000-4-2, EN 61000-4-3, EN 61000-4-4, EN
61000-4-5, EN 61000-4-6, EN 61000-4-11

Chuan giao tiép

EN 300386, EN 55032 Class A, EN 55035,

EN IEC 61000-3-2, EN 61000-3-3, EN
61000-4-2, EN 61000-4-3, EN 61000-4-4, EN
61000-4-5, EN 61000-4-6, EN 61000-4-11

RoHS

HO tro

Chuyén mach

HO tro Voice VLAN

H5b tro QinQ, Selective QinQ
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HO trg STP, MSTP, RSTP

Ho tro ERPS (G.8032)

H6 tro LLDP/LLDP-MED

Ho tro IEEE 802.3ad Link Aggregation
Control Protocol (LACP)

Dich vu IP

Hb trg DHCP Server , DHCP relay

Hb trg DHCP Snooping

Dinh tuyén

H5b trg RIP, RIPng, OSPFv2, OSPFv3

HG trg IPv4 va IPv6 VRF, PBR

Multicast

HO tro IGMP v1/v2/v3

HO6 trg PIM-DM, PIM-SM, PIM-SSM

HO trg PIM-SMv6 and PIM-SSM v6

HO trg MLD v1/v2

H6 trg MSDP

Stacking

Hb trg gdp chong Switch (VSU - Virtual
Switching Unit)

ACL va QoS

HO trg Standard IP ACLs, Extended IP ACLs,
Extended MAC ACLs

HG trg ACL redirection

HO trg Port traffic rate limiting

Hb trg 802.1p/DSCP/phan loai luu lugng ToS
véi 8 hang doi uu tién trén 1 giao dién

HO trg quan ly nghén: RR, SP, WRR, DRR,
WEFQ, SP+WRR, SP+DRR va SP+WFQ

Bao mat

HO trg RADIUS va TACACS+

Ho trg SSHv1, SSHv?2

H5 trg Port Isolation va Port Security

Hb trg Chinh sach bao v¢ CPU (CPP) va
Chinh séch bao v€ nén tdng mang (NFPP)

Do tin cay

HO trg giao thie REUP, RLDP, DLDP

HO tro IPv4 VRRP v2/v3 and IPv6 VRRP

HO trg BFD

Fan speed adjustment

Fan fault alarm

Dual-Boot Redundancy

HO trog SPAN, RSPAN

HO tro NTP, SNTP

HO tro sFlow

NMS H6 trg RMON (1, 2, 3, 9)
H6 trg CWMP (TR-069)
Ho trg NETCONF
HO6 trg SNMP v1/v2/v3
hd tro PoE Maximum PoE: 370W
CLI, Web management, Cloud, telnet
Quan ly HOb tro tinh ning mang tu to chirc SON (Self
organizing network)
Nhiét d6 hoat dong | 0 °C ~ 45 °C
D06 am hoat dong 10% to 90% RH
Chéng sét Power port:
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common mode

6 kV, differential

mode 8 kV

Communication

port: 10 kV

Béo hanh > 12 thang

802.11b/g/n/ax: 2.400 GHz to 2.4835 GHz,
ISM

802.11a/n/ac/ax:

Tan s6 hoat dong 5.150 GHz to 5.250 GHz, U-NII-1

5.250 GHz to 5.350 GHz, U-NII-2A

5.470 GHz to 5.725 GHz, U-NII-2C

5.725 GHz to 5.850 GHz, U-NII-3/ISM

Dual-radio and up to six spatial streams:

Radio 1: 2.4 GHz, two spatial streams, 2x2
Radio MU-MIMO

Radio 2: 5 GHz, four spatial streams, 4x4
MU-MIMO

Téc do dir lidu két hop cao nhat dat: 5.378

Data rates Gbps

Tich hop san bén trong loai omnidirectional

Loai ang ten Trong d6 c6 2 ang ten 2.4 GHz, 4 ang ten 5
GHz

2.4 GHz: 5 dBi

D0 loi ang ten 5 GHz: 6 dBi

802.11b: Direct-Sequence Spread-Spectrum

Thiét bi (DSSS)

WIFL6 802.11a/g/m/ac:  Orthogonal  Frequency-

Cong ngh¢ radio Division Multiplexing (OFDM)

802.11ax: OFDMA with up to 16 resource
units (for an 80 MHz channel)

Ho trg bluetooth 5.1 kém d6 lgi dng ten tdi da

Bluetooth dat 3.5 dBi

-> 1 x cong 100/ 1000/2500/5000Base-T

i - > 1 x cong 5GE combo SFP port, tuong
Cong thich vdi 1GE va 2.5GE

- > 1 x cong 10/100/1000Base-T RJ45
Ethernet

Cong quan ly > 1 x RJ45 console port (serial console port)

USB Loai USB 3.0 (loai A connector)

Nut bAm HO trg nhit bAm reset

HO tro cung cap nguon dién cho thiét bi ngoai
vi:

Cép ngudn ngoai - Cong USB cung cip 1A/5W

- Cong LAN 2 cung cap 48 V/12.95W

(Phai cip ngudn PoE++ cho AP)

Ti€u thy dién nang Cong suat tiéu thu toi da: < 40W

Nhiét do Nhiét do hoat dong: -10°C to 50°C,
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D6 am hoat dong: 5% to 95% (khong dong
suong)
Mean Time Between | 394,941 gio (45 nam) ¢ nhi¢t d§ hoat dong
Failure (MTBF) 25°C (77°F)
S6 lugng thiet bi
hoat dong tbi da
dll’NQ’C dé xudt cho =150
moi AP
3: lwong BSSIDs 101 | » 35 (16 BSSIDs méi radio)
.1 Hb trg cong nghé nhén dién thong minh tir xa
Quan 1y STA (RIPT)
.y Gidi han STA dya theo SSID
Gi6i han STA Gi61 han STA dua theo Radio
Wireless roaming Layer 2 va Layer 3 roaming
Ho tro Radius, PSK, web authentication, QR
Xac thuc vamad hoa | code-based guest authentication, SMS
authentication
Loc khung dit liéu Ho trq Allowlist, static blocklist va dynamic
blocklist
ACL Hb trg Dynamic ACL
CPP HO trg
NFPP HO trg
Static [Pv4 address and DHCP-assigned IPv4
Dich vu IP address
NAT, FTP ALG, DNS ALG
Multicast Multicast-to-unicast conversion
PPPoE Client
VPN [Psec VPN
Chuyén d6i gitra cac | . x
ché d FayFit/Cloud | 10 'r?
Quan ly qua Cloud HO trg
Bao hanh > 12 thang
K1c£1 thudc  ti€u 49UD1000
chuan
Kich thudéc bao
(Gom banh xe) 2100 x 600 x 1000
JURTIN Toan b tu dugc 1am bang thép day 1.0mm -
Vat liéu \ - A £ .
1,5mm va dugc son tinh dién chong gi
Mau son Son mau den
Tua Rack Hé¢ rack & cac thanh | 2z, « .. ..x < , X
7 42U K&t cAu bén trong K&t cau han lién , duoc lap khoa an toan

H¢ khung ngoai

Hé khung théo roi 1am bang thép day 1.5mm

Canh trudc va sau

Céanh ctra trude va sau cua tu rack co bé mit
kin hodc dot 18 thoang d& dang thao lap, cac
16 thoang cho phép khong khi luu thong giira
bén trong va bén ngoai ti gdp phan lam mat
cho thiét b

Canh hong

Cira hong thao lip linh hoat, c6 khoa gai
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STT

Danh muc
hang hoa

Théng s6 k¥ thuit tdi thiéu

gitip nguoi ding dé dang thao tac véi thiét bi

Day va noc tu

Bén trong tii dugc thiét ké gan kém quat gio
tan nhiét & phia trén tu

Chan tang va banh

H¢ thong chan d& dung dé cb dinh tu, dicu
chinh thdng bang & mat bang khong bang

Xe phang, 4 banh xe di chuyén moi hudng dé
dang
Quat hut 2 quat thong gid

O cam dién

Tu dugc gan thanh ngudn 3 chau da ning
chuan rack 19

Béo hanh

> 12 thang

1.2.3. Yéu cau vé cung cp, lip dit

a. So @6 két ndi hé thong hién tai

IP:
192.168.1.0/24

Y u
ng dung

172.16.1.0/16

—_~
0 O = =
%
mobile Spop Vifi Wifi

I )

Laptop Laptop

L= —23 L= —.)

PC PC

Switch Layer2

Switch Layer2

Switch Layer2

«—

FPT Router

= - —

—

- —
Fortinet Firewall

G

—

-—
—

VNPT Router

b. So' d6 két ndi thiét bj
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Access Point Lan Access Point Lan
Luong hoat dong

Nguoi dung (LAN, Wi-Fi) tai cac toa nha két ndi — Switch Access — Core
Switch.

Core Switch s& dinh tuyén ludng dir liéu:

+ Ra Internet thong qua Firewall.

+ Truy vén, cap nhat dir liéu tir Server SQL.

Firewall dam bao tt ca cac ludng ra/vao déu duoc kiém soat, giam sat va bao
mat.

M ti so d0 hé thong mang

Lop bao mat (Firewall)

+ Két ndi truc tiép ra Internet (dam may).

+ Chiju trach nhiém kiém soét ludng dir liéu vao/ra, bao vé hé thdng khoi cac
tAn cong, truy cap trai phép.

Lop mang loi (Core Switch)

+ Pit ngay sau Firewall, dong vai tro trung tim dinh tuyén va chuyén mach
tbc do cao.

+ Toan bd cac két ndi tir cac toa nha, may chu, thiét bi mang déu tap trung vé
Core Switch.

+ Pam béo bang thong 16n, kha ning xir Iy nhanh, han ché nghén mang.

Két néi téi cdc toa nha (Switch Access)

+ MJi toa nha (vi du: Toa nha B, Toa nha C) ¢6 mot Switch Access dé két ndi
thiét bi dau cubi.
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+ Switch Access dong vai tro phan phdi két ndi tir Core Switch xudng Access
Point (AP) va may tinh LAN.

+ Tir d6, nhan vién trong timg tda nha c6 thé truy cap hé thdng mang ndi bo va
Internet.

Thiét bi dau cudi

+ Access Point (AP): cung cip mang Wi-Fi cho nguoi ding di dong.

+ May tinh LAN: thiét bj du cudi c6 két ndi day truc tiép vao Switch Access
dé truy cap di licu.

May chu co so dir liéu (Server SOL)

T Két nbi truc tiép véi Core Switch, luu trir va xir Iy dit liéu chuyén nganh dan
sO.

+ Pugce bao vé boi Firewall & 10p trén, dong thoi huong bing thong toc do
cao nho két nbi Core Switch.

+ Pam bao tinh sin sang, hiéu nang truy van va khai thac dit liéu.

b. Bién phap trién khai

* Chuan bi chung

- Khdo sat phong may trung tdm, cac toa nha, vi tri dat tu rack, Switch
Access va Access Point.

- Chuén bi nguén dién 6n dinh, hé thong tiép dia va UPS du phong.

- b1 day quang va day mang Cat6A/Cat6, danh nhan va quan 1y cap gon
gang.

- Bit ta Rack 42U & phong mdy trung tdm, gan PDU c6 atomat, thanh quan
1y cap doc.

* Thiét bi twong lira Firewall (01 chiéc + 02 Module quang 10G)

- bat Firewall trong ti rack trung tam.

- Cim module quang 10G SFP+ vao cac cong uplink.

- Két ndi: WAN tir nha cung cdp dich vu Internet cong WAN Firewall->
Cong LAN cua Firewall -> Core Switch (qua cap quang 10G).

- CAu hinh: Chinh sich NAT, VPN, IPS, Web Filter. Bat Dual-Stack
IPv4/IPv6.

- Binh nghia rule cho cdc VLAN/t0a nha

* Router/Switch Core (01 chiéc + 02 ngudén duw phong + 04 Module
quang 10G)

-Lap dat: Pat trong ti rack trung tim, ngay dudi Firewall. Gan 2 PSU
(ngudn du phong), két ndi dén 2 nhanh ngudén PDU. Cim 4 module quang 10G dé
uplink vé Switch Access va Server.

-Két ndi: Firewall — Core Switch (cap quang 10G). Core Switch — 05
Switch Access (uplink 10G). Core Switch — Server SQL (uplink 10G).

- Cau hinh: VLAN cho timg tda nha/phong ban. STP/VRRP dé dam bao dy
phong. SNMP/Syslog giri log vé trung tim giam sat.

* Switch Access (05 chiéc)

- Lap dit: tai cac toa nha (B, C...) hoic phong k¥ thuit tang.

-Két ndi: Uplink 10G tir Core Switch vé Switch Access bing cap quang.
Downlink cong PoE cip ngudn cho Access Point. Downlink cong LAN cho may
tinh.
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- Cau hinh: Gan VLAN tuong tng timg khu vuc. DHCP Snooping, Port
Security dé chong gia mao.
* Thiét bi Wi-Fi (Access Point — 15 chiéc)
-Lap dat: gan tran hodc tudng tai khu vuc dong ngudi (phong hop, hanh
lang, phong lam viéc).
- Nguén cap: qua PoE tir Switch Access hodc adapter roi. o
- Cau hinh: SSID riéng cho can bd, khach. WPA3 hodac WPA2-Enterprise. Két noi
va quan ly tap trung qua Controller/Cloud
* Tu Rack 42U
Lap dat: Pat tai phong may chu trung tdm, san bang phang, thong gié tot.
B4 tri Firewall, Core Switch, Server trong cung til.

1.3 Yéu ciu vé dao tao va huwéng dan sir dung

Giup can bo quan tri hé théng ctia don vi van hanh c6 thé van hanh, sir dung
hé théng thanh thao. Pon vi ctr 02 nguoi tham gia ddo tao nham dam bao hé
théng ludn sian sang, néu trong trudng hop cd can bo di vang hoic ban cong tac
dot xuét thi can bo con lai c6 thé hoan toan phy trach viéc van hanh hé thong va
du nang luc xir 1y khi ¢6 su ¢d xdy ra.

Noi dung dao tao
Cac ndi dung chinh dao tao bao gém:
Hudng dan chirc nang, tinh ning k¥ thuat cia timg thiét bi dugc dau tu

- Huéng din so db chi tiét ddu ndi, thiét bi va cach cai dat, cau hinh
tham s0 k¥ thuat

- Quy trinh van hanh hé théng thiét bi

- Bdo ddm an toan trong van hanh

- Cong tac béo tri, bao dudng thiét bi

- Hudng dan tinh hudng xay ra Kkhi h¢ thong bi gian doan do 16i két nbi
mat dudng truyén, mat dién hodc sy ¢b khac. .

CAu tric thoi gian hoc: Chuong trinh dao tao toan di¢n. Hoc vién dugc
dao tao vé ly thuyét, thuc hanh va trai qua céc bai test sau moi hoc phan. K&t thuc
khéa hoc, hoc vién hoan toan c6 thé chi dong thuc hién nhiing cong viéc dugc
giao. Chi tiét phuong phap dao tao cua ting budi hoc dugc thé hién theo cac noi
dung:

- Tém tét lai nhitng ndi dung co ban da gidi thidu & budi trudc;

- Trinh bay ni dung bai giang;

- Chuén bj hé thong gia 1ap: Thiét 1ap hé thong may chu, thiét bi mang va
cai dat hé théng phan mém:;

- Chuén bj céac dir liéu can thiét (cac dir li¢u that,...) dé céac hoc vién st
dung trong vi¢c thuc hanh trén hé thong;

- Thuc hanh: Gitp cho hoc vién hiéu duoc 1y thuyét da hoc va lam quen
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vO1 hé théng that ma ho s€ phai van hanh trong tuong lai;
- Trao ddi, thao luén;

- Thuc hién kiém tra ngin cac thuc hanh giap hoc vién nim dugc nhirng kién
thirc co ban cua tirng bai hoc. Thong qua d6 gido vién nam bat dugc muce do tiép
thu ctia tirng hoc vién dé di€u chinh kip thoi phuong phép, thoi gian dao tao cho
phu hop;

- Lay ¥ kién phan hoi cta hoc vién:

+ Két thiic méi bai hoc giao vién sé tom tat mot sé kién thirc co ban ma hoc
vién can hiéu ro sau do gido vién sé danh mot thoi gian nhat dinh dé cac hoc vién
o thé néu cdc cau hoi vé phan chwa hiéu cua bai hoc ciing nhu cho y kien vé
phwong phap ciing nhuw tién do giang day. Nhitng phan héi ciia hoc vién trong va

sau moi buéi hoc sé giup giang vién diéu chinh phwong phap cing nhu tién do
gidng day cho phit hop d@é dem lai hiéu qua dao tao cao nhat;

+ Cuoi cung sau moi buéi hoc, hoc vién sé nhdn dwoc phiéu danh gid chat
luwong dao tao. Cac hoc vién sé dwoc yéu cau danh gid chat luvong buéi hoc vé
cac mat nhw: Chat leong bai gidng, kién thirc gido vién, cong tac t6 chirc lo’p
hoc, chat lwong tai liéu... . Nho do nguoi phu trach cong tac giang giang day co
thé diéu chinh kip thoi cdc yéu té dnh hiong dén quda trinh ddo tao;

Tai liéu giang day: Tat ca hoc vién déu nhan mot bd gido trinh gom day du
cac tai liéu hoc tap dé tién theo doi, phuc vu cho viéc hoc tap cling nhu tra clru
trong qua trinh str dung.

Gidng vién: Cac giang vién tham gia dao tao cho don vi dam bao nam dugc
toan bo noi dung lién quan dén nghiép vu va giai quyet dugc da so nhitng van dé
phat sinh trong qua trinh hudéng dan sir dung chuong trinh. Giang chinh phai c6
kinh nghiém giang day. Mdi 16p ddo tao dam bao tdi thiéu c6 01 giang vién chinh,
01 phu giang kiém quan 1y 16p hoc.

V& 16p hoc: Lép hoc phai thoang mat, day du anh sang. H¢ thdng phuy tro nhu
deén, dién, mang, may tinh,...phai dugc van hanh 6n dinh.

Vé thiét bi: St dung may chleu man chiéu phuc vu cho dao tao; bd tri du

may chu phuc vu cho cai dat phan mém gia 1ap, may tram cho hoc vién thyc hanh
va cac thiét bi mang di kem dam bao két ndi, van hanh 6n dinh.

1.4 Yéu cau vé bao hanh bao tri

Khi nhan dugc thong bdo su ¢d tir Chu dau tu, Nha thdu s& ctt can bo,
chuyén gia lién h¢ truc ti€p véi chuyén vién cua Chu dau tu dé phoi hop giai
quyét, khac phuc sy ¢d, dua hé thong hoat dong trd lai 6n dinh

Thoi gian bao hanh thiét bj va cong tac ‘trién khai: 12 thang ké tir ngay hai
bén ky bién ban nghi¢m thu va thanh 1y hop dong.

Thoi gian ho tro ki thuat dich Vl_,l‘tl‘iél’l khai: 12 thang ké tir ngay hai bén ky
bién ban nghiém thu va thanh 1y hop dong.
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Xir 1y yéu cau: Khi c6 yéu cau hd trg, Nha thau sé ctr can bo, chuyén gia 1ap
tic xu ly. Tuy theo murc do phuc tap, nhung khong qué 5 ngay lam viéc s€ co6 cau
tra 101 cudi cung.
Noi dung hd tro: Nha thau cam két va hd trg khi dugc yéu cau hd tro trién
khai giai phap va hd tro xir Iy cac 161, su ¢b phat sinh trong qua trinh hoat dong,
hd tro ciu hinh, nang cip/ cap nhat phién ban phan mém cho céc thiét bi.

) Phuong thll:C ho tro: HO tro qua di¢n thoai, email (Level 01), truc t1ep tai hé
thong cua Chu dau tu (Level 02).

-Hb trg qua dién thoai, email: Khi nhan duoc thong bao bang van ban hoic
dién thoai (trong mot 56 truong hop can thiét), nhan vién ky thuat cua Nha thau
s& hoi mot s thong tin vé tinh trang cac su cd ky thuat. Néu truong hop nhan
vién k¥ thuét xac dinh dugc 15i hodc ¢ thé khic phuc duoc ngay thi s& hudng
dan Chu dau tu tu khac phuc, dua hé thong tré lai hoat dong binh thuong.

- Truc tiép tai hé thong cua Chu dau tu: Trong truong hop khong thé ti khic
phuc duoc thong qua hudong dan trén dién thoai, fax hoac email. Nha thau sé€ ct
nhan vién k¥ thuat dén tai thuc dia dé xac dinh lai nguyén nhan va dua phuong an
xu ly.

Nha thau c6 phuong an hd trg nang cp/cap nhat phién ban phan mém, 15i
phéat sinh trong thoi gian trién khai, bado hanh.

Nha thau cam két cung céip cac goi dich vu mo rong bao hanh, bo tri va hd
trg k¥ thudt cho khach hang trong cdc nam ti€p theo. Cac goi dich vu mo rong co
thé dugc ky theo thoi han tr 1 ndm dén 3 nam. Chi phi s€ dugc cac bén thong
nhat dua trén thuc t€ pham vi cua hop dong.

Muc 2. Ban vé: Khong c6 ban vé kém theo.
Muc 3. Kiém tra va thir nghiém

3.1. Thoi gian, dia diém:

- Thoi gian: Theo thoa thuan gitra hai bén va tién do cung cip hang hoa theo
cam két cua nha thau tai E-HSDT.

- bia diém: Chi cuc Dan sb, Tré em va Phong, chéng té nan xa hoi

3.2. Céch thiic tién hanh:

3.2.1. Kiém tra ching loai, sb luong, phu kién dong bd kém theo, nhian mac,
ngudn gdc xuét xi, thiét bi theo quy dinh tai HSMT.

3.2.2. B6i v6i mdi ching loai hang hoéa cung cap phai kiém tra, thr nghiém
vé tinh ning, thong sb k¥ thuat. Toan bo hé thong sau khi lap dat phai dugc chay
thir, van hanh thir trude khi nghiém thu, ban giao.

3.2.3. Kiém tra tai liéu gidy to kém theo dé ching minh tinh hop 1é:

+ Hoéa don tai chinh dién tir theo dling quy dinh ctia B6 Tai chinh;
+ Giay chimg nhan xuit x&t (CO), Gidy ching nhan chat luong (CQ) cta
nha san xuat (Ban gdc hoic ban sao cong chimg) hodc thu xac nhan vé chét lugng
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va xuat xr ctia dai dién hing tai Viét Nam hoic ctia nha phan phdi duoc hing uy
quyén tai Viét Nam ddi véi hang hoa nhap khau hodc céc gidy to c6 tinh chat va
gia tri twrong duwong khac;

+ Gidy chung nhan xuit xuong voi hang hoa trong nudc;

+ Phiéu bao hanh hang hoéa;

3.2.4. Thiét bi, hé théng trudc khi duoc nghiém thu phai dugc Nha thau
van hanh thtr theo quy dinh va dugc chu dau tu nghiém thu van hanh thir theo
quy dinh.

3.2.5. Toan bo chi phi cho viéc kiém tra, thir nghiém do nha thau chiu.

3.2.6. Cach thie xtr Iy di v6i cac hang hoa khong dat yéu cau qua kiém
tra, thir nghiém: ’ )

Truong hgp phat hién ra bat cir sy mat mat hu hong, khong ding chung
loai, khong diing chat luong, quy cach hai bén s& 1ap bién ban. Khi d¢6 Chii dau tu
co quyén khong nhan hang, nha thau phai thuc hi¢n viéc thay thé, stra chira, bd
sung cac khiém khuyét ndy chdm nhat trong vong 48 gio va phai chiu moi phi ton
cho viéc cung cap hang thay thé, sira chira cac sai sot phat sinh.



