Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gidi thiéu chung vé dw dnldw todn mua sim, géi thau

- Tén goi thau: Go6i thau s6 01: Mua sam thiét bi, phan mém thuong mai

- Ngudn von: Su nghiép khoa hoc va cong nghé

- Thoi gian thue hién hop dong: 120 ngay ké tir ngdy hop dong c6 hiéu lyc.

- Dia diém thuc hién goi thau: Ha Noi.

1.2. Yéu ciu vé ky thugt

Yéu cau vé ky thudt bao gom yéu cau vé kj thudt chung va yéu cau vé ky
thudt chi tiét doi véi hang héa thudc pham vi cung cdp ciia g6i thau, cu thé:

a) Yéu cau vé kj thudt chung: Nha thau cam két hang hoa méi 100% co6 day
da phu kién kém theo, chua qua sir dung; san xuat khong trudc nam 2025; c6 thong
tin r0 rang v€ hang san xuat, nudc san xuat, ky ma hiéu, nam san xuat; c6 tinh nang,
thong s6 ki thuat dap tmg cac yéu cau ki thuat cu thé.

b) Yéu cau vé ky thudt cu thé: Tom tat thong sb k¥ thuat ciia hang hoa, dich
vu lién quan. Hang hoa, dich vu lién quan phai tuan thu cac thong s6 k¥ thuat va
tiéu chuan sau day:

Hang Tén hang

muc hoa/dich vu Théng s6 ky thuit va cac tiéu chuan
) lién quan
1 May chu cai dat | - Kich thudc: 2U
hé théng tai - CPU: > 2x Intel Xeon Gold, 2.1 Ghz, 24 Core
HO5 - RAM: > 256GB DDR4; HJ tro t6i 32 khe cim RAM, dung
luong toi da 8TB

- Luu trit: > 8 6 2.4TB SAS 10k

- RAID Controller: hd trg RAID 0, 1, 5, 6, 10, 2GB cache

- Card mang: 2 cong 1Gb va 2 cong 10Gb SFP+ (kém theo 02
transceiver 10Gb SFP+ SR)

- Khe cidm: HJ tro 8 khe cim PCle 4.0

- Nguén: 2 ngudn, hd tro du phong

2 May chu cai dat | - Kich thudc: 2U

hé théng tai - CPU: > Intel Xeon Gold, 2.1 Ghz, 24 Core
V06 - RAM: > 128GB DDR4; HJ tro t6i 32 khe cim RAM, dung
lugng to1 da 8TB

- Luu trit: >4 6 2.4TB SAS 10k

- RAID Controller: hé tro RAID 0, 1, 5, 6, 10, 2GB cache
- Card mang: 2 cong 1Gb

- Khe cam: Hb tro 8 khe cam PCle 4.0

- Ngudn: 2 ngudn, hd trg du phong




Thiét bi NAS
luu trir ban
backup

- Kich thudc: 2U

- CPU: >4 core

- RAM: > 8GB

- Luu trit: > 8 6 10TB SATA; HJ trg 1én tdi 12 6 cing
- Giao thuc chia sé file: NFS, FTP, SMB

- Giao dién mang: tdi thiéu 2 céng 1Gb

Thiét bi switch
mang vung
Server

- Giao dién két ndi: > 24 cong 1Gb RJ45 va 4 cong 10Gb SFP+
(kem theo 4 transceiver loai 10Gb SFP+ SR)

- Thong lugng chuyén mach: > 208 Gbps

- Téc do chuyén tiép géi tin: > 154 Mpps

- B nh6 RAM: > 1 GB

- B6 nhd luu triv: > 1 GB

- Hb trg tinh nang nang cao t6i hiéu nhu sau:

+ Hb trg VLAN, LACP, CDP, 802.1x

+ Hd trg Loop Protect

+ Security: Source IP lockdown, Gratuitous ARP Protection,
ARP Validation

- Quan trj: HO trg Telnet, SSH, SNMP
- HO tro Ivu nhiéu file cau hinh va image

Thiét bi switch
mang vung
WAN

- Giao dién két ndi: > 24 cong 1Gb RJ45 va 2 cong 1Gb SFP
(khong bao gdom transceiver)

- Thong lugng chuyén mach: > 52 Gbps

- Tdc @6 chuyén tiép goi tin: > 38 Mpps

- B6 nhd RAM: > 512 MB; B nh¢ luu trii: > 128 MB

- Tinh ning nang cao tdi thiéu nhu sau: HS tro LACP, DHCP
Snooping

- Quan trj: HO tro Telnet, SSH, SNMP;

Thiét bi tuong
Itra

- Giao dién két ndi: > 16 cong 1Gb va 3 cong 10Gb

- Giao dién quan tri: > 1 Management port, 1 Console

- Firewall inspection throughput: > 5.2 Gbps; IPS throughput: >
3.4 Ghps

- Threat Prevention throughput: > 3.0 Gbps

- Luu trit : > 64GB M.2, hd tro khe cim mé rong lén 256GB

- Tinh ning an ninh tdi thiéu nhu sau:

+ Tich hop cac tinh nang Gateway Anti-Virus, Anti-Spyware,
Intrusion Prevention va Application Intelligence and Control

+ Cho phép quan 1y va diéu khién ing dung véi cac tinh ning:
Application control, Custom application identification,
Application bandwidth management, Granular control.

+ Cong nghé quét va ngan chdn ma doc: st dung cong nghé
quét stream-based hiéu suat cao dé phan tich luu lwong dit lidu
truy cip vao va ra ddng thoi ma khong can thong qua bo dém
hay proxy dé ngan chin ma doc, xam nhap trai phép, xac dinh
g dung ma khong can dya trén cong hodc giao thirc va khong
€161 han vé kich thude dit liéu duoc quét.




- Quan trj: hd trg CLI, Web UL Nguén dién: HO tro nguén
dién dy phong

- Bao hanh: > 2 nam (kém license cac tinh niang tdi thiéu nhu
sau: Application Control, Intrusion Prevention, Antivirus)

7 | Thiét bi switch | - Giao dién: > 12 cong 1Gb RJ45 va 2 cong 1Gb SFP (khong
cho céc dia bao gdm transceiver)
phuong - Thong lugng chuyén mach: > 28 Gbps
- Téc d chuyén tiép gbi tin: > 20 Mpps
- Bo nhé RAM: > 512 MB
- B0 nh¢ luu trii: > 128 MB Flash
- Tinh ning ning cao tdi thiéu nhu sau: HS trg LACP, DHCP
Snooping
- Quan tri: HO trg Telnet, SSH, SNMP
8 Phan mém 4o - Tinh nang:
hoa may chu + Cho phép tao va chay nhiéu may chi ao (khong gidi han sb
lugng) trén may chu vat ly.
+01 g6i phan mém 4o hoa gém license cho 01 CPU
9 Phin mém Gom cac module tinh nang:
tuong lua - Databases Activity Monitoring
CSDL - Vulnerability Manager/Assessment for Databases
- Database Firewall hodc Database IPS (phat hién xam nhép va
ban va 40)
10 | Phan mém Yéu cau k¥ thuat tdi thiéu c6 cac tinh ning nhu sau:
Quan 1y tai - S6 lwong phién két ndi dong thoi bai 1 tai khoan: Khong gidi
khoe‘in dac han
quyén - Giai phap tich hop sin Module két ndi toi hé thong dich thong

qua giao thuc RDP, SSH, HTTP, HTTPS

- Giai phéap c6 thé ghi lai toan bd hinh anh phién lam viéc
(session) cua ngudi dung (hd trg diy du cac giao thirc RDP,
SSH, HTTP, HTTPS) dudi dang video

- Giai phap c6 thé ghi lai toan bo cac cau lénh qua thao tac gb
ban phim trong phién lam viéc (session) ctia nguoi dung (hd tro
giao thuc SSH) dudi dang van ban

- Giai phap c6 tinh nang gidi han sd luong hé thong dich ma
nguoi dung co thé truy cap

- Giai phap hd trg phan quyén ngudi ding theo vai tro (roles)
gilp linh hoat trong viéc phan quyén quan tri vién, kiém soat
vién, ngudi dung

- Giai phap hd trg kha ning cip quyén truy cip vao cac hé
thdng dich theo nhém

- Giai phép c6 tinh ning ty dong thay d6i dinh ky mat khau cua
tai khoan

- Giai phap hd trg mé rong tinh ning thay doi cac khoa SSH
theo lich dat trudc

- Giai phap co6 tinh ndng cho phép block hodc allow cac cau
Iénh duoc sir dung trong phién két ndi SSH




1.3. Cdc yéu cau khdc

STT

Yéu cau khac

Béao hanh

Dap tmg vé dia diém va thoi gian bao hanh nhu sau:

- Dia diém bao hanh: tai Ha Noi.

- Thot gian bao hanh, hod tro k¥ thuat:

+ May chu cai dat hé théng tai HOS; May chu cai dat h¢ théng
tai V06; Thiét bi NAS luu trit ban backup: t6i thiéu 03 nam
(Trong thoi gian bdo hanh néu 6 cirng bi 16i/héng thi phdi thay 6
citng mdi, 6 cieng 16i/héng bi giiv lai) ké tir ngdy nghiém thu ban
giao hang hoa.

+ Thiét bi switch mang ving Server; Thiét bi switch mang vung
WAN; Thiét bi switch cho cac dia phuong: i thiéu 02 nim ké
tie ngay nghiém thu ban giao hang hoa.

+ Thiét bi tuong lira: t6i thiéu 02 nim (kém license cdc tinh nang
16i thiéu nhw sau: Application Control, Intrusion Prevention,
Antivirus) ké tir ngay nghiém thu ban giao hang héa.

+ Phan mém 4o héa may chi; Phan mém Quan 1y tai khoan dic

quyén: License + ho tro kj thudt toi thiéu 01 ndm ké tir ngay

nghiém thu ban giao hang hoa.

+ Phan mém tuong lra CSDL: License + hé tro ky thudt 16i thiéu

01 nam (cho 2 database) ké tir ngay nghiém thu ban giao hang

hoa.

- Nha thau phai c¢6 tdi thiéu 01 dai dién/Trung tim bao hanh tai

Ha Noi c6 kha ning sin sang thuc hién cic nghia vu cta nha

thau nhu bao hanh, sira chita, cung cap phu tung thay thé theo

cac yéu cau nhu sau:

+ Trong vong 48 gio ké tir khi nhan duoc thong bao cia Bén

mua, Bén ban phai cir nhan vién ky thuat toi dia dlem theo yéu

cau ctia Bén mua tai Ha Noi dé khic phuc céc su c6.

Thot gian khic phuc tdi da trong vong 07 ngay. Néu trong vong

48 gid ké tir khi nhan dugc thong bao co su ¢6 cua Bén mua ma

Bén ban khong tién hanh khic phuc su ¢6 thi Bén mua sé& ty kiém

tra khic phuc, stra chira, thay thé thiét bi.

Moi chi phi khic phuc, thay thé do Bén ban chiu. Ddi véi cac

thiét bi khong khic phuc dugc tai BEn mua ma phai van chuyén

vé bao hanh tai trung tim bao hanh ctia Bén ban thi chi phi lién

quan do Bén ban chiu.

+ Bén ban c6 trach nhiém bao hanh, khic phuc cac 15i cua phén

cting hang héa do minh cung cap.

Chat luong
hang hoa

Paép tmg yéu cau sau (cam két trong E-HSDT):

- Toan b thiét bj méi 100% va dugc san xuét tir nam 2025 trd
vé sau (trr Phan mém do héa may chi; Phan mém neong lira
CSDL; Phan mém Quan ly tai khodn déc quyen).

- Nam san xuit duoc xac dinh trén hang héa hoac gidy ching
nhan chit lugng - CO/CQ hoic gidy xuat xudng.




- Cac hang héa phai dap Gmg cac quy dinh vé an ninh, an toan
thong tin ciia Bo Cong an (cam két chip nhan yéu ciu sau khi
kiém tra hang hoa dat vé mat k¥ thuat, nha thau c6 trach nhiém
phéi hop ciing don vi nghiép vu do chit dau tu yéu cau kiém tra
an ninh, an toan thong tin hang hoéa. Hang héa thudc hop dong
phai du diéu kién an ninh, an toan méi duoc nhap kho va nghiém
thu (Moi chi phi lién quan dén qua trinh kiém tra an ninh, an toan
hang hoa do nha thau chi tra))®.

3 K& hoach trién
khai

Dap tmg cac yéu cau sau:

- C6 ké hoach trién khai thyuc hién géi thiu (nhip hang, kiém tra
hang hoa, kiém tra an ninh an toan thong tin, cai dit va nghiém
thu k¥ thuat hang héa, huéng dan sir dung, nghiém thu ban giao
dua vao st dung).

- Hang hoé dugc kiém tra an ninh, an toan thong tin tai Ha Noi.
- Nghiém thu ban giao tai: Ha Noi.

- Hang hoa ban giao khong qué 02 lan.

4 Thoi gian thyuc
hién hop dong

Thoi gian thuc hién hop dong: < 120 ngay ké tir ngay hop dong
co hiéu luc.

Ghi chu:

- M Do yéu cau vé bao mat, trude thoi diém dong thau Chu dau tu sin sang
tao di€u ki¢n d€ nha thau tham gia du thau tim hiéu, trao doi cac tai li¢u lién quan
dén viéc dap (mg yéu cau vé an ninh, an toan thong tin phuc vy xay dung E-HSDT.

- Nha thau phai c6 bang dép g cac tiéu chuin danh gia k¥ thuat kém theo.
Nha thau chio cac thong s6 ki thuat ciia hang hoa theo thtr ty yéu cau cua E-
HSMT va ghi 16 thong s6 k¥ thuat tham chiéu twong tGng (s trang, s6 dong...)
dén catalogue/datasheet hodc tai li¢u k¥ thuat kém theo E-HSDT.

Muc 2. Ban vé

E-HSMT nay khong c6 ban vé.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gom co:

Céc kiém tra va thir nghi€ém can tién hanh géom c6 cac ndi dung sau:

- Thoi gian kiém tra: trude khi hai bén ky bién ban kiém tra ki thuat va

nghiém thu ban giao.

- Pia diém: tai Ha Noi theo yéu cau ctia Chu dau tu.

- C4c thure tién hanh:

Buée 1: Kiém tra hang hoa

+ Hai bén s& tién hanh kiém tra vé s6 luong, hinh thtrc vt ly bén ngoai, k¥
mi hiéu, nhin méc san pham, hang san xuat, xuat x{r, ndm san xuét cua hang hoa
va ho so tai liéu chimg minh tinh hop 1¢ cta toan bd hang hoa.




+ Pia diém thyc hién: theo yéu cau ctia bén B tai Ha Noi.

Buée 2: Kiém tra k¥ thuat, nghiém thu ban giao hang héa

+ Sau khi tién hanh cai dat phan mém, cac bén tién hanh chay thu, kiém tra
vé s luong, chét luong, chung loai, nhan méc san phém, hang san Xuét, xuat xtr,
nam san xuat va nghiém thu thong s6 k¥ thuat/tinh nang k¥ thut dugc quy dinh tai
Bang gia hop d6ng cua hang héa. Trong qua trinh kiém tra chay thir, hang hoa duoc
kiém tra vé an ninh, an toan thong tin va cac quy dinh ctia B Cong an (c6 bién ban
kiém tra an ninh an toan thong tin, bién ban xac nhan cai dat va nghiém thu k¥ thuéat
hang hod).

+ Trong trudng hop kiém tra nghiém thu hang hoa, hang ho4 do bén B cung
cap khong dam bao ding nhu hop dong di ky hodc khong dam bao an ninh, an toan
thong tin theo quy dinh thi bén A khong tiép nhan hang hoa dong thoi bén B phai
cung cap 16 hang mé&i dam bao chit lugng theo nhu hop ddéng quy dinh, moi chi phi
do bén B chiu.

+ Nghiém thu ban giao: Hang hoa sau khi kiém tra dap tmg k¥ thuat, an ninh,
an toan va hudéng din st dung, hai bén tién hanh nghiém thu ban giao hang hoa
theo quy dinh ctia hop déng. Hang héa dugc nghiém thu ban giao cho Bén A khong
qua 02 lan.

+ Dia diém thuc hién: theo yeu cau ctia bén B tai Ha Noi.

- Chi phi kiém tra, thir nghiém hang hoa: moi chi phi kiém tra, thir nghiém
do bén B chiu.



