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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dw 4n/dw toan mua sim, goéi thau:

Tén géi thau: Thué ha ting Cloud va giai phap an toan thong tin tich hop
cho Trung tam dir liéu chinh (DC).

Chau tri: Cuc Cong nghé thong tin, B Tu phap.

Quy mé va ndi dung: Thué ha ting Cloud va giai phap an toan thong tin
tich hop cho Trung tdm Dit liéu chinh (DC) dap ung nhu cau trién khai cac hé
thong thong tin, phdn mém ung dung trong giai doan tir thang 01/2026 dén thang
12/2026, ciing nhu cung cap ha tang cho cac hé thong hién tai ciia Bo Tu phap.

2. Muc tiéu cong viéc:

Thué ha tang Cloud va giai phap an toan thong tin tich hop cho Trung tim
dwr 1i€u chinh (DC) phuc vu cho cac ung dung va cung cép cac dich vu, bao gém:

- Hé thng thong tin pho bién phap luat

- Co s¢ dir ligu Cong chiing

- C4c nén tang sd liéu dung chung

- Hé théng nén tang s6 phap luat Viét Nam

- Hé thong BO tro tu phap

- Hé théng thong tin tro giup phap 1y

- Ha tAng Cong Phap luat quéc gia

- Hé théng thong tin giai quyét tha tuc hanh chinh cac linh vuc thudc pham
vi quan 1y nha nude cua Bo Tu phap

- Ha tang cho céc hé théng ung dung tai DC hién tai

- Ban quyén cac phan mém, Hé diéu hanh cho hé thong may chii ciia cac hé
thdng thong tin, phdn mém ung dung dugc trién khai.

- Ban quyén céc giai phap dam bao an toan thong tin.

- Dich vu chuyén ddi va tich hop céac hé théng ung dung tai DC hién tai 1én
nén tang Cloud

- Dich vu Giam sat, van hanh

- Dich vu sao luu backup

- M4y chu HSM

- Dich vu trién khai

- Cac duong truyén két ndi internet, duong truyén p2p, duong truyén két
nbi mang CPnet; ip Public v4, v6 cho cac phan mém tng dung.

- C4c giai phap an toan thong tin cap do 3 trén ha tang Cloud nam 2026.
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- Céc giai phap dam bao an toan thong tin theo quy dinh dé két ndi cac hé
théng thong tin, phdn mém Gng dung ciia B4 dén CSDLQG vé dan cu Trung tim
dir liéu Qudc gia.

3. Yéu cau k¥ thuét cia goi thiu:

STT Dich vu Tham chiéu
1 | Thué ha ting Cloud va giai phap an toan thong tin tich Chi tiét tai
hop cho Trung tam dir li¢u chinh (DC) nam 2026 muc 3.1
2 | Yéu cau chung vé ha ting cta nha cung cap dich vu Chi tiét tai
dién toan ddm may muc 3.2

3.1. Thué ha ting Cloud va gidi phdp an toan théng tin tich hop cho Trung
tam dir liéu chinh (DC) nam 2026

- Nha thau cam két, néu tring thau, nha thau c6 trach nhiém sin sang cung
cap day du ha ting cho cac ung dung sau trong vong 10 ngdy, ké tir ngay hop
d6ng c6 hiéu luc. Thoi gian thué dich vu tdi da trong 12 thang, ké tir thoi diém ky
nghiém thu ban giao dich vu dua vao str dung va két thuc thué ngay 31/12/2026.
Céc dich vu yéu cau san sang ha ting cung cap:

+ Thué ha tang cho hé thdng thong tin phd bién phép luat
+ Thué ha tang cho co s¢ dit liéu Cong ching

+ Thué ha tang cho cac nén tang s liéu dung chung

+ Thué ha tang cho nén tang sd phéap luat Viét Nam

+ Thué ha tang cho hé thong B6 tro tu phap

+ Thué ha tang cho hé thdng thong tin trg giup phap 1y

+ Thué ha tang Cong Phap luat qudc gia

+ Thué ha tang cho hé thng thong tin giai quyét thi tuc hanh chinh céc linh
vuc thugc pham vi quan ly nha nudc cua Bo Tu phap

+ Thué ha tang cho cac hé théng tng dung tai DC hién tai

- Péi v6i thué dich vu chuyén doi va tich hgp: Nha thau thuc hién chuyén
d6i va tich hop cho hé théng ing dung tai DC hién tai. Thoi gian thuc hién t6i da
trong 4 thang ké tir thoi diém hop dong c6 hiéu luc. Nha thau chi duge nghiém
thu khi dap mg chuyén ddi toan bo hé thong theo yéu cau trong hd so moi thau.

- Doi v6i thué dich vu trien khai: Nha thu cai ddt dich vy cloud cho toan bd
8 hé thong va ciu hinh cai dit Security ATTT cdp do 3.. Nha thau thyc hién
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nghiém thu dbi véi timg hé théng da chuyén dbi. Cac hé thdng trién khai dich vu
nhu sau:

+ Thué ha tang cho hé thdng thong tin phd bién phéap luat

+ Thué ha tang cho co s¢ dit liéu Cong ching

+ Thué ha tdng cho cac nén tang s liéu dung chung

+ Thué ha tang cho nén tang sd phap luat Viét Nam

+ Thué ha tang cho hé thdng B6 tro tu phap

+ Thué ha tang cho hé thdng thong tin trg giup phap 1y

+ Thué ha tang Cong Phap luat qudc gia

+ Thué ha ting cho hé théng thong tin giai quyét thu tuc hanh chinh céc linh
vuc thudc pham vi quan 1y nha nudc cua Bo Tu phap

- Dbi véi thué dich vu giam sat, van hanh: Thot gian thué€ dich vu tdi da trong
12 thang ké tir thoi diém ky nghiém thu cung cip dich vu lan 1 va két thuc ngay
31/12/2026

- Pbi voi thué may chit HSM: Nha thau cung cép dich vu thué may cha HSM
khi c¢6 yéu cau, thoi gian thué tinh tir thoi diém nghiém thu cung cép dich vu.

- Pdi vé6i thué ha tﬁng va dich vu dam bao an toan thong tin cép do 3: Thoi
gian trién khai dich vu trong 10 ngay ké tir thoi diém hop ddng c¢6 hiéu luc. Thoi
gian cung cép dich vu ké tir thoi diém ky nghiém thu cung cép dich vu lan 1 va
két thuc ngay 31/12/2026.
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3.2.1. Béng tong hop cdc hang muc cin thué

Pon vi S6 lwong | Thoi gian
STT Dich vu " tai thué dich Tham chieu
: : tinh n N
nguyén | vu (thang)

1 | Thué ha tang cho h¢ thong thong tin pho bien phap luat Chi tiét yéu cau tai
Tong vCPU vCPU 72 12 myc 1 trong Bang
Téng RAM GB 136 12 chi tiét yéu cau veé
Téng dung lugng VM GB 1500 12 |t nguyén va ky
Ba *n ohin mem Endooint AV T 2 T thudt cho cac ung

aqm quy:en p im m:em .n poin ¥cense dung, muc 322,
Béan quyén phan mém License Backup License 7 12 Chuong V, E-
Dung luong Backup GB GB 2000 12 HSMT
Public IP: Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 2 12
nudc, 3Mbps quoc te.

2 | Thué ha tang cho co s& dir liéu Cong chirng Chi ti€t yéu cau tai
Téng vCPU vCPU 80 12 muyc 2 trong Bang
Téng RAM GB 224 12 chi tiét yéu cau vé
Téng dung lugng VM GB 1500 12 tai nguyen va. ky

: X T X . ; thudt cho céc ung
Ban quyén phan mém Endpoint AV License 5 12

; X X X Z z e~ 1A - dung, muc 3.2.2,
Ban quyén phz}n mém Chong That thoat Dir li¢u (DLP) License 5 12 Chwong V, E-
Béan quyén phan mém license Windows Server 2022 Enterprise For | License 5 12 HSMT
VM hoac tuong duong
Ban quyén phan mém license Windows SQL enterprise (2core) | License 16 12
subscription hoac twrong duong
Ban quyén phan mém License Backup License 2 12
Dung luong Backup GB GB 900 12
Public IP: Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 3 12

nude, 3Mbps qudc té.

3 | Thué ha ting cho cic nén ting s6 li¢u dung chung
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Pon vi S6 lwong | Thoi gian )
STT Dich vu " tai thué dich Tham chieu
: : tinh n .
nguyén | vu (thang)
Téng vCPU vCPU 924 12 Chi tiét yéu cau tai
Tong RAM GB 2176 12 muc 3 trong Bdng
Téng dung lugng VM GB 124500 12 chi i€t yéu cau ve
Ban quyén phan mém Endpoint AV License 35 12 t?ll Anguﬁ/ ch va ky
Ban quyén phan mém Chéng That thoat Dit liéu (DLP) License 25 12 Elul;agt Cn;)u((::ac.% 12rr12g
Ban quyén phan mém license Windows Server 2022 Enterprise For | License 25 12 Chu(;ng ' v, ' E-’
VM hoéc‘tu’orng du:0‘r‘1g HSMT
Ban quyén phan mém license Windows SQL Enterprise (2core) | License 48 12
subscription hoac twong duong
Ban quyén phan mém DB Oracle (core) hoic twong duong License 2 12
Ban quyén phan mém License Backup License 16 12
Dung luong Backup GB GB 81750 12
Public IP: Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 6 12
nude, 3Mbps quéc té.

4 | Thué ha ting cho nén ting s6 phap luit Viét Nam Chi tiét yéu cau tai
Tong vCPU vCPU 428 12 muyc 4 trong Bang
Téng RAM GB 2940 12 chi tict yéu cau ve
Téng dung luong VM GB 44600 12 | tai nguyén va ky
Ban quyén phan mém Endpoint AV License 35 12 thuat cho céc tmg

S S . : _ dung, muc 3.2.2,
Ban quyén phan mém License Backup License 14 12 Chwong V, E-
Dung luong Backup GB GB 42750 12 HSMT
Ban quyén phan mém Red Hat Enterprise Linux For VM hodc tuong | License 5 12
duong
Public IP: Bang thong mdc dinh trén 1 Public IP: 300 Mbps trong | License 5 12
nude, 3Mbps quéc té.
GPU card GPU card 6 12
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Pon vi S6 lwong | Thoi gian
STT Dich vu " tai thué dich Tham chieu
: : tinh n N
nguyén | vu (thang)

5 | Thué ha tang cho hé¢ thong Bo tr¢ tuw phap Chi tiét yéu cau tai
Tong vCPU vCPU 80 12 muyc 5 trong Bang
Téng RAM GB 756 12 chi tiét yéu cau vé
Téng dung luong VM GB 4624 12 tai nguyén va k¥

. X X . . thudt cho cac ung
Béan quyén phan mém Endpoint AV License 5 12

- — > - — : dung, muc 3.2.2,
Ban quyén pha}n mém Chong That thoat Dir li¢u (DLP) License 2 12 Chuong V, E-
Ban quyén phan mém license Windows Server 2022 Enterprise For | License 2 12 HSMT
VM hoac tuong duong
Ban quyén phan mém License Backup License 2 12
Dung luong Backup GB GB 3486 12
Public IP: Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 1 12
nudc, 3Mbps quoc te.

6 | Thué ha tang cho h¢ thong thong tin trg giap phap ly Chi tiét yéu cau tai
Téng vCPU vCPU 506 12 myc 6 trong Bang
Tong RAM GB 2452 12 chi i€t yéu cau ve
Téng dung luong VM GB 20408 12 tai nguyén va k¥

. X X . . thudt cho cac ung
Béan quyén phan mém Endpoint AV License 20 12

- s — : : dung, muc 3.2.2,
Béan quyén phan mém License Backup License 10 12 Chuong V, E-
Dung luong Backup GB GB 28362 12 HSMT
Ban quyén phan mém Red Hat Enterprise Linux hodc twong duong License 20 12
Public IP: Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 5 12
nudc, 3Mbps quoc te.

7 | Thué ha tang Cong Phap luit quoc gia Chi ti€t yéu cau tai
Toéng vCPU vCPU 156 12 muyc 7 trong Bing
Téng RAM GB 592 12 chi tiét yéu cau veé
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Pon vi S6 lwong | Thoi gian )
STT Dich vu " tai thué dich Tham chieu
: : tinh " N
nguyén | vu (thang)

Téng dung lugng VM GB 28200 12 tai nguyén va ky
Ban quyén phan mém Endpoint AV License 19 12 thuat cho céc ung
Ban quyén phan mém license Backup License 9 12 dung, muc 3.2.2,
Dung lugng Backup GB GB 21000 12 IC{g‘;/IO“Tlg v, E
Public IP: Bang thong méc dinh trén 1 Public IP: 300 Mbps trong IP 4 12

nuoc, 3Mbps quéc té.

8 | Thué ha ting cho hé thong thong tin giai quyét thii tuc hanh chinh Chi tiét yéu cau tai
cac linh vuee thudc pham vi quan ly nha nwéc cia B¢ Tw phap muc 8 trong Bang
Téng vCPU vCPU 517 12 chi tiét yéu cau vé
Tong RAM GB 1423 12 tai nguyén va ky
Téng dung lugng VM GB 33979 12 thuat cho cac g
Ban quyén phan mém Endpoint AV License 45 12 dCU}llrllI%n muCV 3'2'15_’
Ban quyé?:n phz‘”}n mé‘:m Chdng Thét thoat Dit liéu (DLP) License 15 12 HSMTg ’

Ban quyén phan mém license Windows Server 2022 Enterprise For | License 15 12
VM hoac tuong duong

Ban quyén phan mém License Backup License 45 12
Dung luong Backup GB GB 54076 12
Public IP: Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 16 12
nude, 3Mbps qubc té.

9 | Thué ha ting cho cic hé thdng wng dung tai DC hién tai Chi tiét yéu cau tai
Téng vCPU vCPU 3080 12 muyc 9 trong Bang
Tong RAM GB 5682 12 chi tiét yéu cau vé
Téng dung luong VM GB 262676 12 tai nguyén va k§

. X T X . . thudt cho céc ung
Béan quyén phan mém Endpoint AV License 209 12 d 399
< — - ; - : ung, muc 3.2.2,

Ban quyén phan mém Chong That thoat Dir li¢u (DLP) License 79 12




120

Pon vi S6 lwong | Thoi gian )
STT Dich vu " tai thué dich Tham chieu
: : tinh n .
nguyén | vu (thang)
Ban quyén phan mém license Windows Server 2022 Enterprise For | License 79 12 Chuong V, E-
VM hoac tuong duong HSMT
Ban quyén phan mém License Backup License 209 12
Dung luong Backup GB GB 325845 12
Public IP : Bang thong mac dinh trén 1 Public IP: 300 Mbps trong IP 42 12
nudée, 3Mbps qudc té.
10 | Thué dich vu giam sat, vin hanh Géi 1 12 Chi tiét yéu ciu tai
muc 3.2.3, Chuong
V, E-HSMT
11 | Thué may chi HSM Géi 2 12 Chi tiét yéu cau tai
muc 3.2.4, Chuong
V, E-HSMT
12 | Thué dich vu chuyén doi va tich hop Goi 1 Chi tiét yéu cau tai
muc 3.2.5, Chuong
V, E-HSMT
13 | Thué dich vu trién khai Géi 1 Chi tiét yéu cau tai
muc 3.2.6, Chuong
V, E-HSMT
14 | Thu@ ha ting va dich vu dam b:o an toan thong tin cip do 3 BTP Chi tiét yéu cau tai
nam 2026 muc 3.2.7, Chuong
14.1 | Cloud Next Gen Firewall Goi 4 12 V, E-HSMT
14.2 | Giai phap Tuong lra ing dung Web (Cloud WAF) Goi 4 12
14.3 | Giai phap Anti-DDOS (Cloud Anti Ddos L4) Goi 1 12
14.4 | Giai phap Giam sat hé thong tap trung (Cloud Monitoring) Goi 1 12
14.5 | Giai phap Tuong lra CSDL (Cloud DB Firewall)
Cloud DB Firewall (vCPU) vCPU 12 12
Cloud DB Firewall (RAM) GB 16 12
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Pon vi S6 lwong | Thoi gian )
STT Dich vu " tai thué dich Tham chieu
: : tinh " N
nguyén | vu (thang)
Cloud DB Firewall (Storage) GB 600 12
14.6 | Giai phap Endpoint Security (Cloud Endpoint AV) Goi 1 12
Cloud Endpoint AV ( CPU ) vCPU 4 12
Cloud Endpoint AV ( RAM) GB 8 12
Cloud Endpoint AV ( Storage) GB 100 12
14.7 | Giai phap Chéng that thoat dir liéu (Cloud DLP) Goi 1 12
Cloud DLP ( CPU) vCPU 4 12
Cloud DLP (RAM) GB 8 12
Cloud DLP ( Storage) GB 100 12
14.8 | Giai phap Bastion-Host Goi 1 12
Cloud Server - Bastion Host ( CPU ) vCPU 4 12
Cloud Server - Bastion Host ( RAM ) GB 8 12
Cloud Server - Bastion Host ( Storage) GB 100 12
Ban quyén phan mém license Windows Server 2022 Enterprise For Goi 1 12
VM Basion Host ho:ﬁc tuong duong
14.9 | Giai phap Do quét 16 hong (Cloud VA) Goi 1 12
14.10 | Pudng truyén két ndi P2P 10Gb Goi 4 12
14.11 | Puodng truyén két ndi 1én CSDLQG dan cu - 200Mbps Goi 2 12

Yéu cdu: Nha thau c6 bang chao gid chi tiét déi véi tirng hang muc can thué.
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3.2.2. Bing chi tiét yéu cdu vé tai nguyén va ky thudt cho cdc vrng dung

Yéu cau chi tiét tai nguyén va k¥ thuat cho céc tng dung nhu sau:

Yéu ciu cho hé thong thong tin phd bién phap luat

Bén quyén phan mém
License Backup

Tai nguyén vCPU 72 vCPU
Tai nguyén Memory 136 GB RAM
Tai nguyén Storage 1500 GB SSD Disk
Bén quyén phan mém .
Endpoint AV 8 license
- 7 license

- Quan tri tap trung thong qua giao dién web

- Sao luu dugce tit ca cac loai dit liéu: file, Database, Hé
diéu hanh, May 4o

- Sao luu ty dong, thiét lap theo lich.

- Cho phép nguoi dung cha dong chon sb lwong ban sao
luu & thoi gian luu trit ban sao luu

- Cho phép nguoi dung thuc hi¢n ma hoa dir liéu sao luu
dé dam bao an toan

Dung lugng Backup GB

2000 GB SSD Disk

Public IP

2 Public IP (300Mbps trong nudc, 3Mbps qudc té)

Yéu cau cho co sé dir liéu Cong chirng

Tai nguyén vCPU

80 vCPU

Tai nguyén Memory

224 GB RAM

Tai nguyén Storage

1500 GB SSD Disk

Bén quyén phan mém
Endpoint AV

5 license

Ban quyéq phan mém
Chong That thoat Dir licu
(DLP)

5 license

Ban quyén phan mém
license Windows Server
2022 Datacenter For VM
hodc tuong duong

5 license

Ban quyén phan mém
license Windows SQL
enterprise (2core)
subscription hoac tuong
duong

16 license

Ban quyén phan mém
License Backup

- 2 license

- Quan tri tap trung thong qua giao dién web

- Sao luu dugce tit ca cac loai dit liéu: file, Database, Hé
diéu hanh, M4y 4o

- Sao luu ty dong, thiét lap theo lich.

- Cho phép nguoi dung cha dong chon sb lwong ban sao
luu & thoi gian luu trit ban sao luu

- Cho phép nguoi dung thuc hi¢én ma hoa dir liéu sao luu
dé dam bao an toan

Dung lugng Backup GB

900 GB SSD Disk
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Public IP 3 Public IP (300Mbps trong nudc, 3Mbps qudc té)
Yéu ciu cho cac nén tang s6 liéu ding chung

Tai nguyén vCPU 924 vCPU

Tai nguyén Memory 2176 GB RAM

Tai nguyén Storage

124500 GB SSD Disk

Ban quyén phan mém
Endpoint AV

35 license

Ban quyéq phan mém
Chong That thoat Dir licu
(DLP)

25 license

Bén quyén phan mém
license Windows Server
2022 Datacenter For VM
hodc tuong duong ‘

25 license

Bén quyén phan mém
license Windows SQL
enterprise (2core)
subscription hodc tuong
duong

48 license

Bén quyén phan mém
DB Oracle (core) hoac
tuong duong

2 license

Ban quyén phan mém
License Backup

- 16 license

- Quan tri tap trung thong qua giao dién web

- Sao luu dugce tit ca cac loai dit liéu: file, Database, Hé

diéu hanh, May 4o

- Sao luu ty dong, thiét 1ap theo lich.

- Cho phép nguoi dung chi dong chon s luong ban sao

luu & thoi gian luu trir ban sao luu

- Cho phép nguoi dung thyuce hién ma hoa dir li¢u sao luu
dé dam bao an toan

Dung lugng Backup GB | 81750 GB SSD Disk

Public IP 6 Public IP (300Mbps trong nudc, 3Mbps qudc té)
Yéu ciu cho hé thong nén tang sé phap luat Viét Nam

Tai nguyén vCPU 428 vCPU

Tai nguyén Memory 2940 GB RAM

Tai nguyén Storage

44600 GB SSD Disk

Ban quyén phan mém
Endpoint AV

35 license

Ban quyén phan mém
License Backup

- 14 license

- Quan tri tap trung thong qua giao dién web

- Sao luu dugce tit ca cac loai dit liéu: file, Database, Hé

diéu hanh, May 4o

- Sao luu ty dong, thiét 1ap theo lich.

- Cho phép nguoi dung chi dong chon s luong ban sao

luu & thoi gian luu trir ban sao luu

- Cho phép nguoi dung thyuce hién ma hoéa dir li¢u sao luu
dé dam bao an toan

Dung lugng Backup GB

42750 GB SSD Disk
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Bén quyén phan mém
Red Hat Enterprise Linux

For VM hodc tuong > license

duong

Public IP 5 Public IP (300Mbps trong nudc, 3Mbps qudc té)
- S6 lwong GPU card: 6
- Cong nghé GPU card: Stir dung cong nghé SXM hoac
cao hon

GPU Card - Bang thong bd nhd mdi card GPU: Téi thiéu 3,35TB/s,

- BO nh6 RAM mdi card GPU: Téi thiéu 80G
- Hi€u suat Tensor (FP8) moi card GPU t6i thiéu 3958
TFLOPS

Yéu ciu cho hé thong Bd tro tw phap
Tai nguyén vCPU 80 vCPU
Tai nguyén Memory 256 GB RAM

Tai nguyén Storage

4624 GB SSD Disk

Ban quyén phan mém

Endpoint AV > license
Bén quyén phan mém
Chédng Thét thoat Dix liéu | 2 license
(DLP)
Bén quyén phan mém
license Windows Server 7 license
2022 Datacenter For VM
hodc tuong duong

- 2 license

Bén quyén phan mém
License Backup

- Quan tri tap trung thong qua giao dién web

- Sao luu dugce tit ca cac loai dit liéu: file, Database, Hé
diéu hanh, M4y 4o

- Sao luu ty dong, thiét lap theo lich.

- Cho phép nguoi dung cha dong chon sb lwong ban sao
luu & thoi gian luu trit ban sao luu

- Cho phép nguoi dung thuc hi¢n ma hoa dir liéu sao luu
dé dam bao an toan

Dung lugng Backup GB | 3486 GB SSD Disk

Public IP 1 Public IP (300Mbps trong nudc, 3Mbps qudc té)
Yéu ciu cho hé thong thong tin tro gitip phap ly

Tai nguyén vCPU 506 vCPU

Tai nguyén Memory 2452 GB RAM

Tai nguyén Storage

20408 GB SSD Disk

Bén quyén phan mém
Endpoint AV

20 license

Ban quyén phan mém
License Backup

- 10 license

- Quan tri tap trung thong qua giao dién web

- Sao luu dugce tit ca cac loai dit liéu: file, Database, Hé
diéu hanh, M4y 4o

- Sao luu ty dong, thiét lap theo lich.

- Cho phép nguoi dung cha dong chon sb lwong ban sao
luu & thoi gian luu trit ban sao luu
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- Cho phép nguoi dung thue hién mé héa dir liéu sao luu
dé dam bao an toan

Dung lugng Backup GB | 28362 GB SSD Disk
Bén quyén phan mém
Red Hat Enterprise Linux | 20 license
hodc tuong duong
Public IP 5 Public IP (300Mbps trong nude, 3Mbps qudc té)
Yéu cu cho ha ting Cong Phap luit quc gia
Tai nguyén vCPU 156 vCPU
Tai nguyén Memory 592 GB RAM
Tai nguyén Storage 28200 GB SSD Disk
Béan quyén phan mém .

- 9 license

Ban quyén phan mém
License Backup

- Quan tri tap trung thong qua giao dién web

- Sao luu dugec tat ca cac loai dit lidu: file, Database, Hé

diéu hanh, M4y 4o

- Sao luu ty dong, thiét lap theo lich.

- Cho phép nguoi dung cha dong chon sb lwong ban sao

luu & thoi gian luu trit ban sao luu

- Cho phép nguoi dung thuc hi¢én ma hoa dir liéu sao luu
dé dam bao an toan

Dung lugng Backup GB

21000 GB SSD Disk

Public IP

4 Public IP (300Mbps trong nude, 3Mbps qudc té)

Yéu ciu cho hé thong thong tin giai quyét thi tuc hanh chinh cac linh vie thudce
pham vi quén ly nha nuéc cia B6 Tu phap

Tai nguyén vCPU

517 vCPU

Tai nguyén Memory

1423 GB RAM

Tai nguyén Storage

33979 GB SSD Disk

Ban quyén phan mém

Endpoint AV 45 license
Ban quyén phan mém
Chéng Thét thoat Dir liéu | 15 license
(DLP)
Bén quyén phan mém
license Windows Server 15 license
2022 Datacenter For VM
hodc tuong duong

- 45 license

Ban quyén phan mém
License Backup

- Quan tri tap trung thong qua giao dién web

- Sao luu dugec tat ca cac loai dit lidu: file, Database, Hé

diéu hanh, May 4o

- Sao luu ty dong, thiét lap theo lich.

- Cho phép nguoi dung cha dong chon sb lwong ban sao

luu & thoi gian luu trit ban sao luu

- Cho phép nguoi dung thuc hi¢n ma hoa dir liéu sao luu
dé dam bao an toan

Dung lugng Backup GB

54076 GB SSD Disk
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Public IP 16 Public IP (300Mbps trong nudc, 3Mbps quic té)
9 | Yéu ciu cho cac hé thong wng dung tai DC hién tai
Tai nguyén vCPU 3080 vCPU
Tai nguyén Memory 5682 GB RAM
Tai nguyén Storage 262676 GB SSD Disk
Ban quyén phan mém .
Endpoint AV 209 license
Ban quyén phan mém
Chong That thoat Dir licu | 79 license
(DLP)
Ban quyén phan mém
license Windows Server 79 license
2022 Datacenter For VM !
hodc tuong duong
- 209 license
- Quan tri tap trung thong qua giao dién web
- Sao Iuu dugec tat ca cac loai dir liéu: file, Database, Hé
Ban quyén phan mém diéu hanh, May o
Licer‘}sgBafk - Sao luu tyr dong, thiét 1ap theo lich.
up - Cho phép nguoi dung chu dong chon so6 luong ban sao
luu & thoi gian luu trit ban sao luu
- Cho phép nguoi dung thue hién ma hoa dir liéu sao luu
dé dam bao an toan
Dung lugng Backup GB | 325845 GB SSD Disk
Public IP 42 Public IP (300Mbps trong nudc, 3Mbps qudc té)
3.2.3. Bdng chi tiét yéu cdu vé dich vu gidm sdt, vin hanh
Giam sat, van hanh ha ting Cloud, chi tiét yéu cau dich vu nhu sau:
S6 cong/ S6 3
STT | Tiéu chi M ti yéu ciu nguol | nguoi | Dicn
thue thuwe giai
hién hién
Yéu ciu vé dich vu giam sat, van hanh
- T,rién, khai, cai ﬁét ha tﬁng, hé théng theo
thiét ke véi Ha tang DPTPM dung riéng.
-‘Monitor, giam sat, cénh bao 24/7 ha
tang vat 1y lién quan thiét bi SAN storage, ~
. Ky su
, servers dedicated.
Mirc ha 2 . Z % CNTT
A - Chan doan, khac phuc, phoi hgp vendor, n
tang  tA 1ia Y £ A Bac 3/8
cac bén lién quan dé xur 1y su co, issues vé . A
bThbM RN hoac to1
1 hardware, software cua cac thict bi 365 3 2
Cloud . thiéu 7
. dedicated. <
Service A s A £ A nam
. - Thye hién bdo tri, nang cap phan cing, .
Provider A A A A g ra . kinh
phan mém, cap nhat cac ban va, fix cac o
o n X . , nghiém
bugs lién quan dén firmware, version, cac
16 hong bao qmat dé dam bao hiéu nang,
do an toan, On d,inh va bao mat cho cac
thict bi va hé thong.
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STT

Tiéu chi

M0 ta yéu cau

S6 cong/
nguwoi
thuc
hién

So
nguwoi
thuc
hién

Dién
giai

- Kiém soat, quan 1y truy cap vét 1y va
logic dé dam bao an toan thong tin, tuan
thu céc quy dinh, ti€u chuadn vé bdo mat

Giam
sat muc
tenant
cloud

- Giam sat ha ting mang cloud: VPC,
Network security, Cloud Router, Cloud
Firewall, Cloud WAF, Cloud LB va cac
thanh phan ha tang tuong duong

- Giam sat hé théng luu trit, database may
chui VM, instance, dich vu backup va cac
thanh phan twong duong

+ Kiém tra hé thong hang ngay (daily
checklist)

+ Giam sat ty dong tinh trang hé théng

+ Gui bao cao

- Giam sat hé thong lién quan container
based/ container orchestration/ PaaS

+ Giam sat Node: CPU, RAM, Disk,
Network, trang thai Ready/NotReady

+ Giam sat Pod & Container:
CPU/Memory usage, restart count,
OOMK:illed

+ Giam sat Namespace & Deployment: sd
luong pod, replica mismatch, failed
deployments

+ Giam sat dich vu ndi bd: DNS, API
Server, Controller Manager, Scheduler,
ETCD health

+ Giam sat luu trit & mang: PVC, PV
capacity, network policy, ingress/egress
latency"

- SLA dich vu: 24/7

365

Ky su
CNTT
Bac 3/8
hodc tbi
thiéu 7

nam

kinh
nghiém

Van
hanh
muc
tenant
cloud

Van hanh cac thanh phén thudc tenant
cloud, IAC:

- Van hanh hé théng mang: VPC,
Network security, Cloud Router, Cloud
Firewall, Cloud WAF, Cloud LB

- Van hanh may chu

- Van hanh Iuvu trir

- Van hanh hé théng backup

- Van hanh ha ting K8s (Infrastructure
Layer)

- Van hanh cluster & control plane
(Cluster Management)

- Van hanh stack cong nghé chay trén K8s
- Van hanh stack monitoring, logging

- SLA dich vu: 24/7

365

Ky su
CNTT
Bac 3/8
hodc tbi
thiéu 7
nam
kinh
nghiém




Ghi chu:
Ky su CNTT: Tot nghiép Pai hoc trd 1én chuyén nganh vé Cong nghé
thong tin hodc cac chuyén nganh tuong duong (Chuyén nganh cong ngh¢
thong tin bao gdm cac nganh ding v€ CNTT va cac nganh géan dao tao vé
CNTT theo quy dinh tai Thong tu s6 08/2022/TT-BTTTT ngay 30/6/2022
ctia Bo Thong tin va Truyén thong).
Nha thau cam két néu trang thau va ky hop dong, nha thau phai bo sung
danh sach nhan su trién khai dap ung yéu cau trong HSMT, kém theo cac
bang cap, ching chi lién quan dé chimg minh ning lyc nhén sy.

Yéu cau nha thau bd tri nhan sy 24/7 dap tmg yéu cau trong HSMT.
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3.2.4. Bdng chi tiét yéu cau vé mdy chii HSM

STT

Tiéu chi

Mo ta yéu cau

Yéu cau vé may chu HSM

Tiéu chuan an ninh

FIPS 140-2 Level 3

HJ tro hé diéu hanh

Windows, Linux

Yéu cau vat ly

* Thiét bj Network HSM dang Rackmount, kich thudc 1U
* 2 RJ45, 1 Gb/s
* Power supply (2 x 100 ~ 240 V AC)

Thuat toan ma hoa

* RSA, DSA, ECDSA with NIST, Brainpool and
FRP256v1 curves, EADSA

* DH, ECDH with NIST, Brainpool, FRP256v1 and
Montgomery curves

* AES, Triple-DES, DES

* SHA-1, SHA-2, and SHA-3 Family, RIPEMD

* Chinese SM2, SM3 and SM4

* Hash-based deterministic RNG (DRG.4 Acc. AIS 31/
NIST SP800-90B)

* True random number generator (PTG.2 acc2 AIS 31)

APIs

* PKCS #11

* Java Cryptography Extension (JCE)

* Microsoft Crypto API and Microsoft Cryptography Next
Generation

* Extensible Key Management

* OpenSSL

* Cryptographic eXtended services Interface (CXI)

Téc do ky s6

RSA transactions per second/Signatures per second:
>=5000 tps (Key length 2048 bit)

Ché d6 luu trit va sb
luong cap khoa/ching
thu s6 luu

Cho phép luu trir cap khoa, chimg thu s6 ca bén trong thiét
bi va bén ngoai thiét bi

Phan mém gia lap

Cung cAp mién phi phan mém gia 1ap dé phuc vu muc dich
nghién cuu/thtr nghiém

Dich vu k¥ thuat kem
theo

D3 bao gom: Chi phi dat may chu, Hb tro giam sat, van
hanh 24/7 trong moi tmdng trung tam dir li¢u dat thict bi
May chu HSM, Xur Iy su ¢0 va bdo tri dinh ky
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3.2.5. Bdng chi tiét yéu cau vé dich vu chuyén doi va tich hop

Chuyén ddi va tich hop cac hé théng tng dung tai DC hién tai 1én nén tang
Cloud, chi tiét yéu cau dich vu nhu sau:

S6 e
n So
cong/ L. X
STT | Tiéu chi MO ta yéu ciu nguoi ngwol D1en
thuwe ﬂ?l;rc glal
‘A hi¢n
hién )
Yéu ciu vé dich vu chuyén ddi va tich hop
Thuc hién trén:
- 209 x may chu do
- 79 Database
- 41 Ung dung container
- 131 Ung dung monolithic
- 50 x dir li¢u ung dung
Phan loai workload theo mirc d6 wu tién va
do phuec tap. Ky su
banh gia tuong thich gitra moéi truong CNTT
ngudn — dich va gi6i han downtime. Bac
Lap ké Phan tich rui ro va xay dung phuong an 3/8
| | hoachva | giam thiu/rollback. 20 s hodc
lén phuong | Lua chon chién lugc migrate (full dump, to1
an migrate | incremental, replication, song song, thiéu 7
hybrid). nam
Thiét ké kién tric dich va dy tru tai kinh
nguyén nghiém
(VM/Container/CPU/RAM/Storage/IOPS).
Lap ké hoach bao mat, backup trudc
migrate va quy trinh cutover/final sync.
Xay dung ké hoach kiém thir sau migrate
(két ndi, nghiép vy, hi¢u nang).
Lap timeline, phan cong nhan su va théng
nhat k& hoach véi cac bén lién quan.
Thuc hién trén:
- 209 x may chu do
Thiét ké flavor chuan va mapping VM KV su
theo Compute/Memory/IOPS tbi wru. CNTT
Chuin bi Thiét 1ap mang & security group: cau hinh Béc
. . subnet, router, firewall, SG dam bao an 3/8
may ao \ A A <
2 | Caiditg | 0dnketnoL o o0 | 5 | hode
Har déning Chugn hoa metadata & CMDB: dat tén, Fgl
0S tagging, cap nhat CMDB cho toan bo VM. thiéu 7
Tranh rui ro khi tao VM: ra soat nam
dependency, kiém tra port/protocol, bao kinh
dam kha ndng mé& rong. nghiém
Cai OS tur Golden Image va ap dung
patch/hotfix dé loai bo 16 hong.
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S6 £
A So
N cong/ nguwoi | Dién
STT | Tiéu chi Mo ta yéu cau nguoi
thuc ﬂ!l;l’c glal
‘A hi¢n
hi¢n )
Cai agent van hanh: monitoring, log
collector, antivirus/EDR va kiém tra
service/permission.
Viét & cap nhat tai liu: VM mapping,
network diagram, flavor standard, OS
baseline, hardening checklist.
Backup sau migrate: snapshot VM/OS,
backup SG, metadata va baseline ciu hinh.
Thuc hién trén:
- 131 Ung dung monolithic
Thu thap ma ngudn, cdu hinh va
middleware dé tai dung Gmg dung trén
Cloud.
Phan tich dependency va loai bo toan bd
cAu hinh hard-coded sang DNS/bién méi
truong, : K5 su
Chuan hoa middleware, file system va t61 CNTT
uu két n6i DB theo chuan HA/SSL/Pool. Bic
Thiét 1ap LB/WAF va chuyén d6i mo hinh 3/3
Ung dung két noi tur IP tinh sang DNS dong. hodic
3 ...~ | Chuan hoa log sang JSON/timestamp 120 15 £
Monolithic A .2 S 2 to1
chuan va trién khai pipeline CI/CD 6n 2
. thiéu 7
dinh. -
Kiém thir session/auth, API theo domain nam
2 2 kinh
moi va kiém thur tai d€ toi vu hi€u nang. hia
Kiém soét rii ro tir dependency 4 an, library nehiem
cil, 16i rewrite va phan quyén file sai.
Ap dung rollback Blue-Green dé bao dam
phuc hdi nhanh khi trién khai 15i.
Céap nhat tai licu ky thuat: Deployment
Guide va Configuration Mapping.
Backup middleware, certificate va
snapshot ha ting sau migrate.
- 41 Ung dung container
Phan tich Dockerfile dé boc tach
dependency 4n va tai ciu tric build da Ky su
tang. CNTT
Scan image siu dé triét tiéu 16 hong kernel Bac
va thu vién nén. 3/8
Ung dung | Ra soat env/secret/volume dé chin ro ri hoac
4 . P X 30 15 <
Container | cau hinh nhay cam. to1
Chuéan hoa base image tdi thiéu thiéu 7
(Alpine/UBI) dé giam attack surface. nam
Chuyén compose sang Helm va chuan hoa kinh
toan by manifest Kubernetes-native. nghiém

Ap dung CI/CD + scan + signing dé khoa
chat chuoi cung ing image.
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STT

Tiéu chi

M0 ta yéu cau

S6
cong/
nguoi
thuc

hién

S6
nguoi
thuc
hién

Dién
giai

Van hanh GitOps dé cd dinh trang thai va
rollback turc thoi.

Kiém thtr autoscale nham ép tai va do do
6n dinh HPA.

Cudng ché non-root container bang
OPA/Kyverno dé chan drift.

Tbi wu ingress dé loai bo 161 502/504 qua
diéu chinh timeout/buffer/TLS.

Migration
App Data

- 50 dir liéu ung dung

Thu thap toan bd App Data va truy vét day
du thu muc nghiép vu dé tranh that thoat
dir lidu.

Phén loai dir liéu (nguoi dung, nghiép vu,
static, metadata) dé chon chién lugc xur 1y
phu hop.

Danh gia dung luong va toc do ting truong
dé thiét ké storage Cloud dting tai va dung
mo hinh.

Thiét ké lai kién tric luu trit
(Object/Block/Shared) kém chudn hoa
permission va ciu triic thu muyc.

Thiét 1ap chinh sach replica—encryption—
lifecycle dé bao vé dir liéu va dam bao
tuan thu ATTT.

DPdng bo incremental bang
rsync/rclone/s3-sync dé giam downtime va
gitlr toan ven dir liéu.

Kiém tra integrity bing MD5/SHA256 dé
loai bo file thiéu, hong hodc sai ndi dung.
Chuéan hoa ACL/permission sau migrate e
tranh 16i truy cap va sai quyén trong moi
truong Cloud.

Cap nhat duong dén truy xuét ing dung
sang Cloud path/CDN dé dam bao van
hanh 6n dinh.

Thyec hién final sync trong cutover dé bao
dam dir liéu khop tuyét dbi trude khi
chuyén traffic.

60

15

Ky su
CNTT
Bac
3/8
hoac
t6i
thiéu 7
nam
kinh
nghiém

Migration
Database

- 79 Database

Thu thap toan bg dac tinh DB nguén
(engine/version/extension/partition) dé
danh gia rai ro tuong thich.

Phén tich dependency xuyén tang App—
API-Batch—Scheduler dé nhan dién diém
giy khi d6i DB.

60

15

Ky su
CNTT
Bac
3/8
hoac
tb1
thiéu 7
nam
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S6 £
A So
3 cong/ ngudi | Dién
STT | Tiéu chi M0 ta yéu cau nguoi
thuc ﬂ!l;l’c glal
‘A hi¢n
hi¢n )
Xéac dinh downtime window va chon chién kinh
lugc migrate (full dump, logical, physical, nghiém
CDCO).
Trién khai DB dich theo kién tric
HA/Replica/Cluster va chudn hoa tai
nguyén (VCPU-RAM-IOPS).
Thiét 1ap mang — security group — routing
va RBAC/IAM cho két néi DB an toan.
Ap dung encryption at rest/in transit va
chuin bi schema/permission theo mé hinh
moi.
Téi vu DB ngudn
(VACUUM/Analyze/Reindex) dé giam
thoi gian dump/restore.
Dump & restore schema—data theo thir tu
phu thudc, kém tai tao
index/constraint/foreign key.
Thiét 1ap va van hanh co ché
CDC/incremental sync cho dén khi dit liéu
khop tuyét doi.
Kiém tht toan dién
(App/API/Query/Performance) va thuc
hién cutover: freeze — final sync —
switch DB.
- 79 Database
- 41 Ung dung container
- 131 Ung dung monolithic
- 50 x dir li¢u ung dung
Monolithic giir logic cti, Container xur 1y
module méi va timg budc tach dan nghiép
vu. KS
Hai hé théng dung chung Database hoac Cli"ls“l"l{
. tach schema theo domain dé gidm xung A
Tich hop A ~ Bac
App dot truy cap. U 318
Monolithic- Giao ti€p gitta Monolithic va Container hodic
7 qua API Gateway hoac internal API c6 90 15 e
App . X , to1
container— k1eml soa:[ oo , . thiéu 7
DB Chuan hoa giao thirc goi bang L nim
REST/JSON hoac gRPC dé dong nhat tang Kinh
tich hop. nghiém

Ap dung OAuth2/JWT dé bao vé ludng goi
chéo gitra hai ung dung.

HO tro ca ludng dong bo va bat dong bd
thong qua Queue/Kafka cho tac vu nang.
Container truy cap DB thong qua endpoint
ndi bd vdi connection pool va secret tir
KMS/Secret Manager.
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S6 £
A So
N cong/ nguwoi | Dién
STT | Tiéu chi Mo ta yéu cau nguoi
thuc ﬂ!l;l’c glal
‘A hi¢n
hi¢n )
Tach quyén va tai khoan DB riéng cho
Monolithic va Container dé kiém soat truy
van.
Tach schema/bang theo domain, két hop
isolation level va optimistic locking dé
tranh deadlock.
Giam sat API latency, DB connection, pod
load va lap ké hoach tach microservice
khoi Monolithic theo tai thyc té.
- 209 x may chu do
- 79 Database
- 41 Ung dung container
- 131 Ung dung monolithic
- 50 x dir li¢u ung dung
Chi mé port toi thiéu va cudng ché
firewall OS dé thu hep bé mit tin cong.
Bit budc SSH key + MFA cho tai khoan
quén tri va tich quyén theo nguyén tic
least-privilege.
Bat audit log hé diéu hanh
(login/sudo/file/process) va K$ su
EDR/Antimalware cho toan bo server. CI%TT
Chuén hoa HTTPS/TLS 1.2+ va ap dung Bac
input validation dé chan SQLi, XSS, 3/3
An toan LFI/RFL hodic
8 | thong tin Bédo mat session (timeout, secure/HttpOnly | 90 15 &
(ATTT) cookie) va vo hiéu hoa toan bd endpoint thidu 7
debug/test. . nim
Scan bao mat dinh ky va scan 16 hong Kinh
image container trudc khi deploy. nohiém
Cudng ché non-root container, bat ghie
Network Policies va mTLS ndi bo (Service
Mesh).
Ap dung resource limit dé ngan container
chiém tron CPU/RAM va forward log qua
Fluentbit vao SIEM.
M3 hoa két ndi Database bang TLS, dit
liu at-rest va tach tai khoan DB cho tung
ung dung.
Bat audit log DB, han ché truy cap theo
[P/hostname va ap dung rule chong SQL
Injection.
- 209 x may chu o Ky su
Caidatva | -79 Database CNTT
9 | cAuhinh 90 5 Bac
Backup - 41 Ung dung container 3/8
- 131 Ung dung monolithic hodc
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STT

Tiéu chi

M0 ta yéu cau

S6
cong/
nguoi
thuc

hién

S6
nguoi
thuc
hién

Dién
giai

- 50 x dir liéu tng dung

Ap dung backup full hang ngay va
incremental/log dé bao vé toan bo trang
thai DB.

Str dung snapshot ting storage dé tang toc
dd backup va giam thoi gian khoa hé
théng.

M3 hoa toan bb file backup biang AES-256
hodac KMS trudc khi luu trir.

Truyén dit liéu backup qua kénh TLS 1.2+
dé bao dam bi mat trong qua trinh sao luu.
Luru trit backup trén Object Storage c6 ché
d6 WORM/Immutability dé chéng stra/xoa
trai phép.

Tao backup offsite sang vung cloud khac
hodc ha ting DR dé dam bao kha ning
phuc hdi tham hoa.

Thiét lap lifecycle policy dé tu dong
chuyén backup cii sang 16p Cold/Archive
t6i wru chi phi.

Gi61 han truy cap backup bang RBAC +
MFA, chi cip quyén t6i thiéu cho d6i van
hanh.

Kiém soét integrity bang checksum/hash
va canh bao tu dong khi backup 156i hoic
vuot quota.

Ghi lai toan bo hoat dong backup/restore
1én SIEM/log tap trung va quan 1y ciu
hinh backup qua Git.

tb1
thiéu 7
nam
kinh
nghiém

10

Cam két
dich vu

- Cam két thoi gian downtime toi da cho
phép dbi voi timg hé thong.

- Lap phuong an dién tap chuyén ddi (Drill
test) trude khi chuyén d6i chinh thirc (Cut-
over).

Ghi chu:
K§ su CNTT: Tt nghiép Pai hoc trd 1én chuyén nganh vé Cong nghé
thong tin hodc cac chuyén nganh tuong duong (Chuyén nganh cong nghé
thong tin bao gom cac nganh dung vé CNTT va cic nganh gan dao tao vé
CNTT theo quy dinh tai Thong tu 50 08/2022/TT-BTTTT ngay 30/6/2022
cua Bo Thong tin va Truyen thong).
Nha thau cam két neu trang thau va ky hop dong, nha thau phai bd sung
danh sach nhan su trién khai dap img yéu cau trong HSMT, kém theo cac
bang cap, chimg chi lién quan dé chirng minh ning lyc nhan su.
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3.2.6. Bdng chi tiét yéu cau vé dich vu trién khai

CAu hinh va cai dit Network & System cho cac tng dung, ciu hinh va cai

dat Security dam bao ATTT cép dd 3, chi tiét yéu cau dich vu nhu sau:
S6

nguoi Dién

thue giai

hién

S6 cong/
STT | Tiéu chi Mo ta yéu cau nguwoi
thuc hién

Yéu ciu vé dich vu trién khai
1 | Ciu hinh va cai dit Network&System

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/ Ky su
- Tao namespace, khai bao CNTT
Hé thong | ConfigMap/Secret, Bac 3/8
thong tin Deployment/StatefulSet, hoic tbi
phd bién Service/Ingress, PVC/StorageClass; thiéu 7
phap luat | cAu hinh RBAC, quota va policy cho nam
ung dung. kinh
hodc trién khai middleware trén hé nghiém
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

- Cai DB theo yéu cau, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/ Ky su
- Tao namespace, khai bado CNTT
ConfigMap/Secret, Bac 3/8
Deployment/StatefulSet, hoic tbi
Service/Ingress, PVC/StorageClass; thiéu 7
c4u hinh RBAC, quota va policy cho nam
ung dung. kinh
hodc trién khai middleware trén hé nghiém
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

- Cai DB theo yéu cau, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.

1.1

Co s¢ dix
1.2 | li¢u Cong
ching
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STT

Tiéu chi

M0 ta yéu cau

S6 cong/
nguoi
thuce hién

S6
nguwoi
thuc
hién

Dién
giai

1.3

Hé thong
thong tin
tro gitp
phap ly

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/

- Tao namespace, khai bado
ConfigMap/Secret,
Deployment/StatefulSet,
Service/Ingress, PVC/StorageClass;
cau hinh RBAC, quota va policy cho
ung dung.

hodc trién khai middleware trén hé
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

- Cai DB theo yéu cau, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.

1.4

Hé thong
thong tin
giai quyét
thu tuc
hanh chinh
cac linh
vuc thudc
pham vi
quan ly
nha nudc
cua Bo Tu
phap

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/

- Tao namespace, khai bado
ConfigMap/Secret,
Deployment/StatefulSet,
Service/Ingress, PVC/StorageClass;
c4u hinh RBAC, quota va policy cho
ung dung.

hodc trién khai middleware trén hé
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

- Cai DB theo yéu cau, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.

Ky su
CNTT
Bac 3/8
hoac tbi
thiéu 7

nam

kinh
nghiém

1.5

Nén tang
s0 dung
chung

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/

- Tao namespace, khai bdo

Ky su
CNTT
Bac 3/8
hoac tbi
thiéu 7

nam

kinh
nghiém
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S6 cong/
nguoi
thuce hién

S6
nguwoi
thuc
hién

Dién
giai

ConfigMap/Secret,
Deployment/StatefulSet,
Service/Ingress, PVC/StorageClass;
ciu hinh RBAC, quota va policy cho
ung dung.

hodc trién khai middleware trén hé
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

- Cai DB theo yéu cAu, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.

1.6

Nén tang
s6 phap
luat Viét
Nam

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/

- Tao namespace, khai bao
ConfigMap/Secret,
Deployment/StatefulSet,
Service/Ingress, PVC/StorageClass;
c4u hinh RBAC, quota va policy cho
ung dung.

hodc trién khai middleware trén hé
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

- Cai DB theo yéu cAu, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.

Ky su
CNTT
Bac 3/8
hoac tbi
thiéu 7

nam

kinh
nghiém

1.7

Hé théng
Bo tro tu
phap

Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/

- Tao namespace, khai bado
ConfigMap/Secret,
Deployment/StatefulSet,
Service/Ingress, PVC/StorageClass;
ciu hinh RBAC, quota va policy cho
ung dung.

hodc trién khai middleware trén hé
diéu hanh phuc vu phin mém

Cai dit & cAu hinh Database:

Ky su
CNTT
Bac 3/8
hoac tbi
thiéu 7

nam

kinh
nghiém




138

£ S6
SO cong/ ‘e X
STT | Tiéu chi MO ta yéu ciu nguoi ngwol Dlen
thue hién tl}l;rc glal
i * hién
- Cai DB theo yéu cau, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.
Trién khai & cau hinh VM Instance:
- Tao VM theo spec, cai OS, thiét
lap IP/route, cau hinh security
group/firewall, cap nhat OS, clu
hinh co ban & hardening co ban.
Trién khai namespace & d6i tuong
PaaS/ Ky su
- Tao namespace, khai bado CNTT
Ha ting ConfigMap/Secret, Bac 3/8
18 Cong Phap | Deployment/StatefulSet, 5 ) hoac tb1
' luat quoc Service/Ingress, PVC/StorageClass; thiéu 7
gia c4u hinh RBAC, quota va policy cho nam
ung dung. kinh
hodc trién khai middleware trén hé nghiém
diéu hanh phuc vu phin mém
Cai dit & cAu hinh Database:
- Cai DB theo yéu cau, tao
schema/user, cau hinh két nbi &
port, t6i wu tham s co ban va thiét
13p backup dinh ky.
2 | CAu hinh va cai dat Security (ATTT cip d6 3)
- Khoi tao thiét bi, cau hinh
IP/network va cap nhat firmware. ~
. . . . Ky su
- Tao security domain/partition va
£, 1A Lo, \ CNTT
thiét 1ap co ché quan tri an toan (M- Bac 3/8
Caidatva | of-N, token/card). hodic t6i
2.1 | cau hinh - Tao va quan Iy key 10 2 thidu 7
HSM (RSA/ECC/AES), thiét 1ap policy va nim
rotation. Kinh
- Tich hop HSM vé6i g dung qua nohiém
PKCS#11/JCE/KMIP cho ky s0, ma ghie
hoa va quan ly key.
- Trién khai firewall thé h¢ m&i trén
Cloud, c4u hinh zone, rule va phan
tach luu lugng. KV su
- Bat tinh nang IPS/IDS, URL CNTT
filtering, application control va Bac 3/8
Cloud . <« A
29 | Next Gen threg‘g prevention. ‘ 10 ) hogg to1
- Thiét lap NAT, VPN site-to- thiéu 7
FW . . N , N
site/remote, routing va kiém soat nam
truy cap. kinh
- Két ndi log vé SIEM va tao chinh nghiém

sach bao mat theo iing dung/ngudi
dung.
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STT | Tiéu chi Mo ta yéu cau nguoi &
‘A thue giai
thuc hién ‘n
i * hién
- Trién khai chinh sach WAF, cu
hinh rule bao v¢ OWASP Top 10 va
cac rule khac phu hop vo1 img dung
- Tich hop SSL, cau hinh
73 Cloud endpoint/proxy, routing theo 10 )
’ WAF domain/app.
- Thiét 1ap logging, alert, baseline
luu lugng va kiém thir tan cong gia
lap.
- Két noi log vé SIEM
Ky su
- Kich hoat chéng DDoS & Layer C}\I T
PR Bac 3/8
. | 3/4, cau hinh profile Iuu lugng . A
Cloud Anti 2 hoac to1
2.4 Ddos L4 chuan. 10 2 thiéu 7
- Thiét 1ap threshold, auto- <
e nam
mitigation. Kinh
nghi¢m
- Két nbi agent/collector vao server, Ky su
. . CNTT
dich vu, network device. Bac 3/8
- Xay dung dashboard theo tai A
Cloud A hoac to1
2:3 Monitoring | "eu g V& UNE dung, 10 2 thiéu 7
& | _ Thiét 1ap canh bao (CPU, RAM, et
disk, network, dich vu) va chay thtr Kinh
alert. n
nghi¢m
i ) Ky su
- Trién khai DB firewall, ,céu hinh CNTT
policy nhén dién query bat thuong. Bac 3/8
26 Cloud DB | - Tich hop voi hé quan tri DB. 10 ) hoag to1
' Firewall - Thiét 1ap logging, alert, giam sat thiéu 7
hanh vi truy van. nam
- Két ndi log vé SIEM kinh
nghi¢m
o Ky su
- Két noi log tur server, firewall, DB, CNTT
ung dung. Bac 3/8
27 Cloud - Xay dung rule phan tich su ki¢n, 10 ) hoag to1
' SIEM correlation rule co ban. thiéu 7
- Thiét lap canh bao bao mat, tao nam
dashboard & béo céo. kinh
nghi¢m
- Cai diit agent AV, cdu hinh chinh Ky su
, . F CNTT
Cloud sach quét, chong A
) Bac 3/8
2.8 | Endpoint malw;tre/ransgmware. 10 2 hodc t&i
AV - Thiét lap ché do tw dong cap nhat, thidu 7

quét dinh ky.

nam
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‘A thue giai
thwe hién ‘n
i * hién
- Két ndi vé console quan ly, gidm kinh
sat trang thai endpoint. nghiém
- Két noi log vé SIEM
- Cai agent DLP, thiét 1ap quy tac KV su
nhén dang dir li¢u nhay cam (PII, tai CNTT
liéu). Bac 3/8
29 Cloud - Cau hinh policy chéan copy/ gtri 10 ) hodac t61
' DLP email/ upload trai phep. thiéu 7
- Giam sat log va kiém thtr vi pham nam
DLP. ‘ kinh
- Két noi log vé SIEM nghiém
i ) Ky su
- Trién khai may Bastion, cau hinh CNTT
Cloud SSH/ RDP proxy. Bac 3/8
Server - - Tich hop MFA/OTP, quéan ly user hodc toi
2.10 . . 10 2 P
Bastion truy cap. thiéu 7
Host - Bat audit session, recording va nam
logging. kinh
nghiém
) Ky su
- Cau hinh may quét, nhap dai IP/tai CNTT
nguyén can quet. Bac 3/8
211 | Cloud VA |~ ACha:ly qlA,let 1’0 ho,ng, phan loai mirc 10 ) hogf to1
do va xuat bao cao. N thiéu 7
- Kién nghi remediation cho cac 10 nam
hong quan trong. kinh
nghiém
- C4u hinh WAN theo chuin dudng Ky su
A CNTT
truyén P2P. ) Bac 3/3
Duong - Thiét 1ap dinh tuyén tinh. hodc t6i
2.12 | truyén két | - Tao firewall whitelist theo IP/port 10 2 Sz
£ . A X 1ia ,\ thiéu 7
noi P2P duong truyén so liéu chuyén dung ndm
yéu cau. o Kinh
- Kiém thu két n6i va thong dich vu. .
nghiém
- Cau hinh WAN theo chuan duong Ky su
Puon truyén so li¢u chuyén dung CNTT
ooos & | (P/VLAN). , Bic 3/8
e - Thiét 1ap dinh tuyén tinh. hoic tbi
2.13 | ndi lén . 10 2 Sz
CSDLQG | Tao ﬁrewgll Whltellst theo IP/port thiéu 7
o dudng truyen so liéu chuyén dung nam
dan cu Al X .
yéu cau. o kinh
- Kiém thir két noi va thong dich vu. nghiém




Ghi chu:
Ky su CNTT: Tot nghiép Pai hoc trd 1én chuyén nganh vé Cong nghé
thong tin hodc cac chuyén nganh tuong duong (Chuyén nganh cong ngh¢
thong tin bao gdm cac nganh ding v€ CNTT va cac nganh géan dao tao vé
CNTT theo quy dinh tai Thong tu s6 08/2022/TT-BTTTT ngay 30/6/2022
ctia Bo Thong tin va Truyén thong).
Nha thau cam két néu trang thau va ky hop dong, nha thau phai bo sung
danh sach nhan su trién khai dap tng yéu cau trong HSMT, kém theo cac
béang cép, ching chi lién quan dé chimg minh ning lyc nhan su.

phap nam 2026
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3.2.7. Bing chi tiét yéu ciu vé dim bdo an toan théng tin cip dp 3 Bé Tw

Cung cap dich vu va céc giai phap dam bao an toan thong tin cip do 3 trén

ha tang Cloud cta Trung tdm dit liéu chinh (DC) B Tu phép nim 2026, bao gdbm
cac giai phap dam bao an toan thong tin theo quy dinh dé két ndi cac hé thdng
thong tin, phdn mém tng dung ctua Bo Tu phap dén CSDLQG vé dan cu tai Trung
tam dir liéu quéc gia, chi tiét yéu cau nhu sau:

STT

Tiéu chi

Mo ta yéu cau

Giai phap
tuong ltra
(Cloud Next
Gen Firewall)

- H) trg day du céc tinh ning tuong lira thé hé méi: Application
Control, URL Filtering, Anti-Bot, Anti-virus

- HO trg tinh niing phat hién & ngin chin xam nhap IPS/IDS

- Dich vu phai trién khai c6 tinh sén sang cao va c6 du phong (HA)
- Pép tng tbi thiéu thong luong khi bat cac tinh ning nhu sau:

+ Firewall Only: 8Gbps

+ Firewall + IPS/IDS: 8Gbps

+ NGFW (FW + IPS + Application Control): 7 Gbps

+ NGTP (NGFW + URL Filter + Anti-Virus + Anti-Bot): 4 Gbps

Giai phap
Tudng ltra
ung dung
Web (Cloud
WAF)

- Ngin chin céc tin cong khai thac diém yéu da biét t6i cac hé
thdng website nhu cross-site-scripting (XSS), SQL injection, Local
File Inclusion (LFI), XML External Entity.

- Ngan tit ca cac dir liéu khong duoc phép tir client dén truc tiép
server backend. WAF s& dong vai tro nhu mot reverse proxy dé bao
v€é may chu web.

- Giai phap c6 thé giam sat, phan tich va thong ké truy cap cua
ngu’orl dung theo thoi gian thyuc tir d6 ho tro ngan chan, canh bao cac
bat thuong trong truy cap.

- Kha ning chdng tin cong, tham nhap tir bén ngoai co the ngan
chin ngay 1ap tic voi cac cudc tin cong ing dung Web nam trong
Top 10 OWASP

- Chéng tan cong Brute Force.

- Giai phap c6 kha ning theo ddi cac ludng traffic inbound, tir d6
theo ddi duoc hanh vi cta cac cude tin cong DOS vao tng dung
web va dua ra canh bao, ngin chin cac cudc tan cong nay. Tinh
nang nay co thé dugc cu hinh trén Portal va c6 thé diéu chinh rate-
limit cho tirng website ung dung khéc nhau.

- Giai phép c6 thé thém, sira, x6a certificate mot cach d& dang trén
Portal quan tri cia WAF cho cac website dugc WAF bao vé.
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- Khi hé thong phat hién dugc c6 hanh vi thay d6i cau hinh, dir liéu
s& ¢ canh bao kip thoi cho quan trj vién qua alert va email dé
phong chdng dénh cép dit lidu, cdu hinh hé thong.

- Giai phap thong béo cac thong tin vé luu luong truy cip trang web
cling nhu cac sy kién an toan thong tin, WAF thong ké thong tin vé
muc d6 sir dung CPU, luu luong truy cap website (IP, Protocol,
dang tan cong,.. ), WAF ciing cung cap thong tin dia ly tur cac dia
chi IP ¢6 hanh vi tin cong.

- Pép tmg t6i thiéu thong lugng 1000Mbps

Giai phap
Anti-DDOS
(Cloud Anti
Ddos L4)

- Giam sat, phat hién & canh bso tin cong:

+ Nhan thtrc vé cc cudc tan cong

+ Ghi nhan va luu trtr ndi dung vé cudc tin cong

- Chan luu lwgng theo thong tin dac ta luvu luwgng

+ Chan luu lugng tan cong chinh xac dén mure dich vu hodc theo
hinh thue tén cong

+ Chong tan cong toan mang nhung khong gay mét dich vu

- Piéu huwdéng & lam sach luu lwgng tin cong

+ Piéu hudng luu lwong t6i trung tAm chin loc cia nha cung cip
dich vu

+ Heé tri thire chin loc dugc cap nhat thuong xuyén, hd tro da dang
hinh thirc d6i pho.

- Pap tng tdi thiéu thong lwong 5Gbps

Giai phap
Giam sat hé
thong tap
trung (Cloud
Monitoring)

- Ho trg thu thap, phan tich va canh bdo trén céc dir liéu Metric,
Logs, va Traces

- Ho trg thu thap dit lidu da nén tang: Giam sat tir ha ting t&i
platform va trng dung

- Ho trg truc quan hoa dir 1iéu thong qua Dashboard

- H tro sin nhiéu mau Dashboard & cho ngudi dung chinh stra
theo nhu ciu

- HO tro tinh ning phan quyén, cho phép user phan quyén duogc vao
dashboard véi 1 trong cac quyén: Admin, Editor, Viewer.

Giai phap Tuong ltra CSDL (Cloud DB Firewall)

5.1

Giai phap
Tuong Itra
CSDLcho cac
database
Oracle, MS
SQL Server,
MySQL,
PostgreSQL,
MongoDB

- Giam sat va Chin truy van SQL (SQL Monitoring and
Blocking):

+ Phan tich nglr phdp SQL (SQL Grammar Analysis): Firewall phan
tich sdu cac cau 1énh SQL guri dén co s& dir liéu theo thoi gian thyec.
+ Ghi lai ai truy cap dir li€u, khi ndo, va hanh dong gi.

+ Theo ddi thay d6i chinh sach, stored procedures, tai khoan, quyén
truy cap.

+ Ghi nhan quyén truy cap dir liéu nhay cam va lugng dong dir lidu
duoc truy vén.

+ Quan 1y tap trung chinh sach audit cho cac database Oracle, MS
SQL Server, MySQL, PostgreSQL, MongoDB

- Ngin chan hoat dong bat thwong (Blocking and Substitution)
+ Khi phat hi¢n mét cau 1énh SQL vi pham chinh sach, Firewall co
thé thyc hién nhiéu hanh dong:

+ Chan hoan toan (Block): Ngan khong cho cau 1énh duogc thuc thi
trén co so dir liéu.

+ Canh bao (Alert): Ghi lai su kién va giri canh bao dén quan tri
vién.
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+ Thay thé cau 1énh (SQL Substitution): Thay thé cau 1énh doc hai
br:ing mot cau 1énh vo hai khac.

- Tai nguyén cho May chi quén ly: 12 vCPU - 16 GB RAM -
600 GB SSD Disk

52

Giai phap
Tuong Itra
CSDLcho
database
MariaDB

- Giam sat va Chin truy van SQL (SQL Monitoring and
Blocking):

+ Phan tich nglt phap SQL (SQL Grammar Analysis): Firewall phan
tich sau cac cau I¢nh SQL guri dén co s& dit liéu theo thoi gian thyc.
+ Ghi lai ai truy cap dir li€u, khi nao, va hanh dong gi.

+ Theo dbi thay di chinh sach, stored procedures, tai khoan, quyén
truy cap.

+ Ghi nhan quyén truy cip dit liéu nhay cam va lugng dong dir liéu
dugc truy van.

+ Quan 1y tap trung chinh séch audit cho cac database MariaDB

- Ngin chan hoat dong bat thwong (Blocking and Substitution)
+ Khi phat hi¢n mét cau 1énh SQL vi pham chinh sach, Firewall co
thé thyc hién nhiéu hanh dong:

+ Chan hoan toan (Block): Ngan khong cho cau 1énh duoc thuc thi
trén co so dir liéu.

+ Canh bao (Alert): Ghi lai su kién va giri canh bao dén quan tri
vién.

Giai phap
Endpoint
Security
(Cloud
Endpoint AV)

- Phat hi¢n, ngan chan va chéng phat tan cac ma doc hai trong ha
téng may chi mot cach ty dong.

- Cung cap kha ning kiém soét viéc cai dat, thay doi, tac dong cac
g dung trén may chi. Bén canh d6 cung cép cho nha quan tri kha
nang kiém soat linh hoat d6i v&i viéc mot ung dung c6 duogc cép
quyén truy c@p vao cac tai nguyén h¢ thong cu thé hay khong, bao
gom ca h¢ thong tap tin hodc danh séch tap tin da dang ky.

- Cung cap thiét 1ap tiy chon hodc mic dinh viéc ngin chin cac
cudc tan cong mang dua trén viéc theo ddi hoat dong déng ngd xay
ra d6i véi luu luong truy cép dén va di trén may chu.

- Cung cap cho nha quan tri giao dién c6 thé truy c@p tur xa vao bét
ky may chi nao c6 cai dat thong qua kénh két ndi an toan hd tro
trong viéc xu ly va khic phuc sy ¢ tir xa.

- Cung cap cho nha quan trj kha nang thiét 1ap chinh sach chung va
riéng cho ting khdi may chu riéng biét dam bao khong anh huong
dén khdi may chii khac khi c6 sy ¢ phat sinh.

- Cung cap bao cdo tong quan va chi tiét vé hién trang ma doc,
chinh sach cta hé théng may chu.

- Giai phap quan 1y phong chéng ma doc tap trung ting kha ning
phong thii chii dong trude ma doc va cac cude tan cong mang cho
hé théng may chii. Cung nhu cung cép giao dién tong quan va chi
tiét vé hién trang hé théng may chu lién quan dén ma doc, chinh
sach, tuan thu.

- Tai nguyén cho Mdy chu quan ly: 4 vCPU - 8§ GB RAM - 100 GB
SSD Disk

Giai phap
Chéng thét
thoat dir li¢u
(Cloud DLP)

- Phat hién va ngan chén ro ri dir liéu: Tinh ndng DLP gitip xac dinh
cac dang dir liéu nhay cdm nhu thong tin ca nhan, thong tin tai
chinh hodc bi mat cong nghé. N6 s& giam sat luéng dir liéu trén
mang va ngin chin viéc truyén tai thong tin nhay cam ra khoi mang
hodc qua kénh truyén dit liéu khong an toan.
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- Kiém soat va quan 1y dir liéu: DLP cho phép thiét 1ap chinh sach
dé kiém soat viéc st dung va truyén tai dir liéu. Béng cach xac dinh
cac quy tic va hanh vi khong pht hop, DLP ¢6 thé ngin chin viée
sao chép, di chuyén hoac chia sé dir li¢u nhay cam.

- Xéc dinh thong tin nhay cam trén nhiéu hé thong tai chd va trén
nén tang dam may.

- Tich hop v&i cac hé thong khac: DLP c6 thé tich hop véi cac hé
théng quan 1y su ¢d, quan 1y ching chi va quan Iy danh sach den dé
tang cuong kha nang phat hién va phan tmg nhanh chong d6i voi
cac van dé bao mat.

- Tai nguyén cho Mdy chu quan ly: 4 vCPU - 8§ GB RAM - 100 GB
SSD Disk

Giai phap
Bastion-Host

- Tai nguyén: 4 vCPU, 8GB RAM, 100 GB SSD Disk
- Ban quyén Windows Server phién ban Datacenter

- Ra quét nang cao 16 hong bao mat cua hé thong

Giai phap DO | - Phén tich va dénh gi4 chi tiét
9 | quetlohong | - Ty dong bao cao va dé xuat khac phuc v
(VA) - Lén lich quet dinh ky hang tuan, hang thang d€ danh gia duoc hé
thong moét céch lién tuc va dai han
- Puong truyén riéng P2P két noi gitra h¢ thong PTPM va TTDL
DPuong truyén BO TuPhép X
10 | D708 TN Bang thong téi thidu: 10Gbps/dudng
két no1 P2P z X A
- S6 lugng duong truyén: 4. ’
- Puong truyén di theo t6i thi€u 2 tuyén vat Iy khac nhau.
Pudne truvén | - Kénh truyén so li¢u két noi tor TTDL cta nha cung cap dich vu
LOnS Uy DTDM t61 mang TSLCD cua Cyc buu dién Trung wong
két no1 1én
11 ~. | - Bang thong t6i thiéu: 200Mbps/dudng
CSDLQG dan
- - S6 lugng duong truyén: 2
- Puong truyén di theo 2 tuyén vat 1y khac nhau.
3.2. Yéu cau chung vé ha tang ciia nha cung cdp dich vu dién todn ddm
mdy

Ngoai nhitng yéu cau chi tiét vé tai nguyén va ky thuat d6i v6i nhitng dich
vu/tmg dung dugc thué, ha ting ctia nha cung cap dich vu dién toan ddm may phai
dap mg cac tiéu chi trién khai da ving dia 1y trén lanh thd Viét Nam:

STT YEU CAU CHI TIET YEU CAU
I | Yéu cu vé Ha ting Trung tim dir li¢u (TTDL)

- Pap tng thiét ké theo tiéu chuan Uptime Tier 3 hodc TIA942
Rated-3 hodc tuong duong

Tiéu chuan trung

1 tam dit lieu - Toanha dé}t TTDL duogc xay dung chuyén bié:[ chi cho muc
i dich cung cap dich vu cho thué TTDL khong két hop lam Toa
nha van phong lam vi¢c
Tiéu chuan bao o a 2 <
2 mit thong tin bép ting tiéu chuan ISO 27001 hodc tuong duong
3 [Hethongquanly | p. oo tisu chudn ISO 9001 hodc trong duong

chat lugng
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CHI TIET YEU CAU

H¢ théng dién
(UPS, diéu hoa,
may phat dién)

Dép tmg tiéu chuan thiét ké N+1 trg 1én

b dap timg kha
dung

>=99.98%

I

Yéu cau chung veé Ha tang Dién toian ddm may

Yéu ciu vé Niing luc ciia nha cung cip dich vu dién toan dim may (DTPM)

Kién trac ha ting
bTbM

- HO tro kién tric da vang dia Iy: C6 it nhat 2 TTDL doc lap
trén lanh thd Viét Nam .

- HO tro kién tric da ving kha dung (Multi-AZ) trong mdi
vung dia ly

- Bang thong két ni giita cac ving kha dung (AZ -
Availability Zone) t6i thiéu 200Gbps

- C6 t6i thiéu 02 nha cung cép dich vu Internet khac nhau cho
ha tang dién toan ddm may

Hé sinh thai
bTHbM

- C6 day du cac dich vu Cloud & 16p IaaS va Paa$ trén 1 giao
dién quan tri tap trung duy nhit

- Lop IaaS bao gom tbi thiéu cac dich vu sau:

+ Cloud Server

+ Cloud GPU Server hd trg GPU

+ Backup as a Service

+ Storage (block & object) service

- L6p Paa$ bao gom tdi thiéu cac dich vy sau:

+ Kubernetes (K8s)

+ Container Registry

+ Key Vault

+ Database as a Service (MySQL, PostGre, MongoDB, Redis)
+ DB & Application Monitoring

+ CI/CD

Chung chi & tiéu
chuan bao mat

Nha cung cp phai c6 cac ching chi tbi thiéu sau:

-1SO 9001

- PCIDSS

-SOC 2

- 1SO 27001

-1SO 27017

-1SO 27018

Va nén taing DPTPM dat An toan thong tin cap d6 t6i thiéu cap
do 4

Kha ndng mé rong

- Ning Iy cung cap 1én téi 1000 GPU card véi hiéu nang mdi
card tbi thiéu nhu sau:

+ Cong nghé GPU card: Str dung cong ngh¢ SXM hodc cao
hon

+ Bang thong bo nhd mdi card GPU: Téi thiéu 3,35TB/s,

+ B0 nhé RAM mdi card GPU: Tbi thiéu 80G

+ Hiéu suit Tensor (FP8) mdi card GPU tbi thiéu 3958
TFLOPS

- C6 kha nang tu dong mé rong (Auto-Scaling) tai nguyén

Yéu cau vé Giao dién quan tri Cloud
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- Cung cap giao dién d6 hoa (GUI) va API dé trién khai, cau
hinh va quan ly céc loai tai nguyén
- HO tro tinh nang IaC (Infrastructure as Code) & cac cong cu
Quan Iy Tai nhu Terraform . |
nguyén (Resource | - Cho phép t6 C‘hl'IC cac tai nguyén vao cac nhom logic (vi du:
Management) theo du an, moi truong dev/prod, phong ban) va gan the
(tagging) dé dé dang quan ly
- Hb tro cac thao tac nhu khoi dong, dung, x6a, sao luu
(backup), phuc hdi (restore) va nhan ban (clone) tai nguyén
mot cach an toan
- H6 tro Tao va quan ly tai khoan nguoi dung, phan nhom theo
vai tro chirc nang
Quin Iy Dinh danh | - H5 tro Dinh nghia céc vai tro (vi dy: Admin, Developer,
va Truy Cé'p VIGYV?r)‘Vél cé? bo c!uyén han (permissions) chi tiét va gan cho
(Identity & Access neuol dung, hodc nhomA £ . o
Management - - HO tro ;Xa? thuc f’Ia yeu to (}\/Iulbtl-Fa?tor AAuthsntlcq?on -
TAM) MFA) dé Tang cudong bao mat bang cach yéu cau nhiéu hon
mot phuong thure xac thuc khi dang nhap
- Cho phép tich hop vdi cac hé théng quan 1y dinh danh cua to
churc, doanh nghi€p nhu Microsoft Azure Active Directory
v 1s 1« | - HO trg Quan 1y chi phi: Cung cap cong cu d€ phan tich chi
%E:r?hl }t]()gr}:l(gl;lsfa tiét chi phi theo dich vu, theo tai nguyén, theo thé (tag)...

Management &
Billing)

- H6 trg Quan 1y ngan sach va canh bao (Budgets & Alerts):
Cho phép dat ngan sach cho céc du an hoac phong ban va tu
dong gtri canh bao

Yéu ciu vé May chii 40 trén nén ting PTPM

Tai nguyén CPU
cap cho may ao

- Str dung CPU Intel Xeon Scalable Gold hodc Platinum, Gen
5 hodc cao hon

- Xung nhip co ban cua CPU: 2.5GHz hoac cao hon

- Kha ning cung cap téi 128 vCPU cho mdi may 4o

Tai nguyén
Memory cap cho
may 4o

- Su dung RAM DDRS hodc cao hon N
- Co6 kha nang cung cap to1 2TB RAM cho moéi may ao

Bing thong noi bd | - Toc d6 truyén dit liéu giita cac may 4o trong cling mot ving
may 4o dia Iy (Region) hd trg tdi 10 Gbps hoic cao hon

Hé diéu hanh cho | - Hd tro cac hé diéu hanh: Windows Server, Linux Server
may 4o - Cho phép khach hang trién khai may 4o tir file iso riéng

IOPS cho may ao

- Cho phép lua chon chinh sach IOPS linh hoat theo tirng may
ao
- C6 kha ning cung cap IOPS theo nhu cau sit dung

GPU Card cép cho
may ao

- Nha cung cip phai c6 day du gidy phép dé c6 thé cung cap
card GPU trén may chu cho thué

- C6 kha nang cung cdp GPU card voi thong s6 ki thuat toi
thiéu nhu sau:

+ Cong nghé GPU card: Str dung cong nghé SXM hoac cao
hon

+ Bang thong bo nhé mdi card GPU: Téi thiéu 3,35TB/s,

+ B0 nhé RAM mdi card GPU: Tbi thiéu 80G

+ Hiéu suat Tensor (FP8) mdi card GPU tdi thiéu 3958
TFLOPS
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Nang cap tai
nguyén

- HO trg tinh niang Hot-Add, cho phép bd sung thém tai nguyén
tinh toan (vCPU, RAM) ma khdong can shutdown hodc suspend
may 4o

4 | Yéu ciu vé Luu trit dit liéu trén nén tang PTPM
Giao thuc hd trg - HO trg giao thurc: block & object storage
A e 1eA - Cung cap dung luong luu trit block storage thong qua cac 6
Truy nhap dir li¢u ciing NMVe SSD chuyén dung
o A . | - St dung NVMe SAN Storage tap trung
Cong nght luu trir | _ Giao thirc: IP (NVMe over IP, iSCSI) hoac tuong duong
Hidu nin - IOPS khong han ché, tuy theo nhu céu str dung
j £ - Latency storage cam két khong vuot qué 1ms
- Tat ca dir li¢u duoc ma hoa trén h¢ thong SAN Storage theo
thuat toan ma hoa AES 256 hoéc cao hon
An toan dir liéu - Cac LUN/Volume trén thiét bi luu trir phai duoc thu,c hién
sao luu hang ngay tu dong 6 mirc SAN Storage, it nhat 1
ban/ngay & gilt 3 ngay lién tiép
5 | Yéu cdu vé Pam biao ATTT trén nén ting PTPM

CAp d6 bao mat

- Cung cap day du cac dich vu an toan thong tin dé dam bao hé
théng CNTT cua chu dau tu dap ing ATTT cép d6 3 va cac
theo tiéu chi tai cong van sb 708/BTTTT-CATTT. Trong do,
giai phap SIEM do don vi trién khai dich vu giam sat an toan
thong tin (SOC) clia chu dau tu cung cap.

An toan ha ting
mang

- C6 phuong an quan 1y truy cp, quan tri hé thong tir xa an
toan st dung mang riéng 4o

hodc phuong 4n twong duong; sit dung San phim Mang riéng
40 d6i v6i hé thong thong tin co xir 1y thong tin bi mat nha
nudce hoac hé théng thong tin quy dinh tai Nghi dinh
85/2016/NDb-CP

- Co phuong an quan 1y truy cap gitra cac vung mang va phong
chéng xam nhép sir dung San

pham Tuong lira c6 tich hop chirc ning phong, chdng xam
nhap hoic San pham Phong, chéng xam nhap 16p mang

- C6 phuong an phong chdng tin céng mang cho ing dung
web; sir dung San pham Tuong lira tng dung web d6i véi cac
hé thong thong tin dugc quy dinh tai Nghi dinh 85/2016/ND-
CP

- C6 phuong an can bang tai, du phong néng cho céc thiét bi
mang chinh, t6i thiéu bao gdm thiét bi chuyén mach trung tim
hodc twong duong, thiét bi tudng lira trung tim, tudng lra ing
dung web, hé théng luu trit tap trung, tuong lira co sé dit liéu
(néu cb)

- C6 phuong an bdo ddm an toan cho may chu co s¢ dir li€u; st
dung san pham Tuong lira co so dit liéu dbi voi hé thdng co sé
dir liu tap trung, dap g ti€u chi quy dinh tai Nghi dinh
85/2016/ND-CP

- C6 phuong an chan loc phén mém doc hai trén moi truong
mang st dung Tudng ltra tich hop chirc niang phong, chéng ma
ddc trén mdi trudong mang hodc phuong an twong duong;

- C6 phuong an phong chdng tin cong tir chdi dich vy; sir dung
dich vu ctia doanh nghiép hodc san pham Phong, chdng tén




148

STT

YEU CAU

CHI TIET YEU CAU

cong tur chdi dich vu ddi voi cac hé théng Trung tam dir lidu,
dién toan dam may, hé théng Pinh danh, xac thuc dién tu,
chimg thuc dién tir, chir ky s6 va hé thong Két nbi tich hop,
chia s¢ dir li€u, dap ung ti€u chi quy dinh tai Nghi dinh
85/2016/NDb-CP

- C6 phuong an quan Iy truy cdp 16p mang; sir dung san pham
Quén 1y truy cép 16p mang dbi v6i hé théng Mang noi bo,
Trung tAm giam sat diéu hanh an toan théng tin mang, dap tng
tiéu chi quy dinh tai Nghi dinh 85/2016/ND-CP

- C6 phuong an giam sat hé théng thong tin tip trung

- C6 phuong 4n giam sat an toan hé thong thong tin tap trung
st dung san pham Quan 1y va phan tich su kién an toan thong
tin hodc san phim tvong dwong

- C6 phuong an quan ly sao luu du phong tap trung st dung h¢
thong luu trit tap trung va san pham quan ly luu trlr tp trung

- C6 phuong an du phong két ndi mang Internet cho cac may
chu dich vu

An toan may chu

- C6 phuong an quan Iy phan mém phong chéng ma ddc trén
mdy chu/may tinh nguoi dung, s dung san pham Phong,
chéng ma doc va/hoic san pham Phat hién va phan tmg sy cd
an toan thong tin trén thiét bi dau cudi, co chirc ning quan ly
tap trung

- C6 phuong 4n phong, chdng that thoat dir liéu; sir dung san
pham Phong, chdng thét thoat dit liéu d6i véi hé théng théng
tin c6 xur 1y thong tin bi mat nha nudc hoic hé thong thong tin
quy dinh tai Nghi dinh 85/2016/ND-CP

6 | Yéu chu vé Pam bio SLA dich vu
A T s \ Yéu cau nha cung cap dich vu dam may cam két dap irng san
DG shn sang, kha | o S 00,000 cho céi dich v 6t 101 (Méy ohi 4o,
dung cua dich vu ~
Mang & Luu triv)
- Hb tro 24/7
- Khi ¢6 yéu cau cip phat tai nguyén (vCPU, RAM, Disk), tdi
Thoi gian ho tro da sau 1 gio phai hoan thanh viéc cip phat
- Khi ¢6 yéu cau hd tro vé mit ki thuat, téi da sau 10 phut phai
c6 ngudi ho tro
7 | Yéu cau vé M hinh trién khai Dich va PTPM

Kién trac trién
khai

Trién khai theo mé hinh Pam may chuyén dung (Dedicated
Cloud) danh riéng cho B6 Tu Phéap. Cam két tai nguyén doc
13p & muc logic/vat 1y.

Tai nguyén tinh
toan

May chu vét ly chuyén dung danh riéng (Dedicated Host) cho
B6 Tu Phép, khong st dung chung may chu véi cac to chue,
nguoi dung khac

Tai nguyén luu trir

- Hé thong luu trir chuyén dung danh riéng (Dedicated
Storage) cho BO Tu Phap, khong st dung chung hé théng luu
trit v6i cac to chirc, ngudi dung khéc.

- Hé théng luu trit duoc trién khai trén ha tang SAN (Storage
Area Network ), trong d6 tai nguyén luu trir dugc cip phat
riéng biét mirc logic cho BO Tu Phap. Phan vung luu trit nay
hoat dong hoan toan doc 1ap, khong chia sé véi bét ky td chirc
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hay nguoi dung nao khac, ddm bao tinh chuyén dung va an
toan dir liéu.

Cum Bam may chuyén dung (Dedicated Cloud) danh riéng cho
B6 Tu Phap phai c6 day du hé sinh thai dich vu nhu da néu
trong Yéu cau vé ning luc ctia nha cung cép dich vu PTPM

Hé sinh thai
bTPHbM

4. Giai phap va phuwong phap luan:

Nha thau chuén bi dé xuat giai phap, phuong phap luan té‘ng quat thuc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gdm cac phan nhu sau:

4.1. Giai phap va phuong phép luan;

4.2. Ké hoach cong téc.

5. Quy dinh vé kiém tra, nghiém thu san phim:
5.1. Kiém tra, nghi¢m thu sin phim

Chu dau tu thuc hién danh gia chat lugng dich vu phi tu van theo nguyén tic
va cach thirc nhu sau:

- Chii dau tu sé danh gia chat lwong cac dich vu theo timg hang muc cong
viée, két qua danh gia theo tiéu chi dat/khong dat.

- Chu dau tu ddng ¥ nghiém thu khi danh gia chit luong 1a dat.

- Thoi han trach nhiém dbi véi sai sot: Trong vong 10 ngay ké tir ngdy nhan
dugc ¥ kién phan hoi.

- Cac hang muc thué dich vu chi dugc nghi¢m thu néu dap tmg cac yéu cau
quy dinh trong hop dong.

- Sau khi két thiic hop ddng, nha thau c6 trach nhiém ban giao lai co so dir
liéu cho chu dau tu va cam két bao mat thong tin, dit li¢u cua chu dau tu.

5.2. Hé tro dich vu
Nha thau cam két phai cung cap hd tro cho bén thué (khach hang) nhu sau:

- C6 sb dién thoai hotline hoat dong 24/7. Hb trg thong tin qua di¢n thoai
24/7.

- Sir dung phong Stagging dé thao 1ap va kiém tra, van hanh thtr nghiém thiét
bi.
- C6 giao dién quan tri van hanh cho chu dau tu theo ddi giam sat h¢ théng

- Lap nhat ki theo d&i tinh trang hé thong chuyén lai cho khach hang vao cubi
hang thang.

- Ho tro khach hang remote, reboot thiét bi khi c6 nhu cau.

- HO tro khach hang remote vao Trung tam dir liéu dé cai dat thiét bi.
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- Bao tri dinh ki dudng truyén theo quy dinh va c6 béo cdo cho chi dau tu.

- Théo lap cac thiét bi moi 1én ta Rack (c6 két ndi ngudn va mang cho thiét
bi trong t) khi c6 thay d6i.

- C6 quy trinh quan tri van hanh hé thong; quy trinh Gng ciru su ¢b an toan
thong tin theo cdp do; quy trinh sao luu backup co s& dit liéu va bao cao cha dau
tu sau 20 ngay ke tur khi hop dong c6 hiéu lyc.

- Nha thau cam két chiu trach nhiém dam bao an toan thong tin ddi véi toan
bo hé théng, phén mém, co s& dit liéu cua chi dau tu.

5.3. Giam trw thanh todn

- Thoi gian hé thong luon hoat dong 6n dinh tdi thiéu hang thang duoc tinh
bang cach lay 100% sb phit trong thang trir di phan trim s6 phit thoi gian hé
thong ¢ “trang thai khong san sang”. Thoi gian hé thong ludn hoat dong 6n dinh
tbi thiéu hang thang khong bao gém thoi gian bao tri va cac trudng hop loai trir
duoc quy dinh 6 muc “5.4 Cdc truong hop logi trir’;

- Trang thai khong sin sang” 13 trang thai server ciia khach hang khong thé
két ndi ra bén ngoai.

Thoi gian hé thong ludn hoat dong 6n [Thoi gian & trang thai| Mirc phi dich

dinh to6i thi¢u hang thang khong sin sang vu dén bu
99% <= Thoi gian hé théng ludn hoat
dong 6n dinh toi thiéu hang thang < | 15 phut - 432 phut 10%
99,9%

Thoi gian hé théng luén hoat dong on

>ran o . , )
dinh t6i thiéu hang thang < 99% 432 phut 30%

5.4. Cdac trwong hop loai tri

- Cac trudng hop gdy ra boi cac yéu td ngoai tim kiém soat ciia don vi cung
cép dich vu nhu chién tranh, héa hoan, 1 lut, khing bd, cAm van, yéu cAu cua co
quan quan Iy nha nudc, cac tan cong DNS hodc cac sy c6 mang quoc gia.

- Cac trudng hop ma nguyén nhan phat sinh lién quan dén viéc quan 1y, van
hanh server va cac phan mém, ung dung chay trén server do chu dau tu thuc hi¢n
hodc bén thur ba tham gia thyuc hi¢n.

- Cac truong hop ma nguyén nhén phat sinh lién quan dén thiét bi hay phan
mém, cong nghé khac ctia chu dau tu hodc thiét bi hay phan mém, cong nghé khac
cua bén thu ba.

6. Cac diéu khoan khac

- Nha thau dap tng toan bd cac yéu cau ctia E-HSMT.

- Dbi voi phuong an quan 1y, chuyén giao cho bén thué, nha thau cam két:
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+ Thong tin, dit li€u hinh thanh trong qua trinh thué dich vu cong ngh¢
thong tin thudc so hiru cia chu dau tu. Nha cung cép dich vu c6 trach nhiém bao
dam an ninh, an toan thong tin, chuyén giao day du cho cha dau tu cac thong tin,
dir liéu khi két thiic hop ddng thué dich vu cong nghé théng tin.

+Trong qua trinh van hanh hé théng, chi dau tu s& duoc cung cip cac tai
khoan hé théng dé truy cap, quan 1y cac thong tin dir liéu do minh s& hitu.

+Trong trudng hop chu tri thué chim dut hop ddng véi nha cung cap dich
vu, nha cung cap dich vu phai co trach nhiém cung cap toan bd cac thong tin, dir
lidu, quyén sir dung phan mém va tai san vo hinh duoc hinh thanh thudc sé hitu
ctia chu dau tu dudi dang dir lidu co thé truy xuat, doc duoc; nha cung cip dich
vu phai cam két bao mat toan bd céc cau tric, so dd hé théng, thong tin, dir li¢u
trong qua trinh cung cip dich vu va chiu toan bo trach nhiém khi vi pham cac quy
dinh ctia phéap luat va nghia vu ctia bén cung cép dich vu tai cac diéu khoan cua
hop ddng.

+ Chu dau tu va nha cung cép dich vu thoa thuan, théng nhét yéu cau, cong
viéc va quy trinh chuyén giao thong tin, dir liéu hinh thanh trong qua trinh thué
dich vu cho chu dau tu voi cac ndi dung chinh sau: Sau khi két thiic thoi gian thué,
nha cung cap dich vu phai chuyén giao toan bd thong tin va dir liéu hinh thanh
trong qua trinh thué dich vu cho chu dau tu theo phuong an dugc cic bén théng
nhat trong hop dong; phwong phép, céng cu, cong viéc, quy trinh va vai trd, trach
nhiém ctia mdi bén trong qua trinh chuyén giao; phuong an thong ké, phan loai,
kiém tra xac dinh tinh trang thong tin va dir liéu hinh thanh trudc khi chuyén giao;
phuong an luu trit, sao luu, phuc hdi dit liéu trude khi chuyén giao; phuong 4n
kiém tra tinh trang thong tin va dit liéu hinh thanh sau khi chuyén giao; phuong
an kiém tra, d6i soat dir liéu sau khi chuyén giao; phuong 4n x6a thong tin va dit
li¢u lién quan dén cha dau tu trén cac hé théng tai nha cung cép dich vu sau khi
chuyén giao; cac cam két ctia nha cung cip dich vu sau khi chuyén giao; cac yéu
cau khac vé chuyén giao thong tin va dir liéu hinh thanh trong qua trinh cung cap
dich vu; cac yéu cau vé chuyén giao khac c6 lién quan (néu co);

+ Céc cong viéc lién quan dén chuyén giao can c6 bién ban ky két giira hai
bén. Trong qua trinh chuyén giao dich vy, nha cung cap dich vu phai cam két bao
mat toan bd cac ciu trac, so d6, mo hinh hé thong phan mém, cic thong tin, dir
li¢u co lién quan va chiu toan bg trach nhi€ém khi vi pham cac quy dinh ctia phap
luat va nghia vu ctia bén cung cip dich vu tai cac diéu khoan hop dong.



