Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cu vé ky thuat

A.

I.

II.

1. Danh muc hang héa: Nha thau chiu trach nhiém cung tng day du hang hoa véi

GIOI THIEU CHUNG VE DU AN, GOI THAU

Tom tat vé du an, géi thau

. Tén dy 4n: Pau tu nang cao nang lyc hé théng mang Internet va WAN tai vi tri du

phong TTDL nam 2026.

Quy mo dy an:

Pau tu méi céac hang muc:

- H¢ théng Internet firewall, bao g@)m 2 thiét bi: 01 hé théng;

- H¢ théng WAN firewall, bao gém 2 thiét bi: 01 hé théng;

- Module mé rong cong cho thiét bi WAN Switch: 04 Module.

. Tén goi thau: INTERNET-WAN2026-01.HH: Cung cap, trién khai dich vu k¥

thuat Internet firewall, WAN firewall va Module mé& rong.

. Thoi gian thuc hién du an: Nam 2026.
. Dia diém thyc hién: Vi tri chinh (sé 393 Trung Nt Vuong, phuong Hoa Cuong,

TP ba Ning) va vi tri du phong (s6 02 Quang Trung, phuong Hai Chau, TP Pa
Nang) Trung tam dit licu EVNCPC.

Noi dung chii yéu ciia goi thau:

s6 luong nhu bang dudi day:

TT Danh muc DbVT SL Ghi chu

H‘é théng Internet firewall, bao Hé théng 1
gom 2 thiét bi

Hé thong WAN firewall, bao gdm | Hé thong 1
2 thiét bi

Module mé rong cong cho thiét bi Module 4
WAN Switch

Ghi chii: Trach nhiém vin chuyén hang héa, bao hiém vin chuyén hang héa (néu cd)
do Bén ban thuc hién bao gom trong gia du thau.

2. Danh muc cac dich vu lién quan:



Pia diém Thoi gian
TT Danh muc bVT | SL thuc hién thuc hién
dich vu dich vu
Dich vu k¥ thuét trién o L

1 | khai Hé théng Internet Goéi 1 Chi tiet nhu | Chi tiét nhu
firewall, bao gom 2 thiét muyc I muc III
bi
Dich vu k¥ thuét trién ) .

2 | khai Hé théng WAN Goéi 1 Chi tiét nhu | Chi tiét nhu
firewall, bao gom 2 thiét muyc I muc III
bi
Dich vu k¥ thuat trién ) )

3 | khai Module mé rong Goi 1 Chi tiét nhu | Chi tiét nhu
cong cho thiét bi WAN myc III muyc [II
Switch

Ghi chu:

- Nha thdau phdi trang bi thiét bi cong nghé théng tin dé két néi véi hé thong
quan Iy cua chu dau tw phuc vu phé duyét tai liéu ky thudt cua goi thau/dy an.

- Nha thau phdi trang bi hé thong CNTT qudn Iy qud trinh phé duyét tai liéu kj
thuat; Trang bi hé thong may tinh sao lwu tat ca cac di liéu lién quan den qua trinh
Comminsioning va cung cdp cho chu dau tu trong suot qud trinh thuc hién.

- Nha thau phdi cung cdp tai liéu hiedng dan ldp dat, cai dat, hiéu chinh, vén
hanh thir nghiém, nghiém thu cia tdt ca cdc thiét bi theo hop dong mét cach day di, ré
rang, chi tiét, dé hiéu dé cho cdc nha thau chuyén nghiép vé ldp ddt thiét bi cé thé tién
hanh cong tac lcfp dat, cai dat, hiéu chinh, van hanh thir ma khong phu thuoc vao sy
héng dan ciia chuyén gia nha mdy ché tao tai hién truong.

- Nha thau phdi cit can b ky thudt d@é hiéu chinh, xir Iy ton tai (néu cd) trong
qud trinh lap dat, cai dat, hiéu chinh, van hanh thit, nghiém thu khi c6 yéu cau tir phia
Chui ddu tw va chi phi nay da tinh trong gid chao thau.

- P6i v6i nhitng thiét bi can thiét phai c6 mdt ciia chuyén gia nha thau gidm sat
qud trinh ldp dat, cai dét, hiéu chinh, vdn hanh thir, nghiém thu thi nha thau phdi dam
bdo cho cdc chuyén gia cé mdt trén cong trwong dé thwe hién nhiém vu, dong thoi phdi
dira ra cdc khuyén nghi sira chita bang van ban téi Chii dau tw trong truong hop nha
thau ldp dat, cai ddt thuc hién khéng ding yéu cau da dwoc hiedng dan. Truong hop
néu chuyén gia khéng dwa ra cdc chi dan, khuyén cdo chii dau tw kip thoi thi nha thau
phdi chiu trach nhiém vé chdt lwong thiét bi da lap dat, cai dat.



- Ho so hoan céng: Nha thau chiu trach nhiém ldp ho so hoan céng sau khi ldp
dat, cai dat, hiéu chinh hoan thanh dé ban giao cho bén mua. S6 luwong: 3 bo go”'c. Chi
phi lgp hé so hoan cong dd bao gom trong don gid chao.

- Nha thau phai thwe hién ldp Nhdit ky thi cong dién tw (NKTCDT) va Bién ban
nghiém thu dién tir (BBNTPT) trén phdn mém Quan Iy Pau tw Xdy dung - Tdp doan
Pién lec Quoc gia Viét Nam trong giai dogn trién khai thi cong xdy dung cong trinh
theo quy dinh tai Quyét dinh s6 631/QOD-EVN ngay 20/4/2022 cia Tap doan Pién luc
Viét Nam vé viéc ban hanh Quy dinh trién khai nhdt ky thi cong dién tir va bién ban
nghiém thu dién tir trén phan mém Quan ly Pau tw Xdy dung - Tap doan Dién lyc Quoc
gia Viét Nam (trong truong hop Chii dau tw ¢é yéu cau dp dung).

- Tat cd file cai dat cau hinh cai dat cac thiét bi phai dwoc ban giao sau khi hoan
thanh dwa cong trinh vao sur dung.
III. Pia diém giao hang va thwe hién dich vu:
1. DPia diém giao hang va thuwe hién dich vu:

Vi tri chinh (s6 393 Trung Nit Vuong, phudong Hoa Cuong, TP Da Nang) va vj tri
du phong (s6 02 Quang Trung, phuong Hai Chau, TP Da Nang) Trung tam dit li¢u
EVNCPC.

2. Thoi gian thwe hién géi thau:

Tinh tir ngdy hop dong c6 hiéu luc dén ngay nghiém thu hoan thanh goi thau (bao
gom cé dich vu lién quan), khong bao gom thoi gian hoan thanh nghia vu bao hanh,
trong d6 Thoi gian giao hang ti da 1a 112 ngay ké tir ngay hop dong cé hiéu lyc, thoi
gian hoan thanh dich vu trién khai téi da 1a 35 ngay sau khi giao hang.

B. CAC YEU CAU VE KY THUAT

L. Danh muc cdc tai liéu chirng minh nguén goc va chit liwong hang héa: (Theo
Muc 3 chwong III Tiéu chudn danh gia vé ky thudt)

TT Tén vét tu - thit bi Tai ligu ky thuat (ban
‘ ’ vé, Catalogue, ...)

, | Dich vu ky thuat trién khai Hé thong <
Internet firewall, bao gdm 2 thiét bi

, | Dich vu ky thuat trién khai Hé thong <
WAN firewall, bao gém 2 thiét bi

;| Dich vu ky thuat trién khai Module m& <
rong cong cho thiét bi WAN Switch

Ghi chu:

- Dau “X” la cdc tai liéu bat buoc ho so dy thau phai cung cap.

II. Yéu cdu théng sé ky thudt




‘ Pbi v0i cac yéu cau bat budc phai néu rd thong sb, giai phap,... trong bang yéu
cau thong so k¥ thuat caa VTTB thi trong E-HSDT Nha thau phai néu cu thé, day du
thong s0, mo ta gidi phap... Khong duoc ghi “dap ung/dam bao/tuan thu E-HSMT,...”.

STT Pic tinh/Théong sé k¥ thuat Nha thiu chao
1 Hé ,théng Internet firewall (bao gom 2
thiét bi)
Ky Ma hiéu Néu cy thé Theo mau 10B
2 Nha san xuét Néu cu thé chuong IV
3 Xudt xir Né}l cu thé cac nudc san
xuat
Giai phap thugc nhom Leaders dua trén
bao cdo Magic Quadrant for Hybrid Mesh
Firewalls cuia Gartner hoac bao cao danh
4 gia cua Forester Research The Forrester Dép ung
Wave™: Enterprise Firew;lll Solutions
(bdo cdo theo nam gan nhat c6 thuc hién
danh gid)
5 Yéu cau ky thuit cho tirng thiét bi
5.1 Nguodn
Sé luong nguén o san =2 nguén A,C va hoat dong
du phong néng
5.2 | Giao dién két ndi
Cong két ndi 1/10Gbps SFP/SFP+ c6 san | > 12
Cong két noi 40/100Gbps -~ 0
QSFP+/QSFP28 c6 san -
Cong quan tri MGT out of band c6 sin > 01
Cong HA chuyén dung c6 sin > 02
Cong console c6 sin >01
Cong USB ¢6 sin >01
5.3 Nang luc xir ly
NGFW throughput > 50 Gbps
Threat prevention throughput > 35 Gbps
Concurent connection >5.000.000
New session per second >270.000
5.4 | Tinh ning thiét bi
C6 san tinh nang ngan chan két nbi dang Pap (g
Command-and-Control (C2)
Co san tinh nang ngan chan khai thac céc
diém yéu (vulnerability) ciia h¢ thong tr | Pép Gng

nguon truy cap bén ngoai




STT Pic tinh/Théong sé k¥ thuat Nha thiu chao

C J It - , A \ - -

;O sain tinh nang phat hién va ngan chan Dap tmg
tan cong dang zero day
C6 san tinh ning Application control bép ting
Co6 san tinh ning IDS/IPS Dap ing
C6 san tinh ning Anti-malware/Anti-virus | Dap tng
Co sin tinh nang két néi VPN dang .

. Dap ung
clientless
Co6 san tinh nang két ndi VPN dang split DBap (g
tunnel
CoAsan‘tlnh nang tao policy theo IP cua Cé sin
quoc gia (IP Geo)
5.5 Tinh ning mang va du phong
C6 san giao thiic dinh tuyén tinh Dap ung
C6 san giao thirc dinh tuyén dong: OSPF .
v2/3, BGP Dap ung
Co6 san tinh nang dinh tuyén multicast Dap ung
Co6 san kha niang godp cac thiét bi thanh
Cluster, ho trg du phong va chia tai theo Db {in
co ché: Active-Active hodc Active- b ung
Standby
C6 sin giao thire link-aggregation Dap ung
C6 sin tinh ning NAT Dap ung
Co sin tinh ning policy based routing .,
. . b
/policy based forwarding ap ung
5.6 | Quan ly thiét bi
C6 san tinh nang quan tri thong qua: CLI, .,
Web Interface Dap tmg
C6 san tinh ning giam sat thong qua .,
SNMP Dap tng
5 san tinh niang ghi nhan nhat ky su kié

Co san tinh nang ghi nhan nhat ky su kién Dip tmg

(Logging)




STT

Pic tinh/Théong sé k¥ thuat

Nha thiu chao

Quan li

- Co6 kha nang tich hop voi
hé thong quan 1y Internet
Firewall hién c6 cua
EVNCPC (*), gitip quan ly
van hanh hé théng Inernet
Firewall trén mdt giao di¢n
quan tri thong nhat.

- Hodc nha thau cung cp bd
giai phap bao gdm:

+ Hé théng gom 2 thiét bi
firewall nhu yéu cau & trén
+ B0 sung thém cac thiét bi
Internet firewall md&i c6
nang luc twong duong 2 cac
thiét bi Internet firewall hién
6 v6i day du tinh nang
ATTT (*);

+ B6 sung hé théng quan tri
firewall méi ¢ cau hinh
tuong duwong hé thong quan
tri hién c6 (*) dap ung nhu
cau quan ly tap trung céc
thiét bi Internet Firewall
moi trén mot giao dién duy
nhit.

+ C6 do1 ngti k¥ su, dich vu
chinh hang lap phuong an
chi tiét, onsite dé thuc hién
tich hop hé théng quan tri
cac Internet firewall méi &
trén vao hé théng CNTT tai
TTDL, khong lam gian
doan, anh hudng dén hoat
dong SXKD cua chu dau tu,
thuc hién cai dat VPN, 2FA
cho toan b0 CBCNV
EVNCPC, dap tng yéu cau
ctia chit du tu. Cung cép
toan bo cac hé théng phu tro
khac di kem phuc vu cho
qué trinh chuyén d6i hé
thong.

5.8

Phu kién di kém cho tirng thiét bi




STT Pic tinh/Théong sé k¥ thuat Nha thiu chao
> ,
Module 10Gbps SR gollzté?;(‘:)ull;’uf: Iclﬁéilg:l:rén
Module 40Gbps SR = 2 module, twong thich v6i
thiét bi dugc chao ¢ trén
Thoi han sir dung tinh ning vﬁ’bﬁo
6 hanh ho trg ky thuét cho h¢ thong
Internet firewall
6.1 Bin quyén tinh ning
Thoi han su du,ng til:lh nang cl}o hé thdng
firewall (h¢ thong gom 02 thiét bi chay
HA):
- Tinh nang Vulnerability protection
- Tinh nang Bruteforce protection 5
- Tinh ndng Antivirus protection =03 nam
- Tinh nang Risky file type protection
- Tinh nang ngédn chdn malicious IP, CnC
connection ’
- Tinh nang VPN cho thiét bi mobile
6.2 | Dich vu bio hanh, hé trg ky thuit
Dich vu bao hanh, hd tro ky thuét cho hé .
théng Firewall (hé thong gom 02 thiét bi) | = 0> nam
I H¢ ,th(")ng WAN firewall (bao gdm 2
thiét bi)
Ky M4 hiéu Néu cy thé Theo mau 10B
2 | Nha san xuit Néu cu thé chuong IV
3 Xudt xi I;Iué; cu thé cac nudc san
4 Yéu cau ky thuit cho tirng thiét bi
4.1 | Nguédn
S6 luong nguén o san 22 nguén A,C va hoat dong
dy phong néng
4.2 | Giao di¢n két noi
Cong két ndi 1/10Gbps SFP/SFP+ ¢ san | > 12
Cong két ndi 40GB QSFP+ c6 sin > 02
Cong quan tri MGT out of band c6 sin > 01
Cong console co sin >01
Cong USB c¢6 sén >01
4.3 Nang luc xir ly
NGFW throughput > 46.5 Gbps




STT Pic tinh/Théong sé k¥ thuat Nha thiu chao
Threat Protection/Threat prevention > 53.5 Gbps
throughput
Concurent connection >39.000.000
New session per second > 496.000
SSL decyption throughput > 16 Gbps

4.4 | Tinh ning thiét bj
Co san tinh ning ngan chin két nbi dang Db tn
Command-and-Control (C2) pung
C6 san tinh ning ngin chin khai thac cac
diém yéu (vulnerability) cia hé thong tir | Pap tng
ngudn truy cap bén ngoai
(Eo szin tinh nang phat hién va ngan chin Dap tmg
tan cong dang zero day
Co6 san tinh nang Application control Dap ung
C6 san tinh nang IDS/IPS Dép tng
Co san tinh ning Anti-malware/Anti-virus | Dap tng
CoAsan‘tlnh nang tao policy theo IP cua Cé sin
quoc gia (IP Geo)

4.5 Tinh ning mang va du phong
Co6 san giao thuc dinh tuyén tinh Dap ung
Co san giao thie dinh tuyén dong: OSPF .
v2/3, BGP Dap tmg
C6 san kha ning gop céc thiét bi thanh
Cluster, hd trg du phong va chia tai theo Dip
co ché: Active-Active hodc Active- b ung
Standby
C6 san giao thirc link-aggregation bép ting
Co6 san tinh ning NAT Dép tng
C6 san tinh nang policy based routing .,

i i b

/policy based forwarding ap ung

4.6 | Quan ly thiét bi
C6 san tinh nang quan tri thong qua: CLI, .,
Web Interface Dap tmg
Co sin tinh ning gidm st thong qua .,
SNMP bap tmg

5 san tinh ning ghi nhan nhat ky su kié

C6 san tinh nang ghi nhan nhat ky sy kién Dip g

(Logging)




STT

Pic tinh/Théong sé k¥ thuat

Nha thiu chao

Quan li

- Co6 kha nang tich hop voi
hé thong quan Iy WAN
Firewall hién c6 cua
EVNCPC (*), gitip quan ly
van hanh hé théng WAN
Firewall trén mdt giao di¢n
quan tri thong nhat.

- Hodc nha thau cung cp bd
giai phap bao gdm:

+ Hé théng gom 2 thiét bi
firewall nhu yéu cau & trén
+ B0 sung thém cac thiét bi
WAN firewall méi c6 nang
luc twong duong 2 thiét bi
WAN firewall hién c6 véi1
day du tinh nang ATTT (¥);
+ B6 sung hé théng quan tri
firewall méi c6 cau hinh
tuong duwong hé théng quan
tri hién c6 (*) dap ing nhu
cau quan 1y tap trung cac
thiét bi WAN Firewall méi
trén mot giao dién duy nhat.
+ C6 do1 ngti k¥ su, dich vu
chinh hang lap phuong an
chi tiét, onsite dé thuc hién
tich hop hé théng quan tri
cac Internet firewall mo1 &
trén vao hé théng CNTT tai
TTDL, khong lam gian
doan, anh hudng dén hoat
dong SXKD cua chu dau tu,
dap umg yéu cau ctia cha
dau tu. Cung cip toan bd
cac hé thong phu trg khac di
kém phuc vu cho qua trinh
chuyén ddi h¢ thong.

4.7

Phu kién di kém cho tirng thiét bi

Module 10Gbps SR

> 12 module, twong thich
voi thiét bi dugc chao & trén

Module 40Gbps SR

> 2 module, tuong thich véi
thiét bi dugc chao & trén




STT

Pic tinh/Théong sé k¥ thuat

Nha thiu chao

Thai han sir dung tinh nang va bao
hanh h§ tro ky thuat cho hé thong
WAN firewall

5.1

Bin quyén tinh ning

Thoi han sir dung tinh ning cho hé thong
tuong ltra WAN (hé thong gdm 02 thiét bi
chay HA):

- Tinh nang tinh nang bao v¢, ngan chan
tan cong theo signature ATTT - IPS

- Tinh ning bao vé chong tin cong
Advanced Threat Protection - ATP

- Tinh ndng ra quét, phan tich cac file
dang sandboxing/cloud-based analysis

- Tinh ndng bdo v¢ truy cdp web nang cao
nhu: nhén dién tng dung theo App-ID,
loc ndi dung web theo co s¢ dir licu URL
- Pam bao hé thong c6 kha ning HA va
ludn sir dung day du cac tinh nang ATTT
khi 1 trong 2 thiét bi c6 su cd

> 03 nam

5.2

Dich vu bio hanh, hd tro ky thuit

Dich vu bao hanh, hd tro k¥ thuat cho hé
thdng Firewall (hé thong gdm 02 thiét bi
chay HA)

> 03 nam

I

Module mé rong cong cho thiét bi
WAN Switch

Ky M hiéu

Nha san xuat

Xuat xu

Theo mau 10B
chuong IV

- HO trg tbi thiéu 8 interface
1Gbps/10Gbps giao dién SFP/SFP+

- Tuong thich: C6 kha nang tuong thich
v6i thiét bi WAN switch hién c6 clia
EVNCPC (***) hodc nha thau cung cp
b6 giai phap bao gdm:

- 04 thiét bi WAN switch ¢ nang luc
tuong duong thiét bi WAN switch hién co
v6i s6 luong cong két ndi SFP/SFP+ > 28
cong, sb lugng cong QSFP+ > 4 cong

Dap ung

- Thot gian bao hanh

> 03 nam




(*) Hién trang thiét bi firewall Internet va hé théng quan ly firewall Internet hién
c6 tai TTDL EVNCPC

Thiét bi firewall Internet tai TTDL (s6 lwong: 02)
- Threat Prevention Throughput (appmix): 8.8 Gbps.
- New session per second: 155,000.

- Max session: 4,000,000

- Giao dién két ndi:

+ 4 interface 100/1000/10G RJ45

+ 16 interface 1G/10G SFP/SFP+

+ 4 interface 40G QSFP+

- Cac license tinh nang hién co:

+ License tinh ning VPN dén 31/08/2028

+ License tinh nang Advanced Threat Prevention dén 31/08/2028
+ License tinh nang Wildfire dén 31/10/2026

Hé théng quan ly firewall Internet hién c6 :

- Trién khai trén cac nén tang ao hoa

- C6 san tinh nang thu thap log cac thiét bi firewall

- C6 san tinh ning cho phép trién khai policy tir hé thong quan 1y tap trung dén céac
firewall theo tirng group khac nhau

- C6 san tinh ning quan 1y duoc phién ban, ban quyén phan mém cac firewall

- C6 san tinh ning tao bao c4o phuc vu phan tich, diéu tra sb

- C6 sin tinh niing cho phép khai thac str dung qua API

- Thoi gian hd trg ki thuat, cap nhat phién ban dén 30/11/2028

(**) Hién trang thiét bi firewall WAN va hé thong quan Iy WAN firewall hién c6 tai
TTDL EVNCPC

Thiét bi firewall WAN tai TTDL (s6 lwong 02) :

- Firewall throughput : 120 Gbps

- Firewall IMIX: 60 Gbps

- IPS throughput : 50,75 Gbps

- Threat Prevention throughput: 17,85 Gbps

- Concurrent connection: 39.900.000

- New connection/s: 496.000

- Pay du ban quyén phan mém ATTT di kém: IPS, ATP, Application control, Zeroday
protection, Central Orchestration dén 30/10/2028

H¢ thong quin Iy WAN firewall hién c6 :

- C6 giao dién khai bao, quan trj cac thiét bi WAN firewall qua cloud portal

- C6 kha ning luu trir log cac thiét bi firewall WAN
- C6 kha ning quan 1y license céc thiét bi firewall WAN

(***) Thiét bi WAN Switch hién ¢é ciia EVNCPC



- Giao dién két ndi : 24 cong SFP/SFP+

- C6 sin cac giao thirc dinh tuyén tinh, OSPF

- C6 san tinh ning Virtual Chassis

- Switching capacity: 720 Gbps (unidirectional)/1.44 Tbps (bidirectional)

- Layer 2/Layer 3 throughput (maximum with 64 byte packets): 1,071 Mpps (wire speed)

Muc 2. Ban v¢:

E-HSMT nay gdm c6 cac ban v& trong danh muc sau dy (c6 ban vé& dinh kém):

Danh muc ban vé

Ban vE so Tén ban vé Muc dich sir dung

Banv&s6 1 | Ban v& hién trang hé théng | Nha thau luu ¥ dé chao hang hoa dap

Internet firewall tai site du tmg yéu cau cua HSMT

phong.

Ban v& sb 2 Ban v€ vi tri lép dat thiét bi nt
Internet firewall moi tai site
du phong

Banvésd3 | Ban vé& sau khi trién khai thiét nt
bi Internet firewall moi tai
site du phong

Ban vé s6 4 Ban v€ hién trang hé théng nt
WAN firewall tai site du
phong

Banv&sd 5 | Ban vé& vi tri lip dat thiét bi nt
WAN firewall moi tai site du
phong

Ban vé sb 6 | Ban vé& sau khi trién khai thiét nt
bi WAN firewall mai tai site
du phong

Ban vé& sb 7 Ban v€ vi tri lép dat module nt
mo rong cong cho cac WAN
switch tai site chinh va site
du phong




BAN VE VI TRi LAP PAT THIET BI INTERNET FIREWALL TAI SITE DU PHONG
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BAN VE SAU KHI TRIEN KHAI INTERNET FIREWALL TAI SITE DU PHONG

Két ndi remote
access YPN

[M s 4 Internet
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TO# U] pasea] quy|

. [0# dul] pIsea] yudf

Internet router

Internet router § Cisco ISR4451

Cisco ISR4451

- — —# Internet traffic OUT

- — —¥ Internet traffic IN

: 02 thiét bj FW méi
e [mm]

CONG TY CNTT BAO CAO KINH TE KY THUAT DU AN “DAU TU NANG CAO NANG LUC HE

DIEN LUC MIEN TRUNG THONG MANG INTERNET VA WAN TAI VI TRI DU PHONG TTDL NAM 2026
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