YEU CAU VE KY THUAT
Goi thau: PTV/2026-09: Thuc hién kiém tra, danh gia ATTT cho cac hé
thong dieéu khién cia Cong ty Thuy dién Ialy nam 2026

1. Gi6i thiéu chung géi thau:

- Tén goi thau: PTV/2026-09: Thyc hién kiém tra, danh gia ATTT cho céc
hé thong diéu khién cua Cong ty Thuy dién Ialy nam 2026.

- Chu dau tu: Cong ty Thity dién Ialy - Chi nhanh Tap doan Dién luc Viét
Nam.

- Dia diém thyc hién:

+ Nha may Thuy dién Ialy, xa Ya Ly, tinh Quang Ngai;

+ Nha may Thuy dién laly mé rong, xa Ya Ly, tinh Quang Ngai;

+ Nha may Thuy dién S€ San 3, xa Ya Ly, tinh Quang Ngai;

+ Nha may Thuy dién Pleikrong, xa Sa Binh, tinh Quang Ngai.

- Pham vi hé théng danh gia: Cac hé théng diéu khién cong nghiép
(OT/ICS/SCADA) dang van hanh tai cac Nha may Thuy dién cua Cong ty, bao
gom: H¢ thong DCS; Hé thong SCADA; May chu diéu khién; Méy tram van hanh
(HMI/OWYS); Méy tram ky thuai:c (Enginperiqg Wgrkstation); Thiét b1 mang c()ng
nghi¢p; Cac phan mém di€u khién va phan mém ho trg van hanh. Khoi lugng thiét
bi/chuong trinh tng dung nhu liét ké dudi day:

Stt Thiét bi Pon vi tinh | SO lwong

I | Nha may Thiy dién Ialy

1 | Hé thong DCS

May chu

- ASCS1/0WSI1 Server;
1.1 |- ASCS2/OWS2 Server; Thiét bi 04
- OPC1/HISI1 Server;
- OPC2/HIS2 Server

May tinh HMI, may tinh van hanh, may tinh k¥

1.2 thuat (OWS3, OWS4, EWS, ES) Thiét bi 04
Chuong trinh ing dung
- Control Builder M
- ABB S+ Engineering

1.3 | - ABB Automation Builder 2.1 Cﬁ?r?}?g 06

- OptimumC MPC (v2.7)
- OptimumC OPC server (v2.0)
- Historical Data server (V2.7)

2 | H¢ thong SCADA
2.1 | May tinh Gateway SCADA Thiét bi 01




Stt Thiét bi Pon vi tinh | SO lwong
2.2 | May tinh HMI SCADA HMI Thiét bi 01
2.3 | Ung dung SCADA Survalent SmartVU Cgllrr?llll & 01
II | Nha may Thiy dién Sé San 3
1 | H¢ théng DCS
May chu ,
1.1 |- ServerlA, SPOSRVIA Thiét bi 02
- Server1B, SPOSRVI1B
May tinh van hanh, may tinh ky thuat )
1.2 | SPOWSO01, SPOWS02, SPOWSO03, SPEWSO01, Thiét bi 05
SPEWS.
Chuong trinh Uing dung
1.3 | - ABB S+ Operations History Cgﬁ?:g 02
- ABB S+ Operations Display
2 | Hé thong SCADA
2.1 | Ung dung SCADA iConf.exe Chl‘mng 01
trinh
III | Nha may Thuy dién PleiKrong
1 | Hé thong DCS
May chu
- 0CKPO1/Server 01, AL
L1 ockpox/server 02, Thiet by 03
- 0CKPO03/Server HIS.
May tinh HMI, may tinh van hanh, may tinh k¥ ,
1.2 | thuat, may tinh x4ch tay Thiét bi 05
OWSI1, OWS2, OWS3, EWS, ES
Chu’opg tr1‘nh ung dung Churong
1.3 | - Engineering trinh 02
- Historial Server
2 | Hé thong SCADA
2.1 | May tinh Gateway SCADA Thiét bi 01
2.2 | May tinh HMI SCADA Thiét bi 01
2.3 | Ung dung SCADA Survalent SmartVU Cgilr?ﬁlg 01
IV | Nha may Thuy dién Ialy mé rong
May tinh chu co s¢ dir licu HT DCS (Dell Power ,
1 | Edge RS550 Server, Windows Server 2022 Thiét bi 02
Standard)
2 | Méy tinh man hinh 16n HT DCS Thiét bi 01
3 | May tinh cha hé thong GSTT maéy phat Thiét bi 01




Stt Thiét bi Pon vi tinh | SO lwong

4 | May tinh tram h¢ thong GSTT mady phat Thiét bi 01

May tinh tram van hanh HT DCS (Dell Precision
T5820, Windows 11 22H1 Pro)

6 | May tinh tram k§ thuat HT DCS Thiét bi 01
May tinh k¥ thuat HT DCS (Dell Latitude 5421,

Thiét bi 04

/ Windows 10 Professional 64Bit) Thiet bi 01
May tinh hé thong GSTT MBA (Dell Precision R
8 5820, Windows 10 Pro) Thiet bi 01
9 | May tinh k¥ thuat HT kich tir, diéu toc Thiét bi 04
10 | May tinh DPiéu téc HIPASE-T Thiét bi 04
11 | May tinh HT GSTT GIS Thiét bi 01
Chuong trinh img dung:
- SCALA 250 V7.2
- HIPASE Engineering Tool
- PCM 600 Ch
12 | - ZOOM Software wong 07
trinh

- Phin mém HTGS khi SF6 thiét bi GIS

- Phan mém Hé théng diéu khién DCS cho may
tram van hanh 800xA

- Sicam Device Manager

- Tong thoi gian thuce hién dich vu: khéng qua 15 ngay.

2. Muc tiéu cong viéc:

Thuc hién kiém tra, danh gid an ninh mang va tam soat ma doc dinh ky;
dong thot chu dong nhan dién 16 hong, cap nhat ban va 161 hé thong va thuc hién
kiém thir xam nhap nham dam bao an toan thong tin cho hé thong OT cua Cong
ty Thuy dién Ialy.

3. Yéu cau k¥ thuét ciia goi thiu:

3.1. Yéu cau chung vé bio mét va van hanh:

- Nha thau cam két béng van ban chiu trach nhiém bao mat toan bd dir liéu
va thong tin cua h¢ thong trong sudt qua trinh thuc hién dich vy, khong tiét 16
hodc chia sé thong tin cho bat ky bén thtr ba nao dudi bat ky hinh thic nao, dong
thoi khong cai dat, khong dé lai bat ky phan mém, cong cy, ma 1€nh, script, agent
hodc thanh phan k¥ thuat nao trén hé thong cua Chu dau tu.

- Trong qua trinh kiém tra, danh gia hé thong, Nha thau phai tuan tha cac
quy dinh sau:

+ Cong tac kiém tra phai thuc hién truc tiép tai cdc Nha may Thuy dién,
khong truy cap tir xa va khong két noi Internet vao h¢ thong OT.

+ Khong duoc két ndi thiét bi ca nhan (laptop, 6 cing di dong) hodc bat ky



thiét bi luu trit hai chiéu ndo vao hé théng OT.

+ Khéng duge thay doi Registry, Policy, cu hinh hé thdng, trang thai thiét
bi, khong v6 hiéu hoa dich vu hoac thuc hién bat ky thao tac nao co thé gay treo
dich vu, gian doan diéu khién, dic biét d6i voi ludng dit liéu diéu khién thoi gian
thue.

+ Tuan thu nguyén tac khong can thiép hé thong (Zero-Impact). Tuyét dbi
khong cai dat, trién khai hodc thuc thi bat ky phan mém, cong cu hunting,

tool/script, agent nao truc tiép trén cic may chi, may tram van hanh va may giao
di¢n HMLI.

+ Nha thau chi dugc thue hién cac thao tac k§ thuat sau khi da xay dung ké
hoach khéi phuc nguyén trang (Rollback) va duge Chi dau tu dong y; moi thao
tac phai thuc hién thong qua may trung gian dudi sy kiém soat quyén truy cap dic
quyén va giam sat ciia Chu quan hé théng.

- Moi hanh vi tu ¥ két ndi thiét bi luu trit hai chiéu hodc thuc cai dat
Script/Tool 1én hé théng khi chua c6 sy chip thuan cua Chi dau tu bi coi 13 vi
pham an toan van hanh nghiém trong. Chu dau tu co quyén dinh chi hop dong
ngay lap tic, dong thoi Nha thau phai chiu hoan toan trach nhiém khic phuc su
cd va boi thuong toan bo thiét hai (néu co).

3.2. Yéu cau k¥ thuit chi tiét:
3.2.1. Pdnh gid cdu hinh:

Thuc hién ra soat va danh gia cau hinh an toan déi vai toan bo thiét bi mang
cong nghiép, hé thong HMI va cac tram k¥ thuat nham phat hién cac cau hinh
chua phu hop co thé gay mat an toan cho hé théng diéu khién. Noi dung danh gia
bao gébm kiém tra murc do tuan thii cac yéu cau bao mat d6i v6i hé diéu hanh, phan
mém diéu khién va firmware cta thiét bi, nhu cau hinh tai khoan va phan quyén
truy cap, cac dich vu dang hoat dong, co ché cap nhat va va 16i bao mat, ciing nhu
céc thiét 1p an toan khac trude khi tién hanh kiém tra, danh gia ATTT cho hé
thong.

3.2.2. Kiém tra ma déc va 16 hong bdo mdt:

- Str dung cong cu chuyén dung (phdn mém ra quét chi duoc chay tir bén
trong thiét bi) dé phat hién ma ddc, Rootkit, cac ky thuat tAn cong nang cao
(Memory Injection, DLL Hijacking) ma khong duoc phép cai dit phan mém 1én
cac may tinh cua hé théng OT.

- Cac mau ma doc, hoic nghi ngo la mé ddc, phai duoc luu lai nhu mot
phan cta bao cao, viée chuyén cac miu ndy ra ngoai phai dam bao thuc hién bang
cac thiét bi truyén dir liéu mot chiéu (Data Diode/Unidirectional Gateway).

- Thuc hién ra soat va do quét 16 hong bdo mat bang cac cong cu chuyén
dung theo chuan CVE nham phét hién diém yéu trén hé diéu hanh, phan mém tng
dung, firmware cling nhu toan bd méi truong IT va cac giao thuc OT dac thu nhu
Modbus, DNP3, IEC-104.



- Thyuc hién cap nhat cac ban va 16i (Hotfix/Service Pack) cho h¢ diéu hanh
va thiét bi ma hang da phat hanh mién phi sau khi da kiém tra tinh tuong thich
trong moi truong co 1ap cd kiém soat.

- Thye hién Backup cau hinh va dit liéu hé thong true khi tién hanh cap
nhat dé dam bao kha nang khoéi phuc nguyén trang (Rollback) néu xay ra 10i.

3.2.3. Kiém thir xam nhdp cé kiém sodt:

- Kiém thir xam nhap (Pentest), tln.rc hién cac k}chqbén tAn cong gia lap
khong xam lan (Black-box, Gray-box) d¢ chimg minh 10 hong ma khong gay hai
cho hé thong.

- Giam sat sy cb, trién khai giai phap giam sat va phat hién xam nhép SIEM
tam tho1 dé thu thép va phan tich nhat ky (log) trén duong truyén nham phat hién
cac hanh vi bat thuong hoac tan cong APT.

3.2.4. Kiém thir xam nhdp va diu vét tin cong:

- Thyc hién kiém thir xAm nhap tir bén trong dé dénh gia kha niang phong
thu ctia h¢ thong khi c6 tac nhan ndi bo hodac ma doc lay lan.

- Ra soat toan dién cac két nd1 va tién trinh la dang chay ngam trong mang
OT de triét tiéu moi nguy co tiém an.

3.3. Yéu cau thiét bi va cong cu hd tro:

D& dam bao an toan tuyét ddi cho h¢ thong diéu khién (OT) cap do 4, Nha
thau bat budc phai trang bi va str dung cdc nhém giadi phap cong nghé sau:

3.3.1. Thiét bi:

- St dung thiét bj chuyén dung mét chiéu (Unidirectional Data Diode) vat
ly thuc thy, Moi dir liéu trich xuét tir mang OT (log, file cau hinh, dir liéu quét)
dé phuc vu phan tich phai dugc thyuc hién qua thiét bi Data Diode vat 1y chuyén
dung. Pam béao dit liéu chi di ra mot chiéu duy nhét. Tuyét d6i khong sir dung
USB, 6 ctmg di dong hodc dia quang két ndi truc tiép vao cac mdy cha, may tram
van hanh. Piéu nay nham triét tiéu nguy co 1ay nhiém ma ddoc nguoc tir thiét bi
ctia nha thau vao hé théng OT.

- St dung may tinh chuyén dung co cau hinh manh, dugc cai dit cac hé
diéu hanh va phan mém chuyén dung cho danh gia ATTT (Pentest OS), hoan toan
sach ma doc va dugc cach ly hoan toan véi méi truong Internet.

3.3.2. Cong cu:

- Cac cong cy ra quét mé doc chuyen sau co kha nang phan tich tép tin, tién
trinh va bd nhd hé thong ma khong duoc phep cai dat (Agentless), hd tro nhan
dién céc loai ma doc dic thu tin cong vao ha tang ning luong;

- Phan mém phai thuc thi truc tiép tir thiét bi chuyén dung ctia Nha thau
(Portable/Standalone). Tuyét ddi cAm cai dat (Install), sao chép (Copy) hoic chay
cac cong cu hunting, tool/script, agent can thiép truc tiép vao Registry, tép tin hé
thong hodc tién trinh cia may cha, may tram HMI. Ngin ngira xung d6t phan



mém, 16i man hinh xanh (BSOD) va d¢am bao tinh nguyén ven ctia hé théng OT.

- Cong cu danh gia 16 hong mang cong nghi¢p phai s¢ hitu co s6 dir li¢u 161
(Knowledge base) cip nhat, hd tro ddy du cac giao thirc OT (Modbus, DNP3, I[EC
61850...) va c6 tinh ning quét an toan khong gay treo thiét bi diéu khién;

- Hé thong giam sat va phan tich Iuu lwgng (Traffic Analyzer) c6 kha nang
phan tich goi tin chuyén sau (DPI) d€ phat hién cac hanh vi bat thuong, cac két
noi la trén duong truyén tin hi€u gitra cac tang Level 0 dén Level 4;

- Cong cu phai tuan tht mo hinh bao mat Zero Trust, 4p dung co ché xac
minh lién tuc, ki€m soat truy cép theo quyén toi thiéu, dong tho1 ddm bao qua
trinh danh gid khong gy tac dong, khong ghi ngugc dit li¢u trai phép 1én h¢ thong
muc tiéu;

- Tat ca cac cong cu (ra quét ma doc - Agentless, ra quét 16 hong cong
nghiép, giam sat va phan tich luu luong mang - SIEM) néu trén phai c6 gidy phép
ban quyén hop phap, con hiéu luc st dung tai thoi diém trién khai, hodc nha thau
1a chu so hitu hop phap cua san phém/cong cu tu phat trién. Nha thau phai cung
cap tai liéu ching minh ban quyén hoac quyén sé hitu tri tué (license, hop dong,
ching nhan quyén tac gia, cam két s¢ hitu san pham) khi Cha dau tu yéu cau.

3.4. Yéu cau nhin sw, ning lwe va kinh nghiém:

Yéu cau \{é nhan sy cha chét duqc trinh bay tai Bang s6 02: Yéu cﬁuAVé
nhén sy chu chot (Webform trén HE thong), muc 2.2 thuéec Chuong II1. TIEU
CHUAN DANH GIA E-HSDT.

3.5. Yéu cau vé ning luc to chirc cung cap dich vu:

Pé dam bao an toan tuyét dbi cho hé théng dicu khién dic thu, Nha thau
phai chung minh nang lyc sau:

3.5.1. Phap ly:

C6 Giay phép kinh doanh san pham, dich vu an toan thong tin mang, trong
do6 c6 dang ky dich vu: Cung cap dich vu kiém tra, danh gi4 an toan thong tin
mang.

3.5.2. Kinh nghiém:

Yéu cau vé kinh nghiém dugc trinh bay tai Bang s6 01 (Webform trén Hé
théng), muc 2.1 thuéc Chuong I1I. TIEU CHUAN PANH GIA E-HSDT.

4. Giai phap va phuwong phap luan:

Nha thau phai dé trinh phuong an ky thuat téng thé va phuong phap luan
thue hién dich vy, bao dam dap ung day du cac noi dung quy dinh, dong thoi dam
bao an ninh mang va duy tri tinh 6n dinh, an toan tuyét doi cho hé théng OT:

4.1. Gidi phap va phwong phap lugn:

- Phuong phap luan téngﬁ thé: Phuong phap luan thyc hién duoc xay dung
trén co s¢ hop nhat cac tiéu chuén an toan thong tin va an ninh hé thong di€u khién
cong nghi¢p nghiém ngat, bao gom: TCVN 14423:2025, NIST SP 800-82 (Bao



mat hé théng diéu khién cong nghiép), IEC 62443 cung cac chu?}n kiém thur
chuyén dung nhu PTES/OSSTMM d6i v6i hoat dong kiém thir c6 ki€ém soat;

- Tiéu chuén va khung tham chiéu: Toan b qua trinh danh gia phai duoc
dbi soat va thyuc hién theo cac khung tiéu chuan quéc té va trong nudc méi nhét
nhu: TCVN 14423:2025, IEC 62443, NIST Cybersecurity Framework (CSF),
ISO/IEC 27001 va ISO/IEC 27002;

- Quy trinh trién khai: Hoat dong danh gia dugc thyc hién theo quy trinh 06
giai doan, bao gobm: Chuan bi — Thu thap thong tin — Phan tich 16 hong — Kiém
thur khai thac c6 kiém soat — Khac phuc/Céap nhat ban va — Hau kiém;

M&i giai doan phai dugc mé ta chi tiét vé phuong phéap thyuc hién, thiét bi
va cong cu st dung, dong thoi xac dinh rd phuong an xur Iy rai ro trude khi trién
khai.

4.2. Ké hoach céng tic:

- Nha thau phai xdy dung ké hoach cong tac chi tiét, xac dinh rd pham vi
cong viéc, danh muc hang muc muc tiéu va mdc thoi gian hoan thanh cho tung
giai doan trién khai;

- Thiét lap 1§ trinh trién khai cu thé theo tirng budc, xac dinh rd6 danh muc
thiét bi ho trg, cong cu k¥ thuat chuyén dung va giai phap k¥ thuat phu hgp voi
dac thu cia moi truong mang OT;

- Phan bd ddi ngii chuyén gia c6 ning luc va kinh nghiém phu hop, bao
gém cac nhan su co trinh d§ twong duong nhan su chu chdt, nham bao dam tién
d6 thyc hién, chat lugng k¥ thuat va an toan cho hé thong trong sudt qué trinh
trién khai;

- Phuong an k¥ thuét phai bao dam hé théng OT duy tri hoat dong 6n dinh,
an toan va lién tuc, khong gay gian doan dén hoat dong van hanh trong toan bo
qué trinh danh gia;

- Thiét lap co ché kiém so4t chit ché& ludng trao doi dir liéu gitta moi truong
IT va OT; dong thoi trién khai cac bién phap phong vé chu dong nhim phat hién,
ngin chin va giam thiéu cac mdi de doa tir bén ngoai déi v6i mang diéu khién
cong nghiép;

- Thiét 1ap quy trinh thong tin lién lac va phdi hop rd rang véi Chu dau tu;
kip thoi thong bao, bao cao va dé xuat phuong an xur ly khi phat hién 16 hong
nghi€ém trong hodc cac su co6 bat thuong trong hé thong.

4.3. Phé duyét phwong an thi cong:

Trong thoi han ti da 03 ngay ké tir ngay ky hop dong, Nha thau bat budc
phai d¢ trinh Phuong an thi cong va Ké hoach tién do chi tiét cho tung hé théng
OT. Moi hoat dong trién khai tai l}len truong chi dugc phép bat dau khi co vin
ban phé duyé¢t chinh thue tir Chu dau tu.

5. Quy dinh vé kiém tra, nghiém thu san phim:

Nha thau ¢6 trach nhiém thuc thi quy trinh nghi€ém thu minh bach va tuan



thu tuyét ddi céc tiéu chuin bao méat theo dang 10 trinh da cam Kkét:
5.1. Tiéu chudn bdo cdo két qua ddanh gid va bdo mdt dii liéu
- Bao cao danh gia ATTT phai dugce lap chuyén nghiép, truc quan, co gia

tri thyc thi cao va tuan thu tuyét d6i cac nguyén tac vé chii quyén thong tin, cu thé
bao gom:

- Trinh bay chi tiét phuong phap, cong cu str dung va két qua cap nhat ban
vé 16i. Moi diém yeu bao mat phai dugc dinh danh 16 ring, minh ching bang hinh
anh khai thac thuc té tai hién truong.

- Cac 16 hong phai dugc phan loai theo 04 muc do chuén hoa: Nghiém
trong, Cao, Trung binh, Thap. Nha thau phai d¢ xuat giai phap va cam ket khac
phuc, trong d6 thiét 1ap thir tu vu tién xur Iy ngay cac rui ro Cao va Nghiém trong
nham t61 uu hoa nguon luc cho Cong ty.

- Toan b0 thong tin, dir liéu va log quét thu thap dugc trong qua trinh danh
gia 13 tai san thudc quyén so hitu tuyét d6i cuia Cong ty Thuy dién laly. Nha thau
cam két khong sao chép, khong luu gitr bat ky dir liéu nao lién quan dén hé }hong
OT sau khi hoan tat nghia vu ban giao, dam bao an toan thong tin tuyét doi cho
Chu dau tu.

5.2. Thanh phdn ho so nghiém thu (05 bj)

Nha thau tién hanh ban giao 05 bd hd so hoan chinh (bao gdm ban cimg
va ban mém), nhu sau:

- Nhat ky cong viéc hién truong: Ghi chép nhét trinh chi tiét cac thao tac
k¥ thuat va bién dong h¢ thong hang ngay.

- Bdo cao két qua danh gia ATTT (d4p tng cac tiéu chuan tai Muc 5.1).

- Bién ban nghiém thu khéi luong va tién do cong viéc hoan thanh.

- B4o cao hoan thanh cong tac cung cap dich vu ciia Nha thau.

- Toan bo ban ghi nhat ky (log) hé thong va két qua quét tho (raw data) trich
xuat tir cac cong cu danh gia./.



