Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gi6i thiéu chung vé dw an/dy toin mua sam, géi thiu

- Tén goi thau: Nang cap hé thong an toan an ninh mang cho Trung tim
may chui ndm 2026

- Tén du an/du toan mua sdm: Nang cap hé théng giam sat an toan an ninh

mang, thiét bi mang va luu trit cho co quan Cuc Thong ké va Trung tim may chu
nam 2026

- Pia diém thyc hién: TTDL Cuc Thong ké, Dia chi: S6 54 Nguyén Chi
Thanh, phuong Lang, thanh phd Ha Noi

- Thoi gian trién khai: trong vong 180 ngay, ké tir ngdy hop dong c6 hiéu
luc.

- Thoi gian bao hanh va hd trg ki thuat chinh hang: 03 nam.

1.2. Yéu cau vé ky thuat

1.2.1. Yéu cau chung:

Hang héa do nha thau cung cdp phdi dam bdo cdc yéu cau chung nhw sau:

- Hang héa méi 100% chua qua sir dung, diing da mo ta va s6 luong. Hang
hoa dugc dugc nhap khau hodc phan phoi chinh hang tai Viét Nam.

- C6 ngudn gbe xuat xtr, mac ma, thong s6 k¥ thuat, hing san xuat rd rang:

- Phai c6 cam két cung cap day du hang hoa, cac chimg chi CO, CQ, to khai
hai quan (n€u yéu cau) kém theo; ddm bdo tién do cung cap; cam két bao hanh
hang héa du thoi gian theo yéu cau cia E-HSMT.

- Cung cép tai liéu k¥ thuat (catalogue, datasheet, huéng dan sir dung,...)
dé ching minh tuyén bd dap ting, cling nhu néu rd ngudn goc cua cac tai liu nay.
Trong truong hop tai lidu ky thuat nha thau cung cap c6 ndi dung khac véi tai lidu
k¥ thuat trén website chinh thirc ciia Hing san xuat thi phai c6 xac nhan gbc cua
nha san xuét hodc khong c6 thi bén moi thau s& can ct theo tai liéu ky thuat trén
website chinh thirc cia Hang san xuat dé danh gia vé kha ning dap tmg yéu cau
k¥ thuét ctia hang héa chao thau.

1.2.2. Yéu cdu chi tiét:

Yéu cau vé k¥ thuat bao gdbm yéu cau vé ki thuat d6i vdi hang hoa thudce
pham vi cung cap cua goéi thau, cu thé:

Théng sé ky thudt ciia hang héa. Hang héa dé xudt phai tudn thi cdc théng
SO ky thuat va tiéu chuan sau day:



STT

Yéu ciu k¥ thuit

Thiét bi chong tin cong DDoS

Yéu cau chung vé giai phap: 1a giai phap phong chdng tin cong DDoS chuyén
dung (khong phai 14 tinh ning chay trén cac thiét bi bao gdm nhiéu tinh ning

khac nhu Firewall hoac Load Balancer)

Khuon dang: Rack Unit

Interface:
- 8 X 1G Copper Bypass ports
-4 x 10G SR Bypass ports

Hi¢u nang:

- Clean Throughput Licenses: 10 Gbps

- Max Mitigation Throughput: 20 Gbps

- DDoS Flood Attack Prevention Rate: 14 Mpps

- Latency < 60 microseconds

Tinh nang:

- Hd tro cac md hinh trién khai: Inline, SPAN port monitoring, Copy port
monitoring, Out-of-path mitigation

- Cung cép kha ning bao vé toan dién & cac 16p 3-7 chdng lai cac cudce tin
cong DoS/DDoS da biét va chua duoc phat hién.

- Hé thong hd tro phan tich hanh vi, chir ky thoi gian thuc (real-time signature)
nham dam bao phat hién tan cong chinh xac voi mirc canh béo sai tdi thiéu,
thay vi cac ky thuat giéi han luu luong truyén théng trong phong chong
DoS/DDoS

- Hé thong c6 kha ning tao Real-time Signature dé ngin chin cudc tan cong

- Bao hanh va hd tro k¥ thuat chinh hang: 3 nim

Phian mém quan tri tap trung cho cac thiét bi DDoS




STT

Yéu ciu k¥ thuit

- Quan tri tap trung duogc cac thiét bi DDoS tai muc 1.1.1

- Hé thong h tro giao dién quan Iy Web (GUI) dé cau hinh thiét bi

- Man hinh Dashboard hd tro cac widgets sau:
+ Top Attacks

+ Attacks per Period

+ Top Attacking Geolocations

+ Top Attacks by Duration

+ Top Attacks by Volume

+ Top Attacks by Protocol

+ Critical Attacks by Mitigation Action

+ Top Attack Destinations

+ Top Attack Sources

- Hé théng cho phép xac dinh chiic ning va pham vi thiét bi ma timg ngudi
dung c6 thé quan 1y bang cach sir dung RBAC dé gan nguoi dung vai vai trd

va pham vi thiét bi twong tmg

- Bao hanh va hd trg k¥ thuat chinh hing: 3 nim

Thiét bi cin bing tai cho cac ing dung va dich vu

Khuon dang: Rack Unit

Interface:
- 4 x 25/10/1G Gigabit Fiber Ports
- Kem theo 4x10Gbps SFP+ transceivers

Hi¢u nang:

- L7 requests per second: 850K

- Throughput: 25 Gbps/15 Gbps L4/L7

- L4 HTTP requests per second: 1.5M

- SSL/TLS: 15K TPS

- Hardware Compression: 15 Gbps




STT

Yéu ciu k¥ thuit

Tinh nang:

- C6 ban quyén tinh ning Application Delivery Controller (ADC)

- Thuan toan can bé‘mg tai: Round Robin, Ratio, Least Connections, Observed,
Predictive, Fastest, Dynamic Ratio.

- Hb tro tang tbc SSL trén phan cing dé gitip giam tai xir Iy SSL trén méy chu
(SSL Offload)

- C6 ban quyén tinh ning Web Application Firewall

- Phong chdng tin cong Web & Layer 7:
Slowloris, Keep-Dead, Slow POST, HashDoS, Apache Killer, HTTP GET
Flood, Recursive GET Flood, Dirt Jumper, OWASP Top 10, XML Bomb

- H6 tro Application Layer Encryption: ma hod cac trudng thong tin nhay cam
(sensitive fields) & phia Client Side (Browser), ho tro HTML Field
Obfuscation, va Full AJAX Encryption

- Nguon: 02 ngudn

- Bao hanh va hd trg k§ thuat chinh hiang: 3 nim

- Cdc ddu cham (.) va ddu phay () cua thong s6 kj thudt trong pham vi
bang nay dwgc hiéu theo théng 1é quoc té.

- Bdng trén ddy la yéu cdu kj thudt toi thiéu doi véi hang héa cung cdp ciia
@6i thau. Néu cé bat ky thirong hiéu, ma hiéu néu trong bang yéu cau ky thudt nay
thi thuong hiéu, ma hiéu d6 khong phdi la bat bugc ma la dé minh hoa cdc tiéu
chudn chat Zu’o‘ng, tinh nang ky thuadt yéu cau nha thau cé thé lra chon dir thau
hang hoa c6 nguon gdc, xudt xit, nha san xudt, thu’ang hiéu, ma hiéu phu hop voi
diéu kién cung cap nhung phdi dam bdo yéu cau c6 tiéu chudn ky thudt, ddc tinh
ky thudt, tinh nang sir dung "twong dwong" hodc "wu viét hon" so véi cdc yéu cau
nay. Nha thau phai cung cap tdi liéu kém theo dé chitng chitng minh tuwong dwong
hoac wu viét hon do.

Bang dé xuat ky thuit ciia nha thau

Muc

Noi dung yéu cau

Noi dung dé Tham chiéu
xuat ky thuat | taili€u ching | Ghichu

cua HSMT ctia nha thau minh




- Truong hop can gidi thich hodc miéu ta ré ndi dung chdo thau thi nha
thau ghi vao cot Ghi chu

- Nha thau phdi gidi thich dap vng ky thudt chi tiét theo tirng muc (tham
chiéu tai liéu chitng minh can chi vé dén: tén tai liéu, chwong, muc, trang ...)
trong bang dé xudt ky thudt néu trén.

1.3. Yéu cau vé dich vu trién khai

Nha thau phai c¢6 dé xudt bién phap thyc hién trién khai dam bao day du cac
noi dung:

- C6 phuong 4an cai dat, trién khai Nang cap hé thong DDoS, tich hop véi

cac hé thong hién tai theo y€u cau cua chu dau tu.

- C6 phuong an cai dat, trién khai Thiét bi cAn bang tai cho cac Gmg dung

va dich vy, tich hop voi hé thong hién tai theo yéu cau cta chu dau tu.

1.4. Cac yéu cau khac

1.4.1. Yéu cdu chitng minh tinh hop Ié ciia hang héa

Nha thau c6 “Giay phép hoic Gidy uy quyén ban hang cia nha san xuit,
dai ly phan phdi hoic Gidy ching nhan quan hé dbi tac hoac tai liéu khac co gia
tri tuong duong” ddi véi hang hoa trong pham vi goi thau; hozc Nha thau ¢ cam
két cung cap “Giay phép hoic Giay ty quyén ban hang cia nha san xuat, dai ly
phan phéi hoic Giay ching nhan quan hé ddi tc hoc tai liéu khac cé gia tri trong
duong” ddi véi hang hoa trong pham vi géi thau

Truong hop nha thau tring thau, nha thau phai xuat trinh duoc Giay phép
hoac Gidy uy quyén ban hang cua nha san xuat, dai ly phan phéi hoic Giay ching
nhan quan hé doi tac hoac tai liéu khac c6 gia tri twong duong d6i véi hang hoa
cung cap trong goi thau, trude khi ky hop ddng va chiu trach nhiém vé tinh chinh
X&c cua nhiing tai liéu, théng tin do minh cung cap. Trudong hop nha thau khdng
Xuat trinh dugc Giay phép hoic Gidy ty quyén ban hang caa nha san xuat, dai ly
phan phéi hoic Giay ching nhan quan hé ddi tc hoic tai liéu khac cé gia tri tuong
duong d6i voi hang hod cung cap trong goi thau dé ky hop dong thi moi nha thau
xép hang tiép theo vao ddi chiéu tai liéu, thuong thao hop déng.



1.4.2. Yéu cdu bdo hanh va hé tro ky thudt chinh hiing

Nha thau cam két va cung cip thu ctia Hang san xuét hoic dai dién hing
san xuat tai Viét Nam cho cac hang hoa cung cap trong HSDT c6 cam két “san
pham duoc cung cap trong gdi thau dugc Bao hanh va hd tro ki thuat chinh hang
trong 03 nam”

1.4.3. Yéu cdu vé ning lyc quan Iy, kiém sodt chit lwong ciia Nha thau

Pé dam bao viéc trién khai dung tién do va cd kha ning hd tro trong qué
trinh van hanh, yéu cau nha thau can co cac chtimg nhan con hiéu luc vé quan ly
chat lugng va bao mat thong tin:

- 1SO 9001:2015 — Hé théng quan Iy chat lugng

- ISO/IEC 27001:2022 — Hé théng quan Iy an toan théng tin

Muc 2. Ban vé

Khong c6 ban v

Muc 3. Kiém tra va thir nghiém

Theo yéu cau va sy phdi hop thuc hién véi Cuc Thong ké trong sudt thoi
gian trién khai goi thau.



