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Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat
1. Gi6i thiéu chung vé dw todn mua sam, géi thau:
1.1. Thdng tin chung:
Chu dau tu: S& Van hoa, Thé thao va Du lich tinh Son La.
Linh vuc lua chon nha thau: Hang hoa
Tén g6i thau: Thué phan mém Hé thong thong tin ngudn.
Ngudn von: Ngan sach nha nuéc giao tai Quyét dinh s6 3188/QD-UBND

ngay 10/12/2025 ctia UBND tinh Son La; Quyét dinh 766/QD- SVHTT&DL ngay
31/12/2025 ctia S& Vin hoa, Thé thao va Du lich.

Hinh thirc Iira chon nha thau: Chao hang canh tranh, trong nudc, qua mang.
Thoi gian t6 chirc lya chon nha thau: 30 ngay.

Phuong thuc dAu thau: Mot giai doan, mot tai ho so.

Thoi gian bat dau t6 chirc lua chon nha thau: Quy 11 nam 2026.

Hinh thirc hop dong: Tron goi

Thoi gian thuc hién hop dong: 08 thang.

Thoi gian khai tao va cai dit cau hinh phin mém khong qué 15 ngay.

(Ngay giao hang tai Chirong IV Pham vi cung cdp dwoc hiéu la ngay khéi
tao, cai dat cau hinh phan mém va ban giao cho Chii dau tw thué)

1.2. Muc tiéu nhiém vu:

Thué dich vu céng nghé thong tin dé trién khai Hé théng théng tin ngudn
cap tinh tai tinh Son La nhdm hién thuc hdéa muc tiéu xady dung mot hé théng
truyén thong co s¢ hién dai, dong bd, hiéu qua va co kha nang bao phi rong khap
tur cap tinh dén tan cac x4, thon, ban, nhat 1a & nhiing dia ban vung sau, vung xa,
ving dong bao dén toc thicu s noi ma diéu kién tiép can thong tin chinh théng
con nhiéu han ché. Trén co sé Gng dung cong nghé thong tin — vién thong tién
tién, hé théng duogc thiét lap dé cung cap nguodn nodi dung thong nhat tir cap tinh
dén cac dai truyén thanh cp x3, bang tin dién tir va cac phuong tién truyén thong
co s& khic, dam bao tinh chinh xac, kip thoi va linh hoat trong viéc tuyén truyén
cac chu truong, chinh sach cua Dang, phap luat cua Nha nudc, cling nhu thong
tin diéu hanh cta chinh quyen cac cap

Muc tiéu trude hét cua hé thong 13 nang cao hiéu qua truyén tai thong tin
nguén tir tinh dén co so. Thong qua viéc thué dich vu cong nghé thong tin, tinh
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c6 thé chil dong trién khai cac nodi dung thong tin chinh théng mot cach dong bo,
khong phu thudc vao diéu kién k¥ thuat roi rac cua ting xa hay ting cum dan
cu. Nho tich hop nén tang phdn mém trung tim voi ha tang truyén thanh thong
minh, hé théng cho phép tu dong hoéa quy trinh bién tap, phan phdi va phat noi
dung, gitip cac x4, dic biét 13 nhirng dia phuong con han ché vé nhan lyc va ning
luc k§ thuét, van c6 thé tiép nhan va phat thanh day du, dung thoi gian quy dinh,
nang cao chat lugng phuc vu ngudi dan.

Mot muc tiéu quan trong khéac 14 quan 1y tap trung, dong bo va hiéu qua
toan bo hoat dong thong tin co s¢ trén dia ban tinh. H¢ théng cho phép S¢ Vin
hoa, Thé thao va Du lich va céc co quan chuyén mon giam sat, danh gia hiéu qua
hoat dong truyén thanh tai cap x4, kiém tra ndi dung duoc phat song, tan suat
phat séng, thoi luong, ciing nhu mire do tuong tac, tiép nhan thong tin cia ngudi
dan. Ttr do, hé théng trd thanh cong cu ho trg dac luc trong cong tac quan ly nha
nudc vé théng tin, gitp tinh nam bat thyc tién, kip thoi diéu chinh chinh sach
tuyén truyén, dinh hudéng du luan, va td chirc cac hoat dong truyén thong phu
hop véi timg khu vuc dan cu va timg thoi diém cu thé.

Hé thong ndy con dap tng yéu cau hién dai hoa phuong thirc truyén thong
cong vy, theo huong giam thu cong, ting tinh chuyén nghiép va linh hoat. Céc
dai truyén thanh khong day trudc day chi yéu phat ndi dung do x4 tu bién tap,
doi khi chua bao dam chuan muc vé noi dung va thong tin dé bi sai léch, thiéu
nhat quan. Viéc thué hé thdng giup khac phuc triét dé han ché nay bang cach
chuan hoa ndi dung ngudn tir cap tinh, ddm bao thong nhat vé mit thong tin,
tranh tinh trang 1éch pha trong céng tac tuyén truyén giita cac dja phuong.

Mot muc tiéu c6t 16i nita 1a dap tng cac yéu cau truyén théng trong céac
tinh huéng khan cép hodc dac biét, nhu thién tai, It lut, chdy rung, dich bénh
hoic cac tinh hudng an ninh trat ty. Trong nhirng tinh huéng nhu vay, viéc cung
cap thong tin kip thoi, chinh x4c va dén dang ddi tuong 13 yéu té sbng con dé
dam bao an toan tinh mang, tai san cho nguoi dan. Hé théng thong tin ngudn cip
tinh — khi dugc két ni lién thong va van hanh trén nén tang sé — cho phép phat
thong tin khan cap chi trong vai phat dén hang trim diém phat tai cic x3, thon,
ban, giup dia phuong xir 1y hiéu qua céc tinh hudng bat thudng.

Déng thoi, hé théng con phuc vu cac nhi¢m vu truyén thong thuong xuyén
ctia chinh quyén dia phuong, bao gom: pho bién phép luat, tuyén truyén chuong
trinh xay dyng néng thon mai, hu’é’ng dan san xuit nong nghiép, bao v¢ moi
truong, thong bao cac chinh sach vé bao hiém y té, hd tro vay Von tuyen sinh
gido duc, an toan giao thong Qua d6, nang cao dan tri, cing ¢b niém tin cua
ngudi dan vao chinh quyén, thiic ddy phat trién kinh té - x3 hoi bén viing trén
dia ban tinh.

Viéc thué hé thong thong tin nay ciing gop phan tbi wu hoa chi phi dau tu
va van hanh, nho vao viéc st dung ha tﬁng san c6 (nhu mang dién, internet),
tranh 1ang phi dau tu trung 1ap. M6 hinh thué dich vu giup tinh chi tra chi phi
cho nang luc van hanh thuc té ma khong can dau tu 16n ban dau cho ha tﬁng,
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phan mém va d6i ngii k¥ thuat. Pidu nay rat phu hop voi diéu kién ngan sach
ctia dia phuwong, dong thoi dam bao kha ning cap nhat cong nghé méi mot cach
nhanh chong trong tuong lai.

Cubi cung, toan bd muc ti€u cua viéc thué¢ H¢ théng thong tin nguén cép
tinh déu nham phuc vu chién luge dai han cta tinh Son La trong xay dung chinh
quyén s6, x4 hoi sd va kinh té sb, dua thong tin dén gan hon voi ngudi dan, dam
bao moi ngudi dan — du ¢ bat ky dia ban nao — ciing déu duoc tiép cin thong tin
mot cach binh déng, thuan tién va hi€u qua nhét, phu hgp véi tinh than cua Nghi
dinh s6 49/2024/ND-CP cua Chinh phu vé hoat dong thong tin co sd trong giai
doan chuyén d6i s6 qubc gia.

1.3. Quy mo thuc hién:

Thué phan mém Hé thong théng tin ngudn cap tinh.

Thoi gian khéi tao va cai dit cau hinh phan mém khong qué 15 ngay.

Thoi gian thué hé thong phan mém: 08 thang.

Dua trén phan tich diéu kién thuc té vé quy mo dan sb, dia hinh, s don vi hanh
chinh, ha ting cong nghé thong tin va kha ning tiép can thong tin cia nguoi dan
tai tinh Son La — mét tinh mién ndi ¢6 c6 75 don vi hanh chinh cép xa, phuong
v6i nhiéu khu vuc vung sau, vung xa, bién gidi — déng tho1 tham khao mo hinh
trién khai ciia cac tinh nhu Pha Yén (3.000 thiét bi), Thai Nguyén (2.500 thiét bi),
Quang Tri (1.800 thiét bi), thi quy mo phu hop dé trién khai thué dich vu cong
nghé thong tin dbi voi Hé théng thong tin ngudn cap tinh tai Son La dugc dé xuat
nhu sau:

Hé thdng dam bao két ndi va quan 1y tap trung khoang tir 2.000 dén 2.400 thiét
bi truyén thanh tmg dung CNTT-VT va bang dién tir thong tin co s&, dugc phan
bd déu trén dia ban toan tinh. Trong d6, trung binh mdi xi, phudng cé thé co tir
10 dén 12 thiét bi dau cudi (cum loa thong minh hodc bang dién tur), tai cac diém
cong cong nhu: trung tam hanh chinh xa, nha van hoéa, chg, trudong hoc, truc duong
giao thong chinh, khu dan cu tap trung hoac dia ban thuong xuyén xay ra thién
tai, kho tiép can thong tin.

Toan bd hé théng s€ duoc thué theo md hinh dich vu CNTT tron goi, bao gém:
cung cip nén tang phan mém quan 1y thong tin ngudn; tich hop hé théng luu trix
va truyén dan ndi dung; dich vu hd tro van hanh, bao tri, cip nhat phén mém VA
hd tro ky thuat theo quy chuan k¥ thuat ciia Bo Khoa hoc va Cong nghé (Bo Thong
tin va Truyén thong trude day) va Bo Vian hoa, Thé thao va Du lich (Cong van
276/TTCSTTDN-TTCS). Viéc két ndi hé théng bao dam tuan thu giao thirc API
thong nhat, dong b voi Hé théng thong tin ngudn trung uong, dam bao tinh lién
thong va kha nang mé rong trong tuong lai.

Quy mé ndy vira phu hop voi thue trang va nhu cu cua tinh Son La, vira
gitip t6i wu chi phi trién khai va van hanh théng qua mé hinh thué dich vy cong
nghé thong tin, dap tng yéu cau d6i mai phuong thic truyén thong co sd, ting
cuong cung cip thong tin thiét yéu, chinh thong va kip thoi cho nguoi dan ving
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sdu, ving xa, bién gidi, gop phan xay dung chinh quyén sb, xa hoi sb tai dia
phuong.

2. Yéu ciu vé k¥ thuat

2.1 Yéu ciu chung

- Céc tai liu chimg minh bang Tiéng Viét; Truong hO‘p cac tai lieu nay
bang tiéng nudc ngoai thi phai dinh kem ban dich thuat sang tiéng Viét cta cac
co quan, don vi ¢ chirc nang. Ban dich tleng Viét c6 thé dich toan bd tai liéu hodc
tom tat noi dung nhung phai chirmg minh dugc hang hoa dap ung day du cac yéu
cau tai Chuong V cua E-HSMT. Truong hop trong catalogue khong day da thong
s6 theo yéu cau ciia E-HSMT thi nha thau phai c6 xac nhan thong sb k¥ thuat cta
nha san xuat (hang san xuat) dé chirng minh.

2.2. Yéu cau cu thé:

2.2.1. Yéu ciu vé chat hwong dich vu cong nghé thong tin

Hé thong thong thong tin ngudn cap tinh dap tng cac yéu cau dudi day:
(Chi tiét cac yéu cau nhu trong Thong tu 24/2025/TT-BVHTTDL ngay
30/12/2025 quy dinh vé hé théng truyén thong co so (mg dung cong nghé thong
tin - vién thong do Bo truémg Bo Vin hoa, Thé thao va Du lich ban hanh)

- Pam bao tuan thu cac quy dinh tai Quyét dinh sé 135/QD-TTg ngay
20/01/2020 cua Thu tuéng Chinh phu phé duyét D€ an nang cao hi€u qua hoat
dong thong tin co s& dua trén trng dung cong ngh¢ thong tin;

2.2.2. M6 hinh tong hé théng théng nguén cap tinh
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Linp miguedd eliing

Liop giao dign ngedi ding

HE THONG THONG TIN XGUON CAP TINH

o o
& S5
Ngwiri dimg cap xd Ngwii dimg cap tinh
Kénh giao tiép
Chrome Farefiox Safari Edge

Buing bd

dit lidu

Phin mém
bé thong,
chag cy,

HTTT ngudn cép tinh dugc chia thanh cac 16p nhu sau:

Gidm st
tip trung,
dim bao
am todn
thong tin

STT Thanh phan M0 ta
HTTT ngudn cap tinh 1a hé théng dung chung phuc vu
hoat dong TTCS & ca 2 cap: tinh va xa. Can bo lam
1. | Lépnguoidung | cong thc TTCS cap tinh va cap xa duoc cap tai khoan
dé sir dung cac chirc nang trén HTTT ngudn cap tinh

thuc hién cong tac TTCS.

Théng qua hé thdng théng tin ngudn cip tinh, nguoi
Nguoi dung cép | dUng cap tinh t€’> chirc san XUat, cung cap ban tin phét
tinh (S Vin hoa, | thanh trén hé thong truyen thanh cap xa tng dung cong
1 Thé thaova Dy | Nghé thdng tin - vien thdng, ban tin dang tai trén bang

lich/S& Vin hoa. | tin dién tar cong cong; quan ly, theo doi, giam sat trang
Thé thao) thai hoat dong cua cac cum thu phat thanh thanh tng

dia ban cap tinh.

dung céng nghé thong tin - vién thong, bang tin dién ti
cdng cong va tinh hinh hoat dong thong tin co so trén
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1.2.

Nguoi dung cap

Thong qua hé thdng théng tin ngudn cap tinh, nguoi
ding cip x& bién tap ban tin phat thanh trén hé théng
truyén thanh cip xa tng dung cong nghé théng tin -
vién théng, ban tin dang tai trén bang tin dién tir cong
cong; tiép nhan thdng tin nguon tir trung wong, cap tinh
dé phat trén hé thong truyén thanh cip x& tng dung

xa (UBND xa) | ¢ang nghé thong tin - vidn thong, dang tai trén bang tin
dién tir cbng cong; quan ly, theo ddi, gidm sat trang thai
hoat dong cua cum thu phat thanh (ng dung cong nghé
thoéng tin - vién thong, bang tin dién tir cong cong, tinh

hinh hoat dong thong tin co so trén dia ban cap xa.
Kénh giao tiép: Nguoi ding cé thé truy cap va st dung cac chirc ning trén
hé théng thong qua céc trinh duyét nhu Chrome, Firefox, Safari, Microsoft,
13. Edge...Céc trinh duyét phai dang dugc nha san xuat h tro va cap nhat bao

mat.
2 Lop giao dién ngwoi dung (Lop Front-end)
D6i v&i bang tin dién tir cdng cong dau tu tir nguon
ngan sach nha nude duoc két ndi véi hé théng théng
tin ngudn cap tinh:- Di v6i bang tin dién tir dau tu tir
o ngudn kinh phi cia doanh nghiép c6 thé két ndi véi hé
2.1. | Digital Signage | théng thong tin ngudn cap tinh dé phuc vu cong tac
thong tin,tuy@n truyén trén dia ban khi co quan nha
nuéc co tham quyén cd yéu cau huy dong, trung dung.
Hién thi ban tin, béo céo tong hop dir liéu vé tinh hinh
2.2. Dashboard hoat dong thong tin co s trén dia ban tinh, thanh phd.
3 Lép Back-end: Thanh phan xir Iy nghiép vu cho céc giao dién caa
' nguwoi St dung

31 $SO Quan ly truy cap, xac thuc nguoi dung, quan ly SSO

v6i cac HTTT cua tinh, thanh phé.
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Quan ly hoat dong

- Quan ly, theo doi, gidm sat hoat dong thong tin coso
trén dia ban tinh, thanh phé nhu: Tinh trang hoat dong
cua cum thu phat thanh tng dung cdng nghé thong tin
- vién thong, bang tin dién tir cong cong;ban tin phat
thanh trén hé thdng truyén thanh cap x& tng dung cong
nghé thong tin - vién thdng, ban tin ding tai trén bang
tin dién t&r cong cong;- Xay dung, quan ly ndi dung

3.2, phéat thanh trén hé thong truyén thanh cap xa ang dung
TTCS cong nghé thong tin - vién thong; noi dung ban tin ding
tai trén bang tin dién t&r cOng cong;- Guri cac bao cao
vé tinh hinh hoat dong thong tin co sé trén dia ban tinh,
thanh phd nhu sé liéu: Hé théng truyén thanh cap xa
ting dung cbéng nghé thong tin - vién théng; tuyén
truyén vién co so; tai liéu khdng kinh doanh; ban tin
gidy, trang thong tin dién tir cip x3,... cho hé théng
thong tin nguoén trung wong.
33 Quan tri Bgo goém cac chirc ning cho phép quan tri HTTT ngudn
cap tinh.
Thuc hién viéc phan tich, théng ké cac sé liéu vé hoat
Phan tich, théng dong TTCS nhé}m dua ra Dashb.oarc.i cac bao cao tong
3.4. Ko hop phuc vu giam sat, danh gia hiéu qua hoat dong
TTCS trén dia ban.
Chia sé dit lieu | Két ndi va chia s, trao d6i, dong bo dit lidu voi HTTT
3.5. | media, ddng bd dit | NgUdN trung uong.
liéu
4 L6p dir liéu: Dix liéu cia HTTT ngudn cap tinh dwoc chia 1am 2 loai
' dir liéu chinh:
Co so du ligu Bao gém cac thdng tin nghiép vu ngudi dung lién quan
4.1. | nghiép vucuahé | dén cong tac quan Iy hoat dong thong tin co sé trén dia
thdng ban tinh, thanh phé
Cac dir liéu dang &m thanh, hinh anh, video, chir viét,
o tai liéu van ban dé chuyén doi thanh ban tin phat trén
Co so dir liéu s N Lo, n .
4.2. hé thong truyén thanh cap xa tng dung cong nghé¢

media

thong tin - vién thong, bang tin dién tir cong cong trén
dia ban tinh, thanh phd.
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Hé thdng thong tin ngudn cap tinh bao gém: Cac may
chu, may tram, ha ting mang, cac @ng dung vé hé diéu
hanh may cha va may tram, ing dung quan ly an toan
théng tin, ung dung gidm sat hé théng mang, can bang
tai...

Lép ha tang ky
thuat

Hé thdng théng tin ngudn cap tinh dugc giam sét thong
qua hé thong gidm sat tu dong két hop véi NOC, bao
dam hoat dong 6n dinh caa hé théng va an toan théng
tin theo dung quy dinh phap luat, pht hop véi cap do
an toan hé théng thong tin va mé hinh bao ¢am an toan
thong tin cap tinh.

Giam sat tap
6. | trung, bao dam an
toan thdng tin

2.2.3. Y&u ciu chite niing co ban doi véi hé thong thong tin nguon cap tinh

a) Quan 1y hé thong truyén thanh cap xi ung dung cong nghé thong tin -
vién thong, bang tin dién tr cong cong;

b) Bién tap ban tin phét trén hé théng truyén thanh cip xa tng dung cong
nghé thong tin - vién thong;

c¢) Bién tap ban tin dang tai trén bang tin dién tr cong cong;

d) Quan 1y ban tin phat, dang tai trén hé thong truyén thanh cp x4 ung
dung cong nghé thong tin - vién thong, bang tin dién tir cong cong;

d) Bao cao, théng ké hoat dong thong tin co so tai dia phuong;

e) Hé thong thong tin ngudn cip tinh c6 kha ning sin sang mé rong két ndi,
chia sé¢ dir liéu v&i cac hé thong thong tin khac khi c6 yéu cau.

2.2.3.1. Cac quy dinh chi tiét vé chirc ning, tinh niing k¥ thuit co ban doi
v6i hé thong thdng tin ngudn cap tinh

Hé théng thong tin nguon cap tinh duoc dung chung cho ngu’m lam cong
tac thong tin co s¢ cap tinh va cap xa trén dia ban tinh, thanh pho de thuc hién cac
hoat dong thong tin co s¢. Thong qua hé thong thong tin nguodn cap tinh, doi ngii
ngudi lam cong tac thong tin co sé thuc hién t6 chirc san xuat, bién tap ban tin
phat thanh trén hé thong truyén thanh cap xa (mg dung cong nghé thong tin - vién
thong, ban tin ding tai trén bang tin dién tir cong cong. Hé thong thong tin ngudn
cap tinh con c6 cic chirc nang quan 1y cdc cum thu phat thanh Gng dung cong
nghé thong tin - vién thong, bang tin dién tir cong cong trén dia ban tinh, thanh
phd; thuc hién tong hop, thong ké dé dua ra cac bao cdo phuc vu cong tac quan 1y
nha nudc vé thong tin co so trén dia ban, chia sé dir liéu v6i hé thong thong tin
nguén trung vong.

Cum thu phat thanh tng dung cong nghé thong tin - vién thong, bang tin
dién tir cong cong duoc két ndi voi hé thdng thong tin ngudn cép tinh thong qua
Internet/Intranet, sim data 3G/4G/5G hoac Wifi.
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Hé thong thong tin ngudn cip tinh phai dap Gng cac yéu cau chirc ning,
tinh nang ky thuat co ban sau:

TT

Yéu ciu k§y thuat

Mo ta

I. Yéu cau chirc nang

1 %“élﬁ ly dai trgyén - Khai béo, sira, x6a thong tin v& dai truyén thanh (g
tCla\lll'lI'T-Vlfl'ng ung dung CNTT-VT cua xa, phuong, thi tran.

- M3 dinh danh dai truyén thanh tng dung CNTT-VT cua
xa, phuong dugc dit theo Quyét dinh s6 20/2020/Qb-
TTg ngay 22/7/2020 ctia Thu tudng Chinh phu.

- Thay d6i chit luong 4m thanh cta dai truyén thanh tUy
thudc vao bang thong cta sim.
- Chinh stra 4m lugng ciia dai truyén thanh tir xa theo khu
vuc hoac don 1é.

Quan 1y thiét bi

DO voi thiét bi cta dai truyén thanh Gmg dung CNTT-VT:

Khai bdo, sura, x6a thong tin vé cum loa cua dai
truyén thanh ung dung CNTT-VT;

Gan cum loa cho dai truyén thanh tmg dung CNTT-
VT,

Hién thi trang thai hoat dong/khong hoat dong cua
tung cym loa cua dai truyen thanh ing dung CNTT-
VT trén dia ban cip x4, cip huyén, cap tinh.

Hién thj tinh trang loa dugc ndi voi thiét bi (Chap,
khéng tiép xuc)

Hién thi tinh trang két ndi mang cua tung cum loa.

D061 voi bang tin dién tir cong cong:

Khai bdo, stra, x6a thong tin vé bang tin dién tir cong
cong trén dia ban cap x4, cAp huyén, cap tinh;

Hién thi trang thai hoat dong/khong hoat dong cua
timg bang tin dién tir cong cong trén dia ban cap xa,
cap huyén, cap tinh.

Thay d6i 4am luong timg thiét bi

Bién tap ban tin phat
trén dai truyén thanh
ung dung CNTT-VT;
ban tin ding tai trén|
bang tin dién tir cong
cong

Doi véi ban tin phét thanh:

bam bao tiép nhan va phat cac ban tin nhan dugc tr
HTTT nguén trung vong;

Bién tap cac loai ban tin (file mp3, wav...);

Tlep song céac kénh sb hoa;

Tlep song FM (truong hop co so truyen thanh -
truyen hinh cdp huyén con duy tri hé thong truyén
dan phat séng FM);

Phat truc tiép qua MIC, thoi gian tré < 1s;

Phat khén cap

Ghi am phat truc tiép

Chuyén vin ban thanh giong néi (Text-To-Speech);
Ghép nhiéu file 4m thanh roi thanh ban tin theo thir
tu, tao ban tin phat ndi tiép cho ban tin da tao;
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- Tiép nhan ban tin phat thanh dugc g tr HTTT
nguén trung vong;

- Ngudi dung cép tinh, cap x4, bién tap cac ban tin dé
phat trén dai truyén thanh tmg dung CNTT-VT.

- Taokénh tiép song, tiép nhan dugc ban tin tu cap tinh
dé tiép song trén dai truyén thanh tng dung CNTT-
VT

Dbi v6i ban tin ding tai trén bang tin dién tir cong cong:
- Bién soan ndi dung ban tin dang video, chir viét, hinh
anh;
- Tiép nhén ban tin tr HTTT ngudn trung wong dé
dang tai trén bang tin dién tr cong cong;
- Pang tai ban tin 1€n bang tin dién tr cong cOng.

Quan 1y ban tin phat
trén dai truyén thanh
ung dung CNTT-VT;
ban tin ding tai trén|
bang tin dién tr coOng
cong

Dbi voi ban tin phat thanh:

- Hién thi danh sach ban tin d& phét theo thoi gian; danh
sach dai truyén thanh tng dung CNTT-VT trén dja ban cip
X4, cap tinh d3 phat ban tin;

- Nghe truc tiép ban tin dang phat trén dai truyén thanh tmg
dung CNTT-VT trén dia ban cap xa, cap tinh.

- Nghe lai ban tin di phat trén dai truyén thanh ung dung
CNTT-VT trén dia ban cép x4, cap tinh; yéu cau dudng din
file va file da phat song phai ddng nhat (Khong chinh sira,
can thiép vao ndi dung hay dudng dan) va luu trir t6i thiéu
03 thang trén hé théng.

- Hién thi trang thai ban tin: Tao mdi; chua duyét; da duyét;
dang phat; da phat; da huy.

- GUri ban tin da phat cho HTTT ngudn trung vong.

- Cai dat am lugng ban tin khi phat
- Ding ban tin va phat tiép ban tin dang phat.

D4i v6i ban tin ding tai trén bang tin dién tir cong cong:

- Hién thi danh sach ban tin dd dang tai trén bang tin dién
tr cong cong;

- Xem lai ndi dung ban tin da dang tai trén bang tin dién ti
cong cong; Yéu cau duong dan file va file da dang tai phai
dong nhat (Khong chinh stra, can thiép vao ndi dung hay
duong dan) va luu trix ti thiéu 03 thang trén hé thong.;

- Hién thi trang thai ban tin: Tao mdi; chua duyét; da duyét;
dang phat; da phat; da huy

- Gtri ban tin da dang tai trén bang tin dién tr cong cong cho
HTTT ngudn trung uong.

Bao c4o, thong ké

Pbi v6i dai truyén thanh tmg dung CNTT-VT:

- Thong ké s6 liéu dai truyén thanh tng dung CNTT-VT
trén dia ban cép Xa, cép tinh;

- Théng ké sb liéu tinh trang hoat dong/khong hoat dong
clia cac cum loa cua dai truyén thanh tng dung CNTT-VT
trén dia ban cép Xa, cép tinh;
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- Thong ké s0 liéu ban tin da phat trén dai truyen thanh tmg
dung CNTT-VT trén dia ban cap xa, cap tinh theo nd1 dung,
linh vuec.

Dbi voi bang tin dién tr cong cong:

- Théng ké s6 liéu tinh trang hoat dong/khong hoat dong
cua bang tin cong cong trén dia ban cap x4, cap tinh.

- Thong ké s6 liéu ban tin d3 ding tai trén bang tin dién tir
cong cong trén dia ban cap x3, cap tinh. theo ndi dung, theo
linh vuec.

Thu thp, béo céo vé tinh hinh hoat dong TTCS khac nhu
sO lidu: tuyén truyén vién co s0; tai licu khong kinh doan}l;
ban tin gidy; trang thong tin dién tu;...cho HTTT nguon

trung vong.
6 | Quan tri
6.1| Quan tri tai khoan/Khai bao va quan 1y tai khoan ngudi sit dung trén hé thong:
nguoi dung - Hién thi danh sach tai khoan ngudi ding;
- Thém tai khodn nguoi st dung mai;
- Stra thong tin tai khodn nguoi st dung;
- Gan tai khoan nguoi stt dung vao cac nhdm nguoi sir dung.
6.2| Quan tri nhom ngudilKhai bao va quan 1y cac nhém nguoi st dung trén hé thong:

dung - Hién thj danh sach nhém nguoi dung;
- Thém nhém nguoi s dung;

- Stra thong tin nhom nguoi st dung;

- X0a nhom nguoi sur dung.

6.3| Phan quyén Cho phép phan quyén st dung cho nguoi dung va nhém
nguoi dung.
6.4| Nhat ky nguodi suQuan ly lich st tac dong lén chirc nang, dir li€u trén hé

dung théng:

- Nguoi tac dong;

- Thoi gian tac dong;
- IP thuc hién;

- Thao tac thuc hién.

6.5

Quan tri danh muc |- Quan tri danh muc tinh, thanh phé; danh muyc xa, quan, thi
x4, thanh pho thudc tinh; danh muc xa, phuong, thi tran;
- Quan tri ndi dung ban tin phat thanh theo chu dé, linh vuc.

Yéu cau phi chirc ning

- Hé thong c6 kha nang dap tng tir 500 - 600 nguoi dung hoat dong dong thoi;

- Thoi gian phan hoi trung binh cua hé thong khong qua 2.5 gidy, thoi gian phan
héi 16n nhat khong qua 30 gidy;

- Hiéu suét lam viéc trung binh cia CPU trén may chu ting dung va may chi dix
liéu khong qua 75%;

- Toan bd giao dién bang tiéng Viét;

- Str dung trén céc trinh duyét ph6 bién nhu Chrome, Firefox, Safari, IE...;

- Tuong thich véi giao dién trén cac thiét bi di dong;

- Yéu cau xac thuc 2 16p khi thuc hién dang nhap;

- Ung dung di dong thong minh dap tig céc chirc ning:
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+ Thiét ké don gian, thuan ti¢n su dung, cai dat, truy cap
+ Giri phan anh, kién nghi, gop y, danh gia, theo ddi thai xir 1y.
+ Nghe, xem lai cic ban tin da duoc ding tai 1én h¢ thong thong tin ngudn.
+ Pang tai thong tin van ban, hinh anh, videos theo dung dinh dang
- Co API dé séan sang tich hop v6i cac hé thdng khac cta Trung wong va cia tinh.
- Hé théng san sang tich hop tri tu€ nhan tao dé hd trg can bd khai thac, st dung
hiéu qua hé thong.
I11] Yéu ciu kénh twong tac trong hoat dong thong tin co sé
C6 thé nghe lai ban tin truyén thanh di phat
C6 thé xem lai ban tin bang dién tir 43 phat
C6 kha nang dong bd tin tirc tir website chinh thirc cua tinh
C6 kha niang dong bd v4i Zalo OA phuc vu hoat dong thong tin co s

2.2.4. Danh sach chire néing chinh ciia hé thong phan mém.

Phian mém chay trén nén Web, v6i cac chirc ning tuan tha theo Théng tu sb
24/2025/TT-BVHTTDL ngay 30/12/2025 cua B9 Van hoa, Thé thao va Du lich quy
dinh vé HTTT ngudn cip tinh tng dung céng nghé thong tin — vién thong va Coéng vin
s6 276/TTCSTTDN-TTCS ngay 10/3/2026 ciia Cuc Thong tin co s¢ va Thong tin ddi
ngoai - B Van hoa, Thé thao va Du lich vé viéc hudng dan nghi¢p vu chi tiét két ndi
ky thuat Hé thong thong tin ngudn thong tin co sé trung wong voi Hé thong thong tin
ngudn théng tin co s& cip tinh va cac thiét bi dau cudi (Phién ban 1.0). Cu thé:

Hé théng phan mém phai dam bao c6 tdi thiéu cac chirc ning chinh theo
bang sau:

TT Tén chirc ning Mo ta
I Quan trj hé thong
1 Dang nhap

Cho phép nguoi dung truy cép hé thong thong qua
trang dang nhap bang tai khodn va co ché xac thuc
hai 16p (2FA)

Hé thong kiém tra thong tin ddng nhap, khoa tai
khoan tam thoi néu nhdp sai qua 5 1an trong 60 phut

Yéu cau ngudi dung dang nhap 1an dau bat budc thay
doi mat khau trudc khi truy cép trang chu.

Céap nhat thong tin
ca nhan

Cho phép nguoi dung cap nhat thong tin c4 nhan,
thay doi mat khau va thiét 1ap cau hoi bao mat

Cho phép quén tri vién thay doi cau hoi biao mat cua
nguoi dung va guri thong tin cdp nhat qua email.
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Thiét 1ap Chat luong

am thanh
Cho phép nguoi dung cév} hinh mtrc ch'cflt luong am
thanh khi phat ndi dung dén cac dai truyén thanh
Hé thong luu cau hinh dé ap dung cho cac phién phat
thanh.

Quan ly thong bao

Cho phép ngudi ding xem danh sach thong bao, hién
thi s06 luong thong bao chua doc, xem chi tiét thong
bdo, x0a tung thong bio hodc xda toan bd thong béo.

Yéu cau do61i mat
khau nguoi dung

Cho phép quan trj vién thiét 1ap yéu cau d6i mat khau
doi voi nguodi dung

Khi déng nhép lan tlep theo, h¢ thong yéu cau nguoi
dung thay d6i mat khau trudc khi tiép tuc st dung hé
thong

Quan Iy nguoi dung

Cho phép quan tri vién tao mai tai khodn nguoi dung,
cdu hinh phuong thirc xac thuc hai 16p (Google
Authenticator, USB Key, OTP)
Hé théng giri email thong tin tai khoan dén nguoi
dung sau khi tao.

Cho phép quan tri vién thém tai khodn ngudi dung

Cho phép quan tri vién stra tai khodn nguoi dung

Cho phép quan tri vién xem chi tiét thong tin hd so
cua nguoi dung trong hé thong.

Cho phép quan tri vién cdp nhat thong tin tai khoan
nguoi dung, cau hinh quyén truy cdp mang, khoa
hoac mé khoa tai khoan.

Cho phép quan tri vién thay doi mat khau tai khoan
nguoi dung va giri mat khau maéi qua email.

Cho phép quan tri vién xo0a tai khoan nguoi dung
khoi h¢ thong sau khi xac nhan.

Quan Iy nhém quyén

Cho phép nguoi dung xem danh sach cac nhom
quyén dang ton tai trong hé thong.
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Cho phép quan trj vién tao méi nhém quyén va cau
hinh thdng tin chi tiét.

Cho phép cap nhat thong tin cia nhém quyén da ton
tal.

Cho phép x6a nhom quyén sau khi kiém tra cac diéu
kién rang budc.

Cho phep quan tri vién phan quyén ngudi ding bang
cach gan vao nhom quyén.

Quan Iy nhém nguoi

8 dung
Cho phép xem danh sach nguoi dung thude mot
nhom quyén cu thé.
Cho phép quan tri vién loai bo nguoi dung khoi nhom
quyeén.
Xuat dir liéu nhom nguoi ding
Xem thong tin nhat
9 ky tdc dong theo tai
khodn
Cho phep quan tri vién xem lich sur thao tac va hoat
dong ctuia nguoi dung trong hé thong.
Xuét dit liéu nhat ky st dung cia ngudi ding
10 Quan 1y danh muc
linh vuc
Cho phép quan tri vién thém, stra, x6a cac linh vuc
ndi dung.
Cho phép xuét dit liéu linh vuc ban tin
11 Quén Iy danh muc
dia chi
Cho phép quan tri vién quan Iy danh muc dia chi.
Thém mdi, stra, x6a dia chi
Quan ly danh muc
12 ma dinh danh (Dia
ban)
Cho phép quan tri vién quan ly danh muc ma dinh
danh dia ban.
Thém mdi, sura, x6a dia ban
13 Quan ly danh muc

murc do uu tién
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Cho phép quén tri vién quan ly danh muc mirc do uu
tién ndi dung.

Thém mdi, stra, x6a muc do uu tién

Quéan 1y danh muc

14 loai ban tin
Cho phép quan tr1 vién quan 1y danh muyc loai ban tin.
Thém mdi, stra, x0a loai ban tin
15 Céu hinh duong dan
két nd1 dén LGSP
Cho phép quan tri vién ciu hinh va quan ly duong
dan két ndi té1 hé thong LGSP dé dong bd dir lidu.
16 QA’uén Iy nha cung
cap
Cho phép Thém méi nha cung cap
Cho phép xuat danh sach nha cung cap ra file Excel.
Cho phép cap nhat thong tin nha cung cap.
Cho phép x6a nha cung cip
17 Quan 1y dai truyén
thanh
Cho phép thém mai thong tin dai truyén thanh vao hé
thong.
Cho phép xuat danh sach dai truyén thanh ra file
Excel.
Cho phép chinh sira thong tin dai truyén thanh.
Cho phép x6a dai truyén thanh khoi hé thong.
Cho phép chinh stra am lugng tat ca thiét bi trong dai
truyén thanh
Cho phép dong bo dir liéu cua dai truyén thanh 1én
HTTTN Trung Uong
1 Tong quan
18 | Téng quan

Heé thong hién thi:
- Téng s6 cum loa, bang dién tir trén dia ban.
- Tbng sd cum loa, bang dién tir tmg dung cong
nghé thong tin.
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- Tbng s6 cum loa, bang di¢n tu dang online, dang
phat trén dia ban. Tong s6 thi€t bi khong hoat
dong.

- Mat do thiét bj img dung cong nghé thong tin
trén ban do

- Biéu db thdng ké sb lugng ban tin da phat, thoi
lugng phat.

- Danh sach phan anh kién nghi ctia ngudi dan.

- Ban tin cho phé duyét

Quin ly hoat dong
TTCS

19

Giam sat truc tuyén

C6 thé hién thi thong tin thiét bi trén dia ban;

Co the hién thi s6 thiét bi dang phat, dang ket noi,
tong so thiét bi trén dia ban théng qua ban db so;

C6 thé khoanh viung va hién thi thiét bi trén dia ban
do;

C6 thé hién thi day du thong tin chi tiét cta thiét bi;

Co thé diéu khien thiét bi, tang giam am luong, cau
hinh thiét bi, ngirmg hoat dong thiét bi, cho phép thiét
bi hoat dong;

C6 thé ciu hinh va hién thi huéng loa, viing bao phu
am thanh trén ban do so;

Trén trang hién thi chi tiét thong tin cum loa, ngudi
dung chon cé thé loc theo dia chi, tén, trang thai thiét
by,

Hé théng hién thi vi tri va ddnh dau thiét bi bao gdm
bang dién tur va thiét bi truyén thanh trén ban do.

20

Quan ly bién tip

Nguoi dung cé thé thém mdi, stra, xd6a cac tap tin

C6 thé nghe trudc ban tin &m thanh

Co thé xem trude ban tin hinh anh, videos

C6 thé tai 1én nhiéu ban tin am thanh va sip xép thu
tu dé gdp file am thanh

C6 thé chuyén d6i van ban thanh giong néi

C6 thé tai tap tin vé

C6 thé xuat dit liéu thong tin tap tin ra file excel

21

Quan 1y kénh s hoa

Quan tri vién ¢o6 thé thém mdi, stra, xda kénh s6 hoa
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C6 thé thay d6i &m luong cua kénh s6 hoa

22 Tro 1y Al
Nguoi dung c6 thé, dua ra cac cau hoi, khuc mac dé
Al gidi dap thac mac
23 Tao p_hét truc tiép
gua Mic
C6 thé noi truc tiép thong qua mic trén mdy tinh hoic
dién thoai
Hé thong c6 thé ghi Am phan phat truc tiép
C6 thé chon microphone trudc phat truc tiép
Co thé phat tryc tiép theo nhom thiét bi hoac riéng
tung thiét bi
23 | Phat khan cip
C6 thé goi khan cap dén tat ca dai truyén thanh ma
nguoi dung quan ly
Quan 1y ban tin doi
24 | voi dai truyén thanh

ung dung CNTT-VT

Cho phép tiép song kénh s6 hoa trung wong, sd hoa
tinh

Cho phép dat lich theo tép tin da tao

Cho phép dit lich theo nhiéu khung thoi gian trong
ngay

Cho phép dit lich ldp lai theo ngdy trong tun

Cho phép chinh stra &m lugng ctia ban tin

Cho phép chinh stra céc lich da dat

Co chtric ndng phé duyét ban tin trude khi phat

C6 chirc nang xem lai lich str, nghe lai ban tin da phat

C6 thé x6a ban tin nhung van luu lai lich st da dat

C6 thé lay danh sach ban tin tir hé thng thong tin
ngudn trung wong xudng dé phat song.

C6 chirc ning nghe truc tiép ban tin dang phat trén
dai truyén thanh

C6 chirc nang tam dimg lich dang phat va tiép tuc lich
dang tam dung phat.

Cho phép thém méi nhiéu ban tin ciing liic

Cho phép loc cac thong tin nhu tiéu dé, dia ban phat,
thoi gian phat, nguoi tao, trang thai phat.
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Quan ly ban
25 | tin do1 voi bang tin
dién tir cong cong
Cho phép thém mdi ban tin theo dang thong bdo
Cho phép thém mdi ban tin theo dang van ban
Cho phép thém mdi ban tin dang video
Cho phép thém mdo1 ban tin dang hinh anh
Cho phép thém mdi ban tin thong qua dudng dan truc
tiep
C6 chirc nang phé duyét cac ban tin da tao
Co the lay danh sach ban tin tir hé thong thong tin
ngudn trung wong xudng de phat song
Cho phép loc cac thong tin nhu tiéu dé, dia ban phat,
thoi gian phét, nguoi tao, trang thai phat.
Cho phep xem lai ban tin bang dién tir cong cong da
dang tai 1én hé thong
Cho phép stra thong tin cac ban tin chua phé duyét
Cho phép x06a céc ban tin da tao
Quan ly cum loa cua
26 dai truyén thanh g
dung CNTT-VT,;
Co6 chuc nang khai bdo, stra, x6a cum loa truyén
thanh
C6 tinh nang phé duyét thiét bi khi ghép ndi véi nhicu
nha cung cap thiét bi khac nhau thong qua resful Api
C6 tinh nang diéu khién thiét bi tir xa (Ting gidm 4m
luong, cau hinh wifi, ding ban tin dang phat, phat
tiép ban tin dang phat...)
Hién thi dwoc ddy du trang thai thiét bi nhu mat
mang, mat nguon dién, loa hé mach, loa ngan
mach. ..
C6 thé loc cum loa theo tinh thanh, ;(51 phuong, tén
cum loa, trang thai hoat dong, ma thiét bi...
Co6 thé xuét duogc danh sach thiét bi theo trang thai da
loc
Xem danh sach
27 trang thai nhat ky

hoat

dong/khong
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hoat dong cua ting
cum loa

Hé thong hién thi danh sach cum loa dang dwgc quan
1y béi don vi

C6 thé loc cum loa theo trang thai hoat dong, tinh
thanh, xa phuong

C6 thé xuét dugce danh sach trang thai nhat ky hoat
dong cua thiét bi.

28

Quan 1y thiét bi diéu
khién bang tin dién
to cong cong;

C6 chtic nang khai bao, stra, x0a thi€t bi di€u khién
bang tin di€n tr cOng cOng

C6 tinh nang phé duyét thiét bi khi ghép ndi véi nhicu
nha cung cap thiét bi khac nhau thong qua resful Api

C6 tinh nang diéu khién thiét bi tir xa (Tang giam Am
lugng)

C6 thé loc cum loa theo tinh thanh, x3 phuong, tén
cum loa, trang thai hoat dong, ma thiét bi...

C6 thé xuat duoc danh sach thiét bi theo trang thai da
loc

29

Quan 1y bdo cdo vién

C6 chirc nang thém, stra, x6a bdo cdo vién

Co chtic nang xuat dir li€u ra file excel vé bdo cao
vién

Co6 chtic nang loc bao cao vién theo tén, don vi cong
tac, so dién thoai.

30

Quan ly tai liéu
khong kinh doanh

Co6 chuc nang thém, stra, x6a tai li¢u khong kinh
doanh

C6 chirc ning xuat dit liéu ra file excel vé tai lidu
khong kinh doanh

C6 churc nang loc tai liéu khong kinh doanh theo tén,
mo ta

31

Quan 1y ban tin gidy
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C6 chirc nang thém, sura, x0a ban tin gidy

C6 chiic nang xuat dir li¢u ra file excel vé ban tin gidy

C6 chire ning loc ban tin gidy theo tén, mo ta

IV | B4o céo thong ké
32 | Béo céo tong hop
Co chirc nang tong hop t,héng ké thiét bi cuia nha cung
cap thiét bi dang két no1 va khong két noi theo dia
ban.
C6 chirc nang tong hop bao céo theo loai ban tin
C6 chirc ning béo céo hién thi bang dién tir cong
cong
33 Bao cao hoat dong
cum loa
Hién thi dugc danh sach cac cum loa trén dia ban
C6 chirc ning tong hop hoat dong tat ca cum loa trén
dia ban
C6 chuc nang loc cum loa theo dia ban, tén, vi tri,
trang thai hoat dong
C6 chirc nang xuat dir liéu ra file excel
Bao cao hoat dong
34 dai trgyén thanh,
théng tin tryc quan
theo cap Tinh/Xa
Hién thi dugc danh sach dai truyén thanh trén dia ban
C6 chuc nang loc dai truyén thanh theo xa
C6 chirc nang xuat dit liéu ra file excel
Bao cao hoat dong
35 béng dién tor thong
tin tryc quan theo
cap Tinh/Xa
Hién thi duoc danh sach bang dién tur trén dia ban
Co chirc nang loc bang dién tur theo xa
C6 chirc ning xuat dir liéu ra file excel
36 Bao céo phat thanh

Hién thi dugc danh sach bao co phat thanh
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C6 chirc nang loc ban tin phét thanh theo tiéu dém
dia ban, tho1 gian phat

Quan tri vién chon xuat dir liéu

Heé thdng xuat dit liéu tuong tng

Bao cao dén

37 HTTTN Trung wong
Hién thi duoc danh‘ sach da bao cdo da dua lén hé
thong thong tin nguon trung wong
C0 chirc nang thém, sura, x6a bao cao guri 1én h¢ thong
thong tin nguon trung uwong
C6 thé truyén theo ma bao cdo, ngay bdo cdo va tai
liéu ndi dung bao cao
Co thé xuat dugc file excel

Tiép nhan xur Iy §y
38 | kién phan anh, kién
nghi

Nguoi dan su dung app mobile dé dua ra phan anh,
kién nghi Ién hé thong
Can bd xtt 1y phan anh, kién nghi ctia nguoi dan
Trong qua trinh xu 1y, nguoi dan c6 thé xem trang
thai truc ti€p trén app mobile
Hé théng hién thi cic phan anh, kién nghi ctia nguoi
dan 1én web va app mobile.

39 Hudng dan sir dung
Quan tri ding tai huéng dan sir dung theo dang tai
liéu va videos
Nguoi dung co thé xem vin ban huong dan hoic
video hudng dan va van hanh h¢ thong.

40 Ping xuit hé thong
Ngudi dung bAm vao ding xuit
Hé théng xo6a phién ding nhap va ghi lai lich su
nguoi dung.

41 | Quan Iy két ndi

Quan tri hé thong cé thé xem dugc cac don vi ghép
noi

Quan tri hé théng c6 thé thém, sira, x0a, phan quyén,
tim kiém cac API do6i voi don vi ghép noi.
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Ung dung Mobile

Nguoi dung thong thuong co thé nghe lai cac ban tin
dugc phat, kénh s6 hoa, g phan anh kién nghi trén
ung dung dién thoai.

Nguoi dung dugc phan quyén co thé thong bao tryc
tiép bang tmg dung mobile t6i cac loa truyén thanh
trén dia ban.

Nguoi dung dugc phin quyén c6 thé theo dbi thiét bi
tre tiép trén ban do, xac dinh dugc vi tri loa, dan
duong dén cac thiét bi dé phuc vu tdi wu cho viée theo
ddi va bao tri, bao dudng thiét bi.

Nguoi dung dugce phan quyén c6 thé, theo ddi duoc
thiét bi dang quan 1y, trang thai thiét bi, ndéi dung
dang phat.

Ngudi ding duge phan quyén co thé nghe truc tiép
ban tin dang phat ra loa va trén h¢ thong.

Ngudi dung duoc phan quyén cé thé thay doi thong
tin ¢4 nhan trén ung dung dién thoai.

Nguoi dung duge phan quyén c6 thé phat, dimg phat
ndi dung tryuc tiép tr mic di¢n thoai.

Ngudi ding duge phan quyén c6 thé xem, chinh sira
thong tin cum loa nhu: am lugng, vi tri, thay thé bao
hanh thict bi

Ngudi ding duoc phan quyén c6 thé xem va nghe lai
ndi dung dang phat, da phat va chua phat.

Ngudi ding dugc phan quyén cé thé bién tap ban tin,
dat lich theo bién tap, tiép séng so hoa tdi1 cac cum
loa g dung cong nghé thong tin va bang dién tur.

Ngudi dung duge phan quyén c6 thé phé duyét lich
duoc dat

Ngudi dung duge phin quyén c6 thé cau hinh, xem
thoi lugng phét qua mic dién thoai.

Nguoi dung dugce phan quyéen c6 kha nang xem, nghe
lai va x0a céc ban tin dugc ghi am trén dién thoai.

Vi

Tuyén truyén trén
cong hodc trang
thong tin dién tir

C6 tmg dung cong dan sd phuc vu thong tin co so
trén nén tang Zalo Mini App.
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- Cho phép nghe lai cac ban tin truyén thanh co so
dang audio tir trung vong t61 dia phuong.

- Cho phép nghe tryc tiép ban tin truyén thanh co
s¢& dang phat trén dia ban.

Cung cap chitc nang xem lai cic ban tin bang dién tr
cong cong dudi dang video, hinh anh, van ban cua
dia phuong

Guri thong bao thong tin tuyén truyén chinh thic tir
chinh quyén t61 ngudi dan thong qua tai khoén Zalo

Vil

Tuyén truyén qua
mang xa hfi va irng
dung nhin tin qua
internet

C6 kha ning quan 1y ndi dung va tao bai viét trén
kénh Zalo OA riéng cua tinh

C6 chitc nang gui bai viét dén ngudi quan tdm —
BroadCast

Co kénh chat bot, tuong tac chat 1-1 v&i nguoi quan
tam

C6 chirc nang loc nhén tin chua doc

C6 chirc nang xay dung kich ban chatbot dé tu dong
tuong tac vo1 ngudi quan tim

2.2.5. Yéu cAu biao dam an toan thong tin hé thong

2.2.5.1. Bio dam an toan thong tin

- HTTT nguén trung wong va HTTT ngudn cap tinh phai bao dam ATTT theo

cap do duoc quy dinh tai Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh
phti vé bao dam an toan HTTT theo cdp d6; Thong tu sd 12/2022/TT- BTTTT ngay
12/8/2022 ctia Bo truong Bo TTTT quy dinh chi tiét va hudng dan mot s diéu cua
Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phii vé bao dam an toan
HTTT theo cip do.

- HTTT ngudn trung wong va HTTT nguon cap tinh phai c6 phuong an bao
dam ATTT dap tng cic yéu cau an toan t6i thiéu ¢ cip do 3 quy dinh tai Théng tu sO
12/2022/TT-BTTTT ngay 12/8/2022 cua B¢ truong BO TTTT quy dinh chi tiét va
huong dan mot s6 diéu cua Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh
phu vé bao dam an toan HTTT theo cap do va Tiéu chuan qudc gia TCVN
11930:2017 vé cong nghé thong tin - cac k¥ thuit an todn - yéu cu co ban vé an toan
HTTT theo cép do.
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- T6 chirc trién khai bao vé HTTT theo mé hinh 04 16p tai vin ban hudng dan
s0 235/CATTT-ATHTTT ngay 08/4/2020 ctia Cuc ATTT vé huéng ddn mé hinh
dam bao ATTT cip bo, cép tinh.

- Xdy dung cac phuong an ung ctu sy cb theo quy dinh tai Quyét dinh so
05/2017/Qb-TTg ngay 16/3/2017 quy dinh vé hé thong phuong an g ctru khan cap
bao dam ATTT mang qudc gia.

- Trién khai giai phap phong, chong ma doc dap ing yéu cau ky thuat theo Chi
thi s6 14/CT-TTg ngay 25/5/2018 ctia Thi tuéng Chinh pht nhdm ting cuong, ning
cao cong tac phong, chéng mi doc.

- Nha thau phai cung cép duoc glay chtng nhan phan mém dap tng cac yéu

cau an toan (mg dung, an toan dir liéu d6i voi cac tiéu chi an toan thong tin theo cap
d6 3 theo Thong tu s6 12/2022/TT-BTTTT do co quan ¢6 tham quyén cap.

2.2.5.2. Giam sat an toan théng tin

HTTT ngudn trung wong va HTTT ngyén cap tinh phai c6 phuong an gidm sat
ATTT dap ng cac quy dinh tai Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017
cta Bo truong Bo TTTT quy dinh hoat dong giam sat an toan HTTT.

2.2.5.3. Kiém tra, danh gia an toan thong tin

- HTTT nguén trung wong va HTTT ngudn cép tinh phai thuc hién kiém tra,
danh gia ATTT theo quy dinh tai Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022
cua Bo truong BO TTTT quy dinh chi tiét va huéng dan mot s6 diéu cua Nghi dinh
s0 85/2016/ND-CP ngay 01/7/2016 cia Chinh phtl vé bao dam an toan HTTT theo
cap do.

- HTTT ngudn trung wong va HTTT ngudn cép tinh ¢6 cip d6 3 trd 1én phai
thuc hién kiém tra, danh gid ATTT trudc khi dua vao str dung.

2.2.5.4. An toan thong tin trong két noi, chia sé dir liéu

a) An toan thong tin giita H¢ théng théng tin nguén trung wong va Hé théng
théng tin nguén cap tinh

HTTT nguédn trung wong va HTTT ngudn cap tinh khi két ndi, chia sé di liéu
v6i nhau hodc két ndi, chia sé dit liéu véi cac thanh phan khac phai c6 bién phap dam
bao an toan dit liéu dap Gng cac yéu ciu ATTT quy dinh tai Thong tu s6 12/2022/TT-
BTTTT ngay 12/8/2022 ctia B truong Bo TTTT quy dinh chi tiét va hudng dan mot
sO diéu ctia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh pha vé bao dam
an toan HTTT theo cp do va Tiéu chuan qudc gia TCVN 11930:2017 vé cong nghé
thdng tin - cac k¥ thuat an toan - yéu cau co ban vé an toan HTTT theo cap do.

b) An toan thong tin giita cum loa truyén thanh, bang tin dién tir cong cong va
Hé thong théng tin nguon cap tinh

Céc cum loa truyén thanh, bang tin dién tir cdng cong phai thuc hién kiém tra,
danh gia ATTT trudc khi két ndi dén HTTT ngudn cép tinh, trong d6 can dap ung
nhitng yéu cau co ban sau:

- Cbcoché tu dong cap nhat ban va, xtr Iy kip thoi cac 16 héng bao mat;
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- Su dung h¢ thong mat ma dang tin ciy trong qué trinh giao tiép, trao doi dir
lidu gitra cac hé thong;

- Bao dam tinh bao mat va toan ven dir licu;

- Kha ndng cai dat, thiét 12p an toan dé dang mot cach ty dong, gidm thiéu su
can thi¢p cta con nguoi;

- Co co ché kiém tra, XéC thuc dit liéu dé ngan chan cac hanh vi khai thac cac

16 hong va di€ém yéu cua hé thong.

2.2.6. Yéu ciu két ndi, chia sé dir liéu giir hé thong thong tin ngudn
trung wong va hé thong thong tin ngudn cap tinh

2.2.6.1. M6 hinh két néi HTTT nguén trung wong dén HTTT ngudn
cép tinh

HE THONG THONG TIN NGUON TW HE THONG THONG TIN NGUON CAP TINH
(B§ Van hoa, Thé thao va Du lich) e L3 ; =
Thanh phan phic v boat dgng TTCS ta Tinh

MNewiri dilng cap tinh

Thanh phan phyc v cong tic quan by ta Trong wong (Sir VHTTDL/VHTT)
- MNewii dilng cap xé
o 7] UBND cap xd
+— - > — ( P xd)
’i' —

Thanh phin plwe v két nod, chua sé, dir Ligu

Théanh phin plmpe v két noi, chia sé, dir lisu

HTTT ngudn cip tinh phai dugc két ndi voi HTTT ngudn trung wong dam bao
viéc trao dbi, chia sé dit 1iéu xuyén sudt tir Trung wong, cp tinh dén cip x3; trong do:

- HTTT ngudn trung uong giri ban tin phat thanh, ban tin ding tai trén bang
tin dién tir cong cong dén HTTT ngudn cip tinh dé phat trén dai truyén thanh (mg
dung CNTT-VT, dang tai trén bang tin di¢n tir cong cong;

- HTTT ngudn cap tinh két ndi véi HTTT nguon trung uong thyc hién chia
sé ndi dung ban tin phat thanh trén dai truyén thanh tng dung CNTT-VT, ban tin
dang tai trén bang tin di€n tr dong cong tai dia phuong; trang thai hoat dong cua thiét
bi va cac bao cdo tinh hinh hoat dong thong tin co so theo yéu cau nghiép vu cia
trung uong.

- HTTT ngudn trung wong va HTTT ngudn cip tinh két ndi, chia sé di liéu
v6i nhau thong qua hé théng NDXP. Tuy theo nhu cau cta timg tinh, HTTT ngudn
cap tinh ¢ thé két ndi truc tiép v6i hé théng NDXP hoic thong qua hé thong LGSP
ctia tinh, thanh phé.
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2.2.6.2. Md ta cac dich vu giao tiép

HTTT ngudn trung uong s& cung cap cac Restful API dé cac HTTT ngudn cap
tinh truyén dir li¢u 1€n, cac dich vu cy thé nhu sau:

s | MaDich Dich vu Mo ti
vu
HTTT ngudn  trung wong cung cap
1 DV001 Ding nhap hé thong  ftoken key dé phuc vu phién lam viéc giita 2 hé
thong
.. |HTTT ngudn cap tinh nhan danh sach céc ban
Doc danh sach ban tin phét | . gu? c?p t . ‘a danh sac Acac bd
2 DV002 . tin dugc yéu cau phat tr HTTT nguon trung
thanh tir Trung wong
wong
3 DV003 Yéu cau phaE ban tin khan I—[TT_T Pgu?n trung wong yéu cau phat
cap ban tin khan cap
Goi tin nhat ky phat thanh: HTTT nguén cap
4 DV004 | Nhat ky ban tin phat thanh [tinh giri dir liéu dén HTTT ngudn trung wong
ngay khi ban tin dugc phat
. , . |HTTT nguodn cép tinh giri dir ligu dén HTTT|
Nhat Ky lich phat ban tin |+, J-on captinh gui du ficu den A
5 DVO005 . nguon trung wong ngay sau khi lich phat ban
phat thanh : A o A LA
tin duoc tao 1ap hoac cap nhat
Trang thai hoat dong, trang |Gai tin trang thai hoat dong, trang thai két néi
6 DVO006 | théi két ndi cia cum loa [tir cum loa truyén thanh giri tir hé HTTT ngudn
truyén thanh cap tinh dén HTTT ngudn trung uong
Goi tin kich hoat, thay thé |G6i tin kich hoat, thay thé sta chira thiét bi
7 DV007 | stra chira thiét bi cum loa |cum loa truyén thanh guri tir HTTT nguon cap
truyén thanh tinh giri dén HTTT nguon trung wong
. ... |HTTT nguén cép tinh nhan danh sach céc ban
Poc danh sach ban tin dié o, N
8 | Dwvoog | °c M sach Bantin el vian i duoc yau ciu phét tir HTTT ngudn
tu cong cong tu trung wong
trung wong
Y&u cau phat ban tin khan . . .
L n e HTTT on t éu cau phat ban t
9 DVO009 | cap trén bang tin di¢n tir 2 A’ngu?n r}mg l.wn%yelf C%u b % an i
R n khan cap trén bang tin dién tir cong cong
cdng cong.
10 DV010 Nht ky' ban tin dién ti Gai tin nhat ky ban tin di¢n ta: HTTT nguon

cap tinh guri dit liéu dén HTTTngudn trung
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uvong ngay khi ban tin dugc dang tai 1én bang
tin dién tur cOng cong

11

DV011

Nhat ky lich phat ban tin
dién tir

HTTT ngudn cap tinh giri dit liéu dén HTTT|
ngudn trung wong ngay sau khi lich phat ban
tin duoc tao 1ap hoac cap nhat

12

DV012

Trang thai hoat dong, trang
thai két néi cua bang tin
dién tir cong cong

Goi tin trang thai hoat dong, trang thai két ndi
tur bang tin dién tir cOng cong gui tr h¢ HTTT
nguon cap tinh dén HTTT ngudn trung uong

13

DVO013

Goi tin kich hoat, thay thé
sira chira thiét bi bang tin
dién tir cong cong

Goi tin kich hoat, thay thé sta chira thiét bj
bang tin dién tir cbng cong giri tr HTTT ngudn
cap tinh gui dén HTTT nguon trung uong

14

DV014

B&o c4o vé tinh hinh hoat
dong thong tin co s&

HTTT ngudn céap tinh guri s6 liéu bao céo tinh

hinh hoat dong thong tin co s&
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2.2.7. Yéu cau két ndi, chia sé dir liéu giira h¢ thong thong tin ngudn
cap tinh v6i cum thu phat thanh ing dung cong nghé thong tin - vién thong,
bang tin dién tir cong cong

(1) Hé thong thdng tin ngudn cAp tinh két ndi, chia sé di liéu hai chiéu v6i cum
thu phat thanh tmg dung cong ngh¢ thong tin - VleIl thong, bang tin dién ttr cong cong
qua hai phuong thtrc két ni truc tiép va két ndi gian tiép qua mo-dun tu:0’ng thich.

(2) Yéu cau giao tiép, chia sé dit liéu tir hé théng thong tin ngudn cap tinh dén
cum thu phét thanh tmg dung cong nghé thong tin - vién thong, bang tin dién tir cong
cong:

- Cho phép dang nhap, xéac thuc, kiém tra, két nbi dén thiét bi;

- Cho phép thiét 1ap cau hinh cac két noi thiét bj phuc vu quan ly, diéu khién
cum thu phat thanh mg dung cong ngh¢ thong tin - vién thong, bang tin dién tir cong
cong trén hé thong thong tin ngudn cap tinh véi cac tinh nang thém, stra, x0a thiét bi;

- Cho phép gtri cac loai ban tin, phat ban tin khan cap, guri 1énh huy lich phat,
diéu chinh lich phat, dimg phét ban tin.

(3) Yéu cau | giao tiép, chia sé dir liéu tir cym thu ‘phat thanh Ung dung cong
ngh¢ thong tin - vién thong, bang tin dién tir cong cong dén hé thong théng tin ngudn
cap tinh:

- Cho phép gui dir liéu vé trang thai hoat dong, trang thai két nbi tir thiét bi 1én
hé thdng thong tin ngudn cap tinh;

- Cho phép gt dit li¢u nhat ky phat ban tin, nhat ky lich phat ban tin, nhat
ky huy lich phat ban tin tir thiét bi 1én hé théng thong tin ngudn cép tinh.
2.2.7.1. Mo hinh két noi

( N . . - 2 i
HTTT nguon cap Tinh Thiet bi dau cuoi
Thinh phan phuc vu hoat déng TTCS
. J
Chia sé dit liéu Media Cum loa truyén thanh UD
L J CNTT-VT
(— ™
' Thanh phin phuc vu <
< két MQTT,Websolet
g MQTT.W ebsocket e
Thanh _ .
phin ( b Bang tin dién twr
PR Thanh phin phuc vu két c&ng célg
hd P n6i bé twong thich
ket .| (Adapter Backend, L
noi Microservice) caa nha 4
cngép tli&bl
. J
-
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2.2.7.2. M ta cac dich vu giao tiép

HTTT nguon cap tinh s& cung cép cac chuan giao tiép theo giao thirc RestFul,
MQTT, Websocket d€ cac dai truyén thanh tmg dung CNTT-VT truyén dit li¢u Ién,
cac dich vu cu thé nhu sau:

ngudn cap tinh

Ma
STT | Dich Dich vu M6 ta
Vu
1 DVO001 | Pang nhap hé théng HTTT ngu?An Ce‘lp t1r_1[1 cu_rjg CapA tolien key dé
phuc vu phién lam viéc gitta 2 hé thong
Guri danh s&ch ban tin A A . s
) DV002| phét thanh tir HTTT HTTT [lgu?n Cap, tlnb gU:’I danh sach cac ban tin
N duogc yéu cau phat ban tin phat thanh
nguon cap tinh
Y&u cau phat ban tin [HTTT nguon cap tinh yéu cau phét ban tin phét
3 DV003 . 2 % 2z
phat thanh khan cap thanh khan cap
4 |pvoos Goi dir liéu huy lich [HTTT ngudn cap tinh yéu cau hay phét ban tin
phat ban tin phat thanh|phat thanh
.. [G6i tin nhat ky phat thanh: Cum loa truyén
Nhat ky ban tin phat | o - et Y Ph ul uye
5 DV005 thanh thanh guri dir liéu dén HTTT nguon trung wong
ngay khi ban tin duogc phat
Cum loa truyén thanh giii dit liéu d¢én HTTT
Nhat ky lich phat ban |~ 0a WY gl € feu den 17
6 DV006 . , nguon cap tinh ngay sau khi lich phat ban tin
tin phat thanh ) o )
duoc tao 1ap hoac cap nhat
Nhat ky hay lich phat Cum loa truyén thanh s& gui [én HTTT ngudn
7 DV007 L . £ L b
ban tin phat thanh |cap tinh ngay sau khi huy lich phat ban tin.
Trang thai hoat dong, [GAi tin trang thai hoat dong, trang théi két ndi
8 | DV008 | trang thai két ndi cua {tir cum loa truyén thanh giri dén hé HTTT
cum loa truyén thanh |ngudn cap tinh
Goi tin thiét lap dié s _ e
I N tict fap d1?u HTTT nguon cap tinh gui I€nh diéu khien thiet
9 DV009 | khién cum loa truyen | . N
bi xuong cum loa truyen thanh
thanh
Gui danh s&ch ban tin N i . e
10 |Dvo10| dien tortis HTTT HTTT ngudn cap tinh gai danh sach cac ban tin

duoc yéu cau phat
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Y&u cau phat ban tin

HTTT ngudn céap tinh yéu cau phét ban tin

ban tin

11 |DVO11|khancaptrénbangtin| ,, , - . .= 20T o T
A e A . khan cap trén bang tin dién tur cong cong
dién tir cong cong
Goéi dir liéu huy lich L g L . _
~ .~ |HTTT nguon cap tinh au huy phat ban tin
12 |DVO012 | phét ban tin trén bang || | | "9uOn cap tinh yeu cau huy phat ban t
 en e A _|dién to
tin dién tr cOng cong
... . . |Bang tin dién tir cong cong gui dir lieu dén
Nhat k N X
13 |Dvor3| "R Tln tn dien T gudn cdp tinh ngay khi ban tin dien ti
duoc dang tai Ién bang tin dién tir cOng cong
L s , .. |Bang tin dién tir céng cong giri dit lidu dén
Nhat ky lich phat ban N . )
14 |DV014 ¢ 'y I.A pq HTTT nguon cap tinh ngay sau khi lich phat
tin dién tuo .. R . A A
ban tin dugc tao lap hoac cap nhat.
e Lt e 1 .. |Bang tin dién tir cong cong sé€ gui 1én HTTT
Nhat ki hay lich phat N ! . ,
15 |DV015 av ! .uy.} p nguon cap tinh ngay sau khi huy lich phat ban
ban tin dién tr .
tin
Trang thai h on . . e
ang t ,?I ;oatfc‘) qg, GOi tin trang thai hoat dong, trang thai két noi
trang thai kétnoicoa |, ., .0 O T re A 1A
16 [(DV016|,  ° . .. .. . [tirbang tin dién tir cong cong guiri den hé¢ HTTT,
bang tin dién tir cong N
. nguon cap tinh
cong
Goi tin thiét lap diéu N T
17 | DV017 | Khién bang tin dién t| | || "9uOn cap tinh gu lenh dieu khien thict
A . bi xuong bang tin dié¢n t&r cong cong
cong cong
18 |bvols Thiét bi dang ky két HTTT ngudn cap tinh cung cip danh sach
ndéi MQTT Topic yéu cau thiét bi két ni Subscribe MQTT
19 |DVO19 Thiét bi truyén thanh Thiét bi yéu cau dong bo ban tin phét thanh
doéng bo bantin - |kém lich phét
DV020 | Thiét bi diéu khién : s
' N Thiét bi yéu cau dong bo ban tin ba ién to
20 bang dicn tir ddng bo | ot P} Yeu cau dong bg ban tin bang dién ti

cong cong kem lich phat

Ghép noi truec tiép

e Qua giao thuc MQTT
Vi két nél MQTT, thiét bi ctia nha cung cap tuong tac voi MQTT Broker
cua HTTT nguon cap tlnhqua giao thtce MQTT v5.0, tuong tac qua cac Toplc (ten
chu d8) két ndi du’O’c cap quyén tuong u’ng cho thiét bi. Tén chu dé (Topic) két ndi
dugc chia theo cip theo dinh dang chuan duéi day:
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- Tén chua dé (Topic) cho cac ngit canh:

- Chu dé cip tinh (T4t ca thiét bi trong tinh c6 thé nhan duoc): tinh/{Ma
dinh danh tinh}

- Chu d& cap xa (Tat ca thiét bi trong xi co6 thé nhan duoc): xa/{Mi dinh
danh xa}

- Chu dé cép thon (Néu co, tat ca thiét bi trong thon co thé nhan duoc):
thon/{Ma dinh danh thon}

Chu dé cua timg thiét bi: thietbi/{M3 thiét bi}

- Trong do:

- Tinh, xa, thon duogc dat theo Ma HTTT nhan duogc dat theo Quyét dinh sb
20/2020/QD-TTg ngay 22/7/2020 cua Thu tuong Chinh phu.

- Toan b tén topic dugc viét theo chir cai Vlet thuong.

- M4 thiét bi: Ma thlet bj dwoc HTTT ngudn cung cap cho ting thiét bi.

-Luuy: Pé két n6i véi MQTT Broker ctia HTTT ngudn cap tinh, giao thic
MQTT yéu cau gui kem ma JWT (JSON Web Token), dugc m6 ta 6 giao thic 3.1
Dang nhéap h¢ thong Tuong g moi thlet bi chi két ndi duoc véi cac topic co
chtra ma cua thiét bi do, va cac topic cap tinh, x4, thon tuong ung vai thiét bi,
khong thé két ndi dén céc topic khac dé dam bao bao mat thong tin.

- Do MQTT trao d6i dit liéu qua dinh dang chudi (String), dit liéu tuong tac
bang giao thie MQTT yéu cau tuong tic qua dit liéu JSON theo dinh dang String
(JSON String Encoded). Cac dich vu cu thé (dv001, dv002,...) dugc encode vao
trong goi tin dé phan bi¢t loai dich vu ma ban tin trao doi. Pinh dang ban tin nhu
mo ta dudi day:

Tén Kiéu dir litu = DP9 dai Bit budc M5 ta
truomg chuoi
id String 50 Khéng | ID dinh danh goi tin (Request

ID/Message ID), do MQTT
khong hoat dong theo md
hinh Request-Response, vay
nén khi HTTT ngudn cip
tinh/Thiét bi phan hoi goi tin
(Néu c6), can phan hoi
truong ID dinh danh goi tin
trong truong hop bén nhan
phan hdi (Receiver) can X4c
nhan. ID nén dat theo tiéu
chuan UUID, hoic UUID
Hex dé ID dam bao tinh duy
nhat.

topic String 50 C6 | Thay d6i tuong ung theo
nghiép wvu, vi du dv002,
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dv003.
Luu y: Toan bd tén topic
duoc viét theo chir cai viét
thuong.

payload JSON C6 | Thoéng tin dugc mo ta theo
tong muc nghi€p vu dudi
day.

Quy trinh tro'ng tac qua MQTT topic

Bén guri (Publisher) MQTT Broker Bén nhan (Receiver)
Géi tin JSSON JSON String
{ id™: " 86ed-4a80-b7 1d90b",
"id™: "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b”, "topic™: "dv002", "payload”: {"CumLoalD":
"topic™: "dv003", "5678954", "TenThietBi": "C\\u1ee5m load 1",
"payload": { "MaNhaCungCap": "string", "TenNhaCungCap™:
"TenThietBi": "Cum load 1", "string”, "BanTinID": "54353453", "NguonID™:
"MaNhaCungCap": "string", Subacriied Msazage "G14.23.00.0007, "TenNguon": "Ch\uiee5c
"TenNhaCungCap": "string", th\Wwi00f4ang tin c\w01a1 s\wiedf", "DichID":
"BanTinID": "54353453", "H03.00.00.000",...
"NguoniD": "G14.23.00.0007,

“TenNguon": "Cuc théng tin co s&",

"DichiD": "H03.00.00.000", i i
b
2 Géi tin JSON
<
String Encode "id": 86ed-4a80-b7 1d9op",
“topic": "dv003",
“payload”: {

"TenThietBi": "Cum load 1",
JSON String "MaNhaCungCap": "string”,
~TenNhaCungCap": "string”,
"BanTinID": "54353453",

{"id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b",
"topic": "dv002", "payload": {"CumLoalD": "5678954", Publish
"TenThietBi": "C\u1ee5m load 1", "MaNhaCungCap": | Message Topic A

"string”, "TenNhaCungCap": "string", "BanTinID":

"NgucniD™: "G14.23.00.000",
"TenNguon": "Cuyc théng tin co s¢”,
"DichiD": "H03.00.00.000",

"54353453", "NguoniID™: "G14.23.00.000",
"TenNguon": "C\w1eeSc thiWw00f4ng tin c\wO1a1
sWw1edf”, "DichIiD": "H03.00.00.000",...

- Giao tiép gitta HTTT ngudn cip tinh va Thiét bi qua MQTT 14 hai chiéu,
nén Bén giri va Bén nhan duoc hoan doi gitta HTTT ngudn cdp tinh va Thiét bi
tuy truong hop:

- Truong hop gui ban tin bao céo, nhat ky phat ban tin, trang thai thiét bi,..

- (Thiét bi gui 1én HTTT ngudn cap tinh):
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Quy trinh two'ng tac qua MQTT topic

Bén giri (Thiét bi)

MQTT Broker

Bén nhan (HTTT Ngudn Tinh)

Gioi tin JSON

String Encode

JSOM

String

Béy gdi tin
(Publish Meszage)

MNhan gai tin
{Subscribe Message)

Topic twong orng

» JSON String

Decode Json string

w

Gol tin JSON ban dau

Hir by téc vy turong Grng

Output

- Truong hop gli yéu cdu phat phat ban tin, diéu khién thiét bi,.. (HTTT
nguon cap tinhgiri dén thiét bi):

Quy trinh tuwo'ng tdc qua MQTT topic

Bén guri (Thiét bj)

MQTT Broker

Bén nhan (HTTT Ngudn Tinh)

‘ Gidi tin JSON ‘

String Encode

w

JSONM String

By goi tin

(Publish Message)

Mhan gdi tin
{Subscribe Message) ol

Topic turong irng

JSOMN String

Decode Json string

w

Gioi tin JSON ban d&u

Hir Iy tac vy turong Ong

Output

¢ Qua giao thirc Websocket
Pé két ndi voi HTTT ngudn cép tinh qua giao thirc Websocket, thiét bi tuong
tac v6i HTTT ngudn cap tinh qua dinh dang Json Encoded String gidng nhu
MQTT. Pinh dang goi tin guri 1én/phan hoi theo dang JSON nhu mé ta dudi day:

Tén
treong

Kiéu dir liéu

Do dai
chuoi

Bit budc

Mo ta

id

String

50 Khdng

ID dinh danh géi tin (Request
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ID/Message ID), do
Websocket khong hoat dong
theo mo6 hinh Request-
Response, nén khi
HTTT/thiét bi phan hdi goi
tin, can phan hoi truong ID
dinh danh g61 tin; trong
truong hop bén nhan phéan
hdi (Receiver) can xac nhan.
ID nén dit theo tiéu chuén
UUID, hoic UUID Hex d¢
ID dam bao tinh duy nhat.

topic

String

50

Co

Thay d6i tuong tmg theo
nghi¢p vu, vi du dv002,
dv003.
Luu y: Toan bg tén topic
duoc viét theo chir cai viét
thuong.

payload

JSON

Co

Thong tin dugc mo ta theo
tong muc nghi€p vu dudi
day.
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Quy trinh two'ng tac qua Websocket
Bén gui (Sender) Bén nhan (Receiver)
Goi tin JSON
2 JSON String
"id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b”, {"id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b",
"topic™: "dv003", "topic": "dv002", "payload": {"CumLoalD": "5678954",
"payload": { Y "TenThietBi": "Ch1ee5m load 1", "MaNhaCungCap™:
"TenThietBi": "Cum load 1 "string", "TenNhaCungCap”: "string", "BanTinID":
"MaNhaCungCap": "s!rl_ng". "54353453", "NguonlD”: "G14.23.00.000", "TenNguon":
"TenNhaCungCap": "string", "C\u1ee5c th\wu00fdng tin chu01al s\wuledf", "DichlD":
"BanTinID": "54353453", "H03.00.00.000",
"NguoniD": "G14.23.00.000",
"TenNguon™: "Cuc théng tin co so”,
i nem " Giri gbi tin
DichiD": "H03.00.00.000", i et Decode dsoratring
>
b3 Goli tin JSON
{
"id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b",
Sini “topic": "dv003",
ring Encode “payload™ {
"TenThietBi": "Cum load 1",
"MaNhaCungCap": "string”,
JSON String “TenNhaCungCap": "string",
"BanTinID": "54353453",
Y{"id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b", "NguonliD”: "G14.23.00.000",
"topic": "dv002", "payload": {"CumLoalD": "5678954", "TenNguon": "Cuc théng tin co s¢",
"TenThietBi": "CWw1ee5m load 1", "MaNhaCungCap™: "DichlD": "H03.00.00.000",
"string", "TenNhaCungCap": "string", "BanTinID":
"54353453", "NguonlID”: "G14.23.00.000", }
"TenNguon": "C\w1eeS5c thWw00f4ng tin c\wO1a1 }
s\ 1edf”, "DichID": "H03.00.00.000",...
Xir ly
Két qua nhan duo'c sau xur ly Két qua (Payload)
(Binh dang Json) (Binh dang Json)
Chuyén sang dinh dang chuan: Chuyén sang dinh dang chuan:
{
"id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b”, "id": "b6d5ae63-86ed-4a80-b7ec-3c5ef5a1d90b”,
"topic™: "dv003", "topic”: "dv003",
"payload": { "payload": {
> b3
} }
Decode Encoded String Encode String
Phan hdi (Reply)
(Trong truéng hop cé phan hdi)
String Encoded < String Encoded

Luuy: Dé két nbi voi HTTT ngudn cap tinh qua giao thirc Websocket, HTTT
ngudn yéu cau gui kém ma JWT trong Header cua goi tin, duge m6 ta ¢ giao thirc
“Dang nhap h¢ thong”

Do giao tiép gitta HTTT ngudn cap tinh va thiét bi qua Websocket 14 hai chiéu,
nén Bén gtri va Bén nhan dugc hoan doi gitra HTTT nguon cap tinhva thiét bi tuy
truong hop:

- Trudong hop giri ban tin bao cao, nhat ki phat ban tin, trang thai thiét bi,..
(Thiét bi gui lén HTTT ngudn cap tinh):
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Quy trinh turo'ng tac qua Websocket
Bén guri (Thist bi) Bén nhan (HTTT Ngudn Tinh)

Gol tin JSON

String Encode

Gari qua
Websocket
JSOM String JSOMN String

Decode Json string

Goi tin JSOMN ban dau

Hir ly thc wu turong ong

Output

Truong hop gui yéu cau phat ban tin, diéu khién thiét bi,..(HTTT ngudn cap
tinh gtri Thiét bi):

Quy trinh tuong tac qua Websocket
Bén guri (HTTT Ngudn Tinh) Bén nhan (Thigt bi)

Goi tin JSOMN

String Encode

Giri qua
Websocket
JSOMN String JSOMN String

Decode Json string

Gioi tin JSON ban dau

HKir Iy téc v tuong ong

Output

2.3. Céc yéu ciu khac

2.3.1. Yéu ciu vé dich vu ldp dit, chay thir, hwéng din sir dung:

- Nha thu tién hanh chay thir 6n dinh, dam bao chét lrgng méi ban giao cho
Chu dau tu.

- Nha thau hudng dan cho can bd van hanh cua chu dau tu thanh thuc
moi thao tac.

2.3.2. Yéu cau vé cac phat sinh khic trong qua trinh khai thac, sir dung
dich vu

- Trong thoi gian cung cap dich vu (08 thang), nha cung cip dich vu phai
dam bao cung cap cac dich vu sau:
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+ Pam bao ning cap h¢ théng (bao goém ca stra ddi, bd sung, nang cap chirc
ning) khi c6 nhimg thay d6i vé quan 1y thong tin va thay doi vé mat phéap Iy (Nghi
dinh, Thong tw, Quy trinh, Quy dinh...) lién quan t6i nghiép vu quan Iy thong tin
ngudn va cic yéu cau dam bao an toan, an ninh thong tin. Viéc nang cap hé thong
khong lam phat sinh thém kinh phi thué dich vu CNTT.

+ DPam bao hé théng van hanh hoat dong 6n dinh 24/7 (khong bao gém 16i lién
quan dén ha tang); Thuc hién ho trg k¥ thuat 24/7.

+ Pao tao, dao tao lai theo nhu cau cta cha tri thué dich vu ma khong phat
sinh thém chi phi.

+ Pam bao an toan thong tin cho hé thong phan mém 24/24.

+ Pam bao vé ban quyén phan mém khong bj tranh chap.

+ Pam béao c6 day du thong tin vé tong dai hd tro k§ thuat va doi tmg ctru su
c6 khi can thiét.

+ Giam sat két ndi toi hé thong khac. Pam bao dap ung trién khai két ndi cac
co s& dir li¢u cua cac S¢, Ban, Nganh, va cac phuong, xa thudc tinh theo yéu cau cia
chu tri thué dich vu ma khong phat sinh bat ky chi phi nao.

Ngoai nhiing yéu cau trén, nha cung cip dich vu ¢o trach nhiém bd tri d
nguodn lyc dé xur Iy cac phat sinh trong qua trinh khai thac, str dung dich vu nhu sau:

+ Theo doi tai hoat dong cac thiét bi, ung dung, c6 bi¢n phép t6i wu, nang cép
khi can thiét &€ dam bao hi€éu nang h¢ thong, luén dap ing cho nguoi dung.

+ Theo ddi hoat ddng An toan thdng tin, chdng tin cong, tic dong thay doi dit liéu.

+ Phan tich cac 161, yéu cau bd sung/nang cap tinh ning trong qua trinh hd tro

van hanh phan mém nhan dugc tir cac nhom hd tro ng dung dé xuét phuong 4n va
thyc hién bd sung cac chitc nang phan mém theo yéu cau ciia UBND Thanh phé.

+ Thyc hién stra 16i, dua ra cac ban va nham khic phuc céc 16i theo phuong
an dugc thong nhat.

+ Kiém tra hoat déng cac chirc ning cta phin mém sau khi cap nhat ban va
161, cap nhat cac ban va hé di€u hanh, co so dir li¢u.

+ Phdi hop kiém tra danh gia ATTT dinh ky, dot suat theo quy dinh;

+ Nha cung cép dich vu c6 cam két bao dam an toan, bao mat va tinh riéng tu
ve thong tin, dit liu cia co quan nha nudc; tuan thu quy dinh cua phéap luét veé an toan,
an ninh thong tin, co yéu va Phép 1€nh bao v€ bi mat nha nudc.

3. Ban vé: Khong cé
4. Kiém tra va thir nghiém
- C4c san pham, hang hoa ban giao s& duoc kiém tra cac thong so theo yéu cau
ky thuat tai Chuong V ctia E-HSMT. Viéc ban giao dugc hoan tat khi cac hang hoa
ding thong s6 ky thuat, dong thoi cac thiét bi co tai liéu day du dé chiing minh
nguodn goc va xuat xu.
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- Viéc kiém tra, thir nghiém dugc thuc hién tur khi hang hoa dugc ban giao
va lap dat hoan chinh tai noi st dung, Chii dau tu khong phai chiu bat ky khoan
phu phi ndo néu hang hoa bi hong 18i ciia nha san xuat. Néu hang hoa khong dat
yéu cau qua kiém tra, thir nghiém thi chu dau tu c6 quyén tir chdi va nha thdu phai
c6 trach nhiém thay thé bang hang hoa khac hodc tién hanh nhitng diéu chinh dé
dap Gmg dung yéu cau.



