PHU LUC 01
Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT
1. Gié6i thiéu chung vé géi thiu
- Tén goi thau: Thué trién khai cai dat tich hop, quan tri, van hanh hé théng dinh danh
dién tir dung chung trén dia ban Thanh ph6 H6 Chi Minh.

- Gia g6i thau: 4.208.589.616 dong.
- Ngudn vén: Ngudn kinh phi nhiém vy khong thudng xuyén.
- Thoi gian to chirc lua chon nha thau: 60 ngay.
- Thoi gian bat dau t6 chic Iya chon nha thau: Quy 11/2026.
- Hinh thirc lya chon nha thau: Pau thiu rong rai trong nudc, qua mang.
- Phuong thuc lya chon nha thau: Mot giai doan mot ti hd so.
- Loai hop dong: Tron goi.
- Thoi gian thyuc hién goi thau: 1155 ngay.
- Tuy chon mua thém: Khong &p dung.
- Dia diém va co quan, don vi str dung dich vu cong ngh¢ thong tin
+ Uy ban nhan dan Thanh phd Ho Chi Minh (TP.HCM).
+ Uy ban nhan dan cac don vi hanh chinh cép xa truc thuoc TP.HCM

+ Céc S0, Ban, Nganh thudc pham vi quan ly cua TP.HCM.
- Quy mo, pham vi thué dich vu:

Stt | Danh muc céng viéc Khoi lwong | Pon vi tinh
1 | Thu@ dich vu chwa cé sin trén thi truong
Thué di(ih V‘L_l Hé th(‘)‘ng dinP dimh fiiér.l tor dung 36 Théng
chung trén dia ban Thanh ph6é H6 Chi Minh
2 | Thué dich vu hé tr¢ ngwdi diung, quan tri van hanh
Quan tri, van hanh hé théng 36 Thang
3 | Noi dung khac lién quan dén cung cip dich vu
Trién khai cai dat tich hop 1 Goi

2. Muc tiéu cong viéc:

Giai quyét bai toan quan 1y va xac thuc danh tinh tai khoan ngudi ding trén nén tang sd.
Pam bao quyén truy cap va sir dung dich vu an toan, bio mat va hiéu qua bang cach cung cap
da dang cac phuong thirc va yéu t6 xac thuc dap tng cac tiéu chuan bao mat.

Hé théng xéc thuc va dinh danh dién tir 13 hé thong tién dé quan trong déng gbp 16n
trong vai trd xay dung nén tang sé6 dem nhiéu tién ich, tién lgi cho ngudi st dung trong céac



hé thdng nén tang s6. Qua do, thiic day qua trinh phat trién va tiép cin cac nén tang s cua
nguoi dung.

Bén canh d6 nén tang xac thuc dinh danh s6 mang lai giai phap hiéu qua vé mit chi phi,
quan 1y ciling nhu ting cuong tinh an toan bao mat cho cac hé thong sé va thong tin ngudi
dung & nhirng khia canh:

Quan 1y danh tinh tap trung: giup giam thiéu vé& mit chi phi xay dung, quan 1y cac ngudn
dit liéu xc thuc. Toan ven vé mat dit liéu, tranh viéc bat dong bo thong tin céc tai khoan trén
cac nén tang hé théng xac thuc khong tap trung.

Hé thdng quan tri, luru théng tin ngudi dung va phan loai ngudi dung theo timg cp do:
cép do 1, cép do 2, cép do 3 (c6 xac thuc VNEID), cho phép canh b4do nguoi dung, cung nhu
quan trj vién vé hién trang thong tin dinh danh cia tirng c4 nhan va tong thé toan bo cac tai
khoan dinh danh ctia nguoi ding trén hé théng

Cung cap kha niang két ndi véi cac hé thdng dung chung ctia Thanh phd (cac hé théng
QLVB, Dich vu cong, 1022...)

Cung cép cac dich vu nén tang xac thuc va uy quyén cho phép nguoi dung chi can ding
nhap mot 1an khi két ndi véi cac hé théng da tich hop voi SSO qua céc giao thirc chuan cia
quéc té nhu OpenlD Connect, Oauth2, SAML, WS — Federation.

Chuan hoa quy trinh xac thyc tai khoan, xdy dung da dang phuong thirc xac thuc dap
ung cac muc dg xac thuc tai khoan theo tuy hé théng. Bén canh dé hd tro co ché xac thuc da
yéu t6 nham ting tinh bao mat.

Pap ung tiéu chuan két ndi, xac thuc dinh danh nguoi véi nén tang VNEID, cho phép
ngudi ding st dung tai khoan VNelD dé xac thuc va truy cdp cac hé thong ctia thanh phd.

3. Yéu cau ky thuat
3.1. Yéu cau tong thé vé thiét ké hé thong

Ngay 25/03/2025, Bo Truong Bo Khoa hoc va Cong nghé ban hanh Quyét dinh sb
292/QD-BKHCN vé Khung kién triic Chinh quyén s Viét Nam, phién ban 4.0,

So d6 khai quat Khung kién trdc Chinh phi sé Viét Nam cung cap bic tranh tong thé
vé cac thanh phan chinh trong Khung kién trdc Chinh pha sé Viét Nam. Pay ciing 1a co s¢
dé xay dung, trién khai Khung kién triic s cap bo va Khung kién tric sb cap tinh cua cac
bo, nganh, dja phuong bao dam ddng bo, hiéu qua, két ndi.
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4——— KhiNén tang tich hop, chia sé di ligu c&p bg, cép tinh d sin sang
«— — — = KhiNén tangtich hop, chia sé di iéu c4p b, cép tinh chua sén sang

>eemeen >0 Kétndi truc tiép theo md hinh phén tan qua DXL Node

Thanh phé H6 Chi Minh da ban hanh quyét dinh sé 5933/QD-UBND ngay 23/12/2024
vé cap nhat Kién tric Chinh quyén dién tir, huéng dén chinh quyén sé cua Thanh phd Ho Chi
Minh, so d6 tong thé Kién trac Chinh quyén dién tir, huéng dén chinh quyén s6 ciia Thanh
phé H6 Chi Minh cuy thé nhu sau:
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Xay dung Kién trac Chinh quyén dién tir, huéng dén chinh quyén sé cia Thanh phé Ho
Chi Minh di x4c dinh qu4 trinh chuyén d6i vé trang thai tng dung CNTT cta bo may chinh
quyén thanh phé tir trang thai hién tai to1 trang thai dich vao nam 2025 tam nhin dén nam
2030, dap tng cac muc tiéu chién luge ctia Thanh phd HO6 Chi Minh vé phat trién do thi théng
minh, déy nhanh qua trinh chuyén ddi sb trong moi linh vuc kinh té, xa hoi va chinh quyén
mot cach hiéu qua. Muc tiéu chinh Kién trac Chinh quyén dién tir 1a dam bao cac ndi dung
dau tu cong nghé va chuyén ddi sb dat dugc ding muc tiéu dé ra, dap ung nhu cau thuc té va
phuc vu tét hon cho cong déin, doanh nghiép, ddng thoi van dap Gmg cac yéu cau va ning cao
hi¢u qua trong cong tac quan ly Nha nudc.

Xay dung Kién triic Chinh quyén dién tir, hudng dén chinh quyén s véi 5 kién tric thanh
phﬁn co ban sau: Kién tric nghiép vy, Kién trac dit liéu, Kién trac ung dung, Kién tric cong
nghé va Kién trac an toan thong tin mang, an ninh mang. Kién trac Chinh quyén dién ti,
huong dén chinh quyén sb sé gilp cac s, ban, nganh, phuong, xa, dac khu va cac co quan
nha nudc khac truc thudc thanh phé hiéu rd vi tri, trach nhiém cuia minh trong vi¢c trng dung
va phat trién cong nghé thong tin, chinh quyén dién tir, chinh quyén sé mot cach toan dién va

dong bo.




Nhom dich vu xac thyc, cAp quyén nguoi dung tap trung (SSO): Dich vu xac thyc, cip
quyén theo co ché dang nhap mot 1an dbi voi nguoi dung 1 cong dan, doanh nghiép, t6 chic
khi st dung cac dich vu do Thanh phd cung cap; Dich vu xé4c thuc, cap quyén theo co ché
dang nhap mot lan ddi voi ngudi dung 1 can bo, cong chire, vién chirc, ngudi lao dong cua
cac co quan thudc, tryc thudc thanh phd khi sir dung cac tng dung trong ndi bo, phuc vu xtr
1y nghiép vy, cong tac quan 1y, chi dao diéu hanh. Viéc trién khai hé thong xac thuc, dinh
danh dién tir dap ung khung Kién trac chinh quyén dién tir, huéng dén chinh quyén sb cua
Thanh phé.

3.2. Phwong 4n, cach thire, diéu kién cung cap dich vu
3.2.1. Giai phap cung cap dich vu
3.2.1.1. Mb hinh kién trac phan mém
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3.2.1.2. M0 hinh tong thé &ng dung
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3.2.1.3.  M® hinh trién khai
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M@ hinh vat ly trién khai hé théng xac thuc tdp trung
Céu hinh dé xuit cung cép dich vu:
Nim thir 1: Yéu cau hé thng dap ung tdi thiéu 70.000 nguoi ding va ti 1é ngudi dung
st dung dong thoi 5% tuong tng 3.500 ngudi dung dong thoi:

TT May cha vCPU RAM Storage
1 App 1 48 96 300
2 | App2 48 96 300
3 |App3 48 96 300
4 | App4 48 96 300
5 DB1 96 192 1500
6 DB2 96 192 1500
7 May chu ghi log va giam sat 16 32 200
8 App Stagging 8 16 300
9 DB Stagging 8 16 300




binh ky hang quy don vi quan ly sé ra soat, danh gia kha nang dap ung tai va hiéu qua st
dung tai nguyén cua hé théng dé tir d6 mé rong, téi wu quy mé hé théng cho phi hop nhu cau
tung giai doan.

3.2.2. Giai phap k¥ thuat, cong nghé
- Nén tang kién trdc: md hinh ba 16p 1am co s kién trac dé xay dung hé thdng
- Nén tang phat trién front-end: React js, angular hoic twong duong
- Nén tang phat trién back-end: Java hoic tuong duong (Pam bao dong b, tuong

thich véi cac hé thong caa Thanh phd)
- Hé quan tri CSDL: Oracle hoic twong duong (Pam bao dong bo, twong thich véi
cac hé théng cua Thanh phd)

3.2.3. Giai phap bao dam tinh két néi, lién thong, chia sé dir liéu véi cac hé thong

ha ting k§y thuit, phin mém, co sé dir liéu lién quan

- Hé thdng phan mém xéc thuc dinh danh tép trung ctia Thanh phd c6 kha ning tich
hop Vi tat ca cac hé thong thong tin di va dang trién khai cia Thanh phd. Yéu cau
vé mit két nbi dap ung du diéu kién két ndi theo tiéu chuan OIDC/OAuth2, SAML2,
Passive STS, OpenID Connect. Hé thong c6 tuong tac véi cac hé thong bén ngoai cu
thé nhu sau:

- Nguén xac thuc: Tich hop véi cac ngudn xéc thuc nhu hé théng mail noi bo (AD,
LDAP) ctia Thanh phd hozc dong bo nguon xac thyc tir cac hé thong géc cua cac don
vi/ hé théng lién quan.

- Nguén xac minh: Cac hé thong xac minh ngudn dit liéu tai khoan ma nguoi dung tu
dang ky nhu:

+ CSDL dan cu xac minh thong tin cac tai khoan céng dan qua CCCD
+ Ban co yéu xac minh théng tin cac tai khoan t6 chac qua chung thu
+ Céac nha cung cap ching thu (CA)

- Hé thong tich hgp SSO: Céc hé thdng tich hop SSO st dung tai khoan xéc thyc trén
nén tang web hoac mobile. Hé théng xéc thuc dinh danh can cung cap cac chuan SSO
phd bién nhu: OIDC/OAuth2, SAML2, CAS, Passive STS, OpenlD Connect.

- Nha cung cap dinh danh khac: nang luc ki thuat da trién khai thanh cong hé thong
xéc thuc dinh danh quy md cap Tinh, két nbi duoc véi VnelD.

- Heé théng thiét bi x4c thwc: Bao gdbm cac thiét bi hd tro cho cac phuong thuc xac
thuc opt cho sms, mail, OTP. Céc thiét bj ky s6 nhu sim pki, usb ky sé.

- Nha cung cap thugc tinh: Céac nha cung cip thudc tinh lién két dé cung cap théng
tin m& rong cho tai khoan xac thuc dinh danh (vi du nhu hé théng QL CCVC).

3.2.4. Danh muc quy chudn, tiéu chuan k¥ thuat dwec ap dung
TCVN 11930:2017: Tiéu chuan qudc gia vé Cong nghé thong tin - Cac k¥ thuat an

toan - Y&u cau co ban vé an toan hé théng thang tin theo cap do;

Danh muc tiéu chuan va quy chuan ap dung theo Thong tu sé 39/2017/TT-BTTTT
ngay 15/12/2017 cua Bo Théng tin va Truyén thdng vé viéc ban hanh Danh muyc tiéu
chuan ky thuat vé& tng dung céng nghé thong tin trong co quan Nha nuéc.



o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
1 [Tiéu chuan vé két ndi
. ‘ HTTP VL1 Hypf-:-rtext Transfer Protocol |Bat budc ap
Truyén  siéu version 1.1 dung
van ban £ .
HTTP v2.0 Hypf-:-rtext Transfer Protocol I,<huyen nghi
version 2.0 ap dung
FTP File Transfer Protocol Bat buoc ap
dung mot
HTTP V1.1 Hypfertext Transfer Protocol hoic ca hai
2 version 1.1 tiéu chuan
Truyen tep tin Hypertext Transfer Protocol |Khuyén nghi
HTTP v2.0 . .
version 2.0 ap dung
WebDAV Web-bgsed D_|str_|buted I,<huyen nghi
Authoring and Versioning ap dung
‘ RTSP Real-time Streaming Protocol Ifhsyen nghi
5 | Truyén, phat ap dung
ludng am . Khuyén nghi
thanh/  hinh RTP Real-time Transport Protocol 4p dung
anh X .
RTCP Real-time Control Protocol I/(huyen nghi
ap dung
4 Truy cap va Open Data Protocol version| Khuyén nghi
.~ 1. |ODatav4 .
chia sé dix ligu 4.0 ap dung
5 N Simple Mail Transfer| _ . o
;ryr?/f? thu SMTP/ MIME Protocol/Multipurpose E’a:] buge ap
e Internet Mail Extensions ung
POP3 Post Office Protocol version 3|Bat budc &p
6 | Cung cap dich dung ca hai
vu truy cap Internet  Message  Access | tiéU chuan
hop thu dién tir| IMAP 4revi Protocol version 4 revision 1 [d0i Vvoi méy
chu
! Truy céap thu Lightweight Directory |Bat budc ap
LDAP v3 :
muc Access Protocol version 3 dung
| Dich wu ten Bat buoc &
: 4 DNS Domain Name System ¢ ap

mién

dung




o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
d Giao van mang Transmission Control |Bat budc ap
1 e s TCP
co ket noi Protocol dung
10
Glilo Varl maArTg UDP User Datagram Protocol Bat butc ap
khong két noi dung
IPv4 Internet Protocol version 4 (I?srt]gbuoc P
11 Ee—
Lien  mang Bat bu?? ap
LAN/WAN _ dung doi v6i
IPv6 Internet Protocol version 6 | cdac thiét bi co
két noi
Internet
Institute of Electrical and Bt busc 4
12 IEEE 802.11g Electronics Engineers dung g
Mang cuc bo Standard (IEEE) 802.11g |0
khong day Institute of Electrical and . .
. i Khuyen nghi
IEEE 802.11n Electronics Engineers 40 dun
Standard (IEEE) 802.11n b aung
13 | Truy cap
Internet  Vvai Wireless Application|Bit buoc ap
thiét bi khong WAP v2.0 Protocol version 2.0 dung
day
SOAP V1.2 Simple O_bject Access
Protocol version 1.2
14 : —— | Bat buoc ap
Dich vu Web|WSDL V2.0 \Ii\;?\b uaS(Zr\\;;criisonllz)eoscrlptlon dung mét, hai
dang SOAP guag ' hoac ca ba
Universal Description, | tiéu chuan
UDDI v3 Discovery and Integration
version 3
15
Dich vu Web |RESTful web | Representational state | Khuyén nghi
dang RESTful |service transfer ap dung

10




o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
Web  Services  Business Khuvén nahi
WS BPEL v2.0 Process Execution Language 4 d?l/n g
Version 2.0 P aung
WS- Simple Simple SOAP  Binding|Khuyén nghi
SOAP Binding Profile Version 1.0 ap dun
Profile Version 1.0 ' P aung
WS- Federation|Web  Services Federation | Khuyén nghi
v1.2 Language Version 1.2 ap dung
WS- Addressing Web Services Addressing 1.0 l/(huyen nghi
16 v1.0 ap dung
Dich vu dic ta|WS-Coordination |Web Services Coordination|Khuyén nghi
Web Version 1.2 Version 1.2 ap dung
WS-Policy v1.2 Web_ Services Coordination l/(huyen nghi
Version 1.2 ap dung
OASIS Web
Services Business|Web  Services  Business|Khuyén nghi
Activity  Version | Activity Version 1.2 ap dung
1.2
WS- Discovery|Web  Services  Dynamic|Khuyén nghi
Version 1.1 Discovery Version 1.1 ap dung
WS- MetadataExc |Web  Services  Metadata | Khuyén nghi
hange Exchange ap dung
17 INTP3 Netv_vork Time  Protocol |B4t buoc ap
Dich vu ddng version 3 dung  mot
bo thoi gian Network ~Time  Protocol|trong hai tiéu
NTPv4 : hua
version 4 chuan
2 | Tiéu chuan vé tich hop dit liéu
XML v1.0 (5th|Extensible Markup Language B4t buoc ap
1| Ngon ngi dinh | Edition) version 1.0 (5th Edition)  |dung  mot
dang vanban | XML v1.1 (2nd|Extensible Markup Language |{rong hai tiéu
Edition) version 1.1 chuan
Ngon ngir dinh . i
2| dang van bin|1SOITS Electionic - BUSINESS| g 150 4
cho giao dich|15000:2014 Pl dung

dién tuor

Language (ebXML)

11




o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
3 Dmhn‘(’;hla Al ML Schema . Bat buoc ap
lugc do trong Vi1 XML Schema version 1.1 dun
tai lisu XML |~ ung
4 Bién d6i dir Extensible Stylesheet Bat budc ap
ligu XSk Language dung ~ phien
' guad ban méi nhét.
> Mo hinh hoa Unified Modeling Language|Khuyén nghi
2. UML v2.5 : .
doi tuong version 2.5 ap dung
Resource Description | Khuyén nghi
6 |RDF .
MO ti  tai Framework ap dung
nguyén dir liu & ;
OWL Web Ontology Language I,<huyen nghi
ap dung
7 R I 8-bit Universal Character Set| _, A 2
i dien Boyre.g (UES)/Unicode pat buoe &p
g Transformation Format ung
8 | Khuén thuc 2 A 2
trao ddi théng |GML v3.3 Geography : Markup | Bat budc ap
e s Language version 3.3 dung
tin dia ly
R . OpenGIS Web Map Service|Bit budc ap
9 | Truy cap va WMSv1.3.0 version 1.3.0 dung
cap nhat cac 3 ) p .
thang tin dia Iy | \WES v1.1.0 Web Feature Service version|Bat buoc ap
1.1.0 dung
10 .
Trao doi dir x :
licu dic ta tai| XMIv2.4.2 \)/(el\r/éli_onl\ge:azdata Interchange élKhsyﬁn nghi
lisu XML - P dung
1 1ss ding K
S d&g “éz ISO/IEC Sé dang ky siéu dir lieu|Khuyén nghi
(MDR) "7111179:2015 (Metadata registries - MDR) |éap dung
12 A A ,
ggu p(;lgn "gj ISO 15836-[Bo phan tir siéu dir lieu|Khuyén nghi
. 0 H z *
Dublin Core 1:2017 Dublin Core ap dung(*)

12


https://docs.google.com/document/d/1qSKRYAA-IrTNArlM55Ihk-b2J_f1vzLP/edit#heading=h.37wcjv5

o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
binh dang trao
13 PO
doi dir liéu mod Khuvén nahi
ta ddi twong|JSON RFC 7159 |JavaScript Object Notation |, y g
. , ap dung
dang kich ban
JavaScript
14 Ngon ngir mo
hinh quy trinh| BPMN 2.0 Busm.ess Proc;ess Model and I,<huyen nghi
. Notation version 2.0 ap dung
nghiép vu
3 | Tiéu chuan vé truy cap théng tin
HTML v4.01 Hyp_ertext Markup Language |Bat budc, ap
version 4.01 dung
1 2 .. W3C Web Content z )
((j:::ar\]Neb fol WCAG 2.0 Accessibility Guidelines :hgzﬁn nghi
g (WCAG) 2.0 P aung
HTML 5 Hypfertext Markup Language I,<huyen nghi
version 5 ap dung
2 | Chuan noi . . o
dung Web ma| XHTML v1.1 Extensible Hyr_)ertext Markup |Bat budc ap
. Language version 1.1 dung
rong
CSS? CLJascadlngL Sltyzle Sheets ’
; anguage Leve Bét buoc 4p
Giao dién Cascading  Style  Sheets|dung mot
s CSS3 A
nguoi dung Language Level 3 trong ba tiéu
Extensible Stylesheet chuan
XSL :
Language version
binh dang Plain Text (.txt):| . A
(.txt) Danh cho céc tai liéu co ban Bat buoc ap
N LA dung
khong c0 cau truc
4 binh dang Rich Text (.rtf)
Vian ban (rtf) V1.8, v1.9.1 phlen, baer 18 ,1.9.21: Danxh_ Bat buoc ap
cho céc tai liéu c6 theé trao doi|dung

giita cac nén khéc nhau

(.docx)

binh dang van ban Word mo

rong cua Microsoft (.docx)

Khuyén nghi

ap dung

13



o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
binh dang Portable
(.pdf) v1.4, v1.5,|Document (.pdf) phién ban
v1.6, v1.7 1.,4, 15 1.6, 1.7: Danh cho Bit buoc ap
cac tai liéu chi doc dung mét, hai
(.doc) binh dang van ban Word cua|hoac ca ba
' Microsoft (.doc) tiéu chuan
binh dang Open Document
(-odt)v1.2 Text (.odt) phién ban 1.2
binh dang Comma separated
Variable/Delimited  (.csv):| .. A s
X ot . Y~ |Bat budc ap
(.csv) Danh cho cac bang tinh can
Ze oem o, dung
trao doi gitra cac tng dung
khac nhau.
5 o (x1sx) Pinh dang bang tinh Excel |[Khuyén nghi
Bang tinh ' mé rong cta Microsoft (.xIsx) |ap dung
(xIs) Dinh dang bang tinh Excel| , o
' cua Microsoft (.xIs) Bat bugc ap
dung mot
binh dang Open Document|nosc ca hai
(.ods) v1.2 Spreadsheet (.ods) phién ban tiéﬁ chuin
1.2
binh dang Hypertext
Document (.htm): cho cac B4t busc 4
(.htm) trinh bay duoc trao d6i thong dun ¢ ap
qua cac loai trinh duyét khac| g
nhau
(pptx) Pinh dang PowerPoint ma|Khuyén nghi
PP rong cua Microsoft (.pptx)  |&p dung
6 R . binh dang Portable
Trinh dién .
(pdf) Document (.pdf): cho cac
P trinh bay luu dudi dang chi|
doc Bat bugc ap
binh dang PowerPoint (.ppt) du[]g m({t’ hai
(.ppt) L hoac ca ba
cua Microsoft A 2
tiéu chuan
binh dang Open Document
(.odp) v1.2 Presentation (.odp) phién ban

1.2

14




‘i z Ky hiéu A ad  aa o n z  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
JPEG é)rlcr)lltJ (P_hot)ographlc Expert
p- P —|Bét buoc ap
7 7 ‘ GIF v89a Graphlc Interchange (.gif) dupg mot,
Anh dd hoa version 89a hai, ba hoic
TIFF Tag Image File (.tif) ca bon tiéu
Portable Network Graphics|® "
PNG ortable Networ raphics
(-png)
8 | Ann gan voi GEO TIFF Tagged Image File Format for| Bit budc ap
toa do dia ly GIS applications dung
MPEG-1 Moving Picture  Experts l/(huyen nghi
Group-1 ap dung
MPEG-2 Moving Picture  Experts l/(huyen nghi
Group-2 ap dung
o Phim anh, am Moving  Picture  Experts|Khuyén nghi
MPEG-4 .
thanh Group-4 ap dung
MP3 MPEG-1 Audio Layer3 | nuyen nghi
ap dung
AAC Advanced Audio Coding I,<huyen nghi
ap dung
Cac dinh dang cua Microsoft £ .
(-asf), (:wma), Windows Media Player (.asf), I/(huyen nghi
((wmv) ap dung
10 (\wma), (.wmv)
Ludng  phim Cac dinh  dang  Real . .
anh, am thanh | T3 (M) CraM), | A Gio/Real Video (ra), (rmy), | Kuyen nghi
(.rmm) ap dung
(.ram), (.rmm)
. Cic dinh  dang  Apple | Khuyén nghi
(avi), (:mov), (A0 5 icitime (.avi). (mov), (.qt) |4p dung
GIF v89a Graphlc Interchange (.gif) I,<huyen nghi
11 version 89a ap dung
Hoat hoa (swh) binh dang Macromedia Flash I,<huyen nghi
(.swf) ap dung
(.swh) Pinh  dang  Macromedia|Khuyén nghi
' Shockwave (.swf) ap dung

15



STT

Loai tiéu chuan

Ky hiéu
tiéu chuan

Tén day dia caa tiéu chuan

Quy dinh
ap dung

(.avi), (.qt), (.mov)

Cac dinh  dang Apple

Khuyén nghi

Quicktime (.avi),(.qt),(.mov) |ap dung
121 Chuan noi
dung cho thiét WML v2.0 ergless Markup Language|Bat buoc ap
s an version 2.0 dung
bi di dong
13
Bo ky tu va ma American Standard Code for|Bat budc &p
. ASCII :
hoa Information Interchange dung
14 . L s A
Bo ky tw va mé TCVN 6909:2001 “Cong Bt busc 4
héa cho tiéng| TCVN 6909:2001 |nghé thong tin - B ma ky tu| = ™ P
Vit tiéng Viat 16-bit” ung
15 Zip Zip (.zip) Bat buoc ap
Nén dit lieu _ _ dung  mot
.9z V4.3 GNU Zip (.gz) version 43  |hoac ca hai
tiéu chuan
16 Ngon ngir kich
ban phia trfnh ECMA 262 Edcilt\i/l(;br\])Scrlpt version 6 (6th (I?art] budc ap
khach Hng
RSS V1.0 RDF Site Summary version|Bjt buoc ap
17 1.0 dung mot
i 2 Noi i ication |trong hai tiéu
Chia sé¢ noi RSS V2.0 Real_ly Simple Syndication h?
dung Web version 2.0 chuan
ATOM v1.0 ATOM version 1.0 Khuyen nghi
ap dung
ISR 168 Java Specification Requests|Bat budc &p
168 (Portlet Specification)  |dung
18 | Chuin két ndi Java Specification Requests|Khuyén nghi
. 011 JSR286 I .
tng dung cdng 286 (Portlet Specification)  |ap dung
thong tin din Web Services for Remote|Bét budc &p
tur WSRPVLO Portlets version 1.0 dung
WSRP v2.0 Web Services for Remote|Khuyen nghi

Portlets version 2.0

ap dung

16




o . [Ky hiéu o e :  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
4 | Tiéu chuan vé an toan thdng tin
Secure Multi-purpose | _ . A 2
1 . S/IMIME v3.2 Internet  Mail Extensions Sart] buoe ap
An toan thu version 3.2 ung
dién tir Ko o
OpenPGP OpenPGP adyen nght
ap dung
5 ~|SSH V20 Secure Shell version2.0 | Dt buoC &p
An toan tang dung
giao van i 5 Ac A
TLS v1.2 Tran_sport Layer Security |Bat budc ap
version 1.2 dung
HTTPS Hypertext Transfer Protocol |Bat buoc ap
Secure dung
3 N A X .
A:n tgan truyen FTPS File Transfer Protocol Secure I/(huyen nghi
tép tin ap dung
SFTP SSH File Transfer Protocol I,<huyen nghi
ap dung
4| Antoan truyén Simple  Mail  Transfer|Bit budc ap
A SMTPS
thu dién to Protocol Secure dung
Post Office Protocol version 3| g5 5C A
5 | An toan dich|POP3S S Bt bube o
K ecure dung mot
vu truy cap L, .
hoo th hoac ca hai
op thur Internet Message  Access|tiéu chuin
IMAPS
Protocol Secure
0 An toan dich DNSSEC Domain  Name  System|Khuyén nghi
vu DNS Security Extensions ap dung
" | An toan tn Internet Protocol security voi |Bat budc &
9| |psec - IP ESP y voljsat DUt ap
mang IP ESP dung
8 | An toan théng B4t busc 4
tin cho mang|WPA2 Wi-fi Protected Access 2 dung ¢ ap

khong day

17




o . [Ky hiéu o e :  Quy dinh
STT |[Loali tiéu chuan| - 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
Cong nghé thong tin. Ky thuat £ .
TCVN 7816:2007 | mat ma thuat todn mé di ligu| < oYen nghi
ap dung
AES
Triple Data  Encryption |Khuyén nghi
3DES .
Standard ap dung
? | Gidi thuat ma Khuyen nghi
héa ap dung, s
RSA Cryptography Standard |dung lwoc do
PRCS#L V2.2 - version 2.2 RSAES-
OAEP dé ma
hoa
- Khuyén nghi
ECC Elliptic Curve Cryptography 4 dung
Bit buoc ap
dung, s
0 PKCS#1 V22 | ROA Cryptography Standard |y e g
Glléll/\thuat chtr - version 2.2 RSASSA-
Ky s6 PSS dé ky
Elliptic Curve Digital | Khuyén nghi
ECDSA Signature Algorithm ap dung
11
Glal thyat,ba;m SHA-2 Secure Hash Algorithms-2 I/(huyen nghi
cho chir ky so ap dung
Rivest-Shamir-Adleman -
12 RSA-KEM KEM _(Key Encapsulation |Bat budc ap
Giai thuat Mechanism) Key Transport|dung
truyén khoa Algorithm
ECDHE Elliptic Curve Diffie Hellman I,<huyen nghi
Ephemeral ap dung
13 Giai phép xéac
thire nguoi sit| SAML v2.0 Security Asse_rtlon Markup I,<huyen nghi
Language version 2.0 ap dung
dung
An toan trao|XML Encryption . : Al 2
14 di ban tin|Syntax and I)D(rlg/lcléslsiir;]cryptlon Syntax and ?1?; budc ap
XML Processing g ung

18




‘i z Ky hiéu A ad  aa o n z  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
XML Signature |\, Signature Syntax and |Bat budc ap
Syntax and i
i Processing dung
Processing
15 Quan ly khoa
tin XML P ' b aung
16 : , :
Giao thac an Platform for Privacy Khuvén nahi
toan thong tin|P3P v1.1 Preferences Project version|, y gn
L ap dung
ca nhan 1.1
Ha ting khoa cong khai Khuyen nghi
ap dung
C.Lj phapAthong PKCSH7 VLE Cryptograph_lc m(_assgge
diép mat ma (RFC 2315) syntax for file-based signing
cho ky, m& héa and encrypting version 1.5
s bA Cryptographic token
C_u prjap Athon~g PKCS#15v1.1 information syntax version
tin thé mat ma
1.1
CU phép théng | PKCS#8 V1.2 |Private-Key Information
tin khoa riéng | (RFC 5958) Syntax Standard version 1.2
17 Giao dién thé PKCS#11 v2.20 Cryptographic token interface

mat ma

standard version 2.20

CO phéap trao
d6i thong tin
ca nhan

PKCS#12 v1.1

Personal Information
Exchange Syntax version 1.1

Khudn dang
danh sach
chung thu sb
thu hoi

RFC 5280

Certificate Revocation List
Profile

Kh’uon dapg REC 5280 Publ_lc_ Key Infrastructure
ching thu so Certificate

Cu phap yéu|PKCS#10  vl1.7|Certification Request Syntax
cau chung thuc | (RFC 2986) Specification version 1.7
Giao thﬁi(? REC 6960 On-line  Certificate status
trang thai protocol

19



‘i z Ky hiéu A ad  aa o n z  Quy dinh
STT |Loai tiéu chuan| ~ 2 Tén day du caa tiéu chuan |,
tiéu chuan ap dung
chung thu truc
tuyén
Giao thuc gén . .
tem thai gian RFC 3161 Time stamping protocol
Information technology
ISO/EEC 18014 Security techniques - Time
" |stamping services
1:2008
Part 1: Framework
ISO/EEC 18014- Part . Mechani
Dich vu tem|2:2009 at 2 Mlechanisms
thai aian ISO/EEC 18014 producing independent
g " |tokens
3:2009 .
ISO/EEC 18014 Part 3 Mechanisms
" |producing linked tokens
4:2015 . i
Part 4: Traceability of time
sources
18 Web  Services  Security:
An toan cho|WS-Security Y- Khuyén nghi
dichva Web  |v1.1.1 SOAP Message Security 40 dun
SV o Version 1.1.1 P aung
; RFC 7970 Description Exchange Format y g

sy ¢d an toan
mang

version 2 (IODEF)

ap dung

3.2.5. M0 ta yéu cau ky thuat can dap wng cia phan mém ndi bd
3.2.5.1. Quy trinh nghiép vu tin hec hoa

20



3.2.5.1.1. Quy trinh ding Ky tai khoan bang sim ky s6

Quy trinh ding ky tii khodn blng sim ky 35

Co quan nhi nuéc

Hé théng SSO

1. Nhin ding ky t khodn

@ y

h 4

2. Nhjp 35 did thoygi
Sien ky v xic nhin

4, BS sng thing tinvd
xde nhgn ding by

1. W thing hén thi
mdn hinh ding ky bleg
Sien ky 36

> u cho phép Uy thing

TR g 67 o

tin timg thidt bj ky 38
S ding by

3. K} thing tép nhin
v thing bio ding by
khdag thinh cdeg

y

3. Wi thing Ly va hidn

thy thing tin tlr chimg |~
ther 35 ln man Nich

e thing kiém v
tring thi khodn

4. Hidn thy thing bio
43 tdn 1gi 1 khodn,
@Ry hrimg ding nhdp

X

<y 4. W thing ding ky i
Keét thuc khodn thanh cdng vd
& —]  thdng bso cho ngutn
ding Ay hurdmg W
man hioh ding nhip
Cac budc thuc hién trong quy trinh:
, . , . Poi twong
Budc Tén bwoc Mo ta X
str dung
Co quan nha nudc nhan Pang ky \
Chon bang ky | .. d S I g; Y| Co quan nha
.. \ > tai khoan bang Sim ky s0, h¢ thong .
1 tai khoan bang | ., . g AR nudc
.,z hién thi man hinh dang ky bang
sim ky s6 . . X
sim ky sO
. ... | Co quan nha nuéc nhap Sb dién \
Nhiap so dién 1 o mhap S0 G ¢y quan nha
.. , . | thoai (SDT) sim ky va xac nhan, h¢ .
2 thoai sim ky va ) L T nuoe
, . thong g1 yéu cau ky s6 vé thiét bi
xac nhan . .k
: chua Sim ky so
Xéc nhén ky s | Co quan nha nuéc xdc nhan ky sé | Co quan nha
3 tur thiét bi cho phép lay thong tin dang ky tai | nudc
khoan.
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Buworc

Tén budce

Mo ta

Poi twong

st dung

Truong hop huy xac nhan, hé
thong hily dang ky va hién thi
théng bao

Truong hop xdc nhan cho phép
dang ky, hé thong ldy va hién thi
thong tin ching thu 1€én man hinh

B6 sung théng
tin va xac nhan
hoan thanh dang
ky

Co quan nha nudc bo sung thong
tin (néu cd) va xac nhin hoan
thanh dang ky, hé thong kiém tra
trung tai khoan?

Truong hop trung tai khoéan trén hé
thdng, hé thong hién thi thong bao
va goi y dang nhap

Truong hop khong trung tai khoan,
hé thong diang ky tai khoan va
thong bao cho ngudi dung, diéu
huéng vé man hinh dang nhap

Co quan nha
nudc

22



3.2.5.1.2. Quy trinh ding Ky tai khoan bang USB ky sé

Quy rish Sleg 1y tii ihoda dlag USB Ly

{
i

Co quan nhi mee

Hj téeg SSO

) 1. \oin Dl
(ﬂxm)—- l)"t:mi‘

| Bi déqg hincti

mie bieh Gleg ky
sqmm?
|

2 s Dieg by
MagUSB by

2 kg iy
s o phip iy

Géeg te 2 s
£y 90 84 g by

3. Hi ey thy
it dieg o

 +

degty e
Sieh cieg

484 g biegtis
¥ 1K this Sieg

|3bﬂ§téqliy\i
& hieg ta it

Iy

rng &2 0 lia
e bed

| 4 Hibe 4 ddeg b i e ni
31 Khois, ity bateg Sieg ahip

LB by gy
it o
baong  min bk
Sieg ehip
- Céc budc thyc hién trong quy trinh
) . ) . Doi twong
Budc Tén budc Mo ta X
str dung
1 Chon Ping ky tai | Co quan nha nudc nhin Pang ky tai | Co  quan nha
khoan bang USB | khoan bang USB ky sb, hé thong | nudc
ky s6 hién thi man hinh ding ky bang
USB ky s6
2 Xéc nhan dang ky | Co quan nha nudc xac nhan dang ky | Co quan nha
bang USB ky s6 | bang USB ky sd, hé théng gui yéu | nude
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Bworc

Tén budce

Mo ta

Poi twong

st dung

cau ky s6 vé thiét bj chtra chig thu
50

Xéc nhan ky s tur
thiét bi

Co quan nha nuéc xac nhin ky sb
cho phép lay thong tin ding ky tai
khoan.

- Truong hop huy xac nhan, h¢
thdng hity dang ky va hién thi thong
bao.

- Truong hop xac nhan cho phép
dang ky, hé thong ldy va hién thi
thong tin ching thu 1én man hinh.

Co quan nha
nudc

B6 sung thong tin
va Xac nhin hoan
thanh dang ky

Co quan nha nudc bo sung thong tin
(néu c6) va xac nhan hoan thanh
dang ky, hé thong kiém tra tring tai
khoan.

- Truong hop trung tai khoan trén hé
théng, hé thong hién thi thong bao
va goi y dang nhap.

- Truong hgp khong trung tai khoan,
hé thong dang ky tai khoan va thong
bao cho ngudi ding, diéu huéng vé
man hinh dang nhap.

Co quan nha
nudc
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3.2.5.1.3. Quy trinh diing nhip bing tai khoan, mat khau va email OTP

Quy trinh ding nhip bing Tai khodn, Mit khau va Mail OTP
cove Hé thing SSO
'
khoén, mat khauva béo tai khoin mat
x& nhin Ding nhip khiu khong ding
1.1.HT gis m3OTP
ve Emal dingky mic
&oh nhin OTP
) COVC  Nhipmi
OTP
2.1. Chon phirong thire; 2.1. Diang nhdp thanh
nhin OTP khic cing
‘ Két thic }-
- Cac budc thuc hién trong quy trinh
i . i o Péi tuong
Budc Tén buoc Mo ta X
str dung
1 CCVC nhap tai |- CCVC nhap tai khoan CcvC

khoan, mat khau | . Bugc 1.1: Hé thdng kiém tra tai
va xac nhan dang | khoan, mat khau hop 18

nhap + Truong hop khong dung -> hé

thong hién thi théng béo tai khoan,
mat khau khong dung

+ Truong hop thong tin diing va hop
1¢ -> hé thong giri ma OTP vé Email
dang ky mac dinh nhan OTP




Bworc

Tén budce

Mo ta

Poi twong

st dung

CCVC nhip ma
OTP

CCVC nhap OTP

Budce 2.1:

- Truong hop CCVC gtri lai ma OTP
dang nhap -> Hé théng hién thi cho
phép chon lai phuong thic nhéan
OTP va gtri OTP vé phuong thirc da
chon.

- Truong hop hop 1€, khong guri lai
OTP ding nhip, hé thdng kiém tra
va thong bao dang nhip thanh cong

CCcvC
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3.2.5.1.4. Quy trinh ldy lai mat khau khi quén mat khau

Quy trinh1iy la mat khiu khi Quén mitkhiu

cove

Hé théng SSO

— 1. Nhdp i
Khiodn vi 3éc
nhin

l.l.mgnhdnrg
bdo s6 tai khodn

Elkhong ton tai trénhd] |
thong
A HI gnm
- OTP vé Email &&n
2 N
2. Nhip OTP ky mie dinhnhs
oTP
2. Chon phirong
Cé thic nhin OTP
2.1. Hiénthi man
hinh Ditm i khau|
ma
khong
3. Thyc hién nhip 3. D& m i khiu
mat khau ma thinhcong

( Két thix ,\:

- Céc budc thyc hién trong quy trinh

Doi twong

Budce Tén budc Mo ta .
str dung
CCVC nhap tai khoan va xac nhan.
A s .| Budc 1.1: Hé théng kiém tra ton tai
g |Nhp i khoan | oan ceve

va Xac nhan

Truong hop khong ton tai -> hién thi
théng bao cho CCVC
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Bworc

Tén budce

Mo ta

Poi twong

st dung

Truong hop ton tai tai khoan-> Hé
thong (HT) giri ma OTP vé Email
dang ky mac dinh nhan OTP

Nhap OTP

CCVC nhap OTP va xé&c nhan. H¢
thong kiém tra ma OTP ding.

Budc 2.1:

- Truong hop CCVC gtri lai ma OTP
dang nhap -> Hé théng hién thi cho
phép chon lai phuong thic nhéan
OTP va gtri OTP vé phuong thirc da
chon.

- Truong hop dang va hop 1€ ma
OTP -> H¢ thng hién thi man hinh
nhap mat khau méi

CCVC

Thuc hién nhap
mat khau méi

CCVC nhap mat khau méi va xac
nhan, hé thong kiém tra:

- Truong hop mat khau khong hop
1¢ -> Hé thong hién thi théng bao va
yéu cau nhap lai

- Trudng hop mat khau hop 18 -> Hé
thong d6i mat khau thanh cong

CCVC
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3.2.5.1.5. Quy trinh diing nhép tai khoan bing sim ky sb

Quy trinh ding ship tii khodn bing Sim ky 6

Céng din/ Co quan nha mroc Hé théng SSO
.= 1. Nhin Ding 1. bé théng hién tj
Bitdiu nhjp bing Sim min hinh ding nhip
ky % ting Sim kv s6
J

2. Nhip $ 1. Hg thong gin yéu

k\:;:acn!:: = cau xic nhin ve thiet

- bj chia Simky

3. Hé théng tiép
nhin va thdng bio
ding nhip khong

thanh cdng

3. Hé théng ding
ahip khong thinh
odng v hién thy
thong bo

3. Hé théng ding
nhip thinh céng
- Céc budc thyc hién trong quy trinh
) . ) . Poi twgng
Budc Tén bwoc Mo ta )
str dung
1 Chon Ping nhap | Cong dan/ Co quan nha nudc nhan | Céng dan/ Co
tai khoan bang |Dang nhap tai khoan bang Sim Ky | quan nha nudc
Sim ky s6 50, hé thong hién thi man hinh dang
nhap bang sim ky s6
2 Nhap s6 dién |Cong dan/ Co quan nha nudc nhap | Coéng dan/ Co
thoai sim ky va | Sé dién thoai (SPT) sim ky va x4c | quan nha nuéc
xac nhan nhan, hé thong giri yéu cau ky sd vé
thiét bi chua Sim ky s
3 Xéc nhan ky s6 tir | Cong dan/ Co quan nha nudc xac | Cong dan/ Co

thiét bi nhan ky s6 cho phép dang nhap? quan nha nudc
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Bworc

Tén budce

Mo ta

Poi twong

st dung

- Truong hop hdy xac nhén, hé
théng hiy ding nhap va hién thi
théng bao

- Truong hgp xac nhan cho phép
dang nhap, hé¢ théng kiém tra ton tai
tai khoan

+ Trudng hop chua ton tai tai khoan
-> dang nhép that bai, hé thong hién
thi thong bao va goi y dang ky

+ Truong hop da ton tai tai khoan -
> hé thong dang nhap thanh cong

3.2.5.1.6. Quy trinh ding nhap tai khoan bang USB ky s6

Quy trinh ding nhip ti khodn bing USB ky 6

Céng gin / Co quan nha mxic

Hé théng SSO

O

1.hé théng hénthy
kv $0 bing USBky 6

1. H¢ théng gif yéu
g/~ ju xicnhin vé thiét
b chia USB ki’ s6

3. H théeg ding

shap kb ek

cdag va hienth
théng bdo

3, Hé théng ding
thip thinh cag

Cac budc thuc hién trong quy trinh
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Poi twong

Budc Tén budc Mo ta .
str dung
1 Chon Ping nhép | Céng dan/ Co quan nha nudc nhan
tai khoan bang | Dang nhap tai khoan bang USB ky | Coéng dan/ Co
USB ky s6 50, hé thong hién thi man hinh dang | quan nha nudc
nhap bang USB ky s6
2 Thuc hién diang | Cong dan / Co quan nha nudc nhin
nhap bang USB | “Ding nhip” USB ky sb, hé théng | Cong dan/ Co
ky s6 giri yéu cau xac nhan vé thiét bi ky | quan nha nuéc
50
3 Xéac nhan ky sb | Cong dan/ Co quan nha nudc xac

tir thiét bi

nhan ky s6 cho phép ding nhap.

- Truong hgp huy xéc nhan, hé
thong huy dang nhap va hién thi
théng béo

- Truong hop xac nhén cho phép
dang nhap, hé théng kiém tra ton
tai tai khoan

+ Truong hop chua ton tai tai
khoan -> dang nhap that bai, hé
thng hién thi thong béo va goi y
dang ky

+ Truong hop da ton tai tai khoan -
> hé thong dang nhap thanh cong

Cong dan/ Co
quan nha nudc
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3.2.5.2. Phan tich va yéu cau cc chire ning ciia phan mém
3.2.5.2.1. So dd chirc ning phin mém
- So d nhdm chire nang Quan Iy &ng dung tin cay:

Quiin ly img dyng
tin edy

Nhém chire ning
__[Quién 1y @ng dung
tin cdy

Quén Iy ing dung
$S0 theo chudn
g SAML2

Quan Iy tng dung
$S0 theo chudn
g [©hle

Quin Iy ing dung
S5O theo chudn
™ OAulh2

Quin 1y (ng dung
S50 theo chudn
—®  WS-Federation

Quan 1§ nha cung
ciip danh tinh xdc

qua APT

Quén 1y thdng tin

tinh

Quan 1y nha cung

T

—1 Quan Iy lién kit —

Ciiu hinh gino di¢n
diing nhip

thue bing dich vu Bl

Céu hinh giao di¢n

dang nhap bang mat
k hé théng
theo to chic/mg dung
tin ¢y

t»{ nha cung clp danh -

Céu hinh giao dién
daing nhp bing SMS

OTP cia hé théng theo)

to chire/ng dung tin
el

cip danh tinh Bl

Céu hinh giao dién
dang nhap bang Limail
IOTP cia hé rht'}ng, theo|

th chiteAmg dung tin
ciy

Céu hinh giao dién
ding nhip bing TOTP
cua hé thang theo to

chire/img dung tin ¢y

|

Quin 1y mhu SMS

Bio mit dang
— nhip (l.ogin
Attempts Security)

Céu hinh khoa tai
khodn (Account

- So d6 Nhom chuc niang Quan tri hé théng

Nhém quan tri hé

thfmg

Céu hinh xac minh
bao mat khi ding

(reCapcha for $80)

4

Quiin I¥ tai khodn
— (Account
Management)

Cau hinh déng nhip
nhiéu thuge tinh
(Multi Attribute

Login)

¥

Céu hinh khéi phye
—»mit khau (Password
Recovery)

Chiu hinh riéng cho
S50 SAML2?

Quin Iy tham sb

Chu hinh SMS

Céu hinh cap nhat
thude tinh

Provider
Quan Iy mapping
thuge tinh Open 1D
Connect
Céu hinh Push
Provider
Quan 1y mapping

thuge tinh SCIM

Quéin Ij phin mém

Quén Iy 5 chire

Chiu hinh riéng cho
ISSO WS-Federation|

C4u hinh trang quan

Quan 1y hanh déng
thue hi¢n trude khi
chp access token

tri

Quan Iy don vi

Quin 1y hanh ddng
thyre hign trude khi
d6i mat khiu
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- So d6 Nhom chice nang Nhém ngwoi ding cudi

Nhom ngwoi
ding cuoi
1
\ | & | A | |
Nhom chire Nhom chire Cac clire ning Aot Nhom elrire nén Nhom chire n
P . o , Théng tin - g | homcwenang | |y e o
—{ ning Diing ky r| ndng Déng sau khi dang oﬁnggdﬁn Bio mit théng ke béo cdo Nhom chire ning API
tai khoan uhp tai khoan nhép
Diing ky ti Ding thip Dashiboard | | [ Quinl thing| | Quanly cipubit Quinlthéng | | APIthém téi khoin
khoan vaxde = bing tai khoan tincoban cia| |51 phong thie xde tinbao ciosb
thige bing 161 b9 CBCCVC thye o lvong ngwotruy | | APl update tai khoan
Enail OTF Doi mét khau o — Théng tin phién cagnm?ugmg
Crmy ° inding nip gﬁaél];sé tél\@;(ljg 7 hoat ding e u | APIxéa ti khoin
- khon va xdc dau ién s ring — J
e bing SMS — ?}Tg imf‘t 1 Bieu do thoug ke | AP tim kiem tai khoan
OTP Quén mét khu K u/tat ca s6 leong thi
| ding nhép hé phién hoat dong thoin theo i APl Fﬁmg nhdp bing mét
Ding k¥ ti hing SSO K khdu i Khodnngi b
ang ky tai g T don vt :
| khoan bang Quari ly t}wr_lg ‘ theo chudn OIDC
Sim ky 56 (Quén mt khau | findong § cia Biéu dd thone ke o fhAr £ (3]
G Trng dung 1eu G0 thiong ke APl tra lai thong tin ta
- =4 tét khoan ndi 80 liong tai K khoan theo chuin OIDC
Ding kj bing bo 1 khoan ding nhdp
USBky b quacic phwong | | [4p[ra i JWT token oia
— {ine ding nhép 1 tar khoan theo chuan
Cung cdp mét oIDC
khau cho tai
khodn tao mdt
dau ky R APItrd lai TWKS cua
S50 theo chuan OIDC
APl trd lai cdu hinh open
4 id cia SSO theo chudn
0IDC
APl tra lai cau hinh
| metadata endpoint cia
S50 theo chuin SAML2
APl trd lai cAu hinh
metadata endpoint cia
¥ P
S50 theo chudn WS
Federation

APl dong bd thong tin két
ndi véi CSDL CBCCVC
cua Thinh pho

N

Cong cy khet tao tai
khoan theo danh séch file
excel (dudr 200 tai khoan/

lén)

Cong cy reset mat khau
tai khoan theo danh sich
file excel (dwéi 200 tai
khoan/lan)

Cong cu khoa tai khoan
theo danh sach file excel
(dwdt 200 tai khoan/lan)
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3.2.5.2.2. M0 ta chirc ning cia phan mém

STT

Chirc nang

M0 ta chirc ning

Quan ly ung dung
tin cay

Nhom chirc ning
Quan ly irng dung
tin cay

Quan ly trng dung
SSO theo chudn
SAML2

Quan trj hé théng (QTHT) Khéi tao tén, Iya chon giao thic,
thong tin giao thire SSO theo chuan SAML2. H¢ thong thuc
hién yéu cau ctia ngudi ding

Quan trj hé théng (QTHT) Khdi tao méi dit liéu tong quan
(thong tin mé ta, url logo, url truy cap, lua chon hién thi trén
dashboard ung dung), thong tin thudc tinh ngudi dung Gmg
dung SSO theo chuan SAML2 (céc thong tin ctia nguoi ding
ma Gng dung tin cay dugc phép khai thac). Hé thong thuc hién
yéu cau ctia nguoi dung

Quan tri hé théng (QTHT) Khéi tao méi thong tin phuong thirc
dang nhdp tng dung SSO theo chuan SAML2 (lya chon cac
phuong thirc dang nhap khac nhau va ludng dang nhap). Hé
thdng thyc hién yéu ciu cia nguoi ding

Quén trj hé théng (QTHT) Khoi tao mdi thong tin cung cip mg
dung SSO theo chuan SAML2 (theo chuan SCIM). Hé thong
thue hién yéu cau cta nguoi dung

Quén trj hé théng (QTHT) Khoi tao mdi thong tin nang cao mg
dung SSO theo chuian SAML2 (c4c lya chon vé nguoi ding
ddng y chia sé thong tin, danh sach IDP xac thuc). Hé thong
thue hién yéu cau cta nguoi dung

Quan tri hé théng (QTHT) Cép nhat thong tin ing dung SSO
theo chuan SAML2. Hé théng thyc hién yéu ciu ciia nguoi
dung

Quan ly rng dung
SSO theo chuan
oIDC

Quan trj hé théng (QTHT) Khéi tao tén, théng tin giao thirc
OIDC. Hé théng thuc hién yéu cAu cua nguoi dung
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Quan trj hé théng (QTHT) Khdi tao méi dit liéu tong quan
(thong tin mo ta, url logo, url truy cap, lya chon hién thi trén
dashboard tng dung), thong tin thudc tinh nguoi dung g
dung SSO theo chuan OIDC (c4c thong tin ciia ngudi ding ma
mg dung tin cay dugc phép khai thac). Hé thong thuc hién yéu
cau cua ngudi ding

Quan trj hé théng (QTHT) Khoi tao mdi thong tin phuong thirc
dang nhap tng dung SSO theo chuin OIDC (lya chon cac
phuong thirc ding nhap khac nhau va ludng ding nhap). Hé
théng thuc hién yéu cau cta nguoi dung

Quan tri hé théng (QTHT) Khéi tao méi cac API, céc vai tro
tuong tmg v6i API cung cép cho tng dung SSO theo chuin
OIDC. H¢ thong thyc hién yéu cau clia ngudi ding

Quan tri hé théng (QTHT) Khoi tao méi thong tin cung cap ting
dung SSO theo chuan OIDC (theo chuan SCIM). Hé thong
thuc hién yéu cau cta ngudi dung

Quan tri hé théng (QTHT) Khoi tao méi thong tin nang cao tng
dung SSO theo chuan OIDC (cic lwa chon vé ngudi dung dong
¥ chia sé thong tin, danh sach IDP xac thuc). Hé thong thuc
hién yéu cau ctia ngudi ding

Quan tri hé théng (QTHT) Céap nhat thong tin rng dung SSO
theo chuan OIDC . Hé thdng thyc hién yéu ciu cia ngudi ding

Quan ly trng dung
SSO theo chuan
OAuth2

Quan trj hé théng (QTHT) Khéi tao tén, thong tin giao thirc
OAuth2. Hé thdng thyc hién yéu cau ciia ngudi ding

Quan tri hé théng (QTHT) Khéi tao méi dir liéu tong quan
(thong tin mo ta, url logo, url truy cip, lwa chon hién thi trén
dashboard ing dung), thong tin thudc tinh ngudi dung tng
dung SSO theo chuan OAuth2 (cac thong tin ctia ngudi ding
ma tng dung tin cdy dugc phép khai thac). Hé théng thyc hién
yéu cau clia nguoi dung

Quan tri hé théng (QTHT) Khéi tao méi thong tin phuong thirc
dang nhap tmg dung SSO theo chuin OAuth2 (lwa chon cac
phuong thirc dang nhap khac nhau va ludng dang nhap). Hé
thdng thyc hién yéu ciu cia nguoi ding

Quan tri hé théng (QTHT) Khoi tao méi thong tin nang cao tng
dung SSO theo chuan OAuth2 (céc lya chon vé ngudi ding
ddng ¥ chia sé thong tin, danh sach IDP xéac thyuc). Hé théng
thue hién yéu cau cta nguoi dung
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Quan trj hé théng (QTHT) Cap nhat thong tin tmg dung SSO
theo chuan OAuth2 . Hé théng thuc hién yéu cau ciia ngudi
dung

Quan 1y ung dung
SSO theo chuin
WS-Federation

Quan tri hé théng (QTHT) Khdi tao tén, thong tin giao thirc
WS-Federation. Hé théng thuc hién yéu cAu cta nguoi dung

Quan trj hé théng (QTHT) Khéi tao méi thong tin phuong thirc
dang nhap tng dung SSO theo chuin WS-Federation (lwa chon
cac phuong thirc dang nhap khac nhau va ludng ding nhap). Hé
théng thuc hién yéu cau cta nguoi dung

Quan tri hé théng (QTHT) Khoi tao méi thong tin cung cap tng
dung SSO theo chuan WS-Federation (theo chuan SCIM). Hé
thong thyc hién yéu cau ciia nguoi ding

Quan tri hé théng (QTHT) Khoi tao méi thong tin nang cao tng
dung SSO theo chuan WS-Federation (cac lvya chon vé nguoi
dung dong ¥ chia sé thong tin, danh sach IDP xéc thuc). Hé
thong thyc hién yéu cau cia nguoi diung

Quan tri hé théng (QTHT) Céap nhat thong tin rng dung SSO
theo chuan WS-Federation . Hé théng thuc hién yéu cAu ciia
nguoi dung

Quan Iy lién két

Quan ly nha cung
cap danh tinh xac
thuc béng dich vu
qua API

Quan tri hé théng (QTHT) Khai tao nha cung cdp danh tinh xéac
thue bang dich vu qua APL Hé thong thyc hién yéu cau cua
nguoi dung

Quan tri hé théng (QTHT) Khai tao thong tin chi tiét nha cung
cap danh tinh xac thyc bang dich vu qua API. Hé thong thuc
hién yéu ciu cta nguoi dung

Quén trj hé théng (QTHT) Cap nhat méi nha cung cp danh
tinh xac thuc béng dich vu qua API. H¢ théng thyuc hién yéu
cau ctia nguoi ding

Quan 1y thong tin
nha cung cap danh
tinh
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Quan trj hé théng (QTHT) Liét ké danh sach nha cung cép danh
tinh: cAu hinh nha cung c4p danh tinh. Hé théng thuc hién yéu
cau ctia ngudi ding

Quan trj hé théng (QTHT) Cap nhat thong tin chung, thong tin
nang cao nha cung cap danh tinh. Hé théng thuc hién yéu cu
cua nguoi dung

Quan tri hé théng (QTHT) cau hinh nha cung cp danh tinh. Hé
thong thuc hién yéu ciu cua nguoi ding

Quan trj hé théng (QTHT) Cap nhat thong tin thudc tinh nha
cung cip danh tinh. Hé thong thyc hién yéu ciu cia ngudi dung

Quén trj hé théng (QTHT) Cap nhat thong tin cac ing dung
duoc két ndi nha cung cép danh tinh. Hé théng thuc hién yéu
cau ctia nguoi ding

Quan trj hé théng (QTHT) Cap nhat thong tin trinh két ndi di
(Outbound provisioning) nha cung cip danh tinh. Hé théng
thuc hién yéu cau cia ngudi ding

Quan tri hé théng (QTHT) Cép nhat thong tin JIT (Just-in-time
Provisioning) nha cung cép danh tinh. Hé thong thyc hién yéu
cau ctia nguoi ding

Quan 1y nha cung
7 % .
cap danh tinh
Quan trj hé théng (QTHT) Tim kiém nha cung cip danh tinh
theo tén. Hé thdng thuc hién yéu ciu ciia nguoi ding
Quan tri hé théng (QTHT) Tim kiém nang cao nha cung cip
danh tinh theo thudc tinh loc. Hé théng thuc hién yéu cau cua
nguoi dung
Quan tri hé thong (QTHT) Tim kiém nang cao nha cung cap
danh tinh theo diéu kién loc. Hé thong thuc hién yéu cau cia
nguoi dung
Quan tri hé théng (QTHT) Tim kiém nang cao nha cung cip
danh tinh theo gia tri bd loc. H¢ théng thyuc hién yéu cau cua
nguoi dung
13 Céu hinh giao dié¢n
' dang nhap
Céu hinh giao dién
dang nhap bang mat
8 | khau cua hé thong

theo t6 chirc/img
dung web tin cay

Quan trj hé théng (QTHT) Cap nhat thong tin chung clia man
hinh dang nhap. Hé thong thyuc hién yéu cau cia nguoi ding
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Quan trj hé théng (QTHT) Thiét ké layout giao dién ding nhap
hé thong. Hé théng thuc hién yéu cau ciia ngudi ding

Quan tri hé théng (QTHT) Cép nhit théng tin nang cao cua
man hinh dang nhap. Hé thong thyc hién yéu cau cua ngudi
dung

Quan trj hé théng (QTHT) Cap nhit thong tin cac nhan hién thi
trén giao dién dang nhap. Hé thong thuc hién yéu cau cia ngudoi
dung

Quan trj hé théng (QTHT) Chon chinh stra giao dién cho toan
bd mot td chie hodc chinh stra giao di¢n cho mot ing dung web
tin cdy cu thé cia man hinh ding nhap. Hé thng thuc hién yéu
cau cua ngudi ding

Céu hinh giao dién
dang nhap bang
SMS OTP cua hé
thdng theo t6
chure/img dung web
tin cay

Quan trj hé théng (QTHT) Cap nhat sira thong tin chung cua
man hinh SMS OTP. H¢ thong thuc hién yéu cau ctia nguoi
dung

Quan trj hé théng (QTHT) Thiét ké layout giao dién SMS OTP
hé thong. H¢ théng thuc hién yéu cau cua nguoi dung

Quan tri hé théng (QTHT) Cép nhat théng tin ndng cao cua
giao dién SMS OTP. Hé thdng thuc hién yéu cau cta nguoi
dung

Quén trj hé théng (QTHT) Cap nhat thong tin cac nhan hién thi
trén giao dién SMS OTP. H¢ thong thuc hién yéu cau ctia nguoi
dung

Quan trj hé théng (QTHT) Chon chinh stra giao dién cho toan
b6 mot td chirc hodc chinh stra giao dién cho mét img dung web
tin cay cu thé cho giao dién SMS OTP. H¢ théng thuc hién yéu
cau ciia nguoi ding

10

Céu hinh giao dién
dang nhap bang
Email OTP cua hé
thdng theo t6
chtc/ting dung web
tin cay

Quan trj hé théng (QTHT) Cap nhat sira thong tin chung cua
man hinh Email OTP. H¢ thdng thyc hién yéu ciu cia nguoi
dung
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Quan trj hé théng (QTHT) Thiét ké layout giao dién Email OTP
hé thong. Hé théng thuc hién yéu cau ciia ngudi ding

Quan trj hé théng (QTHT) Cap nhat thong tin ning cao ciia
giao di¢n Email OTP. H¢ thong thyc hi¢n yéu cau ciia nguoi
dung

Quan trj hé théng (QTHT) Cap nhét thong tin cac nhan hién thi
trén giao dién Email OTP. H¢ théng thyc hién yéu cAu cua
nguoi dung

Quan trj hé théng (QTHT) Chon chinh stra giao dién cho toan
bd mot td chie hodc chinh stra giao di¢n cho mot ing dung web
tin cay cu thé cho giao di¢n Email OTP. H¢ théng thuc hién yéu
cau cua ngudi ding

Céu hinh giao dién

dang nhap bang
11 | TOTP ciia hé thong
theo to chirc/ting
dung web tin cay
Quan trj hé théng (QTHT) Cap nhat thong tin chung ctia man
hinh TOTP. Hé théng thyc hién yéu cau ctia ngudi ding
Quan tri hé théng (QTHT) Thiét ké layout giao dién TOTP h¢
thong. Hé théng thuc hién yéu cau ctia ngudi ding
Quan trj hé théng (QTHT) cap nhat thong tin ning cao cta giao
dién TOTP. H¢ thong thyc hién yéu cau cua nguoi ding
Quan tri hé théng (QTHT) Cép nhat thong tin cac text label
hién thi trén giao dién TOTP. Hé thong thuc hién yéu cau cia
nguoi dung
Quan tri hé théng (QTHT) Chon chinh stra giao dién cho toan
bd mét t6 chirc hodc chinh stra giao dién cho mdt tng dung web
tin cdy cu thé cho giao dién TOTP. H¢ thong thuc hién yéu cau
cua nguoi dung
12 | Quan Iy mau SMS

Quan tri hé théng (QTHT) Hién thi giao dién nhin trudc miu
SMS. Hé théng thuc hién yéu cau cua nguoi dung

Quan tri hé théng (QTHT) Céap nhat n6i dung SMS. H¢ théng
thyc hién yéu cau cua nguoi ding

Quan trj hé théng (QTHT) Tim kiém mau SMS theo danh sach.
Hé théng thuc hién yéu clu cua nguoi dung

Quan tri hé théng (QTHT) Cép nhat mau SMS. Hé thong thuc
hién yéu ciu cta nguoi dung
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Bio mat ding

1.4 | nhap (Login
Attempts Security)
Cau hinh khoa tai
13 | khoan (Account
Lock)
Quan tri hé théng (QTHT) Céu hinh bat hoic tit Khoa tai
khoan nguoi ding & s lan thir that bai t6i da. Hé thong thyc
hién yéu cau cta nguoi dung
Quan tri hé théng (QTHT) C4u hinh S6 lan dang nhap thit bai
tdi da. He théng thuc hién yéu cAu cua nguoi dung
Quan tri hé théng (QTHT) Céu hinh Thoi han khoa tai khoan
ban dau. Hé théng thuc hién yéu cau ctia ngudi dung
Quan trj hé théng (QTHT) Cau hinh Hé s6 ting thoi gian khoa
tai khoan. Hé théng thuc hién yéu cau ctia ngudi ding
Quén trj hé théng (QTHT) Cau hinh Thong béo cho nguoi ding
khi thoi gian khoa tang 1én. Hé thong thuc hién yéu cau cua
nguoi dung
CAu hinh x4c minh
14 bdo mat khi dang
nhap SSO
(reCaptcha for SSO)
Quan tri hé théng (QTHT) Céu hinh bat hoic tit reCaptcha. Hé
thong thuc hién yéu cau ctia nguoi ding
Quan ly tai khoan
1.6 | (Account
Management)
Céu hinh ding nhap
15 nhiéu thugc tinh
(Multi Attribute
Login)
Quan trj hé thong (QTHT) Céu hinh Cho phép ding nhap nhiéu
thudc tinh. Hé théng thuc hién yéu cau cua nguoi dung
Quan tri hé théng (QTHT) C4u hinh Danh sach yéu cau thudc
tinh dugc phép. Hé théng thuc hién yéu cau cta ngudi ding
Quan tri hé théng (QTHT) Céap nhat cau hinh dang nhap nhiéu
thudc tinh. Hé thong thyc hién yéu ciu cua ngudi ding
Céu hinh khéi phuc
16 | mat khau (Password

Recovery)

40



Quan trj hé théng (QTHT) Cau hinh Cho phép dat lai mat khau
qua e-mail khoi phuc. Hé thong thuc hién yéu cau cua ngudi
dung

Quan tri hé théng (QTHT) Céu hinh Kich hoat tinh ning dit lai
mat khau qua OTP. Hé théng thuc hién yéu ciu ctia nguoi dung

Quan trj hé théng (QTHT) Cau hinh Bat dit lai mat khau ngoai
tuyén. Hé thong thyc hién yéu cau cia ngudi ding

Quan trj hé théng (QTHT) C4u hinh mau OTP. Hé thong thuc
hién yéu cau cta nguoi dung

Quan trj hé théng (QTHT) Cau hinh giéi han s6 1an nhép
sai/gui lai ma OTP. H¢ théng thuc hién yéu cAu cua nguoi dung

17

Céu hinh riéng cho

SSO SAML2
Quan trj hé théng (QTHT) Cau hinh ky sé metadata. Hé thong
thuc hién yéu cau cta ngudi dung
Quén trj hé théng (QTHT) CAu hinh thoi gian kiém tra
metadata. Hé thong thyc hién yéu cau cua ngudi ding
18 Céu hinh riéng cho
SSO WS-Federation
Quén trj hé théng (QTHT) Cau hinh ky s6 cic yéu cu xac
thuc. Hé thong thuc hién yéu ciu cta ngudi ding
I Nhom quén tri hé
th(")ng
I1.1 | Quan Iy tham s6
Cau hinh SMS
19 .
Provider
Quan trj hé théng (QTHT) Cau hinh théng tin ctia nha cung cap
dich vu SMS. Hé¢ thong thyc hién yéu cau ciia ngudi ding
Quan tri hé théng (QTHT) Cép nhat cau hinh SMS Provider.
Hé théng thuc hién yéu clu cia nguoi dung
Cau hinh Push
20 i
Provider

Quén trj hé théng (QTHT) Cap nhat cdu hinh thong tin ctia nha
cung cép dich vu Push. Hé théng thyuc hién yéu cAu cta nguoi
dung

Quan tri hé théng (QTHT) Céu hinh thong tin ciia nha cung cap
dich vu Push (firebase). H¢ théng thuc hién yéu ciu cua nguoi
dung
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21

CAu hinh cap nhat
thudc tinh

Quan tri hé théng (QTHT) CAu hinh email/sms xéac nhan/thong
bao cap nhat thudc tinh. H¢ théng thuc hién yéu cAu cua nguoi
dung

Quan trj hé théng (QTHT) Cap nhét ciu hinh thudc tinh. Hé
thong thuc hién yéu ciu cua nguoi ding

22

Quan ly mapping
thude tinh Open ID
Connect

Quan tri hé théng (QTHT) Khéi tao thude tinh mapping thude
tinh Open ID Connect. Hé théng thurc hién yéu cau cua ngudi

dung

Quan tri hé théng (QTHT) Tim kiém thudc tinh mapping thudc
tinh Open ID Connect. Hé thong thuc hién yéu cau cta ngudi
dung

Quan tri hé théng (QTHT) Céap nhat thudc tinh mapping thudc
tinh Open ID Connect. Hé thong thyuc hién yéu cau cua ngudi
dung

23

Quan 1y mapping
thudc tinh SCIM

Quan tri hé théng (QTHT) Quén 1y danh sach thudc tinh 18i. Hé
thdng thyc hién yéu ciu cua nguoi dung

Quan tri hé théng (QTHT) Quan 1y danh sach thudc tinh nguoi
dung. Hé thng thue hién yéu cau ciia nguoi dung

Quan tri hé théng (QTHT) Quan 1y danh sach thudc tinh
enterprise. Hé thong thuc hién yéu cau cia nguoi ding

Quan tri hé théng (QTHT) Quan ly danh sach thudc tinh h¢
théng. Hé thong thuc hién yéu cau cia nguoi dung

1.2

Quin Iy phin mém

24

Quan 1y to chirc

Quan trj hé théng (QTHT) Tim kiém t6 chtrc. Hé thong thuc
hién yéu cau ctia ngudi ding

Quan tri hé théng (QTHT) Khoi tao mdi t chirc. Hé thong thuc
hién yéu cau cta nguoi dung

Quan trj hé théng (QTHT) Cap nhat t6 chirc. Hé théng thuc
hién yéu cau ctia ngudi ding

25

Quan ly hanh dong
thuc hién trudce khi
cap access token
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Quan trj hé théng (QTHT) Cau hinh théng tin api cta dich vu
s& dugc thuce thi theo diéu kién trude khi cép access token. Hé
thong thuc hién yéu cau ctia nguoi ding

Quan tri hé théng (QTHT) Cép nhat thong tin cau hinh Quan Iy
hanh dong thuc hién trude khi cép access token. Hé théng thuc
hién yéu cau cta nguoi dung

26

Quan ly hanh dong
thuc hién trude khi
d6i mat khau

Quan tri hé théng (QTHT) Céu hinh thong tin api cta dich vu
s& dugc thuc thi theo diéu kién trude khi d6i mat khau. Hé
théng thuc hién yéu cau cta nguoi dung

Quan tri hé théng (QTHT) Céap nhat cau hinh Quan 1y hanh
dong thuc hién trudc khi doi mat khau. Hé théng thyc hién yéu
cau ctia nguoi ding

27

Céu hinh trang quan
tri

Quan trj hé théng (QTHT) Khéi tao tai khoan quan tri. Hé
thong thyc hién yéu cau ciia nguoi diung

Quan tri hé théng (QTHT) tim kiém tai khoan quan tri. H¢
thong thyc hién yéu cau ciia nguoi ding

Quan tri hé théng (QTHT) Céap nhat tai khoan quan tri. H¢
thong thuc hién yéu cau ctia nguoi ding

Quén trj hé théng (QTHT) Khoi tao vai tro quén tri. Hé thong
thue hién yéu cau cta nguoi dung

Quén trj hé théng (QTHT) Cap nhat vai trd quan tri. Hé thong
thyc hién yéu cau cua nguoi ding

Quan trj hé théng (QTHT) tim kiém vai trd quan tri. Hé théng
thue hién yéu cau cta nguoi dung

Quén trj hé théng (QTHT) Cau hinh ludng ding nhap trang
quén trj vién. Hé thong thyc hién yéu cau ctia ngudi ding

28

Quan ly don vi

Quan tri hé théng (QTHT) Tim kiém don vi. Hé thong thuc
hién yéu cau ctia ngudi ding

Quan trj hé théng (QTHT) Cap nhat don vi. Hé thong thuc hién
yéu cau ctia nguoi dung

Quan tri hé théng (QTHT) Khéi tao thong tin co ban don vi. Hé
thong thuc hién yéu cau ctia nguoi ding

Quan tri hé théng (QTHT) Xo6a nhom. Hé thong thyc hién yéu
cau ctia ngudi ding
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Nhom nguoi dung
cuoi

.1

Nhom chirc nang

dang ky tai khoan
Dang ky tai khoan
29 | va xac thuc bang
Email OTP
Nguoi dung truy cap man hinh dang ky tai khoan va xac thuc
bang Email OTP. Hé théng thuc hién yéu cau cia ngudi ding
Nguoi dung Cap nhat thong tin dang ky tai khoan va xéac thuc
bang Email OTP. Hé thdng thyc hién yéu ciu ciia nguoi ding
Ngudi ding Xac nhan dang ky tai khoan va xéac thuc bang
Email OTP. Hé thong thuc hién yéu ciu ciia nguoi ding
Nguoi dung xac nhan thong tin dang ky tai khoan va xac thuc
bang Email OTP. Hé thdng thyc hién yéu ciu ciia nguoi ding
Dang ky tai khoan
30 | va xéc thyc bang
SMS OTP
Nguoi dung truy cdp man hinh dang ky tai khoan va xéc thuc
bang SMS OTP. H¢ thdng thyc hién yéu cau ctia ngudi ding
Nguoi dung Cép nhat thong tin dang ky tai khoan va xac thuc
bang SMS OTP. Hé thong thyc hién yéu cau cua ngudi ding
Nguoi dung Xac nhan ding ky tai khoan va xac thuc bang SMS
OTP. Hé théng thyc hién yéu cau cua nguoi dung
Nguoi dung xac nhan thong tin dang ky tai khoan va xac thuc
bang SMS OTP. H¢ thdng thuc hién yéu cau ctia nguoi ding
Dang ky tai khoan
K
bang Sim ky so
Ngudi ding truy cip man hinh dang ky tai khoan bang Sim ky
s0. Hé thong thyc hién yéu ciu cua ngudi ding
Nguoi dung Nhap ma PIN sim dang ky tai khoan bang Sim ky
s6. Hé théng thuc hién yéu cau cia nguoi dung
32 Ding ky bang USB
ky sb

Nguoi dung truy cap danh sach cac ching thu s6 USB kY s6.
Hé théng thyc hién yéu clu cua nguoi dung

Nguoi dung truy cdp danh sach cac thong tin dugc lay tir USB
ky s6. Hé thdng thyc hién yéu ciu cua nguoi dung
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Nguoi dung xac nhan thong tin dang ky USB ky sb. Hé thong
thue hién yéu cu cua nguoi dung

Nguoi dung Thém méi phuong thire xac thuc bang USB kY sd.
Heé thong thuc hién yéu cau ctia nguoi ding

Cung cip mat khau

33 | cho tai khoan tao
moi dau ky
Nguoi dung nhan duoc email cung cip mat khau cho tai khoan
tao mai dau ky va thuc hién dang nhap. Hé théng thuc hién yéu
cau ctia ngudi dung
Nhom chirc nang
I111.2 | dang nhip tai
khoan
34 Ping nhép bang tai
khoan ndi bd
Ngudi ding Dang nhap bang tai khoan email cong vu. Hé théng
thuc hién yéu cau cta ngudi dung
Nguoi dung; dang nhap bang USB ky s6. Hé théng thuc hién
yéu cau clia nguoi dung
Ngudi ding Diang nhap bang Passkey. Hé thong thuc hién yéu
cau ctia ngudi ding
Nguoi dung Ding nhép bang SIM ky s6. Hé thong thuc hién
yéu cau clia nguoi dung
D6i mat khau & 1an
35 - A AAin
dang nhap dau tién
Nguoi dung nhap théng tin mat khau méi. Hé thong xac thuc
dit liéu mat khau nhap vao
Nguoi dung thyc hién DP6i mat khau. Hé théng kiém tra cap
nhat va thong bao ddi mat khau thanh c6ng/ khong thanh cong
Quén mat khau
36 | dang nhap hé théng
SSO
Nguoi dung thao tac 1dy lai mat khau khi quén mat khau ding
nhap. H¢ thng hién thi man hinh huéng dan 1dy lai mat khau
37 Quén mat khau tai

khoan ndi bd

Nguoi dung thao tac 1dy lai mat khau khi quén mat khau tai
khoan ndi bo. Hé thdng giri ma OTP vé email nguoi dung

45



Nguoi dung nhap ma OTP. Hé thong kiém tra va guri lai mat
khau méi cho nguoi dung

1.3

Cac chirc nang sau

khi ding nhap
38 | Dashboard
Nguoi dung Truy cap danh sach cac g dung da duogc tich hop
SSO. Hé thong thuc hién yéu cau cia ngudi ding
Nguoi dung Tim kiém tng dung tai trang dashboard. Hé thong
thuc hién yéu cau cta ngudi ding
Ngudi dung Chuyén huéng t6i trang ing dung da tich hop sso
turong ng. Hé thong thuc hién yéu cau ctia ngudi ding
I11.4 | Thong tin can b
Quan ly thong tin
39 | coban cua
CBCCVC
Nguoi dung Truy cap giao dién chinh stra thong tin can bd. Hé
thong thyc hién yéu cau ciia nguoi ding
Nguoi dung Cap nhat thong tin can bd. Hé théng thyuc hién yéu
cau ctia ngudi ding
Nguoi dung Tai xudng file hd so thong tin can bo. Hé thong
thue hién yéu cau cta nguoi dung
40 Quan ly thong tin
CBCCVC m6 rong
Ngudi dung ¢6 thé xem Thong tin tai khoan md rong ddng bo
tir dit lieu CSDL CCVC thanh phd. Hé thdng hién thi thong tin
tai khoan mé rong
Ngudi ding chon cdp nhat tai khoan SSO ddng bo tir dit lidu
CSDL CCVC thanh phé. Hé thdng thyc hién yéu cau luu thong
tin mo rdng cua nguoi dung
Nhom chirc nang
ms . .
Bao mat
Quan 1y cap nhat
41 | phuong thire xac

thuce

Nguoi dung Thay d6i mat khau. Hé théng thuc hién yéu cau
cua nguoi dung
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Nguoi dung Pang ky/Thay d6i sé dién thoai nhan SMS OTP.
Hé thdng thuc hién yéu cau cia ngudi dung

Nguoi dung Dang ky/Thay d6i ma OTP backup. Hé thong thuc
hién yéu cau ctia ngudi ding

Nguoi dung Dang ky/Thay d6i tmg dung TOTP sinh ma OTP.
Hé thdng thuc hién yéu cau cia ngudi ding

Ngudi ding Dang ky/Thay d6i SIM ky s6 dang nhap. Hé théng
thue hién yéu cu cua nguoi dung

Nguoi dung Pang ky/Thay d6i USB ky s6/ddng nhap. Hé thong
thuc hién yéu cau cia ngudi dung

Ngudi ding Dang ky/Thay d6i Passkey dang nhap. Hé thong
thuc hién yéu cau cia ngudi dung

42

Thong tin phién
hoat dong

Nguoi dung Hién thi thong tin chi tiét phién hoat dong cua
ngudi dung. Hé thdng thyc hién yéu ciu ciia ngudi dung

43

Ding xuét nhiéu/ tat
cd phién hoat dong

Nguoi dung Hién thi pop-up x4c nhan thao tac dang xuat khoi
phién hoat dong. H¢ thong thuc hién yéu cau cua nguoi dung

Ngudi ding Huy ding xuat khoi phién hoat dong vira thuc hién.
Hé théng thuc hién yéu cau clua nguoi dung

Nguoi dung Pang xut khoi phién hoat dong twong tng. Hé
thong thuc hién yéu cau ctia nguoi ding

44

Quan ly thong tin
dong y cua tmg
dung

Ngudi dung Cap nhat thong tin. Hé thong thuc hién yéu cau ctia
nguoi dung

Nguoi dung Thu hdi sy ddng ¥ cua tmg dung. Hé thong thuc
hién yéu cau ctia ngudi ding

Nguoi dung xac nhan thong tin img dung. Hé thdng thyc hién
yéu cau ctia nguoi dung

Nguoi dung Hién thi thong tin chi tiét quan 1y sy dong ¥ ctia
ung dung. Hé thong thyc hién yéu cau cua nguoi dung

1.6

Nhom chirc nang
thong ké bio cio
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Quan ly thong tin
béo cdo sb luong

45 . A
nguoi truy cap theo
tung g dung
QTHT c6 thé xem tong sb tai khoan truy cap theo timg Gmg
dung. Hé thng xtr Iy thong tin va hién thi két qua cho ngudi
dung
Biéu d6 thong ké sb
46 | luong tai khoan
theo tirng don vi
QTHT c6 thé xem Biéu d6 théng ké tong sb luong tai khoan
theo timg don vi. Hé thong xtr Iy thong tin va hién thi két qua
cho nguoi dung
Biéu do thong ké sd
luong tai khoan
47 | dang nhap qua céac
phuong thirc dang
nhép
QTHT c6 thé xem Biéu db thong ké s6 luong tai khoan diang
nhap qua cac phuong thic. Hé thdng xir 1y thong tin va hién thi
két qua cho nguoi ding
1.7 Nhom chirc niang
| API
48 | API thém tai khoan
Heé thong khac goi API thém tai khoan. Hé théng kiém tra va
thong bao két qua
API update tai
4
o khoan
Hé thdng khac goi API update tai khoan. Hé thong kiém tra va
thong bao két qua
50 | API xo6a tai khoan
Heé thdng khac goi API x6a tai khoan. Hé thong kiém tra va
thong bao két qua
g, | APItim kiém tai
khoan
Heé thdng khac goi API tim kiém tai khoan. Hé thong kiém tra
va thong béo két qua
API ding nhap bang
g, | Mat khau tai khoan

ndi bd theo chuan
oIDC
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Hé thong khéac goi API ding nhap bang tai khoan ndi bd theo
chuan OIDC. Hé théng kiém tra va thong bao két qua

API tra lai thong tin
53 | tai khoan theo
chuan OIDC
Hé thdng khéac goi API 1ay thong tin tai khoan theo chuén
OIDC. Hé thong kiém tra va thong bao két qua
API tra lai JWT
54 | token cua tai khoan
theo chuan OIDC
Hé théng khac goi API ldy JWT token cua tai khoan theo chuin
OIDC. H¢ thong kiém tra va thong bao két qua
API tra lai JWKS
55 | cua SSO theo chuan
OIDC
Hé thong khac goi API lay JWKS ciia SSO theo chuin OIDC
dé xac minh chir ky so trong token JWT. Hé thong kiém tra va
tra lai két qua
API tra lai cau hinh
54 | open id cia SSO
theo chuan OIDC
Heé thdng khac goi API lay cau hinh Open ID caa SSO theo
chuan OIDC dé 13y thong tin cic endpoint ciia SSO. Hé thong
kiém tra va tra lai két qua
API tra lai cau hinh
55 metadata endpoint
ctia SSO theo chuan
SAML2
Heé thdng khac goi API ldy cau hinh metadata endpoint ctia
SSO theo chuan SAML2 d¢ iy thong tin cac endpoint ctia
SSO. Hé thong kiém tra va tra lai két qua
API trd lai cau hinh
56 metadata endpoint
ctia SSO theo chuan
WS Federation
Heé thdng khac goi API ldy cau hinh metadata endpoint ctia
SSO theo chuian WS Federation dé 1ay thong tin cac endpoint
ctia SSO. Hé thong kiém tra va tra lai két qua
55 API ddng bo thong

tin két nodi voi
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CSDL CBCCVC
ctia Thanh phé

Hé thng khéac goi API API dong bo thong tin két ndi véi
CSDL CBCCVC cua Thanh phé. Hé thong kiém tra va thong
bao két qua

Cong cu khoi tao tai

57 khoan theo danh
sach file excel (dudi
200 tai khoan/lan)
Quan trj hé théng st dung cong cu dé giri thong tin tai khoan
trong file excel can khoi tao trén man hinh dong 1&€nh. H¢ théng
nhén va khoi tao tai khoan cho nguoi dung
Cong cu reset mat
khau tai khoan theo
58 | danh sach file excel
(duai 200 tai
khoan/ln)
Quan tri hé théng st dung cong cu dé guri thong tin tai khoan
trong file excel can reset mat khau trén man hinh dong 1énh. Hé
thong nhan va khai tao tai khoan cho ngudi ding
Cong cu khoa tai
59 khoan theo danh
séch file excel (dudi
200 tai khoan/lan)

Quén trj hé théng sir dung cong cu dé giri thong tin tai khoan
trong file excel can khoa trén man hinh dong 1énh. Hé thong
nhan va khai tao tai khoan cho nguoi dung

3.2.5.3. CA4c y&u cau phi chirc ning
3.2.5.3.1. Yéu cau vé bao mat va an toan théng tin
- Pap ting cac tiéu chuan bao mat hién dai cho mét hé thong céng nghé thong tin.
- bép ung caic’quy dinh vé bao dam an toan Heé thong thong tin theq Quy dinh tai
Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam an
toan hé théng théng tin theo cap do.
- Céc bién phéap bég mat, dam bao an toan théng tinlcﬁa Nér] tang tich hop, chia
sé dir liéu phat trien tir Truc lién thong van ban quoc gia, gom:
+ Tinh xac thyc: Chi nhitng thanh vién di dang ky va dugc cap quyén thi méi
c6 thé truy cap dit liéu trén hé thong.
+ Chdng chdi bo: Pam bao rang cong dan, té chic khdng thé chdi bo cac giao
dich da thuc hién hoac thdng tin ma ho da guri.
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+ Tinh phap ly: tit ca cac thong tin trao ddi gitta cac co quan, t chirc dugc ky

s6, bao dam gia tri phap 1y theo quy dinh cua Viét Nam.

- Nha cung cap dich vu ching minh kinh nghiém trién khai hé théng SSO tich
hop, két néi véi VNelD cho it nhat 01 co quan nha nudc cap Tinh/Thanh phé
bang vin ban danh gia an toan bao mat cua hé thong du diéu kién két ndi voi
VNelD cua don vi c6 tham quyén.

3.2.5.3.2. Yéu cau thai gian xir ly
DPam bao hé théng c6 thoi gian phan hdi trung binh dudi 2,5 gidy (thoi gian phan

héi dugc tinh tir khi nguoi ding giri y8u cau dap wng téi hé thong cho dén khi nhan

duoc dit liéu phan héi tir hé thdng).

DPam bao hé thdng ¢ thoi gian phan héi cham nhat dudi 30 gidy (bao gdm ca
cac trudong hop thuc hién chie nang bao cdo, thong ké).

Thoi gian xir Iy dam bao & téc do cao, thoi gian cho mdi thao tac xir ly dix lidu
nghiép vu thong thuong khong qua 10s va dam bao nguoi dung khéng cé cam giac
vé do tré cua chuong trinh. Khi chuong trinh c¢6 do tré nhat dinh cho tac vy, hé
thdng c6 cdng cu hién thi 16i thong bdo hoic biéu twong hién thi cho nguoi ding
nhan biét duoc rang hé théng van dang hoat dong.

Do phic tap xur Iy ciia cac chie nang phan mém dam bao céc chirc nang thoa
man yéu cau nghiép vu cia ngudi ding hé théng va dam bao tinh logic vé nghiép
Vu gitra Cac chirc nang.

DPam bao viéc truy van dix liéu vai tde do xir Iy nhanh nhét bang cach phan thanh
nhiéu thao tac néu chitc nang d6 c6 nhiéu thao tac truy van di lidu, han ché truy
van c6 do phtc tap cao s& dan dén hét thoi gian (Time out) truy van di liéu
3.2.5.3.3. Yéu cau dam bao an toan dir liéu

Noi dung

Yéu ciu dat dwoc

Pam bao yéu té an toan va bao mat
hé théng CSDL.

Hé thong phai dugc xay dung vai ché do bao
mat cao dé chdng lai su xam nhap bat hop
phap ttr bén ngoai.

C6 ¢bng cu dé sao luu dir liéu dinh
ky va dot xuat;

Hé thdng c6 chuac ning sao luu dinh ky theo
lich dit sin cta ngudi quan tri hé thong

Cho phép thuc hién backup hé théng linh hoat,
ngudi quan tri co thé thiét 1ap cac chién lugc
backup dinh ky hiéu qua va an toan nhét cho
hé théng thong tin ciia hé théng

C6 co ché phuc héi dit liéu khi hé
théng gap su cb;

Hé théng dam bao ludn ¢ cac ban sao luu
CSDL dé c6 thé phuc hdi khi gap su ¢d hay
héng hoc vé ky thuat.
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3.2.5.3.4. Yéu cau vé tinh kha dung (usability)

Noi dung

Yéu cau dat dwoc

Cung cap céc tién ich phuc vu cho
ngudi sir dung; hd tro két xuat cac
bang biéu, b4o cao theo yéu cau cua
nguoi su dung.

Phan mém c6 hé thdng thiét ké bao cao, cho
phép nguoi dung dinh nghia bio cdo theo yéu
cau str dung

Phi hop quy trinh 1am viéc thuc té.

Hé théng duoc thiét ké theo diing quy trinh cap
nhat va khai thac théng tin

Hé thdng co kién truc, thiét ké mo
dé dé dang nang cap dap tng su mo
rong vé quy md cua to chic, cong
viéc, dan téi mo rong muc do
nghiép vu, s6 luong nguoi tham gia
hé théng, dung luong luu trir dir
lidu;

Hé théng duoc thiét ké dang portal/portlet, mdi
phan hé hay nhom chirc nang s€ dugc phéan
chia module dé dé dang trong viéc trién khai,
tich hop va phat trién trong tuong lai.

3.2.5.3.5. Yéu cau vé tinh on dinh (Reliability)

Néi dung Y&u cau dat dwoc

Khong c6 16i 1am dirng hé théng | Trong qué trinh sir dung néu xay ra 18i ¢t phap
lap trinh, hé théng d¢am bao khdng bj treo, hién
thi thong bao 15i, dit liéu dang thao tac tra vé
nguyén trang trudc khi xay ra 19i.

Kiém tré tinh toan ven dir liéu Hé thong c6 co ché kiém tra tinh dang dan cua
dir ligu dau vao va thong bao cho nguoi st dung.

3.2.5.3.6. Yéu cau vé hiéu ning (Performance)

- Hé théng phai bao dam nang luc xi ly, phan hoi nhanh, kha ning dap ung luong

truy cap lon.

- Hé thdng can dap (ng chirc ning dang nhdp va ding ky tai khoan lwong 16n

nguoi dung.

- Céc dich vu cung cap phai dam bao hiéu ning cao, kha niang phan hoi nguoi
ding trén céac trang khong qua 03 (ba) gidy. Ddi véi cac bo céo thong ké phai
dam bao tinh chinh xac va phan hoi cac béo cao trong téi da 30 giay.

- Hiéu niang khong bi anh hudng tir cac yéu té nhu: thoi gian, su ting truong veé

dar liéu chinh.
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3.2.5.3.7. Yéu cau dé ting treéng Dir liéu trong twong lai

Noi dung

Yéu ciu dat dwoc

C6 tinh mo, thuan tién cho viéc bao tri,
phat trién.

Hé thong duoc thiét ké dang portal/portlet,
mdi phan hé hay nhom chirc ning s& duoc
phan chia module dé d& dang trong viéc
trién khai, tich hop va phat trién trong
tuong lai. C6 kha nang tich hop dit liéu, két
ndi lién thong dén cac hé théng quan ly
khac

Nhat quan cac thuat ngit, cau tric chic
nang, ... trong toan bo phan mem.

Str dung thuat ngir theo quy dinh cua cac
thong tu

3.2.5.3.8. Céc rang buc thiét ké (design contraints)

Noi dung

Y&u cau dat dwoc

C6 tinh mo, thuan tién cho viéc bao tri,
phat trién.

Hé thong dugc thiét ké dang portal/portlet,
mdi phan hé hay nhom chirc ning s& duoc
phan chia module dé dé dang trong viéc
trién khai, tich hop va phét trién trong
tuong lai. C6 kha nang tich hop dit liéu, két
ndi lién thong dén cac hé théng quan ly
khac

Nhat quéan cac thuat ngit, cau trdc chic
nang, ... trong toan bo phan mem.

Str dung thuat ngir theo quy dinh cua cac
thong tu

3.2.5.3.9. Giao tiép nguoi dung (User interfaces)

Noi dung

Yéu ciu dat dwoc

Giao dién than thién, dé sur dung, co
huéng dan nhap dir liéu trén chic
nang phan mém (tooltip hoic thdng
tin huéng dan)

Giao dién duoc thiét ké than thién véi nguoi st
dung, bé tri théng tin trén man hinh hop ly.

Bo ma tiéng Viét va font chir: St
dung bo mé ky tu chir Viét theo tiéu
chuan TCVN 6909:2001.

Giao dién sir dung tiéng Viét theo chuan
Unicode TCVN 6909:2001.

Ditr liéu nhap theo dinh dang Viét
Nam

9).

Kiéu nhap liéu:
— Ngay thang: dd/mm/yyyy,
— SO 14 #.#HH 41 ## (Vi # 14 cac chit sb tir O-

53



3.2.5.3.10. Giao tiép phan mém (software interfaces)

Noi dung Yéu cau dat dwoc

H3 tro truy van, cap nhat dit liéu tir | Hé thdng cung cap sin cac dich vu (services) dé
tat ca cac nguon thong qua mot dich | cac hé thdng khac ciing c6 thé két ndi vai hé
vu duy nhét; théng mang kinh té thong qua webservice dé
khai thac/cap nhat sé liéu

Pam bao nguyén tic cung cap dit |- Dé dam bao viéc tich hop dit liéu tir nhiéu
liéu dau ra cho cac hé thong théng | nguon khac nhau, viéc trao d6i dir liéu trén hé
tin khac va chip nhan dau vao tir cac | théng duoc thiét ké tuan tha ngdn ngir dinh
hé thdng thong tin khac theo chuan | dang van ban XML, XSL.

XML dé phuc vu qua trinh trao doi | - Trinh di&n bo ky tu theo UTF-8.

thong tin

3.2.5.3.11. Yéu cau vé viéc hién thi

- Co kha ning hién thi, hoat dong chinh xéc, day du trén hau hét cac trinh duyét
pho bieén phién ban mai nhat nhu: Google Chrome, Mozilla Firefox, Microsoft
Edge, Safari.

3.2.5.3.12. Yéu cau vé san sang

- bam bao hoat dong lién tuc 24/7,

- Thiétw ké hé tro kha ning sao luu dir liéu thoi gian thuc, hd trq kha nang tu dong
crjuyén doi khi xay ra 10i, khdng anh huong téi viéc cung cap dich vu va trao
doi thong tin, dir lidu.

3.2.5.3.13. Yéu cau kha ning mé rong

- Bao dam kha nang m¢ rong trong thoi gian ngan dé dap ang hiéu nang, thoi
gian dap ung dich vu khi s6 lugng nguoi dung, dO'n vi két ni va gia}o dich tang
Ién. Kha nang mo rong dugce xac dinh bai nhu cau tai nguyén hé thong (nhu bo
vi xu ly, b nh¢g, bang thong mang).

3.2.5.3.14. Yéu cau vé toan ven dir liéu

- Dém bao tinh toan ven va tinh xac thuc pﬁa thong diép di liéu dién tir va cung
cap thong tin cho phép theo dbi su chuyén dong cta thong di¢p dir li¢u dién t.

3.2.5.3.15. Yéu cau vé van hanh, hd tre

- Nha cung cap dich vy mo répg nang luc ha tang khi dit liéu, dich vu va giao
dich gia ting, dam bao Hé thdng xéc thuc hoat dong an toan, bao mat, 6n dinh,
khong bi nghén va 16i do hiéu ning thiét bi.

- Nha cung cép dich vu dam bao hd trg 24/7 trong qua trinh trién khai va van
hanh

54



3.2.5.3.16. C4c rang bude doi véi hé théng gom: rang budce méi treong, sw phu

thudc vao hé théng nén tang

- Pap ung cua tng dung 1a thoi gian st dung va dap @ng yéu cau tir ngudi ding
cua ung dung. N6 dugc dinh nghia boi sy dinh hudng thoi gian ma ang dung
xtr 1y nhu: xir Iy theo 18, xir Iy theo kiéu truc tuyén hay xt ly theo thoi gian thyc;

- Rang budc bao gém: rang budc thi tu trudc, rang budc the tu sau, rang budc
thoi gian, rang budc cau tric, rang budc diéu khién va ca rang budc vé tham
chiéu;

- Xur ly bao gdm mot chudi cac 1énh hoac céc su kién c6 lién quan véi nhau 1am
viéc vé6i cac dit lieu. Két qua cua mot xt ly c6 thé 1a: 1am thay d6i co so dit liéu,
dua dir liéu tra 16 ra thiét bi dau cudi.

3.2.5.3.17. Yéu ciu vé mirc dd chiu dwng sai héng doi véi cac 16i ci phap lap

trinh, 15i 16gic trong xir Iy dir liéu, 16i kiém soat tinh ding din cia
dir liéu dau vao

DPam bao cac yéu cau vé muc do chiu dung sai hong ddi véi cac 15i ct phap lap
trinh, 13i 16-gic trong xir Iy dix liéu, 156i kiém so4t tinh dung din cua dit liéu dau vao
nhu sau:

Hé thong c6 kha chiu dung sai hong d6i vai cac 16i ci phap lap trinh. Di véi
truong hop xay ra 16i, hé thong dua ra thong bao 16i day du va khdng bi ngung
hoat dong khi gap 15i lap trinh hoac 15i tiém an trong hé thong do nguyén nhan lap
trinh 15i:

Quan tri hé thdng c6 thé tat/bat, cach ly tam thoi cac module gay 16i hé thong
dé cho khic phuc, stra 16i;

Hé thdng c6 co ché hanh xur véi dir liéu gap 16i, dua ra thong bao 181, hd tro
chinh stra tai chd hoic luu vao danh sach dit liéu can diéu chinh, chuan hoa;

Cac luat kiém tra tinh ding dan cuaa dir liéu nhap vao c6 thé dugc diéu chinh
cho phi hop véi nhitng yéu cau méi;

Hé thdng thdng tin hd tro hoat dong gidm sét tir xa phuc vu nhu cau khac thong
tin ciia nhiéu déi twong sir dung khac nhau trong mot pham vi kha rong Ion. Thong
tin ciing dugc chia thanh nhiéu muc khac nhau va mdi déi tuong sir dung chi duoc
nhin thdy nhitng théng tin ho thuc sy can. Do d6 viéc xay dung va trién khai hé
thdng dap tmg duoc cac yéu cau sau:

Chéng truy nhap trai phép vao hé théng.

Tréanh st dung vuot quyén han.

Giam sét cac hoat dong cua ngudi str dung hé thong.

- Dbam bao bi mat, an toan thong tin trong luu trit thdng tin.
3.2.5.3.18. Yéu cau vé tinh sin sang véi IPv6 (néu hoat dong trén mdi truong

Internet)

Hé thdng duoc trién khai xay dung phi hop dé sin sang hoat dong tét trén moi
truong mang IPV6.
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- Duong truyén két ndi Internet cho Webserver sin sang hd trg IPv6

- Webserver sin sang lang nghe duoc céc két néi qua mang IPv6

- Hé théng sin sang khai bao ban ghi AAAA cho tén mién trén hé thong DNS

Hosting.
3.2.5.3.19. Yéu cdu vé my thuat, k§ thuat cin dat dwec cia cac giao dién
chwong trinh

Giao dién ngudi sir dung: Giao dién cd kha ning hién thi tbt trén nhiéu loai thiét
bi khac nhau (Responsive) nhu may tinh, dién thoai théng minh, may tinh bang...;
Cung cip nhiéu phuong an vé giao dién dé chu dau tu c6 thé lya chon trude khi
trién khai.

Kha nang truy cap, khai thac: Phan mém c6 thé duoc sir dung dé dang, than
thién véi nhiéu loai ddi twong khac nhau khéng phan biét do tudi, trinh do
CNTT...; Thoi gian trung binh cho phép dé ngudi sir dung dich vu binh thuong
(t6t nghiép Pho thdng trung hoc) o thé hoc va str dung dugc hé thong 1a 3 gio.

Tuong thich véi cac trinh duyét thong dung hién nay: Chrome, Micosoft Edge,
Firefox, Coc Céc...

H3 trg hién thi tiéng Viét theo chuan Unicode.

Tuan thu cac quy dinh vé chuan noi dung web, cac dinh dang van ban, cac dinh
dang hinh anh theo Thong tu s6 39/2017/TT-BTTTT.

Cac noi dung dién ta thoi gian duoc hién thi theo dinh dang théng dung
(DD/MM/YYYY dbi véi dinh dang thé hién ngay, thang, ndm va hh:mm:ss doi
vé6i dinh dang thé hién gio, phat, gidy)

C6 tin hiéu thé hién trang thai hé thong dang xtr Iy théng tin. Tin hiéu nay phai
duoc sir dung théng nhat trong toan bo man hinh xu ly caa Hé thng (tin hiéu c6
thé 13 hinh quay tron, déng ho cét...).
3.2.5.3.20. C4c yéu cau phi chire ning khac

Vé xu Iy phan tan: Hé thong duoc thiét ké nhiéu Iop, méi 16p xa ly mot hoat
déng nghiép vu theo mé hinh dugc trinh bay. Dit liéu duoc xur 1y ca diém tiép nhan
y8u cau va giri toi hé théng chinh, dong thai nhan két qua xt ly & hé thdng 16i tra
vé cho giao dién nguoi dung.

Y&u cau vé hiéu ning cuia hé thong: Poi véi yéu cau khai thac thong tin, doi hoi
thoi gian xtr Iy phan hdi phai thuc hién trong thoi gian ngan (dudi 30s). Ddi véi
cac xur 1y chuyén mon nhu chuan hda di liéu, chuyén doi dix liéu xu ly khéi luong
dir liéu rat 16n thi hau hét cac tién trinh khong doi hoi phai tra vé két qua ngay lap
tuc.

Hiéu qua st dung truc tuyén/hiéu qua sir dung nguoi dung: Hé thdng dap tng
y8u cau cac ndi dung co ban nhu sau:

- Di chuyén con tré ty dong (Khi mot trudng thong tin da duoc nhap xong vi

du nhu chon gia tri trong danh sach, thi con tré duoc chuyén trang truong
thong tin tiép theo);
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- Céc rang budc don gian duoc kiém tra ngay trén man hinh chac ning ma
nguoi dung tuong tac;

- Sir dung nhiéu mau sic va hinh anh ndi bat trong man hinh (Hoic viéc st
dung mau sic, hinh anh hoac hinh nén c6 tinh chat twong phan cao dé lam
ndi ndi dung);

- Do phuc tap cac xur ly bén trong, hé théng dam bao cac yéu cau co ban:

e Yéu cau kiém soat dit liéu quan trong va/hoic xir ly bao mat an toan dic
biét: vi du nhu Nhat ky dit liéu, nhat ky truy cap, lich st thay d6i dir liéu. ..

e Co sir dung cong thuc toan hoc hodc thuat toan: Yéu cau si dung cac cong
thac tinh toan theo ty 1€, theo cong thirc dinh nghia trudc hoac theo cac
diéu kién dit lieu khac nhau.

Xt Iy nhiéu loai théng tin dau vao hoic thong tin dau ra, vi du nhu: Thong tin
dang tép, &m thanh, hinh anh, v.v..

C6 thé dap ung tich hop, mé rong va thira huong dugc cac chirc ning da trién
khai cua hé thong c6 tinh chat tuong tu khi trién khai sap nhap, diéu chinh cac hé
thong cong nghé thong tin theo dinh huéng cia Chinh phu.

3.25.4. Yéu cau vé kiém thir, van hanh thir

Cin ctr theo Thong tu sé 16/2024/TT-BTTTT ngay 30/12/2024 cua Bo Thong tin
va Truyén thong Quy dinh chi tiét noi dung cong tac trién khai, giam sat cong tac
trién khai, nghiém thu ddi véi dy an dau tu (rng dung cong nghé thong tin. Theo do,
phan mém noi bo phai thuc hién kiém thir hoic van hanh thir trude khi té chac nghiém
thu, ban giao san pham, hang muc cong viéc cua du an. Hé thong phai duoc t6 chuc
kiém thir, van hanh thir trude khi chinh thite dua vao sir dung nham dam bao dap tng
c4c yéu cau cua ké hoach thué.

Qua trinh kiém tha duoc to chirc thyc hién khi nha cung cap dich vu trién khai xay
dung, phét trién phan mém noi bo. Noi dung va trinh tu cac buéc kiém thi theo huéng
dan tai Phu lyc s6 3 caa Phy luc 11 Thong tu s6 16/2024/TT-BTTTT ngay 30/12/2024
cua Bo Thang tin va Truyén thong. Két qua kiém thir 1ap thanh bao céo trinh cho chu
dau tu dé cac bén tham gia nghiém thu xem xét khi tién hanh nghiém thu, dua vao st
dung dich vu hodc yu cau nha cung cap dich vu tiép tuc chinh sira, bd sung, hoan
thién.

3.3. Y&u cau veé chit lwong dich vu, phwong 4n, cach thire, diéu kién cung cap dich
vu; 1am rd viéc sé hiru cac thong tin, dir liéu; phan tich vé cac thong tin, dir liéu,
phan mém, tai san hinh thanh trong qué trinh cung cap dich vu va phuong an
quan ly, chuyén giao cho bén thué.

3.3.1. Y&u cau ning luc nha cung cap dich vu.

Pon vi cung cap dich vu phai cam két phan mém do don vi ty phét trién, trudng hop
c6 tranh chap thi don vi cung cap dich vu phai chiu moi trach nhiém phép ly phét sinh.

Pon vi cung cap dich vu c6 trach nhiém xay dyng va cung cap bo tai lieu vé Quy
trinh luu trit, tiép nhan va xir Iy thong tin; Quy trinh sao lwu va phuc héi dix liéu, quy
trinh quan tri hé thong va béo céo tong hop.
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C6 du kha niang vé tai chinh dam bao dap @ng cac yéu cau khi xem xét lya chon nha
cung cap dich vu theo quy dinh.

C6 du kha ning k¥ thuat dap ng cac yéu cau veé chat luong dich vy, yéu cau vé ky
thuat, van hanh hé théng ung dung phan mém.

C6 du kha nang k§ thuat va nang lyc tai chinh thuc hién chuyén doi dit liéu tir cac hé
thdng hién hiru sang hé théng maéi khéng phat sinh chi phi dy én.

C6 nang luc k¥ thuat tich hop, mé rong va thira hudng duoc cac chire nang da trién
khai caa hé théng cd tinh chét twong tu khi trién khai sap nhap, hop nhit cac hé thng
céng nghé thong tin theo dinh hudng caa Chinh phu.

C6 nang luc Kk thuat da trién khai thanh cong hé théng xac thuc dinh danh quy mo
cap Tinh, két ndi duoc véi VnelD.

C6 nang luc trién khai cac du an phan mém tich hop, dam bao phdi hop tot trong viéc
tich hop véi hé thdng théng tin giai quyét tha tuc hanh chinh cua Thanh phé va céc hé
théng khac.

Pon vi cung cap dich vu ¢6 quy trinh chi tiét phét trién phan mém. Pon vi cung cap
dich vu ¢ van ban/ hd so chitng minh viéc &p dung quy trinh phéat trién phan mém tai
don vi.

Pon vi cung cap dich vu can c6 cac chirng nhan hé thong quan 1y an toan théng tin
ISO/IEC 27001:2022 va hé thdng quan ly chit lvgng 1SO 9001:2015 trg Ién.

3.3.2. Y&u cau vé chat lweng dich vu
Pham vi 4p dung: Hé thong chinh thuc, thém hé thong test/staging

Yéu cau dau ra

Yéu cau chat

STT Tiéu chi " Giai doan .. )
e 2 h
lwrgng cu the chun bi cung Giai (.ioan thué
£ o dich vu
cap dich vu : :
1) ) 3) (4) (5)
1 | C4c tiéu chi vé
chire nang

nghiép vu

Hé théng dap tng Dap g yéu cau.
day du cac chic

nang nghi€p vu

1.1 | Tinh ddy du cta
chuc nang
nghiép vu

Dip uUng yéu
cau. T6 chirc kiém tra
dinh ky dé xac

dinh cac chuc

Thyuc hién kiém

theo yéu cau cua|thr hoic van

K& hoach.

hanh thir dé xéc
dinh s6 luong
chuc
nghiép vu dap
mg yéu cau

nang,

nang hoat dong
khéng chinh xac
(néu co) trong qua
trinh thué dich vu
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Yéu cau chat

Yéu cau dau ra

STT Tiéu chi 2 Giai doan iy A
lwgng cu thé chuin bj cung Giai (.ioan thue
£ q. dich vu
cap dich vu
1.2 | Tinh chinh xé&c | Két qua thuc thi Dap mg yéu cau.

cua cac chuac
nang nghiép vu

cua cac chuc nang
nghi¢p vu cua H¢
thong phai bao dam
chinh xac, phu hop
voi1 quy trinh thuc
hién nghiép vu

bip Ung yéu
cau.

Thuc hién kiém
tht hoac van
hanh thir dé xéc
dinh s6 luong
chuc nang,
nghi¢p vu dap
ng yéu cau

T6 chirc kiém tra
dinh ky dé xac
dinh cac chuc
nang hoat dong
khong chinh x&c
(néu co) trong qua
trinh thué dich vu

1.3 |Tinh phu hop | 100% cac chic |Pap 1Ung yéu | Pap ing yéu cau.
cua chirc ndng | nang phu hop véi cau. T chie kiém tra
voinghiép vu | cic quy chuan va | Thyc hién kiém | dinh ky dé xdc

ti€u chuan can ap | thet hodc véan|dinh cac chic

dung trong XAy | hanh thir dé x4c | ning hoat dong

dyng, phat trién | d¢inh s4 lwong | khéng chinh xac

phan mém chuc ning, | trong quéa trinh
nghi¢p vu dap | thué dich vu
ung yéu cau

2 | Cac tiéu chi vé
hi€éu nang van
hanh

2.1 |Hiéu nang dap | Hé théng co kha Dap g yéu cau.

ung cua dich vu

ning dap tmg s
luong nguoi truy
cap dong thoi 16m.
(Chi tiét theo dién
gii sizing hé thdng
theo tung giai doan
phia trén)

Dip uUng yéu
cau.

Thyuc hién kiém
tht hoac van
hanh thir dé danh
gia muc do dap
g yéu cau

Thyc hién kiém
tra nhat ky (logs)
ctia hé thong cung
cap dich vu dé
danh gia muc do
dap (mg yéu cau

Hé théng c6 thoi
gian phan hoi trung
binh dudi 5 giay
d6i véi mdi ludng
cong vi¢c chinh
riéng r& va khong

Dip uUng yéu
cau.

Thuc hién kiém
tht hoac van
hanh thtr &é danh

bap ung yéu cau.
Thyuc hién kiém
tra nhat ky (logs)
ctia hé thong cung
cap dich vy dé
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Yéu cau chat

Yéu cau dau ra

STT| Tieuen lwgng cu thé chf%: :iof;lng Giai dogn thug
A e dich vu
cap dich vu : :
bao gdm cac ludng | gia mic do dap | danh gia muc do
mang tinh  chét | tng yéu cau dap Gmg yéu cau
théng ké, bao céo
(thoi gian phan hoi
duoc tinh tor khi
nguol st dung gui
yéu cau t6i hé
théng cho dén khi
nhan dugc dir liéu
phan hdi tir hé
thng)
2.2 |Kha ning mo | Cho phép mo rong | Pap ing yéu cau | Pap tng yéu cau

rong cua dich vu

hé théng theo nhu
cau ma khong lam
thay d6i kién truc
chung cta hé thong

23 |Muac d6 sir | Dich vu CNTT sau Dap tmg yéu cau.
dung, khai théc | khi chinh thurc cung Té chic kiém tra
cia dich vu|cdp phai dugc su dinh ky dé danh
CNTT dung, khai thac mét gia

cach co hiéu qua.
Phian 4anh nhiing
yéu cau toi thiéu vé
s 1an va tan suat
dich vu duoc khai
thac nham han ché
tinh trang dich vu
CNTT sau khi duoc
chinh thic cung
cap nhung khong
dugc su dung
3 | Céc tiéu chi vé
an toan théng
tin
3.1 |Bao mat thong | Hé théng khong Dap g yéu cau.

tin

duoc vi pham 16

Dap ung yéu
cau.
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STT

Tiéu chi

Yéu cau chit
lwong cu thé

Yéu cau dau ra

Giai doan
chuan bi cung
cap dich vu

Giai doan thué
dich vu

héng bao mat khi
kiém tra biang cic
phan mém chuyén
dung

Thyc hién kiém
tra bao mat bang
cac phin mém
chuyén dung dé
danh gia mac do
dap Gmg yéu cau

Thyc hién kiém
tra bao mat bang
cac phan mém
chuyén dung dé
danh gia muc do
dap (mg yéu cau

Khong mot 16 hong
nao cua hé théng bi
danh gia c6 muc do
nghiém trong tu
cap do 3 tro 16n khi
kiém tra bang cac
phan mém chuyén
dung

bap ung yéu
cau.

Thyc hién kiém
tra bao mat bang
ciac phan mém
chuyén dung dé
danh gia mtc do
dap Gmg yéu cau

Dap g yéu cau.
Thuyc hién kiém
tra bao mat bang
cic phan mém
chuyén dung dé
danh gia muc do
dap tng yéu cau

Toan by dir liéu
hinh thanh trong
qua trin van hanh,
sit dung hé thong
déu phai dugc bao
dam tinh ven toan,
khong bi thay doi,
bi mat trong qua
trinh xur ly va luu
trir

bap ung yéu cau.
Thuc hién danh
gia tin toan ven
dinh ky dé danh
gia muc do dap
mg yéu cau

3.2

Kha nang truy
xuat ngudn goc

Hé théng cung cap
dich vu cta nha
cung cap dich vu
phai c6 kha nang
lvu trlt, quan ftri
logs tap trung, cho
phép luu vét va tra
ciru toan by cac
hanh dong cua
nguoi st dung trén
hé thong. Dir liéu
phai dugc két xuét
ra dang file dé bén

bip Ung yéu
cau.

Thuc hién kiém
thdr hodac van
hanh thir va kiém
tra thuc té dé
danh gid mac do
dap Gmg yéu cau

bap ung yéu cau.
Thyc hién kiém
tra dinh ky hoac
dot xuat dé danh
gia muc do dap
g yéu cau
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Yéu cau chat

Yéu cau dau ra

STT Tiéu chi lrong cu th chf{}i?: l()iioi?ng Giai fioan thué
L .. dich vu
cap dich vu : ’
thué dich vu c6 thé
doc va kiém tra
duoc
3.3 | Cam két v& bao | Nha thau c6 cam | Pap ung yéu | Pap ting yéu cau.
mat thong tin két vé bao dam an | ciu. Khéng vi pham
toan, bao mat va | Cy cam két cac cam két veé
tinh riéng tu veé bao mat thong tin
thong tin, dir liéu
cua chu tri thué
dich vuy; tuan thu
quy dinh cua phép
luat vé an toan, an
ninh thong tin, co
yéu va Phap lénh
bdo v¢ bi mat nha
nuGc
34 |Bao dam an | Dich vu dugc cung | HTTT dugc xac | Bao dam an toan
toan HTTT theo | cdp phai duoc bao | dinh cap do va | HTTT theo cap do
cap do dam an toan mang | trién khai | yéu cau
v6i cap do tuong | phuwong an bao
g cap d6 3 dam an toan theo
quy dinh cuia
phép luat
4 | Céctiéu chiphi
chire nang
khac
4.1 | Tuan thu céc
yéu ciu chung
vé k§ thuat
4.1.1 | Tuan thu cac | Cac dinh dang tap Dap tmg yéu cau.

tiéu chuan ky
\

thuat ung
dung CNTT
trong CONN

tin (tap tin nhap vao
hé théng, tap tin
duoc xuit ra tir hé
théng, tap tin duoc
I trit trong hd so
dién tu,...) tuan thu

Dip uUng yéu
cau.

Thuc hién kiém
tht hoac van
hanh thtr &é danh

Thuc hién kiém
tra dinh ky dé xac
dinh cac tap tin
khong tuan thu
dinh dang tap tin
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Yéu cau chat

Yéu cau dau ra

STT| Tieuen lwgng cu thé chf%: :iof;lng Giai dogn thug
P dich vu
cap dich vu : :
theo cac dinh dang | gia mic do dap | (néu co) trong qua
tap tin (vé vin ban, | tng yéu cau trinh thué dich vu
hinh anh...) duogc
quy dinh tai Thong
tw sb 39/2017/TT-
BTTTT ngay
15/12/2017 ctua Bo
Théong tin  va
Truyén thong
4.1.2 | Nén tang cong | Hé théng bao dam

nghé

su tuong thich vé

nén tang cong
nghé, phu hop voi
hién trang 1Ung

dung CNTT cua
chu tri thué dich vu

Dap ung yéu
cau.

Thyc hién kiém
tra thuc té dé
danh giad mtc do
dap Gmg yéu cau

4.2 | Kha nang su
dung
421 |Kha ning st |Cho phép nguoi | Péap tng yéu cau | Pap ung yéu cau
dung dung truy cap tu
trinh duyét dé tra
ctru, trich xuét dit
liéu sinh ra trong
qué trinh st dung,
khai thac dich vu
4.2.2 | Tinh d& hoc, dé
str dung
Nha thau phai cung | Kiém tra thuc té
cap day du tai liéu | cac tai liéu do
huéng dan str dung | Nha thau ban
ciia phan mém ban | giao theo Yyéu
cing va ban mém. | cau.
4.3 | Tinh tin cay
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Yéu cau chat

Yéu cau dau ra

STT Tiéu chi . Giai doan iy A
lwgng cu thé chuin bi cung Giai (.ioan thué
£ . dich vu
cap dich vu : :
4.3.1 | Tinh lién tuc, | Pap tng yéu ciu Kiém tra nhat ky

san sang

san sang 24/7 tru
truong hop gian
doan hé thé)ng phuc
vu bdo tri, nang
cap.

cung cap dich vu
va thu thap thong
tin tr ngudi su
dung d¢ danh gia
chét luong dich vu
CNTT.

4.3.2

Kha ndng phuc
hoi sau su co

C6 kha nang phuc
hoi sau su co.

Kiém tra nhat ky
cung cap dich vu
va thu thap thong
tin tor ngudl su
dung dé danh gia
chét luong dich vu
CNTT.

4.4

Kha nang bao tri

Bao tri hé théng
phai thuc hién t6i
thiéu 01 niam/01
lan.

Cam két ctia nha
cung cap dich
vu.

Kiém tra nhat ky
cung cap dich vu
va thu thap thong
tin tr nguol su
dung d¢ danh gia
chat lugng cong
tac bao tri.

4.5

Kha nang diéu
chinh

4.6

Kha nang tich
hop, két nbi

+ Phuong 4an két
ndi, chia sé dit ligu:
nha cung cép dich
vu can bao dam hé
thong dap tng
phuong an két ndi,
chia sé dir liéu khoa
hoc, phu hop véi
hién trang Ung
dung CNTT cua
bén thué, tudn thu
tai liéu du an hoac
ké hoach thué va

Thuc hién van
hanh thir ¢ danh
gia kha niang két
ndi cia hé théng.

Kiém tra dinh ky
va thu thap thong
tin tr ngudi su
dung dé danh gia
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STT

Tiéu chi

Yéu cau chit
lwong cu thé

Yéu cau dau ra

Giai doan
chuan bi cung
cap dich vu

Giai doan thué
dich vu

cac quy dinh hién
hanh.

+ Kha nang tich
hop, két ndi voi cac
hé thong giam sat,
cac hé théng cua
bén thir ba dé phuc
vu nhu cau quan 1y,
theo ddi, giam sat
cua bén thué dich
vu: hé théng c6 kha
nang tich hop cac
hé théng theo ddi,
giam sat.

5 | Cac tiéu chi vé
su hai long cua
nguwoi sir dung
5.1 |Tinhkipthdi | Dich vu CNTT béo | Kiém tra va giam | Kiém tra nhat ky
dam bao dugc cung | sat cong tac trién | cung cap dich vu
cap t6i ngudi dung | khai xdy dung hé | va thu thap thong
dung thoi gian theo | thdng phuc vu | tin tr ngudi st
ké hoach, c6 hiéu cung cép dich | dung dé danh gia
luc ding quy dinh | vu. muc do dap ung
ciia cdp co tham tiéu chi chat luong
quyén nay.
5.2 |[Phan hdi cua | Dich vu CNTT phai Danh gid dinh ky

nguoi su dung

cho phép ghi nhan
cac y kién cua
nguoi dung va nhan
duoc cac phan hoi
tich cuc tu phia
nguoi dung trong
qua trinh st dung
trong mot thoi gian
hitu han theo hop

dé danh gia
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Yéu cau chat

Yéu cau dau ra

STT Tiéu chi 2 Giai doan s A
luwgng cu the chuén bi cung Giai (.ioan thut
£ . dich vu
cap dich vu : :
dong/théa  thuan
cung cép dich vu
5.3 | Thai do phuc vu | P61 ngii hd tro T6 chirc khdo sat,

nguoi dung phai
duoc dao tao bai
ban ludn sian sang
hd trg mot cach
nhanh chong va cé
thai do dung muyc,
chuyén nghiép

thu thap, phan tich
danh gia phan hoi
cua don vi su
dung dich vy (st
dung ti€u chi: Bap
ung, Chua dép
tmg) dé dua ra
danh gia vé tiéu
chi chat luong
nay.

Cic tiéu chi vé
quan ly dich vu

6.1

Tuan thu quy
trinh

Nha cung cip dich
vu CNTT phai ban
hanh cac quy trinh
quan 1y dich wvu
CNTT trén co so
théng nhat véi bén
thué dich vu

Kiém tra thuc té.

Kiém tra thuc té.

6.2

Moi trudong lam
viéc

Nha cung cép dich
vu phai co tru sé&
hodac chi nhanh
hodc van phong dai
di¢n dap ung kip
thoi nhu cdu cua
Chu tri thué dich
vu.

Kiém tra thuc té.

Kiém tra thuc té.

6.3

Bao cao dich vu

Nha cung cap dich
vu phai c6 bdo cao
dich vu theo cac
giai doan: Chuén bi
cung cap dich vy va

Kiém tra bao céo
két qua xay dung
hé théng phuc vu
cung cép dich vu
CNTT.

Kiém tra bao céo
két qua cung cip
dich vu theo ky
danh gia.
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Yéu cau dau ra

Yéu cau chat

. Giai doan
lwgng cu thé

chuan bi cung
cap dich vu

STT Tiéu chi Giai doan thué

dich vu

Chinh thuc cung
cép dich vu.

6.4 | Quan ly tinh sdn | Nha cung cip dich | Kiém tra va va | T6 chirc khao sat,
sang va tinh lién | vu phai danh gia va | giam sat cong tac | kiém tra danh gia
tuc cua dich vu | ghi lai rai ro anh trién  khai cac | thuc té két hop thu
huéng dén tinh sén | cong cu, nhén | thp, phan tich
sang va tinh lién tuc | luc quan 1y khai | danh gia phan hoi
cua dich vu trén co | thac vavan hanh | cia don vi su
s théng nhat cac | hé thdng cung | dung dich vu dé
chi tiéu chat luong | cam két cia Nha | dua ra danh gia vé
v6i bén thué dich | cung cép dich vu | tiéu chi chat luong
vu. Nha cung cép | vé viéc nang cap | nay.

dich vu phai tao ra, phén mém hang
thuc hién va duy tri | nam khi c6 yéu
cic ké hoach vé | cau phat sinh.
tinh sin sang va
tinh lién tuc cua
dich vu

6.5 | Quan ly thay d6i | Thong tin vé viéc | Kiém tra vin ban | Kiém tra bao céo
thay do6i cua hé | xac nhan, théng | két qua cung cip
thdng phai duogc | nhét cic thay doi | dich vu va vin ban
ghi nhan trong sudt | vé hé thdng | xdc nhan, théng
qua trinh cung cdp | trong qué trinh | nhit cac thay doi

dich vu. xdy dung hé|vé hé thdng theo
théng. ky danh gia (néu
co).
6.6 | Quan ly va trién | Thong tin vé cac Kiém tra bao cio
khai phién ban | phién ban cta hé két qua cung cip
thdng phai dugc dich vu va van ban
ghi nhan trong sudt lién quan dén trién
qua trinh cung cap khai phién ban cuia
dich vu (néu c6 hé théng theo ky
thay d6i). danh gia (néu co).

3.3.2.1. Ning luc ky thuat hé thong
Thoi gian dap (ng cua dich vu céng nghé thdng tin: Céac thanh phan dich vu phai
c6 kha nang xtr 1y va dua ra két qua nhanh, kip thoi, dap ang yéu cau cta ngudi sir
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dung. Dich vu cdng nghé thdng tin phai nang cao kha ning phdi hop hoic rat ngan
thoi gian dé c6 thé hoan thanh nghiép vu thuc té cua ngudi thuc thi; bao dam méi
treong nghiép vu khong gian doan.

Kha nang mo rong cua dich vu cong ngh¢ thong tin: Dich vu cong nghé thong tin
phai ¢6 kha nang dap ung cac yéu cau mo rong khi dir liéu, sé lwong giao dich, s6
lugng nguoi dung tang lén.

Miurc @6 sir dung, khai thac cua dich vu c6ng nghé théng tin: Dich vu céng nghé
thong tin sau khi chinh thirc cung cp phai duoc st dung, khai thac mot cach c6 hiéu
qua. Phan anh nhiing yéu cau téi thiéu vé sb lan va tan suat dich vu duogc khai thac
nham han ché tinh trang dich vu cdng nghé thong tin sau khi duoc chinh thic cung
cap nhung khong duoc st dung.

Ha ting nang lyc truyén dan: Sir dung ha ting duoc dau tu hién dai cua céc nha
cung cap dich vu 16n, ¢6 tc do truyén dan dit liéu trén nén tang bang thong cao, kha
ning mo rong ting bing thong dé dang.

Bao mat: C6 chinh sach bao mat an toan va 6n dinh, c6 hé théng bao mat riéng va
thuong xuyén dugc nang cap.

Chtic ning hé théng: cac chire ning dugc trién khai trén hé thong duoc lua chon
va tinh chinh don gian dé& sir dung mang dén cho nguoi ding hiéu qua tét nhat, khai
thac téi da cac hé thong duge dau tu.

Ning luc mé rong va dau ndi cac hé thong khac: Dam bao kha ning mé rong trén
hé thdng hién hitu, c6 kha nang tuwong thich va phi hop véi viéc tich hop vao hé thong
trng dung c6ng nghé théng tin phuc vu chi dao diéu hanh khac.
3.3.2.2. Tinh niing, chit lwong dich vu

Tinh day du cua chtc nang nghiép vu: Dich vu cdng nghé thdng tin phai cung cap
va dap ung day du cac chirc niang nghiép vu theo yéu cau cia nguoi st dung

Tinh chinh x4c cua cac chirc nang nghiép vu: Dich vu cong nghé thong tin can dam
bao két qua thyc thi cua céc chirc nang nhiém vu la chinh xéac, phi hop so véi quy
trinh va dir liéu dau vao cua ngudi sir dung.

Tinh pht hop cua chac niang vai nghiép vu thuc té: Cac chirc ning duoc cung cap
phai bam sat voi nghiép vu thuc té va két qua thuc hién chirc nang phai ph hop véi
logic thyc hién cac budc cua quy trinh nghiép vu.

Tinh kip thoi: Dich vu ¢éng nghé théng tin bao dam bao dwoc cung cap téi nguoi
dung dung thoi gian theo ké hoach, ¢6 hiéu lrc dung quy dinh cua cap c6 tham quyén.

Phan hdi cua nguoi sir dung: dich vu céng nghé thdng tin phai cho phép ghi nhan
cac y kién cua nguoi dung va nhan dugc cac phan hdi tich cuc tir phia nguoi ding
trong qua trinh sir dung trong mat thoi gian hitu han theo hop dong/thoéa thuan cung
cap dich vu.

Thai d6 phuc vu: Doi ngii ho tro nguoi dung phai duoc dao tao bai ban, ludn san
sang hd trg mot cach nhanh chong va cé thai do dung muc, chuyén nghiép.
3.3.2.3. Thoi gian chuan bi trién khai

- Thoi gian hinh thanh dich vy: 60 ngay.
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- Thoi gian thué dich vu: 36 thang.
3.3.2.4. Viéc so hiru cac thong tin, dir lidu

Céc don vi str dung dich vu ¢ quyén sé hitu, tai vé phan dit liéu do chinh don vi
tao 1ap trong sudt qua trinh sir dung.

Nha cung cip dich vu c6 trach nhiém dam bao tinh an toan bao mat thong tin, di
liéu do don vi thué dich vu tao 1ap, dam bao ché d6 sao luu dinh ky, dam bao hé thng
c6 thé khoi phuc lai dit liéu khi xay ra cac su ¢b ngoai trir nhirg truang hop bat kha
khéng.

Nha cung cap c6 trach nhiém bao mat moi théng tin vé dix liéu cua cac don vi thué
dich vu va khong dugc phép tiét 16 cho bat ky bén thi 3 nao khac ngoai trir yéu cau
Clia co quan c6 thadm quyén cta nha nudc.

Nha cung cap dich vu c6 trach nhiém chuyén giao toan bo thong tin, di liéu phat
sinh cho cac don vi thué dich vu khi hét han thué dich vu ma bén thué khong gia han
st dung dich vy nira hoic khi c6 yéu cau bang vin ban caa bén thué dich vu.

3.3.3. Cam két dich vu

3.3.3.1. Cam két nhan su

Doi ngit nhan sy chuyén mén phu hop vai trdch nhiém quan ly, quan tri dich vu
dang duoc bd tri dam nhan cong viéc.

Tuan thu quy trinh quan tri dac quyén nhiam kiém soét viéc cip phét / huy bo céc
dac quyén truy cap khi nhan sy tham gia vao quan tri hé thong hoac nghi viéc.
3.3.3.2. Cam két vé sao lwu va phuc hdi dir liéu

Nha cung cép dich vu chiju trach nhiém dam bao diéu kién k¥ thuat dé co thé sir
dung dwoc phan mém 24 gio/ngay va 07 ngay/tuan ngoai trir thoi gian bao tri, nang
cap, khic phuc sy ¢é cho hé thdng. Thoi gian ngung hé thdng dé bao tri hodc nang
cap hoic sao luu s& duoc bao trudc lich thuc hién qua email hoac thdng béo truc tiép
trén phan mém...

Nha cung cip dich vu c6 trach nhiém dam bao tinh an toan bao mat thong tin, di
liéu do don vi thué dich vu tao lap, dam bao ché dd sao Ivu dinh ky, dam bao hé théng
c6 thé khoi phuc lai dit liéu khi xay ra cac su ¢b ngoai trir nhirg trudng hop bat kha
khang.
3.3.3.3. Cam két bao hanh

Thong s ky

STT Yéu cau
thuat A
Khi nine bao C6 mang ludi nhan sy bao tri, bao dudng hé thong trén cac
1 1 bio har%h don vi hanh chinh truc thudc, dam bao nhan luc dé trién khai
tai nhiéu dia diém dé bao hanh bao tri néu can thiét.
, | Thoi gian khic | Téi da 4h ddi véi 15i hé thong cac su cé nhé va trung binh,

phuc sy cb i voi cac su cd nghiém trong trudc 24h gio phai co phuong
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Thong s ky

STT Yéu cau
thuat 4
an, ké hoach xir 1y thong bao dén Chu dau tu qua dudng vin
ban/email/sd dién thoai.
th a d, e 2 . ~ 2 - A A - A b4 - N
, a I}angk al;’ Co0 tong dai ho trg dé lién lac, nhan vién truc dé tra loi va
3 | ang yéu cau ho

huéng dan khi gap su ¢ 24/7.

tro k¥ thuat

3.3.4. Quy trinh quan tri, van hanh va giam sat h¢ théng

3.3.4.1. Pham vi cdng viéc quan tri ciia nha cung cap dich vu

3.3.4.1.1. Té chic quan ly va van hanh ciaa nha cung cip dich vu

Nha cung cap dich vu thuc hién quan ly van hanh va hd trg nhu sau:

Tiép nhan thdng tin sy ¢d, yéu cau tir khach hang.

7 Chﬁuyén thong tin su ¢d, yéu cau cua khach hang dén Bo phan phu trach k¥ thuat
de kiém tra, xu ly.

Thu thap théng tin vé tinh trang xi 1y su ¢d, yéu cau caa khach hang

Pénh gia dich vu bang viéc st dung dich vu nhu ngudi dung: duyét web, FTP,
test guri nhan email . . .

Kiém tra théng tin 13i/yéu cau va danh gia kha ning khac phuyc.

Théng bao/phan héi vai khach hang vé tinh trang xu 1y 15i.
3.3.4.1.2. Khic phuc sw c¢é khi hé thong phéat sinh 18i, cap nhat tai liéu ky

thuat, ghi nhan diy di cac bwoc xir Iy 16i

Phan tich su ¢6 (ing dung phan mém nham nhan dang nguyén nhan va xac dinh
cég giai phap kha thi, kiém tra (test) va thyc thi giai phap xir Iy trong thoi gian sém
nhat.

Ho tro XU ly ky thuat cho khach hang. Phan hoi théng tin cho khach hang ngay
sau khi kiém tra, xac dinh 16i. f?ém bao giai quyét cac yéu cau cia khach hang vé
dich vu trong thoi gian sém nhat.

Lap tai liéu cac van dé, 16i, su ¢b va cach giai quyét dé phuc vu cho viéc tham
khao trong tuong lai.
3.3.4.1.3. Yéu cau dich vu bao hanh va h trg trong thai gian thué
- Dich vu hd trg huéng dan nguoi ding.

- Nang cap phién ban theo ké hoach nang cap chung cua bén cho thué.

- Cung cap cac ban va 16i khac phuc 161, khiém khuyét cuia chuong trinh néu co.

- H0 tro phan tich danh gia va xir ly dir ligu.

- HO trg khac phuc sy ¢6 dam bao hé thdng van hanh lién tuc, an toan.

- Tu van danh gia hiéu qua sir dung va dé xuat cac bién phép cai tién.

- Hinh 'Ehtrc,hc*) tro tai ghS, tig: xa (qua thoai, email, remote control) tly theo cap
d6 khan cap hay su can thiét tai chd caa su ¢d, ndi dung hd tro.
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3.3.4.2. Yéu cau vé trién khai, khéi tao
Cac cdng viéc cu thé nhu sau:

Khéo sét tiép nhan thong tin ha tang trién khai tir don vi sir dung

Xem xét, théng nhét ké hoach trién khai dich vu

Cai dat phan mém

Khai tao, dong bo dit liéu dau ky

Trién khai lfét ndi véi cac hé thér]g chuy@n nganh va céc nén tang caa Thanh
pho (Hé t‘h()ng thong tin giai quycfit thﬁqtuc hanh chinh, Hé théng quan 1y vin
ban va dicu hanh cong viéc, hé thong Cong thong tin 1022, v.v...)

Kiém tra, cap nhat va huéng dan lai cac van dé chinh sta

Chuéan bj va Béo cao két qua van hanh the

3.3.4.3. Phwong 4n quan ly van hanh hé théng sau khi trién khai dwa viao

van hanh,

a) Qudn tri ng dung dang hoat dong

Thuc hién quy trinh van hanh hoac quan tri ang dung

Kiém’tra két qua van hanh (ng dung hoic theo ddi nhat ky (log) hoat dong caa
hé thong rng dung

Xac dinh nguyén nhan 15i hoic ¢d kha ning gay ra 1i tng dung

Dé xuét xu ly hodc giam sat két qua xtr ly cac su cb phat sinh trong qua trinh
van hanh tng dung.

Dé xuit giai phap dé t6i wu hoat dong cho wng dung, chirc ning hoic mot nhém
chirc nang cua ng dung.

Kiém tra, xac dinh yéu cau hd trg dé xac dinh 16i ung dung hoic yéu cau phat
sinh hozic huéng dan sir dung.

Kiém tra két qua xir 1y 16i.

Thuc hién khac phuc sai léch dix liéu khi ¢ cong cu va giai phap xir ly.

Xay dung cong cu hoac cau lénh két xuat dir liéu theo yéu cau.

Dién tap (ng ctru thong tin dinh ky (néu co).

Céc codng viéc can thiét khéc.

b) Qudn tri hoat dgpng ngwoi sir dung ng dung

Phéi hop xay dung, hoan thién quy ché, quy dinh vé phan quyén, giam st sir
dung tng dung.

Thup hién tao hoac cap nhat thong tin, khoa tai khoan nguoi sir dung, phan
quyén theo quy dinh.

Giam sét va lap béo cao vé viéc tuan thu quy ché, quy dinh phan quyén tng
dung theo quy dinh.

Giam sét va 1ap bao cao giam séat hoat dong cua nguoi dung trén hé théng.
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¢) Kiém sodt, déi soat di liéu:

- Thuc hién kiém soat, d6i soat dir liéu theo cong cu va giai phap c6 san.

d) Tiép nhdn, kiém tra va hé tre’ cac yéu cau khéng lién quan dén cdap nhdt di

ligu

- Tiép nhan, kiém tra va hd trg cac yéu cau huéng dan sir dung chic ning trén
ung dung hoac kiém tra dir liéu.

- Tiép nhan, kiém tra va hd trg cac yéu cau huéng dan nguoi sir dung tra ciu sb
liéu trén chirc nang tng dung.

- Tiép nhan, phan tich, kiém tra va hd trg yéu cau 16i khéng vao duoc (ng dung
do 18i hé thong/co s dir lieu/duong truyén.

- Kiérp tra lai tng dung sau khi khic phuc duoc hé thdng/co sé dit liéu/dudng
truyen.

e) Tiép nhdn, kiém tra va hé tre' cac yéu cau lién quan d@én xar 1y dir ligu

- Tiép nhan, kiém tra dit liéu cia mot nguoi dung theo yéu cau.

- Cap nhat dir liéu theo c6ng cu hoic cau Iénh c6 san theo yéu cau.

- Tong hop két qua ra soat dir liéu va chuyén cho b phan chuyén trach xu ly.

f) Ldp béo céo, tai ligu hodc quy trinh hwéng dén thwong gap

- Lap bao céo lién quan dén cong tac ho tro.

- Xay dyng tai liéu huéng dan xua Iy cac tinh huéng thuong gap trong qua trinh
hd tro.

g) Xay dwng cong cu hogc cau lénh dé khai thac sé liéu theo mdu biéu chwa cé

- Tiép nhan, phan tich va xay dung cdng cu, chic nang phan mém hoic cau lénh
khai thac dir liéu lién quan.

- Céc cong viéc can thiét khac.

h) Van hanh hé théng

- Tiép nhan, phan tich, phan loai thuc hién hd tro xir Iy khac phuc sy cb.

- Tiép nhan, dé xuat giai phap va cap nhat dit liéu theo yéu cau.

- Kiém tra he th(‘)‘ng dinh ky hang ngay, hang tuan, hang thang va cac phat sinh
theo yéu cau nham kiém tra tinh trang hoat dong cua ha tang hé théng cong nghé
théng tin, tién hanh phan tich va dé xuat phuong an xu ly.

- Thuc hién xir ly su c6 bao mat cac hé théng ha tang va tng dung (c4c trang tin,
dich vu web (webservice)...va cac trng dung giao dich truc tuyen).

- HJ trg ung ctu céc su cb ngirng hoat dong hé thdng, khdi phuc hé théng thdng
tin, tan céng c6 chu dich ...

- S hoa cac tai liéu lién quan dén céc yéu cau hd tro.

- Xay dung co s tri thie cho cong tac thuc hién hd trg khic phuc xi 1y su cé.

- Bao dam an toan thong tin trong qué trinh van hanh.

- Céc cong viéc can thiét khac.
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i) Xay deng va phéi hep kiém tra, cdp nhdt dam bdo ATTT hé théng
- Tiép nhan, phan tich, xay dung phuong an dap tGng cac dot kiém tra ATTT
- Téi wu, diéu chinh, audit theo két luan cac dot kiém tra ATTT hé théng
3.4. Phan tich qua trinh cung cap dich vu va phwong an quan ly, chuyén giao cho
bén thué
Thong tin, dir liéu hinh thanh trong qua trinh thué dich vu cong nghé théng tin thudc sé
hitu cua co quan, don vi thué. Pon vi cung cip dich vu c6 trach nhiém bao dam duy tri
hoat dong 6n dinh, théng sudt, bao dam an toan, an ninh (trong d6 bao gdm cac dich vu
quan tri, van hanh hé théng...).
3.4.1. Cac thong tin, di liéu, phan mém va tai san hinh thanh

La céc thong tin, dir liéu do chu tri thué dich vu hinh thanh va tao nén trong qué trinh
tu San xuat, xuat ban théng tin, tong hop thdng tin, tich hop, lién két thong tin tir cac hé
théng khac va duoc luu trit trong pham vi ha tang ma chua tri thué dich vu thué.

3.4.2. Phuwong an quan ly, chuyén giao cho bén thué
Trong qua trinh van hanh hé thdng, chu tri thué s& dugc cung cap cac tai khoan hé
thdng dé truy cap, quan ly cac thong tin dix lieu do minh s& hiu.
Trong trudng hop chu tri thué cham dat hop dong vaéi nha cung cap dich vy, nha cung
cap dich vu phai c6 trach nhiém cung cap toan bo céc théng tin, dit liéu, phan mém va
tai san hinh thanh thudc sé hitu caa cha tri thué dich vu dudi dang dix liéu c6 thé truy
xuat, doc duoc; nha cung cap dich vu phai cam két bao mat toan bo cac céu tric, so do
hé thdng, théng tin, dit liéu trong qué trinh cung cap dich vu va chiu toan bo trach nhiém
khi vi pham cac quy dinh caa phép luat va nghia vy caa bén cung cap dich vu tai cac
diéu khoan cua hop dong.
3.5. Yéu ciu vé cac phat sinh trong qua trinh khai thac, sir dung dich vu

Trong qué trinh khai théc, str dung dich vu don vi str dung dich vu ¢ thé ra soat lai ha
tang va chirc nang phan mém khong dung dén dé cit giam nham tinh gon lai hé thong, néu
c6 cac phat sinh 1am thay d6i quy md cung cap thi chii dau tu va don vi cung cap dich vy
s& thuong thao dé diéu chinh gia thué phan phat sinh.
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4. Giai phap va phwong phap luan

Nha thau chudn bi dé xudt gidi phdp, phirong phdp ludn tong qudt thuwce hién
dich vu theo cdc ngi dung quy dinh tai Chwong nay, gom cdc phan nhw sau:

1. Gidi phdp va phwong phap ludn,

2. Ké hoach céng tdc.
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