Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuét

Yéu cau vé kj thudt bao gom yéu cau ky thudt (mang tinh kj thudt thudn tiy)
va cdac yéu cau khac lién quan dén viéc cung cdp hang hoa (tri gia). Yéu cau vé ky
thudt phai dwoc néu day di, ré rang va cu thé dé lam co sé cho nha thau ldp E-
HSDT.

Trong yéu cau vé ky thudt khong duoc dua ra cac diéu kién nham han ché su
tham gia cua nha thau hodc nham tao loi thé cho mot hodc mot sé nha thau gayra
sw canh tranh khéng binh dang, dong thoi ciing khéng dwa ra cdc yéu cau qud cao
dan dén lam tang gid dw thau hodc lam han ché si tham gia ciia cdc nha thau, khéng
duoc néu yéu cau vé tén, ky ma hiéu, nhan hiéu cu thé ciia hang hoa.

Hé so moi thau dwoc néu nhan hiéu, catalé ciia mét san phcfm cu thé dé tham
khdo, minh hoa cho yéu cau vé kj thudt ciia hang héa nhung phdi ghi kém theo cum
tir “hodc twong dwong” sau nhan hiéu, catalé dong thoi phdi quy dinh ré néi ham
twong dirong véi hang héa dé vé ddc tinh kj thudt, tinh nang sir dung, thiét ké cong
nghé, tiéu chudn cong nghé va cdc ngi dung khac (néu co) dé tao thudn loi cho nha
thau trong qud trinh chudn bi E-HSDT ma khong dwoc quy dinh twong dwong vé
xudt xur.

Yéu cdu vé ky thudt bao gom cdc néi dung co ban nhw sau:

1.1. Giéi thiéu chung vé du an/dw toin mua siam, goi thau

- Tén du 4n: Nang cao nang luc quan Iy container tai Cang Bén Nghé.

- Chu dau tu: Cong ty TNHH MTV Céang Bén Nghé.

- Pia chi: S6 09, Pudng Bén Nghé, Phuong Tan Thuan, TP. H6 Chi Minh.
- Tén goi thau: Mua sam, lép dat thiét bi cong nghé thong tin.

- Pia diém thuc hién géi thau: Cong ty TNHH MTV Cang Bén Nghé - S6 09,
Puong Bén Nghé, Phudng Tan Thuan, TP. HO Chi Minh.

- Hinh thirc dau tu: Pau tu moi.

- Ngudn vén: Von tu c6 ciia Cong ty TNHH MTV Cang Bén Nghé.

- Hinh thirc lya chon nha thau: Pau thau rong rdi trong nudc, qua mang.
- Phuong thirc dAu thau: Mot giai doan mot thi ho so.

- Loai hop dong: Hop dong tron goi.

- Thoi gian thuc hién géi thau: 03 thang.



1.2. Yéu céu vé ky thuat

Yéu cau ve ky thudt bao géom yéu cau vé ky thudt chung va yéu cau vé ky thudt
chi tiét doi voi hang hda thuoc pham vi cung cdp cua goi thdu, cu thé:

a) Yéu ciu vé ky thuit chung
a.1. Hién trang ha ting mang Cang Bén Nghé
Core Switch & Distribute Switch & Switch Access

vnpt vnpt

Viettel leasline

N

% 19

V3n phong 2 Trung tam IT

SIS S S S QSIS

. Xudng sirp Thi tyc P.Kinh )
Bai rdng i chirng tir doanh Tram Carj Bai Hang Kho B2 Kho B1

Ghi chi @ Distribute Switch % Switch Access Roule@

cable optical ————  cableutp M Internet

So do hé th(fng mang LAN hién hitu cang Bén Nghé



Q 40 Xuing sia chia-Kho vit tv

41: Bio v¢ cfng B

F E 0 c B
|j 35 VP cum ko B2 34: VP cum kho B1
36: B& hing

Khodng cdch t IT Room ¢fa VP Cum Kho B1 (C): 245m
Khadng cdch & IT Room d&n Tram Cda (H): 513m
Khadng cdch % IT Room d¥a ofng A: 205m

Khodng cich ti IT Room 6&n Xudng (V): 740m

Ghi Chy
«: Diém haim&insi [): Wall mount 4 port - Wall mount 12 port
Cap quang 4 core & treo Cap quang 4 core di ngdm

Dai Dién HPT Dai Dién Cing BN

So do bé tri cap quang Cdng Bén Nghé

- So dd bd tri cap quang ciia Cang Bén Nghé: Hién tai hé thong cap quang
cua Cang duoc stir dung loai céap 1a cap quang 4 core di treo va cap quang 4 core di
ngam.

- L6 trinh tuyén cap quang 01: tir Phong IT dén Vian Phong Bao Vé Cong A.

- Lo trinh tuyén cap quang 02: tir Phong IT dén VPII tir Van Phong 1T ¢6 02
duong cap quang riéng biét 01-line két ndi voi Cong B line con lai di tiép t6i Xuong
Stra Chita va Bai Rong.

- L trinh tuyén cap quang 03: tir Phong IT di ngam téi Cum Kho B2 sau d6
di dén tram can 1 va 2.

- L trinh tuyén cap quang 04: tir Phong IT di ngdm dén Cum Kho B5 sau d6
di dén VP bai hang...

- Toan bo hé thong cap quang dugc bao quanh Cang Bén Nghé.

a.2. Tiéu chuén, quy chuin kj thuit 4p dung trong diu tw thiét bi va
TTDL

- Tiéu chuan, quy chuan k¥ thuat ddi véi Trung tam dit liéu theo thong tu s6
03/2013/TT-BTTTT ngay 22/11/2013 ctia B Thong tin va Truyén thong

- TCVN 9250:2012: Trung tim dit liéu, yéu cau vé ha tang k¥ thuat vién thong
- Quy chuan k§y thuat QCVN 32:2011/BTTTT: Chéng sét cho cac tram vién



thong va cap ngoai vi
- Quy chuan k¥ thuat QCVN 9:2010/BTTT: Tiép dat cho cac tram vién thong

- Tiéu chuan qudc gia: Phuong tién phong chay va chita chay cho nha va cong
trinh - Trang bi, b tri, kiém tra, bao dudng, ky hi¢u TCVN 3890:2009

- Quy chuan k¥ thuat QCVN 06:2010/BXD: V¢é an toan chay cho nha va cong
trinh

- Tiéu chuan ANSI/TIA-942: V& bd tri cac khu vuc chire nang, cAu trc chuc
nang cua TTDL

- Tiéu chuan ANSI/TIA/EIA-607: Vé tiép dat va n6i dat cho hé théng truyén
thong cua toa nha thuong mai

- Tiéu chuén Tier: Phan loai va yéu cau do tin cay cua TTDL
- Tiéu chuan IEC C62.41-1991 V& yéu cau chdng sét cho toan nha va TTDL
- Tiéu chuan hé théng luu dién (UPS): IEC-146-4

- Tiéu chuan cta hé théng phong chay - dap chay trong TTDL: NFPA -
75:2001, AUS/NZ 4487:1997

- Tiéu chuan ASHRAE TC9.9 Quy dinh vé céc tiéu chi 1am mat, yéu cau lam
mat, hé théng lam mét va mdi truong cho céc thiét bi dién tir/vién thong thudc TTDL

- Céc tiéu chuan vé két cdu cong trinh x4y dung, céc tiéu chuan vé xay dung
hé théng cung cép dién, an toan dién, PCCC... cia Viét Nam: TCVN

- Thong tu s6 39/2017/TT-BTTTT ngay 15 thang 12 ndm 2017 ctia B trudng
Bo Théng tin va Truyén thong vé ban hanh danh muc tiéu chuin k¥ thuat vé tng
dung cong nghé thong tin trong co quan nha nudec.

a.3. Hang muc hé thong may chii va hru trir dir liéu

a.3.1. Bdn vé thiét ké tong thé
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Bdn vé thiét ké tong thé
a.3.2. Gidi phdp thiét bi CNTT
a.3.2.1. Hé thong mang
Cian ¢l vao thiét ké co so, hién trang va nhu cau caa TTDL cang ¢ thoi diém
hién tai, giai phap thiét ké cho hé thong mang TTDL can dam bao:
- Hé théng mang TTDL c6 ning luc xir Iy 16n véi cac may chu va hé théng
lwu trir két ndi toc do cao (1Gbps) duoc phan hoach thanh cic ving mang Core,



LAN, WAN va Internet.

- Pam bao ngudi quan tri c6 kha ning giam sat, diéu khién tir xa hé théng
may chu, cac thiét bi mang, tuong lua, h¢ théng luu trit, cac dich vy, rng dung va
CSDL.

- Pam bao tinh dap tng nhu cau hién tai va kha niang mé rong trong tuong
lai.

a.3.2.2. Hé théng luu tri

SAN la mt mang riéng téc do cao dung cho viéc truyén dir lidu gitta cac may
chu tham gia vao hé thong luu trit ciing nhu gitta cac thiét bi luu trit vdi nhau. SAN
cho phép thyc hién quan 1y tip trung va cung cap kha ning chia sé dit liéu va tai
nguyén luu trir. Hau hét mang SAN hién nay dya trén cong nghé kénh cép quang,
cung cip cho nguoi st dung kha ning mé rong, hiéu nang va tinh sin sang cao.
SAN duoc st dung chu yéu trong cac moi truong chira dit liéu nhay cam, dic tinh
tin cdy 1a quan trong nhat, cac to chic quy mé 16n v6i nhu cau luu trit 16n.

Trong giai phap, trén thiét bi Storage s& dugc chia cac LUN dé luu trit bao
gdém hé diéu hanh, cic Gng dung, cling nhu dit liéu. Vi ngay thiét bi Storage tu
hang da c6 co ché du phong vé Controller, vé 6 ctrng. Nho d6 du chi dau tu 1 thiét
bi nhung dit lidu ciia khach hang van dugce dam bao.

a.4. Giii phap quan ly va biao mat
a.4.1. H¢ thong twong lira

Céc cudc tAn cong mang dang ngay cang da dang va gy nguy hiém cho ha
tang mang cia cac Cang. Cac cudc tin cong nay tao ra nhimg rii ro dang ké cho
con nguoi, moi truong va hoat dong hang ngay cua cac doanh nghi¢p Cang. Cac
giai phap tudng lira thé hé tiép theo c6 thé dap Gmg cac yéu cau nghiém ngit vé bao
mat cta ha ting mang nhu vy cho phép co sé ha tang tiép tuc cung cap cac dich vu
an toan va dang tin cay.

Giai phap tuong lira trong thiét ké nay cung cap giai phap bao mat théng nhat
dé cac doanh nghiép hoic t6 chirc khong can mua nhiéu giai phap bao mat tir nhicu
nha cung cap (vi du nhu tuong lira hodc bd loc web). Giai phap bao mat thong nhat
nay, dua trén mot thiét bi duy nhét c6 nang lyc xt 1y thong tin cao, cuc ki hiéu qua,
tiét kiém chi phi va dang tin cdy. Cac doanh nghiép khéng can nhiéu doi ngii IT dé
cai dit va quan 1y nhiéu giai phap. Giai phap thong nhat nay ciing c¢6 kha ning cung
cap phan hoi nhanh vé cac mdi de doa c6 thé xuat hién bat clr noi dau, bat cir liic
nao.

Céc tinh nang thiét bi tuong lira:

- Nhan dang ung dung: Moi dir li¢u di qua thiét bi tuong Itra déu duogc phan
loai theo tmg dung ma khong quan tAm dén viéc no sir dung giao thirc ndo, cong



nao, mi hoa hay khong mé héa. Va cac chinh sach an ninh déu dya trén thong tin
tmg dung dé xtr 1y

- Ngan chan mbi de doa theo thoi gian thyc: Kha ndang nhan dang va kiém
soat ing dung chi giai quyét mot phan van dé vé tinh tudng minh va kha nang kiém
soat trong hé thong IP ma nha quan tri dang ddi mat voi cac moi de doa ngay nay.
Xem xét ndi dung dir liéu ctia tng dung dugc phép di vao hé théng tro thanh thach
thirc tiép theo. Tinh ning ngan chin mdi de doa gitip giai quyét thach thuc nay dé
ngin nglra cac moi hiém hoa (eg: anti-malware, anti-virus, IPS..), loc URL va loc
dir liéu. Cac san pham chéng tan cong hay ngan ngira cac moi hiém hoa tai gateway
hién nay thuong thyc hién luu lai (proxy) toan bg tai trude khi scan virus, spyware,
malware gy ra su cham tré trong viéc xir Iy. Do thiéu kha nang xr Iy vé6i tc do cao
nay budc cac doanh nghiép phai dya vao nhiéu thiét bi riéng 18, gay ra kho khin
trong quan 1y. Thiét bj twong lira voi tinh ning ngin chan moi de doa hd tro duoc
cac tinh nang sau:

+ Do tim va chin viruses, spyware, worms, and 16 hong tmg dung

+ Kiém soat viéc truyén file hay thong tin nhay cam ra khoi hé thong
+ Tc d6 xtr 1y cao

+ Giam chi phi van hanh va quén tri véi mot giao dién quan 1y

- Kiém soat loc file va loc ndi dung:

+ Kiém so4t tinh ning truyén file cta cac ing dung: Vi cong nghé nhan dang
ung dung chinh xac, thiét bi c6 thé kiém soat, ngan chan nguoi dung st dung tinh
ning truyén file ma van c6 thé sir dung tmg dung mét cach binh thudng.

+ Loc cac file theo chiing loai: thiét bi v&i cong nghé loc ndi dung cho phép
phan tich sau vao ndéi dung goi tin cho phép nhén dang chinh x4c chung loai file
(khong chi nhan dang don thuin bang phan mé rong file) cho du ngudi giri ¢6 thay
d6i phan mo rong cua file.

a.4.2. H¢ thong mdy chii

Can cit BCNCKT, cac may chu s& dugc a0 hoa, chuyén d6i dan cac tmg dung,
may chu hién tai sang hé théng méi. Hé théng may chu nay phai sir dung cong nghé
moi nhat, ddp tng nhu cau hién tai va tuong lai, cu thé:

- May chu quan tri: Tach riéng khoi cum may chu tinh toan. Bam bao khi mot
may chu bi 16i, may chu quan 1y hé théng, may chu sao luu phuc hoi dit liéu khong
bi 4nh hudng, van c6 thé quan 1y, sao luu cho may chii khéc.

- May chu ATK: cai dit hé théng quan 1y, kiém so4t, theo ddi truy cap vao hé
théng may chu théng qua chinh sach an ninh.

a.5. Hang muc thiét bi cong nghé thong tin



a.5.1. H¢ thong mang khong diy
a.5.1.1. Yéu cau cho hé thong Wifi

- Thiét bi dugc thiét ké dé van hanh 24/7, dam bao sy on dinh trong viéc truy
cap cua nguoi dung trong sudt thoi gian st dung.

- User c6 thé truy cap vao hé thong wifi v6i nhitng chinh sach truy cap hoan
toan riéng biét, qua do6 tan dung duogc cong suat hoat dong cua cac thiét bi mot cach
t61 wu nhat.

- Cac dong thiét bi déu hoat dong trén chuan AC wave 2 - 1 chuan wifi méi
nhat hién nay, dép trng duoc yéu cau toc dg truy cap cao cho nguoi dung.

- Thiét bi tu dong diéu chinh kénh séng, phan ludng dit liéu hoat dong gitip
dam bao chat lugng hé thong wifi ludn ti uu, giam thiéu d6 nhiéu song.

a.5.1.2. Tinh nang cho hé thong Wifi:
- Tinh bao mat cho hé thong mang khong day:
+ Hb trg co ché Vlan.

+ C6 thé tao chinh sach mdi, thay d6i chinh sach cho ngudi ding trong vong
1 vai cu nhép chudt, nhu giéi han bang thong, chan URL, thiét lap thoi gian cho
SSID, ...

+ C6 thé g& (chan) ngudi dung khoi hé thong ngay khi can.

+ Co ché xac thyc linh hoat, da dang, phu hop véi tirng nhom doi tuong nguoi
dung trong hé thdng. Can bo va hoc vién nha truong chic chin sé ¢o co ché chung
thue khéac so v6i khach, giup ting cuong tinh bao mat va 6n dinh trong hé thong.

- Pam bdo tinh bao mat cho quyén quan tri

+ Chi thanh vién Ban Gidm d6c IT c6 trach nhiém méi c6 thé truy cip vao
giao dién kiém soat Dashboard dé cau hinh va theo doi hé thong.

+ C6 thé phan quyén khac nhau cho cic nhan sy theo trach nhiém cong viéc:
e Chi c6 thé xem chr khong thé chinh sira (Monitor)
e (C06 thé chinh stra hé théng (Operator)
e Chi duoc quyén tao ma truy cép cho khach dén lam viéc tai cang
e Quyén quan tri (Administrator)
e Quyén quan tri cao cap (Super Administrator)
a.5.1.3. M6 hinh trién khai

- Quan 1i tap trung s& duoc trién khai theo md hinh On-Premise (Cai dt trén
hé théng may chi ciia khach hang): D& dang cau hinh, quan tri va M rong hé thong.



- CAu hinh may chu yéu cau dé cai dat hé théng qua li tip trung twong Gmg
véi ting quy mo cua hé thong WiFi:

Sysom Capacity (Number of AP) <20 21-200 201 - 1000 1001 - 3000

- VMware vSphere ESXi 7.0 (Preferred)
Supported VM Platforms (Hypervisors) - VMware Workstation Pro 16.x
- VMware Workstation Player 16.x

Number of vCPUs 2 4 6 10
Minimum VM Memory 8 GB 8 GB 16 GB 32GB
Requirements Disk Space 40 GB 40 GB 40 GB 40 GB

Network Interface (VNIC) 1 1 1 1

- Sir dung tinh ning Mesh d¢ lién két cac Access point lai véi nhau, giam
thiéu chi phi thi cong day dong thoi mang lai tinh thAm my cao.

- Khéng ché d6 nhiéu va d6 phu song ctia hé thong.
a.5.1.4. So do bé tri Access Point

So dé bé tri Access Point

a.5.2. Thiét bi mdy tinh chuyén dung cim tay, gin xe diu kéo, gin phwong
tién nang ha

a.5.2.1. Yéu cau cho thiét bi may tinh chuyén dung cam tay

- Thiét bi duoc thiét ké theo tiéu chuin cong nghiép dé van hanh 24/7, dam
bao sy 6n dinh trong sudt thoi gian st dung.

- Thiét bi ¢6 hé diéu hanh & ciu hinh phﬁn cing di manh cho phﬁn mém khai
thac hoat dong.

- Thiét bi nho gon, pht hop dé cam nam lau dai trong qua trinh sir dung & c6
kich thudc man hinh vira da cho hoat dong khai thac.

a.5.2.2. Yéu cau cho thiét bi mdy tinh chuyén dung gdn xe dau kéo

- Thiét bj duoc thiét ké theo tiéu chuan cong nghiép dé van hanh 24/7 trong



moi trrong rung lac bén trong cabin xe dau kéo, ddm bao sy 6n dinh trong suot thoi
gian st dung.

- Thiét bi c6 hé diéu hanh va cdu hinh phan ctng di manh cho phian mém
khai thac hoat dong.

- Thiét bi duoc tich hop ban phim day du & man hinh d 16n cho muc dich
st dung khai thac.

- Thiét bi phai dam bao kha niang thu phat song khong day WiFi 6n dinh trong
sudt qua trinh khai théc.

- Ngudn dién vao cua thiét bi phai twong thich voi ngudn dién (co thé khong
6n dinh) cua xe.

a.5.2.3. Yéu cau cho thiét bi may tinh chuyén dung gdn phwong tién ndng ha

- Thiét bi duogc thiét ké theo tiéu chuan cong nghiép dé van hanh 24/7 trong
moi truong rung lac bén trong cabin phuong tién nang ha, dam bao sy on dinh trong
sudt thoi gian sir dung.

- Thiét bi c6 hé diéu hanh va cdu hinh phan ctng di manh cho phan mém
khai thac hoat dong.

- Man hinh thiét bi phai da 16n dé tai xé c6 thé nhin rd trong qua trinh khai
thac.

- Thiét bi phai dam bao kha niang thu phat song khong day WiFi 6n dinh trong
sudt qua trinh khai théc.

- Ngudn dién vao cua thiét bi phai twong thich voi ngudn dién (co thé khong
6n dinh) cta phuong tién nang ha.

b) Yéu cau vé k§ thuit cu thé

Tiéu chudn vé ché tao, quy trinh san xuat thiét bi cling nhu cac tham chiéu dén
nhan hiéu hang hoa hodc catalogue quy dinh chi tiét dudi ddy (néu c6) chi nham muc
dich md ta va khong nham muc dich chi dinh hing san xuat hay 1am han ché nha thau.
Nha thau c6 thé du’a ra cac tiéu chuan chat luong, nhin hiéu hang hoa catalogue khac
dam bao thong sb k¥ thuat twong duong hoidc cao hon so véi yéu cau.

TT Danh muc hang héa PVT | S6 lwong

A | Thiét bi can lap dit, cai dit, hiéu chinh

I | H¢ thong may chi va luu trir dir liéu

1 | May chu c4u hinh 1 Bb 2

1. Céu hinh chi tiét (hodc trong duong)
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TPM: Trusted Platform Module 2.0
Chassis: 3.5" hd tro téi da 8 6 SAS/SATA

2 x CPU Intel Xeon Gold 6526Y (16C/32T, 2.8GHz,
DDR5-5200) hodc twong duong

RAM: 256GB (8 thanh x 32GB) RDIMM DDRS5
5600MT/s

RAID: PERC H755, RAID 1

Storage: 2 6 cung x 480GB SSD SATA RI 2.5" Hot-
plug

Network:

e Onboard Broadcom 5720 Dual Port 1Gb

e Broadcom 57416 Dual Port 10GbE BASE-T OCP
NIC 3.0

FC HBA: Emulex LPe35002 Dual Port Fibre Channel
32Gb, PCle Low Profile

ProSupport and Next Business Day Onsite Service-
ACDTS Initial, 36 Month(s)

2.Tinh nang quan tri (Management)

Module dugc xay dung dua theo khung chuin bao mat
SELinux gitip tang cuong tinh nang bao mat

C6 san cong RJ45 danh riéng cho out of band

Ho trg agent-free giip quan Iy may chu tir xa thong qua
phan mém quan tri: cdp nhat firmware, driver, trlen khai cai
dat hé diéu hanh, gidm sat tinh trang may chi, ...

C6 kha nang hd trg quan tri may chi thong qua két nbi
bluetooth, thong qua img dung di dong c6 hé di€u hanh 10S
va Android.

Hb trg HTMLS truy cép vao virtual console, RESTful
API Redfish

C6 san man hinh LCD hién thi thong sé may chil ngay
trén than may.

Hé thong quén tri tap trung cho phép quan 1y toi da 8000
thiét bi thong qua 01 instant

Ho trg tinh nang "one-to-many" san co trén mo-dun
quan ly thiét bi, cho phép 1ap danh sach va giam sat n61 bo
cac may chu ma khong can phai cai dat thém phan mém.

Hé théng quan tri tap trung hd trg gidm sat may cha bén
thtr 3 (theo déach sach cd san)

Tuy chon tich hop hé théng quan tri tip trung on-
premise 1€n hé thong gidm sat cloud-native cung hang cung




TT Danh muc hang héa PVT | SO lwong
cap, gitp giam sat chu dong (proactive), may hoc (machine
learning) va phan tich du doan (predictive analytics) cac
thiét bi nhu: may chu (server), luu trir (storage), thiét bi bao
vé dit liéu (data protection), h¢ thong ha tang si€u hoi tu
(HCI), thiét bi networking, nham dua ra cac quyét (jlinh
nhanh chong giup don gian hoa viéc quan ly co s& ha tang.

3. Tinh ndng bao mat (Security)

* Cryptographically signed firmware

* Data at Rest Encryption (SEDs with local or external
key mgmt)

* Secure Boot

* Secure Erase

* Secured Component Verification (Hardware integrity
check)

* Silicon Root of Trust

* System Lockdown (requires iDRAC9 Enterprise or
Datacenter)

* TPM 2.0 FIPS, CC-TCG certified, TPM 2.0 China
NationZ"

4. Hd trg hé diéu hanh va 4o héa

* Canonical Ubuntu Server LTS

* Microsoft Windows Server with Hyper-V

* Red Hat Enterprise Linux

* SUSE Linux Enterprise Server

* VMware ESXi

5. Dich vu Bdo hanh (Warranty)

THi thiéu 3 nam dich vu hd trg va tu van truc tuyén
24x7.

HO tro thay thé linh ki@n (sau khi x4c dinh dugc 16i) tin
noi vao ngay lam viéc ti€p theo (Murc bao hanh chuyén
nghiép cua nha san xuat)"

Tuy chon tinh nang cho phép may chu tu dong yéu cau
hd trg khic phuc sy ¢6 chu dong vdi trung tdm bao hanh
cua hang (y€u cau dich vu tuong tng)

Tuy chon dich vu cho phép khach hang gitr lai o cing
HDD/SSD/SATA bi 16i sau bao hanh nham dam bao yéu
cau khong c6 thanh phan luu trit dir li€u nao ro1 khdi cong
ty/doanh nghiép.

2 | May chu c4u hinh 2 Bb 2
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1. Cau hinh chi tiét (hodc tuong duong)
TPM: Trusted Platform Module 2.0
Chassis: 3.5" hd tro toi da 08 6 ciing SAS/SATA

2 x CPU Intel Xeon Gold 6526Y (16C/32T, 2.8GHz,
DDR5-5200) hodc tuong duong

RAM: 256GB (08 thanh x 32GB) RDIMM DDRS
5600MT/s, Dual Rank

RAID: PERC H755, c4u hinh RAID 1
Storage: 02 6 ciing x 480GB SSD SATA 2.5" Hot-plug
Network:

* Onboard Broadcom 57416 Dual Port 10GbE BASE-
T OCP NIC 3.0

FC HBA: Emulex LPe35002 Dual Port Fibre Channel
32Gb, PCle Low Profile

ProSupport and Next Business Day Onsite Service-
ACDTS Initial, 36 Month(s)

2.Tinh nang quan tri (Management)

Module duoc xay dung dya theo khung chudn bao mat
SELinux gitp tang cudng tinh nang bao mat
C6 sin cong RJ45 danh riéng cho out of band

Ho trg agent-free giiip quan ly may chu tir xa théng qua
phan mém quan tri: cdp nhat firmware, driver, trlen khai cai
dat hé didu hanh, giam sat tinh trang may chu, .

C6 kha niang hd trg quan tri may chi th()ng‘ qua két ndi
bluetooth, thong qua ing dung di dong c6 h¢ diéu hanh i10S
va Android.

H trg HTMLS5 truy cap vao virtual console, RESTful
API Redfish

C6 san man hinh LCD hién thi thong s6 may chil ngay
trén than may.

‘He thdng quan trj tap trung cho phép quan 1y toi da 8000
thiét bi thong qua 01 instant

Hb trg tinh nang "one-to-many" san c6 trén mo-dun

quan 1y thiét bi, cho phép 1ap danh sach va giam sat noi bo
cac may cha ma khong can phai cai dat thém phan mém.

Heé thong quan tri tap trung hd trg gidm sat may chi bén
thtr 3 (theo dach sach co6 san)

Tuy chon tich hop hé thdng quan tri tdp trung on-
premise 1én hé thong giam sat cloud-native cung héng cung
cap, giup gidm sat chu dong (proactive), mdy hoc (machine
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learning) va phan tich du doan (predictive analytics) cac
thit bi nhu: may chu (server), luu trir (storage), thiét bi bao
vé dir liéu’(data protection), hé‘ thong ha tang siéu’ hoi tu
(HCI), thiét bi networking, nham dua ra cac quyét dinh
nhanh chong giup don gian hoa viéc quan ly co s& ha tang.

3. Tinh ndang bao mat (Security)

* Cryptographically signed firmware

* Data at Rest Encryption (SEDs with local or external
key mgmt)

* Secure Boot

* Secure Erase

* Secured Component Verification (Hardware integrity
check)

* Silicon Root of Trust

» System Lockdown (requires iDRAC9 Enterprise or
Datacenter)

* TPM 2.0 FIPS, CC-TCG certified, TPM 2.0 China
NationZ"

4. Hb tro hé diéu hanh va 4o hoa

* Canonical Ubuntu Server LTS

* Microsoft Windows Server with Hyper-V

* Red Hat Enterprise Linux

» SUSE Linux Enterprise Server

* VMware ESXi

5. Dich vu Bdo hanh (Warranty)

Téi thiéu 3 nam dich vu hd trg va tu van truc tuyén
24x7.

H6 tro thay thé linh kién (sau khi x4c dinh duoc 15i) tan
noi vao ngay lam viéc ti€p theo (Murc bao hanh chuyén
nghiép cua nha san xuat)"

Tuy chon tinh nang cho phép may chu tw dong yéu cau
ho trg khac phuc su ¢6 chu dong voi trung tam bao hanh
cua hang (yéu cau dich vu tuong ung)

Tuy chon dich vu cho phép khach hang giit lai 6 cliing
HDD/SSD/SATA bi 16i sau bao hanh nham dam bao yéu
cau khong c6 thanh phan luu trit dit liéu nao ro1 khéi cong
ty/doanh nghiép.

3 | Thiét bi luu trit SAN B 1
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CAu hinh chi tiét (hodc twong duong)

Hé thong luu trit rack 2U

Dual Controller, Fibre Channel 32Gb, > 08 cong FC

> 02 SFP FC16 toc do 16Gb

> 08 cap quang OM4 LC/LC, dai > 10m

Hb trg 6 2.5", kém > 14 khay 6 tréng

> 10 SSD 1.92TB SAS 24Gbps, RI, > 1 DWPD, Hot-
Plug

02 ngudn dién du phong > 580W

Rail kit 2U, day nguén C13/C14

ProSupport and Next Business Day Onsite Service-
ACDTS Initial, 36 Month(s)

Bo diéu khién (Controller):

_ Yéu cau > 2 x Hot Swappable Controller (Dual-Active),
ho trg All Flash/Hybrid/HDD. St dung CPU Intel Xeon va
ho trg Native block SAN hoac DAS."

B6 nhé¢ (Memory and Cache): Téng 24GB
(Memory/Cache) trén mot Bo di€u khién (48GB trén ca 2
B4 dicu khién)

Két n6i Front-End (Front-end port): H3 trg tity chon FC
16/32Gb, iSCSI 10/25GbE, SAS 12Gbps

H6 tro Raid (Raid Support): RAID 1, 5, 6, 10 hoac
ADAPT RAID

Loai 6 ctimg hd tro (Hard Drive support)
SAS 10K: 2.4TB, 2.4TB FIPS, 1.2TB,

SAS 7.2K: 24TB, 22TB, 20TB, 16TB/FIPS, 12TB,
STB, 4TB,

SSD SAS: 7.68TB, 3.84TB, 3.2TB, 1.92TB, 1.6TB"
Kha ndng m& rong (Scale):

HO tro:

>276 6 cing

> 5.72PB dung lugng

Khay dia m¢ rong

HO tro khay dia: 12 x 3.5" hoac 24 x 2.5" hoac 84 x 3.5"
(12Gb SAS)

Ban quyén phan mém trang bi san (Software and
License) Auto Tiering (t61 da 3 tier)/ SSD Read Cache,

Thin Provisioning, Snapshots (1én téi 1024/array),
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Async replication qua FC hoic iSCSI, hd tro one-to-
many hodc many-to-one, Volume Copy, VMware SRM

Data-at-rest encryption (SEDs, FDE, FIPS 140-3 L2,
AES-256), KMIP

HTML 5 GUI, CLI, API, Redfish/Swordfish REST
API,

VMware vCenter Plugin dé quan 1y Storage thong qua
vCenter

Dich vu Béo hanh (Warranty): Yéu cau t6i thiéu 3 nim
dich vy ho trg va tu van truc tuyén 24x7 hodc tuong duong.
Ho trg thay thé linh k,ién (sau khi xac dinh duogc 161) tan noi
vao ngay lam viéc tiép theo (Mtrc bao hanh chuyén nghié¢p
cua nha san xuat).

_ Tuy chon dich vu v6i Service Account Manager va yéu

cau c6 TTBH Chinh Hang tai Viét Nam.

Thiét bi chuyén mach SAN

CAu hinh chi tiét (hodc twong duong)
Switch Fibre Channel 16Gb, cau hinh 8/24 port

> 08 port 16Gb SFP hoat dong, ho trg mo rong 1én 24
port

> (08 module SFP 16Gb

> 08 cap quang OM4 LC/LC, chiéu dai > 5m

> 02 day nguon C14—C13, chiéu dai > 3m

ProSupport with 4-Hour Onsite Service-ACDTS
Initial, 36 Month(s)

Kich thuéc: Rackmount 1U

S6 cong két ndi quang: HO tro toi da 24x cong quang
16Gbps hodc 32Gbps SFPs theo tuy chon goéi tra phi.

Yéu cau: Connectrix DS-6610B-L 8/24P switch,rear-
to-front airflow,1 PSU (incl 8x32Gb SFPs and rack mount
kit)

Hiéu suat: Cac SFP 32Gbps c6 thé hoat dong o téc do
32, 16 hoac 8Gbps; cac SFP 16Gbps s€ hoat dong ¢ toc do
16, 8 va 4Gbps

Bo dém khung dir lidu: Lén t6i 2K dugc phéan bo ty
dong

Bang thong: 768 Gbps

Lop dich vu: Class 2, Class 3, Class F <Inter-switch
Frames>
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Cac loai cong: F Port, E Port, M Port, D Port
<ClearLink Diagnostics Port> on 24 SFP+ ports; Access
Gateway mode: F_Port and NPIV-enabled N_Port

Nang cap phan mém: Non-disruptive download and
activation | Tai xudng va kich hoat khong gy gian doan
hoat dong

Cong cu chuan doan: ClearLink optics and cable
diagnostics, including electrical/optical loopback, link
traffic/latency/distance, flow mirroring; built-in flow
generator, POST and embedded online/offline diagnostics,
including environmental monitoring, FC ping and Pathinfo
<FC traceroute>, frame viewer, non-disruptive daemon
restart, optics health monitoring, power monitoring, RAS
trace logging, and Rolling Reboot Detection <RRD>

Quan tri: Advanced Web Tools. SSH, Auditing, Syslog
NTP v3, CLI, SMI-S compliant; REST API, HTTP, SNMP
v1/v3 <FE MIB, FC Management MIB>

Tinh ning bao mat: Ho tro cac tiéu chuan bao mat co
ban va nang cao:

DH-CHAP <between switches and end devices>,
FCAP switch authentication; HTTPS, IPsec, IP filtering,
LDAP with IPv6, Open LDAR, Port Binding, RADIUS,
TACACS+, user-defined Role-based Access Control
<RBAC>, Secure Copy <SCP>, Secure RPC, Secure
Syslog, SSH v2, SSL, Switch Binding, Trusted Switch"

Ngudn cung cap: C6 thé hd trg ngudn tir 90 V dén 264
V ~2.2A

~ Cong sudt tiéu thy: Toi da 77W khi két ndi day du 24
cong két no1 quang.

) Dich vu Béo hanh: Iéi thiéu 3 nam dich vu ho tro va tu
van truc tuyén 24x7. HO trg thay thé linh kién <sau khi xac
dinh dugc 101> tan noi vao ngay lam viéc tiép theo. <Muc
bao hanh chuyén nghi€¢p cua nha san xuat>.

Yéu cau: ProSupport and Next Business Day Onsite
Service, 36 Month(s)

11

Ban quyén phan mem

Ban quyén Red Hat Enterprise

License

Red Hat Enterprise Linux Server, Standard (Physical or
Virtual Nodes) — 1 ndm

Bén quyén Windows Server
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2.1 | Windows Server 2025 Standard License 14
Windows Server 2025 Standard - 16 Core License Pack
2.2 | Windows Server 2025 License 5
Windows Server 2025 - 1 User CAL
3 | Ban quyén Vmware License 128
VMware vSphere Foundation — 1 ndm
4 | Ban quyén Anrivirus License 8
Ban quyén phan mém Endpoint Protection, Subscription
License with Support, 1-99 Devices — 1 nam
III | Thiét bi Handheld
1 | May tinh chuyén dung gan cho phuong tién nang ha Bo 06

* Thong s6 k¥ thuét yéu cau (hodc twong duong):

- Bo xur 1y t6i thiéu: 1.5 GHz Dual Core Intel Atom
E3826

- B nhé ti thiéu: 8GB RAM, 128GB Flash
- Hé diéu hanh: Microsoft Windows 10, 2019
- Man hinh cam tng hién thi 12.1 inch

man hinh mau

- Hién thi nén bang dén LED

- B¢ sang hién thi dat téi thiéu 400 NIT

- Tich hop sin cac két ndi khong diy bao gdbm: WLAN
802.11a/b/g/n/ac, Bluetooth Class 1.5 V5.0, NFC

- Ang ten két n6i khong ddy: hd tro ang ten trong &
ngoai dong thoi

-Hé tro déwcép nguon véi ngudn dién vao tir I0VDC dén
60VDC c6 thé thao roi

- Bé cp ngudn roi hd trg cac cong két ndi toi thiéu bao
gom 2 cong RS-232, 1 cong USB host, 1 cong USB client

- Ho trg UPS tich hop sin trong may, c6 kha nang duy
tri hoat dong cho may trong trudong hgp mat nguon khoan
30 phut

- Tich hop s‘azm cac cam bién:’cém bién anh sang, gia toc

ké, con quay hoi chuyén & tur ké

- Tich hop san 7 phim da chirc ning c6 thé lap trinh duoc
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- Am thanh: Tich hop loa, micro, hd tro tai nghe (khong
kém theo may)

- Tiéu chuan Chéng nudc/bui tdi thiéu: IP66

- Tiéu chuan Chdng sbc/rung téi thiéu: MIL-STD-810F
& SAE-J1455

- Thiét bi di kém véi b thu phat song khong day WiFi
101, twong thich véi hé thong quan tri WiFi1

- Thiét bi May tinh chuyén dung gin cho phuong tién
nang ha, May tinh chuyén dung gan cho xe dau kéo & Thiét
bi may tinh cong nghi€p cam tay cung chung 1 héng san
xuat dé cho dong bd

Pé cap nguodn (hd trg ngudn da‘iu’ vao tor 10VDC —
60VDC) cho may tinh chuyén dung gan cho phuong ti¢n
nang ha

Cai

06

B chuyén d6i nguéon AC/DC cho may tinh chuyén dung
gan cho phuong tién nang ha

Cai

07

Céap ngudn cho bd cap nguon AC/DC

Cai

07

B0 thu phat song khong day WiFiiCPE st dung cho may
tinh chuyén dung gan cho phuong tién nang ha

Cai

06

May tinh chuyén dung gan cho xe dau kéo

07

* Thong s6 k¥ thuét yéu cau (hodc twong duong)

-Bo xur 1y t6i thiéu: 2.2GHz Qualcomm Snapdragon 660
octa-core

- B nhé ti thiu: 4GB RAM, 32GB Flash

- Hé diéu hanh: Android 8 & hd trg nang cap lén dén
Android 13

- H3 trg thé nhé 1én dén 512GB microSD

- Man hinh cam tng hién thi 8 inch va dugc tich hop san
ban phim ciing trén may

man hinh mau

- Hién thi nén bang dén LED

- B¢ sang hién thi dat t6i thiéu 400 NIT

- Tich hop sin cac két ndi khong day bao gom: WLAN
802.11a/b/g/n/ac, Bluetooth Class 1.5 V5.0, NFC

- Ang ten két ndi khong day: hd tro ing ten trong &
ngoai dong thoi
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-Ho tro déqcép nguon véi nguon dién vao tir I0VDC dén
60VDC c6 thé thao ro1
- Pé gép nguon roi h67 trg cac cong két géi t6i thiéu bao
gom 2 cong RS-232, 1 cong USB host, 1 cong USB client
- Ho trg UPS tich hop sin trong may, c6 kha nang duy

tri hoat dong cho may trong truong hop mat ngudn khoan
30 phut

- Tich hop s‘e:m cac cam bién:’cém bién 4nh sang, gia toc

ké, con quay hoi chuyén & tur ké

- Tich hop sin ban phim chit 64 phim QWERTY, ban
phim s6 & 10 phim da chirc ndng c6 thé 1ap trinh dugc

- Am thanh: Tich hgp loa, micro, hd tro tai nghe (khong
kém theo may)

- Tiéu chuan Chéng nudc/bui tdi thiéu: IP66

- Tiéu chuan Chdng séc/rung tdi thiéu: MIL-STD-810F
& SAE-J1455

- Thiét bi di kém vé6i bo thu phéat song khong day WiFi
ro1, tuong thich véi h¢ thong quan tri WiFi1 cua khach hang

- Thiét bi May tinh chuyén dung gin cho phuong tién
nang ha, May tinh chuyén dung gan cho xe déu keo & Thiét
bi may tinh cong nghi€p cam tay cung chung 1 héng san
xuat dé cho dong bo

Pé cip nguon (hd tro nguon dau vao ti 10VDC —
60VDC) cho may tinh chuyén dung gan xe dau kéo

Cai

07

B6 thu phat song khong day st dung cho may tinh
chuyén dung gan cho xe dau kéo

Cai

07

Thiét bi may tinh cong nghiép cam tay

05

* Thong s6 k¥ thuat yéu cau (hodc tuong duong)

- Bo xur 1y t6i thiéu: Qualcomm QCS4490

- B6 nhé tdi thiéu: 8GB RAM, 128GB Flash

- Hé diéu hanh: T6i thiéu Android 14 & hd trg nang cap
lén dén Android 18

- HO tro thé nhé 1én dén 2TB microSD

- Man hinh cam tng hién thi 4.3 inch va duoc tich hop
san ban phim cung trén méy

.....

mau
- Hién thi nén bang dén LED
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- Tich hop sin cac két noi khong day bao gom: WLAN
802.11a/b/g/n/ac/ax trén 3 bang tan 2.4GHz, 5GHz &
6GHz. Bluetooth V5.3, NFC

- H) tro Battery Hot Swap
- Tich hop s‘e:ln cac cam bién:’cém bién 4nh sang, gia toc

ké, con quay hoi chuyén & tur ké

- Am thanh: Tich hop loa, micro, hd tro tai nghe (khong
keém theo may)

- Tiéu chuan Chéng nudc/bui tdi thiéu: IP65

- Tha roi (Nhiéu lan): Tha roi tir d6 cao 2,4m theo tiéu
chuan MilSpec & nhiét do (-20C dén 50C)

- Lat nhao: Vuot qua 4000 1an roi tir 46 cao 1,0m (3,28ft)
theo ti€éu chuan IEC 60068-2-32

10

Boc cao su bao vé thiét bi may tinh cong nghiép cam tay

Cai

05

11

Pin sac cho thiét bj may tinh cong nghiép cam tay

Cai

05

12

Dé sac pin cho thiét bi mdy tinh cong nghiép cam tay

Cai

01

13

Day deo tay cho thiét bj may tinh cong nghiép cam tay
(1 go1 5 cai)

Go1

01

1A%

H¢é thong Wifi cho cang

Thiét bi thu phat song khong day WiFi

13

* Thong s6 k¥ thuat yéu cau (hodc tuong duong)

- HO tro tiéu chuan khong day WiFi toi thiéu: 802.11
a/b/g/n/ac/ax

- HO tro ca 2 bang tan 2.4GHz & 5GHz

- H5 trg 3 Radio dong thoi, trong d6 ¢6 1 Radio trén bang
tan 2.4GHz & 2 Radio trén bang tan SGHz

- HO tro antenna ngoai (external antenna) trén ca 3 Radio

- HO tro cong suét phat t6i da 1én dén 29dBm

- HO tro 1én dén 24 SSID

- HO tro tong bang thong 1én dén 4.177Gbps

- HO tro s6 thiét bi dau cudi két ndi dong thoi 1én dén 768
thiet bi

- H0 tro tinh niang Mesh

- HO trg cong két ndi RJ45 & SFP dong thoi voi bang thong
to1 thi€u 2.5Gbps trén moi cong

- Hd tro cac giao thuc bao mat WPA/WPA2/WPA3,
802.1X
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- Hd tro cac giao thirc ma hoa WEP, TKIP, AES
- Hd tro co ché bao mat Inter/Intra-SSID Isolation

- HJ trg co ché bao mat MAC-based Access Control
(White/Black List)

- C6 kha nang hoat dong doc 1ap hodc thong qua controller
- Hd tro tiéu chuin chéng bui/nudce tdi thiéu P67

- HO tro tiéu chudn chéng sét tdi thiéu EN61000-4-5

- C6 kha nang chiu dung strc gi6 t6i thiéu 216km/h

- C6 kha nang chiu dugc moi truong hoat dong c6 nhiét do
tur -40 do C dén 65 do C

Ban Quyén Phan Mém quan 1y tap trung WiFi System

Go1

- Hb trg quan 1y tap trung bao gdm quan tri & cu hinh toan
bo thiét bi thu phat song khong day WiFi

- Hd tro ra canh bao theo thoi gian thyc trang thai cua hé
thong WiFi

- Hb trg cac phuong thuc trién khai bao gom Cloud hoic
On-Premise (VMware-Based)

- HO tro quan tri 1én dén 3.000 thiét bi thu phat song

- Pa bao gdbm ban quyén quan tri cho khoan 20 bo thiét bi
thu phat song

- C6 kha nang mé rong theo yéu cau

H¢ thong Core Switch

Thiét bi chuyén mach 16 port

Thong sb k§ thuat chi tiét (hodc twong duong)
16-port 10G, 2-port 40G switch
SNTC-8X5XNBD

2 x Europe AC Type A Power Cable

AC Config 4 Power Supply front to back cooling
AC Config 4 Power Supply front to back cooling
Network Stack, Advantage

2 x 40GE Network Module

8 x I0GBASE-CU SFP+ Cable 5 Meter

6 x I0GBASE-SR SFP Module

DNA Advantage, Term licenses

DNA Advantage 3 Year License
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Network Plug-n-Play Connect for zero-touch device
deployment

- Security: hd trg TrustSec SGT, toi wu viéc quan tri bao
mat, ddm bao chinh sach bao méat nhat quan trén hé thong.

- Scalability: hd tro ISSU/GIR. In-Service-Software-
Upgrade cho phép nang cap OS voi thoi gian downtime gan
bang zero. Graceful Insert and Removal cho phép bao tri
thiét bi ma khong lam gian doan h¢ théng (luu luong sé tu
dong duoc chuyén huéng trudce khi bao tri).

- Tich hop véi Catalyst Center dé ty dong hoa mang,
gitip t6i wu van hanh hé thong.

VI

Thiét bi bao mat

Thiét bi twong laa

Ciu hinh chi tiét (hodc twong dwong)

Tinh nang bao mat nang cao:

e Advanced Threat Protection — 12 thang

e Advanced URL Filtering — 12 thang

Giao tiép quang:

» >02 module SFP+ 10Gb SR, chuan 10GBASE-SR,
khoang cach > 300m, dau no61 LC

Nguén dién:

« 01 bd ngudn 450W (spare/redundant)

> 02 day nguon C13—C14, chiéu dai > 3m

1.1 Ning lwe Phin cing

Dang phan cimg (Appliance)

Thong luong Firewall (da bat Application Control, cé
bét log) > 9.5 Gbps

Thong luong Threat Prevention/Protection
Appmix/Ent.Mix (da bat Application Control, IPS,
AntiVirus, Anti Spyware/Botnet, DNS Security/Protection,
file blocking/filtering, APT/Sandbox, c6 bat log) > 6.2
Gbps

Thong lugng [IPSec VPN > 5.6 Gbps

Max concurrent SSL decryption sessions/connection >
100,000

Co6 tinh ndng SSL Port Mirror/decryption mirror
Co tinh ndng Network Packet/Decryption Broker
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Phéan cing c6 module quan tri (configuration, logging,
reporting) va module xur ly dir li€u (signature, security,
network) doc lap, cd6 Core CPU riéng cho cac module

S6 lugng Core CPU cho phan quan trj > 3

S6 lugng Core CPU cho phan xt 1y di liéu > 9
Kich thude < 1U

1.2 Giao dién

Cong 10Mbps/100Mbps/1Gbps RJ-45 > 4

Cong 1Gbps/2.5Gbps/5Gbps RJ-45 > 8

Cong 1Gbps SFP (chua bao gdm module quang) > 2

Cong 1/10Gbps SFP/SFP+ (chwa bao gém module
quang) > 8

Cong quan tri 100/1000Mbps out-of-band management
> 01

Cong high availability (HA) 100/1000Mbps RJ45 > 02

. Cong high availability (HA) 10Gbps SFP+ (chua bao
gom module quang) > 01

Cong Console RJ-45, Console Micro USB > 01
Cong USB > 01

1.3 Luu trir

O dia 240 GB SSD

1.4 Ngudn dién

Nguon AC 100-240 V (50-60 Hz) > Cong suat ciia mdi
nguodn dién > 450W

1.5 Phu Kién chinh hing di kém thiét bi

Transceiver 10G loai SR

2. Yéu ciu vé tinh niing: dap Gng diy da cac tinh
nang sau

2.1 Tinh nang Network

M0 hinh trién khai L2, L3, Tap, Transparent

QoS: thiét 1ap chinh sach QoS theo ting application,
tung user

Policy based routing/Policy-based forwarding

OSPFv2/v3 v&1 graceful restart, BGP vé1 graceful
restart, static routing

Point-to-Point Protocol over Ethernet (PPPoE), DHCP
PIM-SM, PIM-SSM, IGMP v1,2,3: LACP
[Pv6 SSL Decryption, SLAAC




TT

Danh muc hang hoa

bVT

S6 lwgng

NAT64, NPTv6
2.2 Tinh nang Du phong
Co tinh nang High availability chay Active/Active hodc
Active/Passive.
2.3 Tinh niing Nhan dién va kiém soat ing dung,
nguoi dung
Nhan dién va thiét 1ap chinh sach theo tng dung
Trong cing mdt chinh sach c6 thé cAu hinh chdn/mé tmg
dung, giao thuc, port va kiém tra IPS, AntiVirus, Anti
Spyware/Botnet, URL Filtering, Data Filtering, loc file,
Sandbox
_C6 tinh nang nhan dién va chéng tin cong theo timg
ludng trong HTTP/2
C6 tinh nang hd trg chuyén doi chinh sach tir port-based
sang application-based
Tich hop voi 802.1X, wireless controller, Apple Open
Directory server, proxy server, NAC dé nhan dién nguoi
dung
Cé thé chiung thuc théng qua: SAML, Kerberos,
TACACS+, RADIUS, LDAP
C6 thé tich hop v6i bén thir 3 dé chimg thye ngudi ding
nhiéu yéu to6 nhu: RSA SecurlID, Okta, Duo
C6 thé dung thong tin dia chi IP trong XFF Header dé sir
dung trong chinh sach sach bao mat (security policy)
Co tinh nang nhan di¢n User thong qua Syslog ma khong
can trang bi thém thiét bi ngoai
2.4 Tinh nang giai ma SSL
Giai ma SSL theo chiéu outbound, inbound
C6 tinh ning chia sé ludng dir liéu d3 giai ma ra ngoai
qua port mirror
C6 tinh nang giai ma va chia s¢ dir liéu da giai ma voi
mot chudi cac thiét bi bao mat khac theo mé hinh Layer 3
va Transparent
C6 tinh ning cu hinh chinh sach giai ma hodc khong
gidl ma theo nguoi dung, IP, URL tuy chon
C6 menu riéng d¢ ciu hinh chinh sach giai ma SSL, doc
1ap v61 cau hinh chinh sach kiém soéat truy cap
C6 tinh nang chan cac két nbéi SSL khong an_toan:
certificate hét han, khong tin c@y, giéi han cac chuan ma
hoa, xac thuc va trao doi key
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Co tinh nang giai ma TLS 1.3 cho cic outbound va
inbound

C6 menu riéng dé theo ddi, quan 1y log lién quan dén
SSL Decryption

2.5 Tinh ning Nang cao di kém

C6 tinh ning chdng that thoat dir liéu (data filtering),
ngan chan nguoi dung guri tai liéu hodc ndi dung nhay cam
ra ngoai theo cac thudc tinh file, tir khoa

C6 tinh ning chin loc file theo chiéu upload/download
theo tung ing dung

C6 tinh nang Authentication policy bét budc ngudi ding
phai xac thuc nhiéu thanh t6 cho cic may chii quan trong

C6 tinh nang xur 1y goi tin véi SGT va VXLAN Tunnel
inspection

C6 tinh ning phong chdng DoS vé&i Zone Protection va
DOS Protection

2.6 Nang lwe phong vé Threat Prevention/Protection

C6 tinh nang vulnerability protection/IPS trén thiét bi dé
xuat, dong thoi véi antivirus va anti-spyware

C6 thé ngan chin viéc khai thac diém yéu da biét (known
exploit), cac loai ma doc (malware), ra Iénh va diéu khién
(command and control (C2)), c6 thé ngan chan Cobalt
Strike

C6 thé ngan chin C2 chua biét (unknown C2) theo thoi
gian thuc ngay trén thiét bi (inline)

C6 thé két hop véi deep learning va machine learning
trén moi1 truong Cloud

IPS c6 thé ngan chan tn cong zero-day ngay trén thiét
bi tuong ltra (inline)

~ Co kha nang ngan chén (protection) cac khai thac diém
yeu ¢ 16p mang va ung dung

C6 kha nang cho phép to chirc tu viét cac chit ky nhan
dién moi de doa (threat signature)

C6 kha nang chuyén cac yéu cdu DNS dén cac tén mién
(domain) ddc hai thanh mot dia chi IP dich da duoc cau
hinh (sinkhole)

_ €0 kha nang cung cap mot danh sach dong dugc dinh
san ¢ bén ngoai (external dynamic list (EDL)) dé nguoi
quan tri c6 thé dung dé thiét 1ap cac chinh sach

2.10 Ning lwe Quan tri trén thiét bi
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Nguoi quan tri c6 thé save, export cau hinh thanh file
backup luu bén ngoai. Import, restore/revert file cau hinh
da luu ma khong can reboot thiét bi

Tich hgp san giao dién quan tri ’d(‘A) hoa web based
HTTP/HTTPS, quan tri dugc day du tat ca tinh nang thiét
bi ma khong can phai cai dat thém phan mém nao khac

H) tro quan tri tap trung

C6 thé sir dung XML API, REST API va OpenConfig
dé quan tri thict bi

Tich hop san chirc ning phén tich log va bao céo tong
hop trén thiét bi

3. Yéu cau vé nha cung cip: dap ng diy di cac yéu
cau sau

Nha cung cap giai phap va thiét bi phai 1a Leader trong
bao cao The Forrester Wave: Enterprise Firewalls, Q4 2022

Nha cung cap giai phap va thiét bi phai 1a Leader trong
bdo cao Gartner Magic Quadrant for Network Firewalls
2022

IL. Yéu cau vé cung cap trang bj

Bao hanh va hd tro ki thuat 24/7 tir Hang san xudt trong
vong 1 nam

VII

Hé théng ti lwu dién UPS

Hé thong ti luu dién UPS

Hé thong

CAu hinh chi tiét (hodc tuong duong)

Rackmount Smart-UPS On-Line,10 kW /10 kVA, Input
230V, 400V 3PH /Output 230V, Interface Port Contact
Closure, RJ-45 10/100 Base-T, RJ-45 Serial, Smart-Slot,
USB, Extended runtime model.

Smart-UPS SRT 192V 8kVA and 10kVA RM Battery
Pack

Battery backup time > 11 minutes at 50% load and > 3.5
minutes at full load.

Bao hanh 3 nam

VIII

May tram

May tram (bao gdbm man hinh)

20

1. May tinh dé ban
Intel® Core™ 15-14500 vPro® (14 cores, up to 5.0GHz)
hodc twong duong
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Windows 11 Pro

16 GB: 1 x 16 GB, DDRS5, up to 4800 MT/s, non-ECC
Chassis with 180W PSU

Integrated Graphics

512GB SSD

Ist M.2 2280 SSD Screw

Wired Keyboard - KB216 - US English - Black

USB Optical Mouse-MS116 (EPEAT) - Black

Basic Onsite Service 12 Months-ACDTS

ProSupport and Next Business Day Onsite Service-
ACDTS Initial, 12 Month(s)

2. Man hinh may tinh
27 inch
Power Cord (EURO,Vietnam) hoac tuong duong

Bédo hanh: 3 nam (3Y Basic Advanced Exchange
Service-VN,PH,BN)

IX

Tu rack

Tu rack

Ta rack APC NetShelter SX 42U 600mm Wide x
1070mm Deep Enclosure with Sides Black

Net Weight : 125.09KG

Maximum Height : 1991mm , 199.1CM
Maximum Width : 600mm , 60.0CM
Maximum Depth : 1070mm , 107.0CM
Weight Capacity (static load) : 1363 kg
Weight Capacity (dynamic load) : 1022 kg
Minimum Mounting Depth : 7.52inches
Maximum Mounting Depth : 915.0mm , 91.49CM
Rack Height : 42U

Rack Width : 19"

Color: Black

1.3. Cac yéu cau khac

1.3.1. Dich vu trién khai, dao tao va chuyén giao cong nghé

1.3.1.1. Dich vu trién khai dw dn

a) Dich vu trién khai hé théng server va network, firewall




Khao sat hé thong hién tai dé thu thap yéu cau chi tiét

Dé xuit phuong an thiét ké va ké hoach trién khai

Cung cip, kiém tra va lap dit thiét bi

CAu hinh mdy chu 40 hoa x2 (VMware):

- Khéi tao thiét bi, cau hinh quan 1y va nang cap firmware
- Cau hinh mtic RAID, cai dit VMware ESXi

- CAu hinh Virtual Network, DataStore

- Cai dat cac may ao (chi bao gom hé diéu hanh, khong bao gom cai dit/ hd
tro ing dung)

- Kiém thtr UAT, sao luu cau hinh

Céu hinh may chu CSDL x2 (vat Iy):

- Khoi tao thiét bi, ciu hinh quan 1y va nang cép firmware
- C4u hinh mrc RAID, cai dit hé diéu hanh va cap nhat fix pack
Céu hinh SAN Switch x1:

- Khéi tao SAN Switch, cap nhat firmware

- Thuyc hién zoning SAN Switch, cau hinh MPIO agent

- Kiém tra hé théng, sao luu file cu hinh

Céu hinh hé thong luu trir x1:

- Khéi tao hé thong luu tri¥, cip nhat firmware

- Tao pool, cdu hinh mic RAID va volume

- Thém host, map LUN t&1 host

- Kiém tra hé thong, sao luu file cau hinh

CAu hinh hé théng sao luu:

- Cai dat hé diéu hanh, cap nhat fix pack, kich hoat license
- Cai dat phan mém sao luu

- Cu hinh hé théng sao luu: tai khoan dich vu, kich hoat license, bao cao,
canh bao, chinh sach, proxy, kho luu trit (storage repository), agent va lich sao luu

- Kiém tra hé thong, sao luu ciu hinh
Cai dat Endpoint Protection x8:
- Cai dat phan mém trén may tram (Windows/Linux)

- Cau hinh céc tinh nang bdo v¢ co ban



Céu hinh Core Switch x1:

- Khéi tao thiét bi, cau hinh quan ly va nang cép firmware

- Cau hinh interface, dinh tuyén co ban

- Cau hinh VLAN, trunking

Céu hinh Firewall ngoai (External Firewall) x1:

- Khéi tao thiét bi, ciu hinh quan ly, kich hoat license va nang cép firmware

- Cau hinh interface, zone va dinh tuyén co ban

- C4u hinh chinh sach bao vé két ndi Internet

- Cau hinh VPN truy cap tir xa (VPN RA) va dich vu NAT

Lap dit va két néi UPS (gia dinh hé thong nguon dau vao da sin sang)

Lap tai liéu cau hinh va ban giao

Céc cong viée giao hang, 1ap dit, ciu hinh khéng anh hudng dén hé thong s&
duogc thuc hién trong gi¢ hanh chinh (Thtr Hai - Thir Sdu, 8h00 - 17h00)

Céc cong viéc nhu migration, thay thé, mo rong... c6 kha ning giy gian doan
hé thong s€ dugc thyc hién ngoai gio lam viéc (ban dém hoac Thir Bay, Chu Nhat)

Khéng bao gém 1am viéc vao cac ngay 18 theo quy dinh ctia Viét Nam
Xu ly su cd hé théng/mang hién tai

Di doi phan ctng, di chuyén dit liéu va trién khai thiét bi tam thoi
Céu hinh b sung trén cac thiét bi hién co6 cta khach hang

Céc hang muc cong viéc khac khong duoc liét ké ¢ trén

Trién khai tai 01 dia diém - Cang Bén Nghé, S6 9 duong Bén Nghé, phudng
Tan Thuan, TP. HO6 Chi Minh

b) Dich vu trién khai hé théng Wifi va thiét bi cam tay Handheld cho Cang
Bén Nghé

Khong gian lap dit, ngudn dién va két ndi da san sang cho cac thiét bi moi.
Dich vu trién khai hé théng Wifi:

- Phu kién:

+ B0 gia treo cho 13 AP

+ Cap CAT6 ngoai troi

+ Thiét bi chdng sét

+ Cap gia cuong chiu lyc

+ Cac phu kién khac



- Dich vu:

+ Thiét ké giai phap

+ Lap dat 13 AP

+ Céu hinh 13 AP va b dicu khién
+ Kiém tra va toi uvu hé thong

+ Dao tao

+ Dich vu hd tro trong 01 nim
Dich vu trién khai thiét bi cam tay Handheld:
Lap dit va Cau hinh:

- BO gia treo cho 13 b VM

- Lap dat 13 bo VM

- Cau hinh 13 bd VM

- Kiém tra hé thong

1.3.1.2. Pao tao va chuyén giao cong nghé

TT Cac hang muc/cong viéc
I | Hwéng din nguoi dung cudi
1 Téng quan vé cap quang, cap mang, thiét bi chuyén mach, luu trit, bao
mat, mang khong day
2 | Bién phép thi cong, an toan lao dong
3 | Tinh ning co ban ciia phan mém, quy trinh quan 1y container
IT | Hréng din cho by phan quan tri
1 | Cai dat, quan tri thiét bi
2 | An toan van hanh hé thng.

1.3.2. Piéu Kién cung cép vit tw, thiét bi, dich vu ha tang k¥ thuit
1.3.2.1. Tinh sén c6 ciia san pham trén thi truong

Hang hoa phai thudc dang san c6 trén thi trudng. Riéng phan mém phai c6 bd

khung ctia san pham dap ung co ban cac chitc ning dugc yéu cu trong phan thiét
ké so bo.

1.3.2.2. Diéu kién cung cdp
Hang héa nhap khau phai c6 day du CO/CQ.



Hang hoa trong nudc phai chimg minh ngudn gbc 16 rang.

1.3.2.3. Khd nang hé tro ciia nha thau cung veng

Nha thau cung tng hang hoa cta goi thiu nay phai co co sé bao hanh hoic
don vi bao hanh iy quyén tai TP. Ho Chi Minh (trudc thoi diém mo thau) dé kip
thoi hd tro, khic phuc sy cb.

1.3.3. Phong chong chdy nd va an toan vin hanh

1.3.3.1. Phong chéng chdy no

Do day 1a du an dau tu lap dat cong trinh cong nghé thong tin anh hudng
khong nhiéu dén cong tac phong chéng chay nd. Tuy nhién, trong qué trinh thyc
hién thi cong don vi thi cong cling nhu chii dau tu can phai phdi hop chat ché va
thie hién nghiém ngit cac qui dinh vé phong chdng chay nd. Pam bao khong dé
xay ra hién tuong chdy nd trong qua trinh thi cong, may moc thiét bi, tai san cia
don vi thi cong va cac khu vuc xung quanh cong trinh. Phong mdy chii phai c6 sin
binh chita chay CO2.

Trong qua trinh 1ap dat, diu ndi thiét bi phai chap hanh nghiém chinh cac quy
trinh, quy pham thi cong cua nganh Thong tin va Truyén thong va ctia nha nude ban
hanh vé an toan lao dong.

Pon vi thi cong phai ¢ phuong an an toan lao dong cho cong nhan dé dam
bao an toan cho ngudi va thiét bi trong qué trinh thi cong.

Phai trang bi cac dung cu bao ho can thiét nhu: Ging tay, ting bang cao su,
khau trang... khi thi cong nhimg cong viéc co lién quan dén truyén dan tin hiéu dién,
cép dién hodc dién ac quy.

Khi 1am viéc trén cao phai c6 thang hodc ghé d& va day treo an toan.

Thao tac lép dat, van hanh, chay thu thiét bi phai tuan tha dang theo quy trinh
da dugc hudng din cua nha san xuat, qui pham di duoc hudng dan.

1.3.3.2. An toan vdn hanh

Cap nhat cac ban va 16i ctia phan mém va hé diéu hanh.

Kiém tra va diét virus.

1.3.3.3. Pdam bdo an ninh quéc phong

Céc thiét bi dau tu phai dam bao duoc lwa chon tir cic nha san xuat c6 uy tin
trong linh vuc CNTT. Diéu nay la quan trong vi n6 tranh dugc viéc cai san ma doc
trén thiét bi phan cing, 1am mat thong tin ctia chu dau tu va anh huéng dén an ninh
quéc phong cia quéc gia.

Muc 2. Ban vé

Khong c6 ban ve.



Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém cén tién hanh gdm c6:
3.1. Kiém tra

Cac kiém tra can tién hanh gdém c6:

- Kiém tra vé s6 lugng, hinh thirc vat 1y bén ngoai ciia cac thiét bi cong nghé
thong tin; kiém tra cac cin cit dé chimg minh ban quyén phan mém (tinh hop phép,
sO luong).

- Kiém tra gidy ching nhan xuat x&t (CO), gidy ching nhan chat luong cua
nha san xuat (CQ) hoic gidy chimg nhan xuat xuong va cac gidy to lién quan dén
thiét bi cong nghé thong tin néu trong hop dong trién khai trudc khi dua vao trién
khai.

- Kiém tra cic thong sd k¥ thuat cua cac thiét bj cong nghé thong tin so voi
cac thong tin ghi trong hop dong trude khi dua vao trién khai.

Truong hop cac thiét bi cong nghé thong tin, phan mém khong phi hop voi
hop ddng, nha thau trién khai phai dua ngay cac thiét bj cong nghé théng tin, phan
mém khong phit hop ra khoi khu vuyce trién khai.

3.2. Van hanh thir

Viéc van hanh thtr do nha thau trién khai thuc hién bao gém cac buodc chinh
sau day:

a) Lap ké hoach van hanh thtr nhim muc dich x4c dinh cac ndi dung, yéu cau,
thot gian, vai tro, trach nhi€ém cua cac bén trong qua trinh van hanh thir tir giai doan
1ap ké hoach van hanh thtr dén khi két thac van hanh tha.

b) Xay dung kich ban van hanh thir dé 1am co s phuc vu qua trinh van hanh
thur.

c) Thiét 1ap moi trudng van hanh thir, xac dinh céac diéu kién, moi truong phuc
vu qué trinh van hanh thir can cir vao chirc ning, tinh ning k¥ thuét can van hanh
thur.

d) Thuc hi¢n van hanh thu:

- Thuc hién van hanh thtr mc don dong. Mirc don dong thiét bi 13 mic co
ban nhét va thiét bi chi can dugc cap dién, cai dit phan mém diéu khién (néu co).

- Thuc hién van hanh thir mirc hé théng. Mitc hé théng chi duoc van hanh thir
sau khi van hanh thir mirc don dong duoc danh gia 1a dat. Viéc van hanh thir muc
hé thong thuong duogc thyc hién sau khi thiét bi dugc cau hinh, thiét 1ap tham s6 hé
thong, cai dat phan mém ban quyén va thiét bi da két ndi, tich hop véi cac thanh
phan ha tang k¥ thuat khac lién quan theo dung thiét ké chi tiét, kich ban van hanh
thir d3 dugc chii dau tu chap thuan.



d) Lap bao cao két qua van hanh thu.

Ghi chu:

Nha thau can nghién ciru ky cdc thong tin va yéu cau trong E-HSMT. Truong
hop can thiét, nha thau co thé lién hé voi Chu dau tw dé tien hanh khao sat thuec te.
Hop déng la tron g6i cho viéc cung cdp, ldp dat, cai dat, cau hinh hoan chinh toan
bo hé thong dwa vao sur dung, moi chi phi phat sinh trong qud trinh trién khai déu
khong dwoc chdp nhan.



