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Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuit

I. Gi6i thiéu chung vé dw an/dw toaAn mua sim, goi thau

1. Gi6i thiéu chung vé dw an, géi thau

- Chu dau tu: Truong Pai hoc Thuong mai.

- Tén g6i thau: Pau tu, nang cap, xay dung Website Tiéng Anh va Tiéng Viét
cho Truong Pai hoc Thuong mai.

- Du an/Du toan mua sdm: Pau tu, nang cép, xay dung Website Tiéng Anh
va Tiéng Viét cho Truong Pai hoc Thuong mai.

- Phuong thtc Iwa chon nha thau: Mot giai doan, mot tai hd so.

- Hinh thtic lra chon nha thau: Pau thau rong rii, qua mang

- Thoi gian thyc hién géi thau: 90 ngay.

- Ngudn von: Nguodn thu hop phap cta Truong.

- Loai hop ddng: Hop dong tron goi.

- bia diém thuc hién: Truong Pai hoc Thuong mai, S6 79 H6 Tung Mau,
phuong Tir Liém, thanh phé Ha Noi.

2. Muc tiéu

2.1. Muc tiéu chung

Xay dung hé thong website song ngit hién dai, ddng bo va thong nhit thong
tin v&i website cii da trién khai, dam béo nhan dién thuong hi¢u s6 ciia Nha truong.
Website méi can dap tng ddy du nhu ciu cung cap thong tin, dich vu va tuong
tac truc tuyén cho cac d6i tuong trong nudc nhu thi sinh, sinh vién, giang vién,
phu huynh, doanh nghiép va co quan quan ly. Pong thoi, hé thong gitp nang cao
hi€u qua quan tri, van hanh va truyén thong, tao nén tang bén vitng phuc vu chién
lugc phat trién va hoi nhap qudc té ctia Nha trudng.

2.2. Muc tiéu cu thé

- Vé giao dién va trai nghiém nguoi dung: thiét ké giao dién dong bo dé bao
dam sy nhat quan vé nhan dién thuong hiéu, phong cach thiét ké va trai nghiém
nguoi dung. Pong thoi, trién khai giai phap dong b giao dién cho toan bo website
cuia cac khoa, vién va don vi truc thudc, nham khac phuc tinh trang phan tan, thiéu
théng nhat nhu hién nay. Giao dién méi can truc quan, hién dai, d& st dung va co
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kha ning ty twong thich trén céc loai thiét bi nhu may tinh, mdy tinh bang, dién
thoai di dong.

- V& noi dung va thong tin Website ban song ngir: cung cap day dii, chinh
x4c va kip thoi cac thong tin bang song ngir, phuc vu nhu ciu trong nudc. Noi
dung bao gém gi6i thiéu vé Nha truong, chuong trinh dao tao, thong tin tuyén
sinh, tin tirc — su kién, hoat dong nghién ctru khoa hoc, hop tac doanh nghiép, dich
vu hanh chinh va cdc muc cong khai minh bach. Noi1 dung dugc chuin hoa, phan
loai va gan thé dé nang cao hiéu qua tim kiém, quan 1y va khai thac, dong thoi
duoc quan 1y chit ché qua quy trinh bién tap, phé duyét, xuat ban va luu trit.

- Vé ndi dung va thong tin Website ban tiéng Anh: Website 13 noi dé truong
cung cip thong tin vé cac chuong trinh dao tao, nganh hoc, cac khéa hoc, thoi
khoa biéu, tin tirc, su kién cua truong. Didu nay giup sinh vién va cac ddi tac co
thé dé dang tiép can thong tin mdi nhat vé hoat dong cta trudng. Cung cip tai
nguyén hoc tap, tai liéu nghién ciru, thong bao vé cac chuong trinh hoc bong, co
hoi nghién ctru, cac khoa hoc nang cao, ciing nhu cac du an hop tac qudc té.

- V& quan tri va k¥ thuét: trién khai hé quan tri ndi dung tip trung, cho phép
phan quyén rd rang tir cip quan tri tong thé dén cac khoa, vién va ting bién tap
vién. Website méi can c6 kha ning tich hop, két ndi v6i cac hé thong thong tin
cua Nha truong nhu quan 1y sinh vién, tuyén sinh truc tuyén, thu vién s, hoc tap
truc tuyén, cong dich vu hanh chinh va lich sy kién. Hé théng bao dam an toan,
bao mat di liéu, tuan tha cac quy dinh phap luat hién hanh, dong thoi c6 kha ning
mo rdng trong twong lai, nhu phat trién tmg dung di dong hay tich hop cong nghé
mo&i hd tro tu van va phan tich dir liéu.

- V& hiéu qua truyén thong va van hanh: ning cao hiéu qua tuyén sinh truc
tuyén thong qua cac cong cu ndp hd so, tra ctru két qua, thanh toan va hd tro truc
tuyén. Tang cudng kha ning truyén thong s6 v6i cac kénh tin tirc, sy kién, thong
béo nhanh, dong b lién két mang xa hoi dé két ndi kip thoi voi ngudi hoe va xa
hoi. Giam chi phi van hanh, nhan luc quan trj nhd nén tang déng bo, dé sir dung,
¢ cong cu thong ké, bao cao va phén tich tu dong. Hiéu qua hoat dong Website
dugc do ludng qua cac chi s nhu sé luot truy cép, thoi gian nguoi ding & lai
trang, s6 luong ho so truc tuyén va mirc d6 tuong tac.

- Xay dung hinh anh va uy tin: Website gitip nang cao hinh anh, thuong hi¢u
clia truong trong mat cong chung, ddng thoi thé hién sy chuyén nghiép va dang
cAp ctia mot truong dai hoc cd uy tin.

-Tao su két ndi va tuong tac: Website cung cip cac cong cu giao tiép nhu
cac form lién hé, thong tin lién lac, cac hé théng hd tro truc tuyén giup sinh vién,
giang vién va phy huynh dé dang trao d6i va nhan duogc su hd tro.
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3. Quy md, pham vi va ndi dung dau tw goi thau
3.1. Quy mé, pham vi dau tw

- Du an xay dung website song ngit méi duoc xac dinh 1a mot hang muc dau
tu c6 quy md toan dién, tic dong siu rong dén hoat dong quan 1y, truyén thong va
quang ba hinh anh cta Nha truong. Néu nhu hé thong website tiéng Anh gan day
chu yéu huéng dén d6i twong qudc té véi ndi dung chon loc va gon nhe, thi hé
théng website tiéng Viét phai dam nhiém vai tro rong 16n hon nhiéu: vira 13 cong
thong tin dién tir chinh thirc, vira 1a cong cu quéan ly, dong thoi 1a kénh truyén
thong di ndi, ddi ngoai trong pham vi trong nudc.

- Pham vi du 4n bao gdm:

+ Lam méi va nang cip toan bo giao dién cong thong tin chinh ctia Nha
truong, bado dam tinh hi¢n dai, than thién, dé truy cap trén nhiéu thiét bi (may tinh,
may tinh bang, di¢n thoai di dong).

+ Podng bo giao dién va tinh ning cho toan bo hé thong cac tén mién phu cua
cac khoa, vi¢n, trung tam, nham giai quyét tinh trang hién nay la mdi don vi sir
dung mot mau giao dién riéng biét, thiéu tinh théng nhat.

+ Bao dam h¢ thong mai vira ké thira dir 1i€u, ndi dung va cau truc tir website
hién tai, vira mé rong quy mo dé dap ing nhu cau phat trién trong giai doan mai.

+ Hudng t6i kha nang van hanh bén viing, quan tri tip trung nhung van linh
hoat, tao diéu kién cho timg khoa, vién phat trién ndi dung riéng ma khong pha
v& tong thé chung.

3.2. Ndi dung dau tu

- N1 dung dau tu cua du an dugc thiét ké theo huodng ké thira va phat trién,
vira bao dam 6n dinh hé thong dang van hanh, vira bd sung thém céc chirc ning
tién tién va hién dai. Cu thé:

+ Gitr lai giao di€n quan tri va toan bg hé théng tén mién phu cua cac khoa,
vién va don vi truc thudc. Pay 1a giai phap bao toan dit liéu, cu trac va giam
thiéu t6i da rai ro so voi phuong an chuyén doi toan bd. Nho vy, qua trinh trién
khai c6 thé dién ra nhanh chéng, lién tuc, khong anh huong dén hoat dong thudng
ngay.

+ B0 sung va tich hop cac chirc ning mai bao gdm: quan 1y da ngdn ngir, tdi
uu kha nang tim kiém va hién thi thong tin, cai thién cong cu bién tap ndi dung,
nang cao tdc do truy cap va kha ning dap ung khi sb lugng ngudi ding ting cao.
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+ HJ tro linh hoat trong viéc bo sung khoa, vién hoic don vi méi. Co ché tao
thém tén mién phu cho phép hé thong mo rong nhanh chong, dap tng su phat trién
ctia Nha truong ma khong anh huong dén céc thanh phan dang van hanh 6n dinh.

+ Phat trién cac chirc niang tich hop trong trang quan tri hién tai. Ngoai cac
cong cu quan 1y ndi dung, hé thong méi con cung cip cac tinh niang quan 1y phan
quyén, quan ly dir liéu theo chuyén muc, ty dong hoa mot sb quy trinh xuét ban
thong tin, tir d6 giam tai cong viéc cho doi ngili can bd quan tri.

- Uu diém cta phuong 4n dau tu:

+ Khong phai chuyén do6i dir liéu phtrc tap, gitp tiét kiém thoi gian va chi
phi.

+ Giam thiéu rti ro van hanh nho ké thira toan bo dit 1iéu va ciu trac san co.

+ D& dang mé rong quy mo trong trong lai, bo sung khoa/vién méi ma khong
anh huong dén hé thong chung.

+ bam bao su déng bo giao di¢n, tinh ndng, trdi nghiém trén toan by hé
théng, gop phan xay dung hinh anh chuyén nghiép, hién dai, nhat quan

II. Yéu cau vé k¥ thuat

1. Yéu cau chung

1.1. Yéu cau veé tiéu chuin k¥ thuét ap dung

Phan mém duoc xdy dung thudc hoat dong nay dam bao tuan thi cac yéu
cau vé quy chudn, tiéu chuan vé ung dung CNTT trong co quan Nha nudc quy
dinh tai Thong tu s6 39/2017/TT-BTTTT ngay 15/12/2017 ctia B6 Théng tin va
Truyén thong, cu thé:

Loai titu | Ky hiéu tié : . dinh 4
sTr| oM yhiCutiu | o ddy di ciia tieu chuin | QWY 9i00 AP

chuan chuan dung

1 [Tiéu chuan vé két noi

Hypertext Transfer Protocol| Bat budc ap

\ .. HTTPvl.1 .
11 Truyén  siéyl version 1.1 dung
. o b7 Z N
van ban HTTP v2.0 Hypertext Transfer Protocol Kh}lyen nghi
version 2.0 ap dung
FTP File Transfer Protocol Bit budc ap
dung mot

) Hypertext Transfer Protocol .
1.2 [Truyén tép tin HTTP vI1.1 b .e ext ransiel TIotoco hodc ca hai
version 1.1

tiéu chuan

HTTP v2.0 Hypertext Transfer Protocol| Khuyén nghi
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Loai tié Ky hiéu tié 5 2 dinh &
STT o ;leu y l?g teu Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
version 2.0 ap dung
WebDAV Web—bz.lsed I?ist.ributed Kh}lyén nghi
Authoring and Versioning ap dung
Khuyén nghi
N _IRTSP Real-time Streaming Protocol }1yen et
Truyén, phat ap dung
ludng am| . Khuyén nghi
1.3 . . |RTP Real-time Transport Protocol ,
thanh/  hinh ap dung
anh & i
RTCP Real-time Control Protocol Kh}lyen nghi
ap dung
1.4 Trgy ?caf) .Ya OData vd Open Data Protocol version Kh}lyen nghi
chia sé dit li¢u 4.0 ap dung
; Simple Mail Transfer] _,
Truyé Bat budc 4
150 ™ ISMTP/MIME  [Protocol/Multipurpose o ouecap
thu dién tir . . dung
Internet Mail Extensions
Cung cap dichPOP3 Post Office Protocol version 3| Bét budc ap
vu truy cap dung ca hai
1.6 i ) 'y
hop thu diénIMAP 4revl Internet M.essage .Access ti€u chuan doi
\ Protocol version 4 revision 1 e, ,
tur vG1 may chu
17 Truy cép thuLD AP V3 Lightweight I?lrectory Access| Bat budc ap
muc Protocol version 3 dung
Dich té : Bit budc 4
1.8 1(2 vu enDNS Domain Name System at buoec ap
mién dung
Gi a o ,
a0 , Va;n Transmission Control| Bat budc ap
1.9 mang c6 ke{qTCP
£ Protocol dung
noi
Giao van Bit budc 4
1.10jmang khongUDP User Datagram Protocol °0ap
X £ dung
két no1
[Pv4 Internet Protocol version 4 Bat buge dp
dung
11 Lién mang| (]133‘[ b;?c aP,
" ILAN/WAN . Jns o e
IPv6 Internet Protocol version 6  |cac thiét bi co
két ndi
Internet
1.12Mang cuc bO[IEEE 802.11g |[Institute of Electrical and Bit budc ap
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Loai ic Kv hicu tie - - h 4
STT o ;leu y l?g teu Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
khong day Electronics Engineers dung
Standard (IEEE) 802.11¢g
Institute of Electrical and Khuvén nehi
IEEE 802.11n  [Electronics Engineers 4 Y dun s
Standard (IEEE) 802.11n b Ang
Truy cap
L13 In'tfrne.t AVGiW AP v2.0 Wirc?less Application Protocol| Bit budc ap
thiét bi khong version 2.0 dung
day
SOAP v 2 Simple Opject Access
Protocol version 1.2 Bt bubc 4
- — at budc ap
. Web S D t .
11 4D;ch vu WebWSDL V2.0 Lafr:1 ua :r\‘/];::ison ) (e)scrlp on dung mot, hai
" “ldang SOAP Etas | hoaccaba
Universal Description,| ... 2
] ) tiéu chuan
UDDI v3 Discovery and Integration|
version 3
Dich RESTful Khuyén nghi
1.15 ich vu Web S, Y WebRepresentational state transfer }1yen nem
dang RESTful[service ap dung
Web  Services  Business Khuvén nehi
WS BPEL v2.0 [Process Execution Language 4 Y dun &1
Version 2.0 b g
WS-I Simple
SOAP  BindingSimple SOAP Binding Profile| Khuyén nghi
Profile  Version[Version 1.0 ap dung
1.0
WS- FederationlWeb  Services Federation| Khuyén nghi
116 Dich vu dac tav1.2 Language Version 1.2 ap dung
" Web WS- Addressi , . Khuyén nghi
© e MBWeb Services Addressing 1.0 }1yen net
v1.0 ap dung
WS-CoordinationWeb Services Coordination| Khuyén nghi
Version 1.2 Version 1.2 ap dung
WS-Policy v1.2 Web. Services Coordination Kh}lyén nghi
Version 1.2 ap dung
OASIS Web ) . ‘ :
: “Web  Services  Business Khuyén nghi
Services . . ,
Activity Version 1.2 ap dung

Business Activity|
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Loai tié Ky hiéu tié 5 2 dinh &
STT o ;leu y l?g teu Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
Version 1.2
WS- Discovery|Web  Services  Dynamic| Khuyén nghi
Version 1.1 Discovery Version 1.1 ap dung
WS- : ‘ .
Web  Services  Metadata] Khuyén nghi
MetadataExc ,
Exchange ap dung
hange
k  Ti Protocol| Bit budc 4
- . INTPv3 Net\yor ime rotocol| Bat buQcAap
117 Dich vu dong version 3 dung mot
"~ [bo thoi gian Network  Time  Protocol| trong hai tiéu
NTPv4 . 2
version 4 chuan
2 Tiéu chuan vé tich hop dir liéu
) XML Extensible Markup Language| Bit budc ap
Ngon ngu . . .\ .
5 1 ldinh d - [v1.0 (5thEdition) [version 1.0 (5th Edition) dung mot
1 idi ang van| ..
béll’l ne XML Extensible Markup Language| trong hai ti€u
v1.1 (2ndEdition)version 1.1 chuan
Ngon ngiy : :
Elect B ,
dinh dang van|[SO/TS ©¢ ro.mc HSIHESS Bat budc ap
221 . Extensible Markup
ban cho giao|15000:2014 Language (ebXML) dung
dich dién ti suag
Dinh  nghia)
cac lugc doXML Schema] Bit budc ap

23

trong tai ligyl
XML

V1.1

XML Schema version 1.1

dung

24

Bién do1 di
li¢u

XSL

Extensible
Language

Stylesheet

Bit budc ap
dung phién
ban méi nhat.

)5 1\/{0 hinh hoaUML V5 Unlﬁed Modelling Language Kh}lyen nghi

do1 tugng version 2.5 ap dung
RDF Resource Description| Khuyén nghi

26 Mo ta  tai Framework ap dung
' én dir lié Khuyén nghi
peuyen Qe OWL 'Web Ontology Language }1yen et

ap dung

2.7

Trinh dién bd
ki tu

UTF-8

8-bit Universal Character Sef]
(UES)/Unicode
Transformation Format

Bit budc ap
dung
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Loai tié Ky hiéu tié 5 2 dinh &
STT o ;leu y l?g % 1 Tén day du cia tiéu chuan Quy dinh ap
chuan chuan dung
Khuén  thig .
. G hy Markup L Bat bugc 4
2.8 ftrao ddi thongGML v3.3 cograpiy Marktp Lafigtiage bat Suocap
P version 3.3 dung
tin dia 1y
TAruy C?p YaWMS v13.0 OpepGIS Web Map Service| Bat budc ap
5 g 8P nhat cac version 1.3.0 dung
" théng tin dia) Web Feature Service version| Khong ap
, WES v1.1.0
ly 1.1.0 dung
Trao do6i diy £ .
2.10[liéu ddc ta taiXMI v2.4.2 X@ﬁinhﬁzdata Interchange Kh;yzn;lghl
liéu XML N a paune
S6 ding ky . e . .
5 11kicu dit liéuISO/IEC S6 dang ky siéu dir liul Khuyén nghi
' (MDR) " 11179:2015 (Metadata registries - MDR) ap dung
BoO phﬁn tu] R ST ) Z )
A - ... [ISO 15836-Bo phan tir si€u dit liéu Dublin| Khuyén nghi
2.12psieu d 11@111'2017 Core ap dung(*)
Dublin Core | b Ang
Dinh dang trao
doi dir liéu md Khuvén nehi
2.13ta d6i tugngJSON RFC 7159 |JavaScript Object Notation , Yo st
. \ ap dung
dang kich ban|
JavaScript
Ngon nglr mo| ) ; .
B P Model Khuyén ngh
2.14hinh quy trinh|BPMN 2.0 HBINESS TTOEESS odel and u yen it
A Notation version 2.0 ap dung
nghi¢p vu
3 Tiéu chuén vé truy cap thong tin
HTML v4.01 Hypéﬂext Markup Language|l Bat budc, ap
version 4.01 dung
: W3C Web Content .
Chua 01 o .+ 1. | Khuyén nghi
3.1 duglal%veb 1OMWCAG 2.0 Accessibility Guidelines ;YZ?H?g '
& (WCAG) 2.0 pdung
HTML 5 Hypgtext Markup Language Kh}lyen nghi
version 5 ap dung
Chuan ndi .
i Extensible Hypertext Markup| Bat budc 4
3.2 [dung Web méoIXHTML v1.1 XIEnSIDIe ype ext Markup bat buetap
. Language version 1.1 dung
rong
3.3 |Giao di¢n/CSS2 Cascading  Style  Sheets| Bat budc ap
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Loai tié Ky hiéu tié 5 2 dinh &
STT o ;leu Y l?g red Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
nguoi dung Language Level 2 dung mot
Cascading  Style  Sheets| trong ba ti€u

CSS3 2
Language Level 3 chuan

XSL Extensible | Stylesheet
[Language version
Dinh dang Plain Text (.txt):| _.

1 . Bit budc 4

(.txt) Danh cho cac tai li¢u co ban| dt bude dp

A . A dung
khong c6 cau truc
Dinh dang Rich Text (.rtf)

() V1.8, v1.9.1 plrliél?.beiu} 18 1.?.1: Dz‘u:'h 9130 Bit budc ap
cac tai li€u c6 thé trao doi gitral dung
cac nén khac nhau
Dinh dang vin ban Word mé] Khuyén nghi

o (.docx) A . : )
3.4 |Van ban rong cua Microsoft (.docx) ap dung
Dinh dang Portable Document

(.pdf) v1.4, v1.5,|(.pdf) phién ban 1.4, 1.5, 1.6,

v1.6,v1.7 1.7: Danh cho c4c tai li¢u chi| Bit budc ap
doc dung mot, hai

(doc) Dinh dang van ban Word cial hodc cd ba

' Microsoft (.doc) tiéu chuan

(.odt) v1.2 Dinh dang QPen wDocument
Text (.odt) phién ban 1.2
Dinh dang Comma eparated
Ve‘lriable/Dellimitefd ’ (.csxi): Bét buoe dp

(.csv) Danh cho cac bang tinh can dun
trao d6i giita cac ung dung e
khac nhau.

Dinh dang bang tinh Excel mo| Khuyén nghi
. 2 14 . l . . i .
3.5 [Bang tinh (xlsx) rong cuia Microsoft (.xIsx) ap dung
Dinh dang bang tinh Excel ctiia| __,
« inh dz LA

(xIs) Microsoft (.xls) Bat buQcAap

, dung mot
Dinh dang Open Document hosc ca hai

(.ods) v1.2 Spreadsheets (.ods) phién ban tidu chudn

1.2
x Dinh  d Hypertext| Bat budc 4
3.6 [Trinh dién | .htm) . s ypettex bat buoc ap

Document (.htm): cho cac

dung
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Loai tié Ky hiéu tié 5 2 dinh &
STT o ;leu Y l?g red Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
trinh bay duoc trao doi thong
qua cac loai trinh duyé¢t khac
nhau
(pptx) Dinh dang PowerPoint mo| Khuyén nghi
PP rong cua Microsoft (.pptx) ap dung
Dinh dang Portable Document
(.pdf) (.pdf): cho cac trinh bay luul
dudi dang chi doc Bit budc ap
(ppt) Dinh dang PowerPoint (.ppt)|dung mot, hai
PP cuia Microsoft hodc ca ba
Pinh dang Open Document| tiéu chuan
(.odp) v1.2 Presentation (.odp) phién ban
1.2
IPEG Joint P.hotographlc Expert o
Group (.jpg) Bat budc ap
Graphic Interchange (.gif)|[dung mét, hai
. 5 GIF v89 , ' S
3.7 |Anh do hoa verd version 89a ba hoac ca
TIFF Tag Image File (.tif) bén tiéu
NG Portable Network Graphics| chuan
(.png)
Anh gan| . .
T I File F t for| Bat budc a
3.8 [v6itoa do diaGEO TIFF agged mage tiie rotmat fon bd bude dp
I§ GIS applications dung
MPEG-1 Moving  Picture  Experts Kh}lyen nghi
Group-1 ap dung
MPEG-2 Moving  Picture  Experts Kh}lyen nghi
Group-2 ap dung
3.9 Phim éanh, amjy oG Moving  Picture  Experts Kh}lyen nghi
thanh Group-4 ap dung
: Khuyén nghi
MP3 MPEG-1 Audio Layer 3 ,
ap dung
. : Khuyén nghi
AAC Advanced Audio Coding }1yen net
ap dung
31 OLuéng phim|(.asf),  (.wma),[Cac dinh dang ctia Microsofff Khuyén nghi
" Janh, 4m thanh |(.wmv) 'Windows Media Player (.asf),| ap dung




175

Loai tié Ky hiéu tié A 2 inh a
STT o ;leu Y 'Q‘R' red Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
(.wma), (.wmv)
Cac  dinh  dang  Real . .
: . e Khuyén ngh
511231’1) (rmrE1§m>,Aule/Real Video (.ra), (.rm), ;YZEI?g '
' o (.ram), (.rmm) b eung
(avi), (mov)|/Cac dinh dang Apple| Khuyén nghi
(.qt) Quicktime (.avi), (.mov), (.qt)| ap dung
GIF v89a Graphic Interchange  (.gif) Kh}lyén nghi
version 89a ap dung
(swh) Dinh dang Macromedia Flash| Khuyén nghi
' (.swf) ap dung
3.11|Hoat hoa - - Z -
(swh) Dinh  dang  Macromedia] Khuyén nghi
' Shockwave (.swf) ap dung
(.avi), (qt)JCac dinh dang  Apple| Khuyén nghi
(.mov) Quicktime (.avi),(.qt),(.mov) ap dung
Chuan noi ,
X irel Mark L Bat budc 4
3.12|dung cho thiefWML v2.0 erc? ess Markup Languagel Bilt bube dp
e e version 2.0 dung
bi di dong
313 B? k,y tw va AscIn Amerlcar.l Standard Code for| Bat bude ap
ma hoa Information Interchange dung
Bo ky tu va TCVN  6909:2001 “Cé ,
O XY W VarcyN P OTREE L 08 Bt buge ap
3.14ma hoa Ch06909'2001 nghé thong tin - B6 ma ky tu dun
tiéng Viet ' tiéng Viat 16-bit” e
Zip Zip (.zip) Bit budc ap
: dung mot
3.15|Nén dir li¢ i S
e arien .27 v4.3 GNU Zip (.gz) version 4.3 hodc ca hai
tiéu chuan
Ngon ngit kich| ) ) . .,
' ECMAScript 6| Batb
3.16ban phia winhECMA 262 | dit‘;;;p) version a . ‘;QC P
khach e
RSS V1.0 RDF Site Summary version| Bat bucf)cAép
1.0 dung mot
Chia sé ndi Really Simple Syndication|trong hai tiéu
3.17 "IRSS v2.0 . 2
dung Web v version 2.0 chuan
. Khuyén nghi
ATOM v1.0 ATOM version 1.0

ap dung
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Loai ic Kv hicu tie - - h 4
STT o ;leu y l?g teu Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
Java Specification Requests| Bét budc ap
JSR 168 . .
168 (Portlet Specification) dung
Chuan két nbi ISR2%6 Java Specification Requests| Khuyén nghi
318 tng dung cong 286 (Portlet Specification) ap dung
" Ithong tin dién| Web Services for Remote| Bit budc ap
, WSRP v1.0 .
tur Portlets version 1.0 dung
WSRP v2.0 Web Servu.:es for Remote Kh}lyen nghi
Portlets version 2.0 ap dung

4 Tiéu chudn vé an toan thong tin
Multi- Internet| Bt budc 4
‘ S/MIME v3.2 SeC}lre u 1 purposej nternet| Bat budc ap
41 An toan thu Mail Extensions version 3.2 dung
" (dién t Khuyén nghi
en OpenPGP OpenPGP }1yen et
ap dung
B.’.t A r
.1 [SSHv2.0 Secure Shell version 2.0 dt bude dp
47 An toan tang dung
" |giao van Transport Layer Security| Bit budc ap
TLS v1.2 .
version 1.2 dung
HTTPS Hypertext Transfer Protocol| Bat budc ap
Secure dung
An toan truyé Khuyén nghi
4.3 An 9an ruyenFTPS File Transfer Protocol Secure }1yen nem
tép tin ap dung
Khuyén nghi
SFTP SSH File Transfer Protocol }1yen nem
ap dung
44 An tO.E‘in tr?yén SMTPS Simple Mail Transfer Protocol| Bét budc ap
thu dién tu Secure dung
An toan dichPOP3S Post Office Protocol version 3| Bt bucf)cAép
N Secure dung mot
4.5 vu truy cap ..
R Internet Message  Access| hodc cd hai
hop thu IMAPS A 2
Protocol Secure tiéu chuan
An toan dich| Domain  Name System| Khuyén nghi

4.6

vu DNS

DNSSEC

Security Extenssions

ap dung

4.7

An toan tang
mang

[Psec - IP ESP

Internet Protocol security voi
[P ESP

Bit budc ap
dung

4.8

An toan thong

WPA2

tin cho mang

'Wi-fi Protected Access 2

Bit budc ap
dung
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Loai ic Kv hicu tie - - h 4
STT o ;leu y l?g teu Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
khong day
TCVN Ccing n~gh¢ tAhong_:,r tin. ~I<y~thl.l,\'c.1t Khuyén nghi
7216:2007 mat ma thuat toan ma dir liéul 40 dun
* AES p < g
ADES Triple Data  Encryption, Kh}lyen nghi
Standard ap dung
Giai thuat ma Khuyen nghy
4.9 hoa ap dung, su
RSA Cryptography Standard -| dung lugc d6
PRCS #1 V2.2 version 2.2 RSAES-
OAEP dé ma
hoa
L Khuyén nghi
E Ellipt t h i
CC iptic Curve Cryptography ip dung
Bit budc ap
dung, str dung
g PKCS #1V22 R;ioirgpztography Standard 1y e db
\4 .
410p RSASSA-PSS
¥ 50 dé ky
ECDSA E-111pt1c Curye Digital Kh}lyen nghi
Signature Algorithm ap dung
4.11 G thilat ’barAn SHA-2 Secure Hash Algorithms-2 Kh}lyen nghi
cho chit ky s6 ap dung
Rivest-Shamir-Adleman -
RSA-KEM KEM FKey Encapsulation| Bat budc ap
Giai thuat] Mechanism) Key Transport dung
4.12 A , .
truyeén khoa Algorithm
ECDHE Elliptic Curve Diffie Hellman| Kh}lyen nghi
Ephemeral ap dung
Giai phap xac . . X .
4.13thye ngudi SWSAML v2.0 Security Asse.rtlon Markup, Kh}lyen nghi
Language version 2.0 ap dung

dung

4.14

An toan trao
doi
XML

ban tin

Syntax
Processing

XML Encryption|
and

XML Encryption Syntax and
Processing

Bit budc ap
dung

XML  Signature

XML Signature Syntax and

Bit budc ap
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Loai tié Ky hiéu tié A 2 dinh a
STT o ;leu y l?g teu Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
Syntax andProcessing dung
Processing
Quan ly khoa) £ .
XML K M tf{ Kh h
4.15ccong khai banXKMS v2.0 S eciﬁcati(fr}l/ Versioar?zg(: - ; yflﬁr? -
fin XML P ' pcung
Giao thuc an| Platform for Privacy Khuvén nehi
4.16toan thong tin[P3P v1.1 Preferences Project version| yen ngm
1 ap dung
ca nhan 1.1
s . Khuyén nghi
Ha tang khoa cong khai u yen gt
ap dung
Cu phép thong :
: Crypt h
diép mat maPKCS#7 v1.5) " YPIOBTaphIc HHessage

4.17

syntax for file-based signing

tin thé mat ma

ho ky al(RFC 231

C,O ¥, maRFC 2315) and encrypting version 1.5
hoa

Cu phap thong Cryptographic token|

PKCS#15 vl.1

information syntax version 1.1

Cu phap thong
tin khoa riéng

PKCS#S
(RFC 5958)

V12

Private-Key Information

Syntax Standard version 1.2

Giao dién thé
mat ma

PKCS#11 v2.20

Cryptographic token interface
standard version 2.20

Cu phép trao
d61 thong tin

PKCS#12 v1.1

Personal Information|

Exchange Syntax version 1.1

ca nhan

Khuén dang

da1’1h sacl:RF C 5280 Certificate Revocation List

ching thu so Profile

thu hoi

Khuo Public K Infrastruct
}10n da?gRF C 5280 ub -1c ey Infrastructure

chung thu so Certificate

Caphdp yéu

PKCS#10 v1.7

Certification Request Syntax

A hi
cat ¢ 1mg(RFC 2986) Specification version 1.7

thuc

Giao thirc

t thai -li rtificat tat
rarrlg Al =0 6960 On-line  Certificate status
ching thu truc protocol

tuyén
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Loai tié Ky hiéu tié 3 2 inh 4
STT o ;leu Y l?g red Tén day du cua tiéu chuan Quy dinh ap
chuan chuan dung
Giao thirc gan . )
.. . |RFC3161 Time stamping protocol
tem thoi gian
Information technology
ISO/EEC 18014-Security techniques - Time
1:2008 stamping services
ISO/EEC 18014-Part 1: Framework
Dich vu tem[2:2009 Part 2: Mechanisms producing
thoi gian ISO/EEC 18014-/independent tokens
3:2009 Part 3: Mechanisms producing
ISO/EEC 18014-[linked tokens
4:2015 Part 4: Traceability of time
sources
I ity: SOAP . .
An toan cho|WS-Security Web Services Sec.:un Y SO. Khuyén nghi
4.18] .. Message Security Version|
dich vu Web v1.1.1 111 ap dung
Khuon d
dit u(i?é izi The Incident Object Khuvén nehi
u L u
419|... = ¢ RFC 7970 Description Exchange Format| Y gl
doi su cO an| ap dung

toan mang

version 2 (IODEF)

1.2. Yéu cau tuan thi khung Chinh phu dién tir Viét Nam

Website xay dung can tudn thi cac nguyén tic ciia Khung Kién trac Chinh
phu dién tir Viét Nam duoc phé duyét tai quyét dinh s6 292/QD-BKHCN ngay
25/03/2025 ciia Bo Khoa hoc va Cong nghé. Pam bao viéc sin sang két ndi, tich
hop chia sé dir liéu v6i cac hé théng, phan mém khac khi c6 yéu cau qua nén tang
tich hop, chia sé dir liéu dung chung cia don vi (LGSP).
2. Yéu ciu ky thuit cu thé

2.1.Yéu ciu vé giai phap cong nghé lya chon

TT Noi dung Luwa chon cong nghé dé xuit
1 | Nén tang phat trién back-end | PHP hoic tuong duong.
2 | HE quan tri co s¢ dir licu Microsoft SQL Server hoac tuong duong.
3 Nén tang phat trién front-| HTML, CSS, JavaScript hodc tuong
end duong.
NP H¢ thong c6 kha nang hoat dong 6n dinh
4 | He dicu hanh trén Windows va Linux, bao dam tinh linh
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TT Noi dung Lua chon cong nghé dé xuat

hoat trong trién khai.

Co he k.,( tré
ong Nl HiL BRI U by tabase Index Search hoac twong duong.

website

* Yéu cau vé hé quan tri CSDL d6i v6i hé thong:

- C6 kha nang quan 1y khdi luong 16n dir 1iéu vira va 16n, dung luong dir lidu
tang dan theo thoi gian.

- C6 kha ning chia sé va phan phdi dir liéu trén mang (LAN, INTRANET,
Internet), dam bao viéc st dung hiru hiéu va chia sé phuc vu nhiéu nguoi khac
nhau trén mang.

- Tinh bao méit cao: V&i co ché hoat dong mang theo mo6 hinh dir li€u tap
trung, hé thong s& c6 su tham gia truy cap dit liéu cua nhiéu ngudi do d6 van dé
an toan hé thong 1a rat quan trong. Dit liéu phai duoc dam bao duoc st dung boi
nguoi dung duge phép; an toan voi cac hanh vi vo ¥ hay ¢ ¥ 1am sai 1éch dit liu.

- C6 kha nang tich hop véi dit liéu d6 hoa: ting hiéu suat phan phdi dit liéu
dung chung, ciing nhu tin dung hét cic kha ning ciia DataBase Server.

- C6 cong cu dé phat trién thich Gng voi yéu cau st dung: cac co so dit liéu
n6i chung déu c6 cac cong cu phuc vu cho cac thao tac xir Iy chuan nhu: tim kiém,
phan loai, sap xép, két xuat thong tin ... Tuy nhién, do yéu cau sir dung khac nhau
va trinh d6 str dung ciing rat khac nhau, viéc phat trién thich tng dé tu dong hoa
mot sd thao tac thuong dung dé nang cao rat nhiéu hiéu suat st dung dir liéu.

- Hang san xuét c6 bé day va 6n dinh trong tuong lai: Pam bao sy hd trg va
tu van vé lau dai ctia nha san xuat cho hé thng.

- Puoc kiém nghiém trong thyuc té: Pam bao vé ning luc thuc té ctia hé thong.

- Pho bién trén thi truong Viét Nam: Quen thudc véi doi ngii tin hoc Viét
Nam, diéu kién thuan loi dé sir dung cting nhu phat trién mo rong h¢ théng dat
hiéu qua cao nhét.

2.2. Yéu cau vé mé hinh kién tric &ng dung

X4y dung Website Tiéng Anh va Tiéng Viét cho Truong Pai hoc Thuong
mai can tuan tht moé hinh kién trac tng dung nhu sau:
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Internet / Ngw&i dung
Quan tri @ ] g Nguoi diing
hé thong r e cong cong
Can bd quan ly
L&p Truy Cap Ngoai l
[ WAF / Firewall ]—D[ Reverse Proxy ]—D[ Load Balancer ]—D[ s /.HTTPS ]
termination
l —
CONG THONG TIN CONG KHAI SONG NGUF CONG QUAN TRI/ CMS TAP TRUNG
Lép Giao Dién [ Quantrichuyénmuc | [ Quan Iy banner /tin tirc/ form |
[ Website tiéng Viét ] [ Website tiéng Anh ] —_—
[ Quan tri nguoi dung & ] [ CAu hinh SEO & Analytics ]
phan quyén (o))
(=
( ) =
i =
e
1 @
I
( API Layer / API Gateway ] -
Lop Dich V‘.{ Dich vu Xac thue Dich vu ghi nhat Dich vu phan Dich vu quan Iy noi Dich vu tra ctru c
Ung Dung va (Auth) Ky (Audit Log) quyén dung (Content Service) van bang ©
API Tich Hop —— : = : _ — = > —— <
Dich vu tim kiem Dich vu Dich vu bieu mau Dich vu thong bao Dich vu cau hinh| [ Dich vu lien ket c
(Search Service) Media/File tuyén sinh (Email/Livechat/Chatbot) SEO/Analytics mang xa hoi <«
Lop DiF Liéu Co s& diF liéu nghiép vu Kho Iwu trir tép : . Y Search Index / Kho Sao luu & g,
va Lwu Th'i' (Microsoft SQL Ser§/er) ) (Media Storagé) Dich/yu/Cache'&Chi iyc ho try Full-text Index dy phong <O
(Backup) -
-
f o e
Lép Tich Hop  |Hé thong Quan Hé théng Cwu Hé thong Thw Hé théng Tuyén (,:‘g:g g;ﬁ::lf
A ey e g e : 4
Hé Thong ly Sinh vién sinh vién vién so sinh trc tiep Lich s kién
L |

Hinh 1. Mé hinh kién tric vng dung

Hé thong website tiéng Viét va tiéng Anh cua Truong Pai hoc Thuong mai
duoc thiét ké theo mo hinh kién trac phan 16p, bao dam tinh théng nhat, an toan,
dé mé rong va thuan loi trong van hanh, khai thac 1au dai. Kién trac nay dugc xay
dung phu hop vé1 muyc ti€u hinh thanh mot hé théng website song nglr hi¢n dai,
quan tri tap trung, déng bd véi cac website khoa, vién, trung tam va don vi tryc
thudc, déng thoi sin sang tich hop vai cac hé thong thong tin trong hé sinh thai
s6 ciia Nha trudng.

O 16p truy cap ngoai, toan bd luu lugng tir Internet va ngudi ding duoc tiép
nhan, kiém soat va phan phdi thong qua cac thanh phan bao vé va diéu phdi truy
cap gdom WAF/Firewall, Reverse Proxy, Load Balancer va co ché TLS/HTTPS
termination. L&p nady ¢d vai tro bao ddm an toan truy cap, loc va ngan chan céc
truy cap trai phép, phan phdi tai hop 1y, ddng thoi ma héa kénh truyén thong nham
bao vé dir liéu trong qua trinh trao d6i. Cach t6 chirc nay pht hop véi yéu cau phi
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chirc ning ctia hé thong vé an toan thong tin, bao mat duong truyén, kha ning
phuc vu lién tuc 24/7, hiéu ning va tinh sin sang cao.

Lé6p giao dién dugc to chire thanh hai nhom chire nang chinh. Nhom thir nhat
1a Cong thong tin cong khai song ngir, bao gdm website tiéng Viét, website tiéng
Anh. Nhom nay phuc vu nhu cau tra ctru, tiép can thong tin va tuong tac cia ngudi
dung cong cong, déng tho1 bao dam su déng b6 vé nhan dién thuong hi€u, giao
dién va trai nghiém s dung trén toan hé théng. Nhom thir hai 1a Céng quan
tri/CMS tap trung, hd trg cac nghiép vu quan tri chuyén muc; quan 1y banner, tin
tirc, biéu mau; quan tri nguoi ding va phan quyén; dong thoi cau hinh SEO va
Analytics. Cau trac nay dap ing yéu cau quan tri ndi dung tap trung, c6 kiém soat
quy trinh xuat ban, phan quyén rd rang va hd tro tdi wu hiéu qua truyén thong sb
cua Nha truong.

Lop dich vu tng dung va API tich hgp dong vai tro trung tdm trong xu 1y
nghiép vu va diéu phdi két ndi giita cac 16p cia hé thong. Théng qua API
Layer/API Gateway, cac dich vu 18i duogc t6 chic theo chtic ning nhu xéac thuc
nguoi ding, ghi nhat ky hoat dong, phan quyén theo vai, quan 1y ndi dung, tim
kiém, quan 1y media/file, xit Iy biéu miu tuyén sinh, thong bao qua
email/livechat/chatbot, cAu hinh SEO/Analytics, tra ctru thong tin va lién két mang
x4 hoi. Viéc thiét ké 16p dich vu theo hudng tach biét chirc ning gitp hé thong dé
mo rong, d& bao tri, ting kha nang tich hop va kiém soat truy cdp, dong thoi dap
g cac yéu cau vé nhat ky ngudi dung, phan quyén quan tri, biéu mau tryc tuyén,
livechat, tim kiém theo tir khoa, SEO va cac tién ich hd tro di duoc xéac dinh trong
ho so yéu cau.

Lép dit liéu va luu trir bao dam cho hé thdng c6 kha ning quan 1y tip trung,
an toan va hiéu qua toan bo dir liéu nghié¢p vu. Trong do, co s¢ dir liéu nghiép vu
str dung Microsoft SQL Server dé luu trix dir liéu quan hé, ndi dung va cau hinh
hé théng; kho luu trir t€p phuc vu quan 1y dnh, tai liéu va cac dbi tuong s6; dich
vu cache va chi muyc hd trg gitp tang toc do truy cap va giam tai cho hé théng;
search index/full-text index phuc vu nhu cau tim kiém nhanh, chinh xéc trén dit
liéu 16n; va kho sao luu, du phong bao dam kha ning phuc héi, duy tri lién tuc
hoat dong khi c6 sur cd. M6 hinh nay bam sat dinh hudng cong nghé cua dy an vé
lga chon SQL Server, 4p dung co ché chi muc dit liéu, full-text search, toi wu hiéu
nang truy van va tang cuong an toan di liéu.

Lé6p tich hop hé thdng cho phép website két ndi, chia sé va khai thac dir liéu
voi cac hé théng lién quan trong va ngoai Nha truong, nhu hé thdng quan 1y sinh
vién, hé thdng cyu sinh vién, thu vién sd, tuyén sinh truc tuyén, cong dich vu hanh
chinh, lich su kién. Viéc t6 chtc 1p tich hop riéng gitp han ché phan tan dit liéu,
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giam thao tac thii cong, nang cao kha ning lién thong thong tin va tao nén tang
cho viéc mo rong cac dich vu s6 caa Nha truong trong tuong lai. Noi dung nay
pht hop v6i muc tiéu tich hop cac hé thong ndi bd, hd tro tuyén sinh truc tuyén,
thu vién, dich vu hanh chinh.

Bén canh céc 16p chirc nang néu trén, mo hinh con dat trong tdm vao ha téng
va van hanh hé théng nhim bao dam hé théng hoat dong 6n dinh, an toan va c6
thé mo rong theo nhu cau thuc té. Thanh phan nay gan véi dinh hudng trién khai
trén nén tang Cloud, t6 chitrc quy trinh CI/CD, giam sat van hanh, sao luu, phuc
hdi va bao dam cac yéu cau vé IPv6, DNSSEC, HTTPS/TLS theo quy dinh va
tiéu chuan k¥ thut ap dung. Nho d6, hé thong khong chi dap tmg yéu cau cung
cap thong tin, dich vu va twong tac truc tuyén cho ngudi ding ma con bao dam
kha ning van hanh bén vimg, khic phuc sy c6 nhanh va thich tng véi nhu cau
phat trién lau dai ciia Nha trudng.

Téng thé, md hinh kién tric tmg dung theo so dd mai bao dam su tach 16p
r0 rang gitra truy cap, giao dién, dich vu ing dung, dit li€u, tich hop va van hanh,;
qua d6 gitip hé théng website song ngit ciia Trudng Pai hoc Thuong mai vira dap
g tot yéu cau hién tai, vira sin sang cho viéc mé rong chirc ning, ting quy mo
st dung va tich hop thém cac nén tang s trong cac giai doan tiép theo.

2.3. Yéu cau vé quy trinh tin hoc hoa

Website duoc xay dung dam bao tuan tht dang trinh ty, thanh phan theo cac
quy trinh tin hoc héa sau day:

2.3.1. Quy trinh ding nhap
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Quy trinh Bang nhap

Nguwdi dung Hé théng

B3t dau

1. Ngwoi dung chon chire
nang Dang nhap, nhap | 2. Hé théng kiém tra
thoéng tin nguwoi dung va il thong tin dang nhap
mat khau

3. Hé thdng tra vé thong G
& al

bao théng tin dang nhap [« Kiém tra thong tin

khéng dung
4. Hé théng hién thi giao | Hé thdng cap quyén
dién trang quan tri D dung véi ngudi dung

Hinh 2. Quy trinh dang nhdp
Mo ta quy trinh:
Bude 1: Ngudi dung chon chire ning Pang nhap, dién théng tin ngudi dung
va mét khau
Budc 2: Hé thong kiém tra thong tin ding nhap. Néu thong tin khong dung,
hé thong tra vé thong bao cho ngudi ding
Budc 3: Néu thong tin dung, hé théng cap quyén va hién thi giao dién trang
quan ly.
2.3.2. Quy trinh phan quyén
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Quy trinh Dang xuét

Nguoi ding Hé théng

1. Nguoi dung chon chire | 2. Hé théng két thuc
néng Pang xuét "1 phién dang nhap

3. Hé thdng hién thi giao |,
dién trang dang nhap A

Hinh 3. Quy trinh ding xudt
Mo ta quy trinh
Budc 1: Nguoi ding chon chirc nang Pang xuét
Budc 2: Hé thong két thic phién ding nhap cua nguoi dung va hién thi giao
dién trang dang nhap
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2.3.3. Quy trinh Cau hinh Nhém quyén

Quy trinh C4u hinh nhém quyén

Nguwéi dung Hé théng

1. Nguwéi dung chon chirc
n&ng Nhém quyén

2. Hé théng trich xuéat
» danh sach Nhom quyén
trén hé théng

3. Hé théng hién thi danh
sach cac Nhom quyén trén [«
hé théng

v

4. Nguwoi dung chon chirc
n&ng Thém, stra hodc xda | 5. Hé théng kiém tra dinh
Nhém quyén va dién thong "] dang théng tin dién vao

tin can thiét

6. Hé théng tra vé thong

bao théng tin khéng dung |« Sal Kidm tra dinh dang
dinh dang

8. Hé théng tra vé thong | 7. Hé théng cap nhat

b&o cap nhat thanh cong | danh sach Nhém quyén

Hinh 1. Quy trinh cdu hinh phin quyén

Mo ta quy trinh:

Budc 1: Nguoi ding chon chirc ning Cau hinh nhém quyén. Hé thdng hién
thi danh sach nhom quyén hién dang c6 trén hé théng.

Budc 2: Nguoi ding chon Chirc ning Thém, Sira hodc X6a Nhom quyén va
dién thong tin can thiét.

Budc 3: Hé thong kiém tra dinh dang thong tin va tra vé thong bao néu thong
tin khong ding dinh dang.

Buéc 4: Néu thong tin dung dinh dang, hé théng cap nhat lai va tra vé thong
bao cap nhat thanh cong.
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2.3.4. Quy trinh Quan ly danh sach can b quén ly

Quy trinh C4u hinh Can bd quan Iy

Nguwéi dung Hé théng

2. Hé théng trich xuat
»|danh sach Can bo quan ly
trén hé thdong

1. Nguw&i dung chon chire
nang Can bd quan ly

3. Hé théng hién thj danh
sach cac Can boé quan ly [«
trén hé théng

v

4. Nguw&i dung chon chire ) .
nang Thém, slra hodc xéa «|5. Hé thdng kiém tra dinh
Cén bé quan ly va dién "] dang théng tin dién vao

théng tin can thiét

6. Hé théng tra vé thong

béo thong tin khong ding [«—S2l

Kiém tra dinh dang

dinh dang
8. Hé théng tra vé thong | 7. Hé théng cap nhat
b&o cap nhat thanh céng | danh sach Can bd quan ly

Hinh 2. Quy trinh Quan ly danh sach can bo quan ly

Mo ta quy trinh:

Budc 1: Nguoi dung chon chirc nang Can bg quan 1y. H¢ théng hién thi danh
sach nhém quyén hién dang c6 trén hé théng

Budc 2: Nguoi dung chon Chure nang Thém, Stra hoac Xo6a Céan b quan 1y
va dién thong tin can thiét

Budc 3: Hé thong kiém tra dinh dang thong tin va tra vé thong bao néu thong
tin khong diing dinh dang

Buéc 4: Néu thong tin dung dinh dang, hé théng cap nhat lai va tra vé thong
bao cap nhat thanh cong

Hinh 5. Quy trinh Qudn ly danh sdach can by qudn ly

Mo ta quy trinh:
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Budc 1: Nguoi dung chon chitc ning Can bo quan 1y. Hé thong hién thi danh
sach nhém quyén hién dang c6 trén hé thong.

Budc 2: Nguoi dung chon Chure nang Thém, Stra hoac Xo6a Can b quan ly
va dién thong tin can thiét.

Budc 3: Hé thong kiém tra dinh dang thong tin va tra vé théng bao néu thong
tin khong dtng dinh dang.

Budc 4: Néu thong tin dung dinh dang, hé thong cap nhat lai va tra vé thong
bdo cap nhat thanh cong.
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2.3.5. Quy trinh Céu hinh tién ich

Quy trinh C4u hinh tién ich

Nguoi dung Hé théng

S s . 2. Hé théng trich xuét
- 'ﬁ'gucé';d“;? ;htgn C,h: c »{cau hinh tién ich hién
MEIC = LIACL tai trén hé théng

3. Hé théng hién thi giao
dién trang C4u hinh tién <
ich

4. Nguwoi dung cap nhat
lai thdng tin nhung cla >
chatbot API

5. Hé théng kiém tra
két ndi véi API

6. Hé thdng tra vé thong
bao khong thé két ni voi [«
API chatbot

Sai

Pl c6 hoat ddng hay khon

8. Hé thong tra vé thong
bao cap nhat théng tin [«
chatbot thanh céng

7. Hé théng cap nhat
thdng tin API chatbot

Hinh 3. Quy trinh ciu hinh tién ich

Budc 1: Nguoi ding chon chiic nang Cau hinh tién ich. Hé thong hién thi
thong tin API cua chatbot

Budc 2: Nguoi dung co thé cap nhat lai thong tin API chat bot

Budce 3: Hé théng kiém tra két ndi dén API chatbot dugc cap nhat va tra vé
thong bao két ndi that bai néu khong thé két ndi dén API chatbot

Budc 4: Néu API dung thi cAp nhat lai thong tin va tra vé thong bao thanh
cong.
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2.3.6. Quy trinh Quan ly thong tin lién hé

Quy trinh Quan ly théng tin lién hé

Nguwoi dung Hé théng
1. Nguw&i dung chon chire 2. Hé théng trich xuét
nang Quan ly thong tin » thdng tin lién hé hién
lién hé tai trén hé théng

3. Hé théng hién thi giao
dién trang Quan ly théng [«
tin lién hé

4 NguoT dung cap nhat
lai théng tin lién hé bang
cach tai file theo dinh
dang

5. Hé théng kiém tra
»| dinh dang cua file tai
Ién

6. Hé théng tra vé théng
bao file khéng dung dinh [«

Dinh dang file?

dang
8. Hé thdng tra vé théng 7. Hé thong cap nhat
bao cap nhat thong tin |« thong tin lién hé theo
thanh cong file tai lén

Hinh 4. Quy trinh Qudn ly thong tin lién hé

Mo ta quy trinh:

Budc 1: Nguoi dung chon chtic nang Quan 1y thong tin lién hé. Hé thong
hién thi thong tin lién hé trén giao dién

Budc 2: Nguoi dung cdp nhat thong tin lién hé bang cac tai file theo dinh
dang 1én hé théng

Budc 3: Hé théng kiém tra dinh dang file. Néu file sai dinh dang, hé thong
tra vé thong béo file khong dung dinh dang

Budc 4: Khi file ding dinh dang, thong tin 1ién hé dugc cip nhat va tra vé
thong bao thanh cong cho nguoi dung



191
2.3.8. Quy trinh Quan ly cau héi thwong gap

Quy trinh Quan ly Cau héi thwdng gap

Ngudi ding Hé théng
1. Nguwoi dung chon chire 2. Hé thdng trich xuét
nang Quan ly Cau hoi » cac Cau hoi thudng
thuwong gap gap trén hé thdong

3. Hé théng hién thi giao
dién trang Quan ly Cau [«
héi thwong gap

< s & = 5. Hé thong cap nhat
4 Nguoiding Sl »| théng tin lié hé theo
lai cau hadi trén hé thdng file t3i 16n

6. Hé thong tra vé théng
bao cap nhat thdong tin |«
thanh céng

Hinh 5. Quy trinh Qudn ly cdau hoi thuwong gap

Mo t4 quy trinh:

Budc 1: Nguoi dung chon chire nang Quan 1y Cau hoi thuong gip. Hé thong
hién thi giao dién trang Quan 1y Cau héi thuong gip

Budc 2: Nguodi dung cap nhat (thém, stra, x6a) danh sach cau héi trén hé
thdng. Hé théng hién thi biéu mau

Bude 3: Nguoi dung dién thong tin vao biéu mau. Hé théng cip nhat danh
sach va tra vé thong bao cap nhat thanh cong
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2.3.9. Quy trinh Quan ly thong tin form

Quy trinh Quan ly théng tin form

Nguwoi diing Hé théng

2. Hé thong trich xuat
» thdng tin dwoc dién vao
form

1. QTHT chon chirc néng
Quan ly théng tin form

3. Thong tin dién vao
form hién thi trén giao [«
dién nguéi dung

4. QTHT chon chirc nang
Trich xuat dé tai théng tin >
duwéi dang file excel

5. Hé théng tao file excel
theo yéu cau

6. Thong béo xuét file
thanh cong hién thj trén
giao dién ngudi dung va

file dwoc tai vé

Hinh 6. Quy trinh Qudn ly thong tin form
Mo ta quy trinh:
Budc 1: QTHT chon chirc ning Quan 1y thong tin form. Hé thong trich xuat
thong tin va hién thi trén giao dién nguoi ding
Budc 2: QTHT chon chirc nang Trich xuat. Hé thong tao file excel va tra vé
thong bao thanh cong trén giao dién nguoi dung. QTHT c6 thé tai file excel duoc
hé thong trich xuét vé
Bude 3: QTHT c6 thé tai file excel dugc hé thong trich xuat vé
2.4. Cac yéu cau can dap wng vé chirc ning phin mém
2.4.1 Yéu ciu ciia nguoi sir dung
TT M5 ta yéu cau
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1 Ping nhap/Ping xuat

2 | Quan ly Phong ban

3 Quan ly Cau hoi thuong gap
4 | Quan ly Diém thi

5 Quan ly Khéi, Nganh dao tao
6 | Quan 1y T6 hop mén

7 Quan ly Dt li¢u dong

8 Quan ly Danh sach

9 | Quan 1y Tin ttrc

10 | Quan ly Banner

11 | Quén ly Van ban quan ly

12 | Quan ly Danh muc hoc li¢u
13 | Quan ly Cyu sinh vién

14 | Quan ly Cong cu ho trg

15 | Théng tin truc tuyén

16 |Pang ky tuyén sinh

17 | Déi tac

18 | Thu vién

19 | Co cu to chiic
20 | Lién hé
21 | Quan ly thong tin lién hé

22 | Google Maps

23 | Quan ly thong tin form

24 | Nhém quyén

25 | Danh saich CBQLNT

26 | Thong tin chung cua website
27 | Lién két mang xa hoi

28 | Tich hop céac cong cu phan tich website
29 | Céu hinh tién ich

30 | Cau hinh hé thong

31 | T4i vu SEO thong qua hé quan tri website
32 | Quan ly nhén sy, hoi dong truong, cac to chirc doan thé
33 | Quan tri van ban quan ly

34 | Quan ly tuong tac

35 | Tin tic va su kién

36 | Khao Thi & Kiém Dinh

37 | Tuyén sinh
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38 | Pang ky tuyén sinh

39 | Péi tac va hop tac

40 | Thu vién

41 | Tim kiém bang tir khoa

42 | Gri thong tin Lién h¢ va Gop y

43 | Tra ctru van bang

44 | Hoc liéu

45 | Van ban quan ly

46 | Thu vién anh

47 | Thu vién video

48 | Cau hinh ngon ngit

49 | Livechat

2.4.2. Danh sach tac nhan ciia hé thong

TT Phén loai Danh sach tac nhan
1 | Phirc tap Quan tri hé thong (QTHT)
2 | Phuc tap Can b6 quan ly nha truong (CBQLNT)
3 | Phuc tap Déi tac
4 | Phtic tap Sinh vién

2.4.3. Danh sach sip xép thir ty vu tién chirc niing

STT Mo ta Phén loai

QTHT, CBQLNT c6 thé ding nhap vao hé thong bang
1 |username va password duoc cdp sdn. Hé théng xac | Dir liéu dau vao
nhén va hién thi giao di¢n man hinh trang chu

QTHT, CBQLNT c6 thé dang xuat khoi hé thong. Hé

(S Dit liéu dau va
thong hién thi trang dang nhap et dau vao

QTHT, CBQLNT c6 thé thém, stra hoidc x6a thong cac
3 | Phongban. H¢ théng thyc hién yéu cau va tra vé thong | Dt licu dau vao
bao thanh cong

QTHT, CBQLNT c6 thé thém, stra hodc x6a thong cac
4 | Khoa dao tao. Hé thong thuc hién yéu cau va tra vé | Dir liéu dau vao
thong bao thanh cong
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QTHT, CBQLNT c6 thé thém, stra hodc x6a thong cac
Lich cong tac. Hé thong thuc hién yéu cau va tra vé
thong bao thanh cong

Dtr liéu dau vao

QTHT, CBQLNT c6 thé thém, stra hodc x6a cac Cau
hoi thuong gap. Hé théng thuc hién yéu cau va tra vé
thong bao thanh cong

Dir liéu dau vao

QTHT, CBQLNT c6 thé thém, sira hodc x6a cac ban
ghi Piém thi. Hé thong thuc hién yéu cau va tra vé
thong bao thanh cong

Dtr liéu dau vao

QTHT, CBQLNT c6 thé thém, stra hodc x6a cac Khoi
nganh dao tao. Hé thong thyc hién yéu ciu va tra vé
thong bao thanh cong

Dtr liéu dau vao

QTHT, CBQLNT c6 thé thém, stra hodc xda cac
Nganh dao tao. Hé thong thuc hién yéu cau va tra vé
thong bao thanh cong

Dtr liéu dau vao

10

QTHT, CBQLNT c6 thé thém, stra hodc x6a cac thong
tin Nhan xét nganh. Hé thong thuc hién yéu cau va tra
vé thong bao thanh cong

Dtr liéu dau vao

11

QTHT, CBQLNT co6 thé thém, sira hodc x6a thong tin
cac To hop mon. Hé théng thuc hién yéu cau va tra vé
thong bao thanh cong

Dtr liéu dau vao

12

QTHT, CBQLNT c6 thé thém, sira hoic x6a thong tin
Dt liéu dong. HE théng thuc hién yéu cau va tra vé
thong bao thanh cong

Dir liéu dau vao

13

QTHT, CBQLNT co6 thé thém, sira hodc x6a thong tin
Danh muc hé thong. Hé thong thuc hién yéu cau va
tra vé thong bao thanh cong

Dtr liéu dau vao

14

QTHT, CBQLNT c6 thé thém, sira hodc x6a cic Page
tinh. Hé théng thyc hién yéu cau va tra vé thong béo
thanh cong

Dtr liéu dau vao

15

QTHT, CBQLNT c6 thé thém, stra hodc xda cac
Théng bao. Hé thong thyc hién yéu cau va tra vé thong
bao thanh cong

Dtr liéu dau vao

16

QTHT, CBQLNT c6 thé thém, sira hodc x6a cac Tin
tirc. Hé thong thuc hién yéu cau va tra vé théng bao
thanh cong

Dir liéu dau vao
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17

QTHT, CBQLNT c6 thé thém, stra hodc xda cac
Banner. Hé thng thuc hién yéu cau va tra vé thong
bao thanh cong

Dtr liéu dau vao

18

QTHT, CBQLNT c6 thé thém, stra hodc x6a cac Vin
ban quan ly. Hé théng thuc hién yéu cau va tra vé
thong bao thanh cong

Dir liéu dau vao

19

QTHT, CBQLNT c6 thé thém, sira hodc x6a cac Danh
muc hoc liéu. Hé théng thyc hién yéu cau va tra vé
thong bao thanh cong

Dtr liéu dau vao

20

QTHT, CBQLNT c6 thé thém, stra hodc x6a cac thong
tin ciia Cyu sinh vién. Hé thong thyuc hién yéu cau va
tra vé thong bao thanh cong

Dtr liéu dau vao

21

QTHT, CBQLNT c6 thé thém, stra hodc x0a cic Cong
cu hd trg. Hé thong thuc hién yéu cau va tra vé thong
bao thanh cong

Dtr liéu dau vao

22

QTHT, CBQLNT c6 thé thém, stra hodc xda cic
Thong tin tryc tuyén. Hé théng thuc hién yéu cau va
tra vé thong bao thanh cong

Dtr liéu dau vao

23

QTHT, CBQLNT c¢6 thé thém, sira hodc x6a cac thong
tin Tuyén sinh. Hé thong thuc hién yéu ciu va tra vé
thong bao thanh cong

Dtr liéu dau vao

24

QTHT, CBQLNT c6 thé thém, sira hoic x6a thong tin
cac Déi tac trén hé théng. Hé théng thyc hién yéu cau
va tra vé thong bao thanh cong

Dir liéu dau vao

25

QTHT, CBQLNT c¢6 thé thém, sira hodc x6a céac thong
tin cua Thu vién trén hé thong. Hé thong thyc hién yéu
cau va tra vé thong bao thanh cong

Dtr liéu dau vao

26

QTHT, CBQLNT c6 thé thém, sira hoic x6a thong tin
Co céu to chire trén hé théng. Hé théng thuc hién yéu
ciu va tra vé thong bao thanh cong

Dtr liéu dau vao

27

QTHT, CBQLNT co6 thé thém, sira hodc x6a thong tin
Lién hé. Hé thong thuc hién yéu cau va tra vé thong
bao thanh cong

Dtr liéu dau vao

28

QTHT, CBQLNT c6 thé chinh stra ndi dung dudi
dang text, anh, video (nhung), file... theo cAu tric cla
lién hé. Hé thong hién thi thong tin lién hé da duoc
chinh sura.

Dtr liéu dau vao
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29

QTHT, CBQLNT c6 thé nhung mi Google Maps do
Google cung cép theo dia chi khach hang. Hé thong
tra vé thong bao thanh cong

Dtr liéu dau vao

30

QTHT, CBQLNT c6 thé xem thong tin, xuat file excel
thong tin ma khach hang dién vao form. Hé thong xuét
file excel dé tai vé

Dir liéu dau ra

31

QTHT chon chirc niang nhém quyén. Hé thong hién
thi giao dién

Dtr liéu dau vao

32

QTHT c6 thé quan tri, tao mdi nhitng nhém quyén
theo tirng muc dich str dung. Hé thong cho phép quan
tri tao mGi nhoém quyén

Dtr liéu dau vao

33

QTHT c6 thé phin quyén theo ting chirc nang trong
module. Hé thdng cho phép phan quyén truy cap theo
module va phan quyén theo timg chtic ning trong
module

Dtr liéu dau vao

34

QTHT chon chtic nang Danh sach quan tri vién. Hé
thdng hién thi danh sach Quan trj vién trong hé théng

Dir liéu dau vao

35

QTHT c6 thé thém, sira, x6a danh sich CBQLNT. Hé
thdng cho phép thém, sira, x6a danh saich CBQLNT

Dir liéu dau vao

36

QTHT c6 thé phan quyén truy cip cho CBQLNT. Hé
théng hién thi phan quyén thanh cong

Dir liéu dau vao

37

QTHT c6 thé khéa/md khéa quyén truy cdp cua
CBQLNT. Hé thong thuc hién khoa/mé khoa quyén
truy cap cua CBQLNT

Dtr liéu dau vao

38

QTHT, CBQLNT c6 thé cip nhat logo, favicon. Hé
théng cap nhat hién thi logo, favicon da cap nhat

Dir liéu dau vao

39

QTHT, CBQLNT c6 thé cap nhat phién ban website.
Hé thong cap nhat lai phién ban website

Dtr liéu dau vao

40

QTHT, CBQLNT c6 thé thay ddi thong tin lién hé va
cac mang x3 hoi lién két. Hé thong hién thi thong tin
lién hé va lién két cac trang mang xa hdi da cap nhat

Dtr liéu dau vao

41

QTHT, CBQLNT c6 thé nhap script cia Google
Analytics. Hé thong cap nhat script theo yéu cau

Dtr liéu dau vao

42

QTHT, CBQLNT c6 thé nhung live chat, chatbot. Hé
théng chatbot hoat dong va tra 10i ty dong

Dir liéu dau vao

43

QTHT, CBQLNT c6 thé cau hinh thong tin gtri email.
Hé thong cap nhat thong tin email

Dtr liéu dau vao
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44

QTHT, CBQLNT c6 thé chinh sira mét sd chirc ning
hé thdng nhu: Gan cac ma nhiing hd trg website, nhap
id ctia cac mang xa hoi (néu o), ciu hinh mail trén hé
théng. .. HE théng cap nhat lai c4u hinh

Dtr liéu dau vao

45

QTHT, CBQLNT c6 thé tdi vu timg trang ndi dung
(Thiét lap tiéu dé (thé title), mo ta (Description), tir
khoa (Keyword)). Hé thong cho phép ti vu timg
trang noi dung (Thiét 1ap tiéu dé (theé title), mo ta
(Description), tir khoa (Keyword))

Dtr liéu dau vao

46

Hé thong HO tro Headings bao gom thé H1, H2, H3

Dir liéu dau ra

47

Hé thong Tao file sitemap.xml hoan toan tu dong

Dtr liéu dau ra

48

QTHT, CBQLNT c6 thé Téi uu cac thé ALT cho img,
title cho anh (Noi dung chi tiét tu sira trong quan tri)
luu y thém anh dai dién thi title hodc alt s€ di theo tiéu
dé bai viét. Hé thong cho phép QTHT, CBQLNT thuc
hién tdi vu cac thudc tinh ALT cta thé img va title ctia
hinh anh nham hd tro SEO va cai thién kha ning truy
cap ndi dung

Dtr liéu dau vao

49

QTHT, CBQLNT co6 thé Tu dong thiét 1ap SEO
canonical. Hé théng cho phép thiét 1ap SEO canonical
tu dong

Dtr liéu dau vao

50

QTHT, CBQLNT c6 thé Cai dat Google ID Analytics.
Hé thong cho phép QTHT, CBQLNT c4u hinh Google
Analytics ID trong giao di¢n quan tri.

Dir liéu dau vao

51

QTHT, CBQLNT c6 thé thao tac thém, stra hodc x6a
danh sach cac nhén su trong to chirc ma minh quan 1y.
Hé thong thuc hién yéu cu va tra vé thong béo thanh
cong

Dir liéu dau vao

52

QTHT, CBQLNT c6 thé thém, stra, x6a vin ban quan
ly. Hé thong thyuc hién chirc nang va luu vao CSDL

Dtr liéu dau vao

53

Tat ca nguoi dung co thé tuong tic véi thanh diéu
hudng. Hé thong thyc hién yéu cau va dua nguoi dung
dén trang tuong Gng

Dtr liéu dau vao

54

Tat ca nguoi dung co thé truy cap dén trang mang xa
hoi Facebook ciia trudng. Hé thong tra vé trang mang
xa ho1 Facebook cua truong trén trinh duyét nguoi
dung.

Dtr liéu dau vao
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55

Tat ca ngudi ding c6 thé truy cap dén trang mang xa
héi Linkedin cta truong. Hé thong tra vé trang mang
xa hoi Linkedin cua trudng trén trinh duyét cia nguoi
dung

Dtr liéu dau vao

56

Tat ca ngudi ding c6 thé truy cap dén trang mang xa
hoi Youtube cia truong. Hé thong tra vé trang mang
xa hoi Youtube cua trudong trén trinh duyét ciia nguoi
dung

Dir liéu dau vao

57

Tat ca ngudi dung c6 thé xem thong tin Gidi thidu. Hé
thdng hién thi thong tin gidi thiéu

Dtr liéu dau ra

58

Tat ca nguoi dung co thé xem thong tin hoc thuat. H¢
thdng hién thi thong tin chuong trinh dao tao Pai hoc
chinh quy

Dir liéu dau ra

59

Tat ca nguoi dung c6 thé xem thong tin Nghién ciru.
Hé thong hién thi thong tin Nghién ctu

Dir liéu dau ra

60

Tat ca nguoi dung c6 thé xem théng tin quan hé va
hop tac qudc té. Hé thong hién thi thong tin quan hé
va hop tac qudc té

Dir liéu dau ra

61

Tat ca nguoi dung co thé xem thong tin 17SDGs. Hé
théng hién thi thong tin 17SDGs

Dtr liéu dau ra

62

Tat ca nguoi ding c6 thé xem théng tin tin tic va sy
kién. Hé théng hién thi thong tin tin ttrc va sy kién

Dtr liéu dau ra

63

Tat ca ngudi dung chon chirc ning Ba cong khai va
thanh tra. HE théng hién thi cac noi dung vé hoat dong
thanh tra va bao cdo ba cong khai theo thoi gian

Dir liéu dau ra

64

Tat ca nguoi dung co thé xem cac thong tin lién quan
dén doi séng sinh vién. Hé thong hién thi cac thong
tin lién quan dén doi song sinh vién (Ky tac x4, ciu
lac bd, hoat dong ngoai khoa,...)

Dtr liéu dau ra

65

Tat ca nguoi dung chon chtic ning Khao thi & Kiém
dinh. Hé théng hién thi thong tin vé cac hoat dong
khao thi va kiém dinh chét luong cua truong theo thoi
gian.

Dtr liéu dau ra

66

Tat ca ngudi dung chon mot tiéu dé bat ky. Hé thong
hién thi noi dung chi tiét cta bai viét

Dir liéu dau ra

67

Tat ca nguoi dung c6 thé xem tat ca cac thong tin da
cong khai trén hé thong. Hé thong hién thi cac thong
tin theo thoi gian

Dir liéu dau ra
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68

Tat ca ngudi ding chon chirc ning Bao céo khao sét.
Hé thong hién thi cac bao céo khao sat ctia trudng theo
thoi gian

Dtr liéu dau ra

69

Tat ca nguoi dung chon chirc ning Hoat dong khao
thi. Hé thong hién thi thong tin vé cac hoat dong khao
thi cta truong theo thoi gian

Dir liéu dau ra

70

Tat ca nguoi dung chon chtic ning Kiém dinh chét
lugng. Hé théng hién thi cac hoat dong Kiém dinh
chét luong cua trudng theo thoi gian

Dtr liéu dau ra

71

Tat ca nguoi dung chon chtc ning Xép hang. Hé
thdng hién thi thong tin xép hang cla trudng & trong
nudc va quc té

Dir liéu dau ra

72

Tat ca nguoi dung chon chitc niang Tuyén sinh. Hé
théng hién thi théng tin tuyén sinh Pai hoc cta trudng

Dtr liéu dau ra

73

Tat ca ngudi dung dién théng tin c4 nhan vao biéu
mau Pang ky tuyén sinh. Hé théng kiém tra dinh dang
va tra vé thong bao néu thong tin khong dung dinh
dang

Dir liéu dau vao

74

Tat ca ngudi dung chon chirc nang Tuyén sinh Sau dai
hoc. Hé théng hién thi thong tin tuyén sinh va hudng
dan dang ky tuyén sinh Sau dai hoc cua trudng

Dtr liéu dau ra

75

Tat ca nguoi dung dién thong tin vao biéu mau Tuyén
sinh Sau dai hoc. Hé théng kiém tra dinh dang va tra
vé thong bao néu thong tin khong dung dinh dang

Dir liéu dau vao

76

Tat ca nguoi dung chon chirc ning Tuyén sinh Qudc
Té. Hé thong hién thi thong tin tuyén sinh va huéng
dan dang ky tuyén sinh Qudc té cta truong

Dtr liéu dau ra

77

Tat ca nguoi dung dién théng tin vao biéu mau Tuyén
sinh Qudc té. Hé thong kiém tra dinh dang va tra vé
thong bao néu thong tin khong diing dinh dang

Dtr liéu dau vao

78

Tat ca ngudi ding chon chirc ning Chuong trinh dao
tao tir xa. Hé thong hién thi thong tin, quy trinh, hudng
dan va lién hé vé chuong trinh dao tao tir xa

Dtr liéu dau ra

79

Tat ca ngudi dung nhap théng tin vao biéu mau
Chuong trinh dao tao tir xa. Hé théng kiém tra dinh
dang va tra vé thong bao néu thong tin khong dung
dinh dang

Dtr liéu dau vao
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80

Tat ca nguoi dung chon chirc niang Hoc bong va HO
tro tai chinh. Hé thong hién thi thong tin hoc bong va
huéng dan ding ky Ho tro tai chinh

Dtr liéu dau ra

81

Sinh vién chon chirc ning ding ky tuyén sinh. Hé
thong hién thi biéu mau.

Dtr liéu dau vao

82

Sinh vién nhéap thong tin ca nhan. Hé thong kiém tra
tinh hop 18 va tra vé thong bao néu thong tin khong
ding dinh dang

Dir liéu dau vao

83

Sinh vién c6 thé chon chuong trinh dao tao. Hé thong
hién thi danh sach céc chuong trinh ddo tao

Dtr liéu dau ra

84

Sinh vién gtri thong tin dang ky tuyén sinh. Hé thong
xac nhan va thong bao gtri thong tin thanh cong

Dtr liéu dau vao

85

CBQLNT, Pdi tac chon chirc ning Hop tac Doanh
nghiép. Hé thong hién thi thong tin va ndi dung hop
tac gitra nha trudng va Doanh nghiép ddi tac

Dir liéu dau ra

86

CBQLNT, Péi tac chon chirc ning Hop tac Pao tao.
Hé thng hién thi thong tin va ndi dung hop tac giira
nha truong va boi tac trong viéc dao tao

Dtr liéu dau ra

87

Déi tac chon chirc niang Hop tac v4i chung toi. Heé
thdng hién thi biéu mau dé Déi tac giri thong tin

Dir liéu dau vao

88

CBQLNT, Sinh vién chon chuc ndng Thu vién. HE
théng hién thi thong tin cta thu vién va huéng dan
muon tai liéu cua thu vién

Dtr liéu dau ra

89

CBQLNT, Sinh vién chon chitc nang Muon/tra sach
thu vién. Hé thong hién thi dudng dan lién két dén hé
théng muon/tra sach cta thu vién

Dir liéu dau ra

90

CBQLNT, Sinh vién chon chirc nang Truy cap nhanh.
Hé thong hién thi cac 16 tat dé truy cAp nhanh dén cac
trang thuong xuyén duoc truy cap trong thu vién

Dtr liéu dau ra

91

CBQLNT, Sinh vién c6 thé truy cdp vio cdc trang
trong danh sach tra cru nhanh. Hé théng mo duong
dan dén trang da chon.

Dir liéu dau ra

92

CBQLNT, Sinh vién chon chirc nang Dich vu thu
vién. Hé thong hién thi cac Dich vu hién c6 tai thu
vién truong

Dtr liéu dau ra

93

CBQLNT, Sinh vién chon dich vu. Hé thong hién thi
huong dan st dung dich vu

Dir liéu dau ra
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94

CBQLNT, Sinh vién chon chic ndang Tin toc. H¢
théng hién thi cac tin tirc, thong bao vé hoat dong cia
thu vién tai truong

Dtr liéu dau ra

95

CBQLNT, Sinh vién chon chirc nang Library tour bén
trong chuc nang Thu vién. HE théng hién thi trang
web Tham quan 360 cua trudong

Dir liéu dau ra

96

Tat ca nguoi dung nhap tir khoa can tim kiém. Hé
théng hién thi cac trang c6 chira tir khoa tuong Gng

Dt liéu truy van

97

Tat ca nguoi dung nhap thong tin lién hé. Hé thong
ghi nhan thong tin cia ngudi nhap vao

Dtr liéu dau vao

98

Tat ca ngudi dung viét gop ¥ vao form. Hé thong ghi
nhan thong tin gop ¥ cua nguoi dung

Dtr liéu dau vao

99

Tat ca nguoi dung nhap tir khoa hodc tim kiém theo
thoi gian. Hé théng hién thi danh sach vin bang thoa
man diéu kién tim kiém

Dt liéu truy van

100

Tat ca ngudi dung c6 thé xem danh sach hoc liéu. Hé
théng hién thi danh sach hoc liéu

Dtr liéu dau ra

101

Tat ca ngudi dung c6 thé chon tiéu dé cua hoc lidu. Hé
thdng hién thi ndi dung chi tiét cua hoc liéu

Dir liéu dau ra

102

Tat ca nguoi dung cé thé tim kiém hoc liéu béng bo
loc. Hé thdng hién thi cac hoc liéu phu hop véi diéu
kién tim kiém

Dit liéu truy van

103

Tat ca ngudi dung chon chirc ning Tai vé. Hé thong
xuat file Word dé Tt ca nguoi dung tai vé

Dtr liéu dau ra

104

Tat ca nguoi dung co thé chon tiéu dé ctia van ban. Hé
thdng hién thi thong tin chi tiét cia van ban

Dtr liéu dau ra

105

Tat ca ngudi dung chon chirc ning Xem trich yéu. Hé
thdng hién thi ndi dung trich yéu cta van ban

Dir liéu dau ra

106

Tat ca nguoi dung chon chic ning tai vé. Hé thong
xuat vin ban thanh file PDF cho ngudi dung tai vé

Dtr liéu dau ra

107

Tat ca nguoi dung co thé tim kiém theo bo loc. Hé
théng hién thi cac van ban phu hop voi diéu kién tim
kiém

Dt liéu truy van

108

Tat ca nguoi dung chon chirc ning Vin ban quan 1.
Hé thong hién thi cac van ban, quyét dinh, thong bao
cua nha truong

Dir liéu dau ra

109

Tat ca nguoi dung chon chic nang Thu vién anh. Hé
théng hién thi danh sach cac album anh cua trudng

Dtr liéu dau ra
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110

Tat ca nguoi dung chon tiéu dé album bat ky. Hé
théng hién thi cac anh trong album di duoc chon

Dtr liéu dau ra

111

Tat ca nguoi dung co thé xem céc video cung cip
thong tin, hudng dan, su kién lién quan dén trudng sap
xép theo thoi gian. Hé thdng hién thi cac video cung
cap thong tin, huéng dan, su kién lién quan dén truong
sap xép theo thoi gian

Dir liéu dau ra

112

Tat ca nguoi dung chon tiéu dé bat ky. Hé thong hién
thi video da duoc chon

Dir liéu dau ra

113

Tat ca ngudi dung co thé chon ngdn ngit ctia website
la tiéng Viét hoac tiéng Anh. Hé théng hién thi giao
dién website theo ngdn nglt dugc chon

Dtr liéu dau vao

114

Tat ca ngudi dung chon chire niang Nhan tin. Hé thong
mo giao dién chatbot tra 101 ty dong cua trudng.

Dtr liéu dau vao

115

Tat ca ngudi dung chon chire ning Goi dién. Hé thong
két ndi nguodi dung thong qua sb dién thoai tong dai
cua truong

Dtr liéu dau vao
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2.4.4. Bang chuyén ddi yéu ciu chirc ning sang truong hop sir dung

Phan Xép
TT Tén usecase Tac nhan Mo ta loai loai
BMT i
A | TRANG QUAN TRI
I TAI KHOAN QUAN TR] VIEN
. N e £ QTHT, bon
1 bang nhap/béang xuat CBQLNT B gidn
QTHT, CBQLNT c6 thé dang nhap vao hé thong bang username va
password duoc cép san. Hé thong xac nhan va hién thi giao dién man hinh
trang chu
QTHT, CBQLNT c6 thé ding xuat khoi hé théng. Hé thong hién thi trang
dang nhap
I | DPON VI CONG TAC
2 Quan ly Phong ban g_ggg\lT B ZZE
QTHT, CBQLNT co6 thé thém, sira hodc xoa thong cac Phong ban. H¢
thong thyc hién yéu ciu va tra vé thong bao thanh cong
QTHT, CBQLNT c6 thé thém, stra hodc xda thong cac Khoa dao tao. Hé
thong thyc hién yéu ciu va tra vé thong bao thanh cong
QTHT, CBQLNT co6 thé thém, stra hodc xda thong céac Lich cong tac. HE
thdng thyc hién yéu cau va tra vé thong bao thanh cong
Il | TUYEN SINH
3 | Quan Iy Cau hoi thuong gip gggENT B ZZE

QTHT, CBQLNT c6 thé thém, stra hodc x6a cac Cau hoi thuong gip. Hé
thdng thyc hién yéu ciu va tra vé thong bao thanh cong
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Y1 i . THT, Pon
4 Quan ly Biém thi gB QLNT gian
QTHT, CBQLNT co6 thé thém, stra hodc x6a cac ban ghi Piém thi. Hé
thdng thyc hién yéu cau va tra vé thong bao thanh cong
S QTHT, DBon
5 Quan ly Khoi, Nganh dao tao CBQLNT gidn
QTHT, CBQLNT co6 thé thém, stra hodc x6a cac Khoi nganh dao tao. Hé
thdng thyc hién yéu ciu va tra vé thong bao thanh cong
QTHT, CBQLNT c6 thé thém, stra hodc x6a céc Nganh dao tao. H¢ théng
thyuc hién yéu cau va tra vé thong bao thanh céng
QTHT, CBQLNT c6 thé thém, stra hodc x6a cac thong tin Nhan xét
nganh. Hé thdng thyc hién yéu cau va tra vé thong bao thanh cong
R R THT, bon
6 Quan 1y T6 hop mén SB QLNT gidn
QTHT, CBQLNT co6 thé thém, sira hodc x6a thong tin cac To hop moén.
He¢ thdng thyc hién yéu ciu va tra vé thong bao thanh cong
IV | NOIDUNG
7 | Quan Iy Dit liéu dong SEEENT ZZE
QTHT, CBQLNT c6 thé thém, sira hoic x6a thong tin Dit liéu dong. Hé
thdng thyc hién yéu cau va tra vé thong bao thanh cong
. , QTHT, bon
8 Quan ly Danh sach CBQLNT gidn

QTHT, CBQLNT co thé thém, sira hodc x6a thong tin Danh muc hé¢ théng.
Hé théng thuc hién yéu clu va tra vé thong bao thanh cong

QTHT, CBQLNT c6 thé thém, sira hodc x6a cac Page tinh. Hé thong thuc
hién yéu cau va tra vé thong bao thanh cong
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QTHT, CBQLNT c6 thé thém, sira hodc xda cic Thong bao. Hé théng
thyuc hién yéu cau va tra vé thong bao thanh céng

o QTHT, bon
9 ly Tint .
Quan 1 Tin tie CBQLNT gian
QTHT, CBQLNT c6 thé thém, sira hodc x6a cac Tin tirc. Hé thong thyc
hién yéu cdu va tra vé thong bao thanh cong
- QTHT, Pon
10 lyB .
Quan ly Banner CBQLNT gian
QTHT, CBQLNT co6 thé thém, sira hodc x6a cac Banner. Hé théng thuc
hién yéu cau va tra vé thong bao thanh cong
e T e e QTHT, Don
11 | |
Quan ly Van ban quan ly CBQLNT gidn
QTHT, CBQLNT co6 thé thém, stra hodc x0a cdc Vin ban quén ly. H¢
thdng thyc hién yéu cau va tra vé thong bao thanh cong
1 .A QTHT, bon
12 ly Danh hoc 1
Quén ly Danh myc hoc liéu CBQLNT gidn
QTHT, CBQLNT co6 thé thém, stra hodc x6a cac Danh muc hoc liéu. Hé
thong thyc hién yéu ciu va tra vé thong bao thanh cong
. . THT, b
13 Quan 1y Cyu sinh vién SB QLNT giZ;l
QTHT, CBQLNT co6 thé thém, stra hodc xda cac thong tin ctia Cyu sinh
vién. Hé thong thuc hién yéu cau va tra vé thong bao thanh cong
x THT b
14 | Quan ly Cong cu ho trg SB QLi\IT giZ;l
QTHT, CBQLNT ¢6 thé thém, stra hodc x0a cac Cong cu hd tro. He théng
thyuc hién yéu cau va tra vé thong bao thanh céng
V | QUAN TRI
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R . A QTHT, Pon
1 Th tin t
5 ong tin truc tuyén CBQLNT gidn
QTHT, CBQLNT co6 thé thém, sira hodc x0a cac Thoéng tin truc tuyén. Hé
thdng thyc hién yéu cau va tra vé thong bao thanh cong
- , . QTHT, bPon
16 | bangky tu h .
ARE Sy HER S CBQLNT gian
QTHT, CBQLNT co6 thé thém, stra hodc x6a céc thong tin Tuyén sinh. Hé
thdng thyc hién yéu ciu va tra vé thong bao thanh cong
Les QTHT, bon
1 boi t
7 |Portac CBQLNT gian
QTHT, CBQLNT c6 thé thém, sira hodc x6a thong tin cac Ddi tac trén hé
thong. Hé thong thuc hién yéu cau va tra vé thong béo thanh cong
n QTHT, bon
18 | Th .
vien CBQLNT gian
QTHT, CBQLNT co6 thé thém, stra hodc x0a cac thong tin ctia Thu vién
trén hé théng. Hé thdng thuc hién yéu cau va tra vé thong bao thanh cong
A A 1. QTHT, Pon
1 to ch
9 Co cau to chtrc CBQLNT gian
QTHT, CBQLNT c6 thé thém, stra hodc x6a thong tin Co cAu to chire trén
hé thdng. Hé thong thuc hién yéu ciu va tra vé thong bao thanh cong
A QTHT, bon
20 | Liénh
fen e CBQLNT gian
QTHT, CBQLNT c6 thé thém, sira hodc x6a thong tin Lién hé. Hé thong
thuc hién yéu cau va tra vé thong béo thanh céng
VI | LIEN HE
NPT e ren QTHT, Pon
21 ly thong tin lién h
Quan 1y thong tin lién hé CBQLNT gidn
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QTHT, CBQLNT c6 thé chinh sira ndi dung dudi dang text, anh, video
(nhiing), file... theo ciu tric cia lién hé. Hé thng hién thi thong tin lién
hé da duoc chinh sura.

THT, bon
22 Google Maps SB QLNT gidn
QTHT, CBQLNT c6 thé nhing ma Google Maps do Google cung cap
theo dia chi khach hang. Hé thong tra vé thong bao thanh cong
23 | Quan ly thong tin form gggg\” ZZE
QTHT, CBQLNT c6 thé xem thong tin, xuat file excel thong tin ma khach
hang dién vao form. Hé thong xuat file excel dé tai vé
VII | CAU HINH PHAN QUYEN
24 | Nhém quyén QTHT Don
gian
QTHT chon chirc ning nhom quyén. Hé thong hién thi giao dién
QTHT c6 thé quan tri, tao méi nhirng nhom quyén theo tirng muc dich sir
dung. Hé thdng cho phép quan tri tao méi nhém quyén
QTHT c6 thé phan quyén theo timg chirc ning trong module. Hé thong
cho phép phan quyén truy cip theo module va phan quyén theo ting chirc
nang trong module
25 | Danh sich CBQLNT QTHT girr‘lilg

QTHT chon chitc ndng Danh sach quan tri vién. HE théng hién thi danh
sach Quan tri vién trong hé thng

QTHT c6 thé thém, sira, x6a danh saich CBQLNT. Hé théng cho phép
thém, stra, x6a danh sach CBQLNT

QTHT c6 thé phan quyén truy cap cho CBQLNT. Hé thong hién thi phan
quyén thanh cong
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QTHT c6 thé khda/mé khoa quyén truy cap cia CBQLNT. Hé thong thuc
hién khoa/mé khoa quyén truy cap cia CBQLNT

VIII | CAU HINH CHUNG
R . , . QTHT, Pon
2 Thong tin ch t
6 ong tin chung cua website CBQLNT gian
QTHT, CBQLNT co6 thé cap nhat logo, favicon. Hé théng cap nhat hién
thi logo, favicon da cap nhat
QTHT, CBQLNT c6 thé cap nhat phién ban website. Hé thong cap nhat
lai phién ban website
o 1 & e QTHT, Pon
2 Lién ket h
7 1én két mang xa hoi CBQLNT gian
QTHT, CBQLNT co6 thé thay doi thong tin lién hé va cac mang xa hoi
lién két. Hé thong hién thi thong tin lién hé va lién két cc trang mang xa
hoi da cap nhat
73 Tich hop cac cong cu phan tich | QTHT, bon
website CBQLNT gian
QTHT, CBQLNT c6 thé nhap script ciia Google Analytics. Hé thong cap
nhat script theo yéu cau
L et en QTHT, bon
29 | Cauhinht h
au hinh tién ic CBOQLNT gian
QTHT, CBQLNT co6 thé nhung live chat, chatbot. H¢ théng chatbot hoat
dong va tra 101 tyr dong
QTHT, CBQLNT c6 thé ciu hinh thong tin giri email. Hé thong cap nhat
thong tin email
IX | CAU HINH KHAC
FE A 1A QTHT, Pon
30 | Cau hinh h¢ th
att SIS E00S CBQLNT gian
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QTHT, CBQLNT c6 thé chinh sira mot sb churc nang hé théng nhu: Gin
cac méd nhiing hd trg website, nhap id ctia cac mang xa hoi (néu co), cdu
hinh mail trén hé théng. .. H¢ théng cap nhat lai cAu hinh

31

Téi wvu SEO thong qua hé quan tri
website

QTHT,
CBQLNT

Trung
binh

QTHT, CBQLNT c6 thé ti wu timg trang ndi dung (Thiét lap tiéu dé (thé
title), mé ta (Description), tir khoa (Keyword)). Hé thong cho phép tdi wu
timg trang ndi dung (Thiét 1ap tiéu dé (thé title), mo ta (Description), tir
khoéa (Keyword))

Heé thong Hb trg Headings bao gom thé H1, H2, H3

Hé théng Tao file sitemap.xml hoan toan ty dong

QTHT, CBQLNT c6 thé Téi wu cac thé ALT cho img, title cho anh (Noi
dung chi tiét tu sta trong quan tri) luu y thém anh dai dién thi title hodc
alt s& di theo tiéu d& bai viét. Hé thong cho phép QTHT, CBQLNT thuc
hién t8i wu céc thudc tinh ALT cua thé img va title ciia hinh anh nham hd
tr¢g SEO va céi thién kha ning truy cap ndi dung

QTHT, CBQLNT c6 thé Tu dong thiét 1ap SEO canonical. H¢ théng cho
phép thiét 1ap SEO canonical ty dong

QTHT, CBQLNT c6 thé Cai dit Google ID Analytics. Hé thong cho phép
QTHT, CBQLNT ciu hinh Google Analytics ID trong giao dién quan tri.

32

Quan 1y nhan sy, hoi déng truong,
cac td chire doan thé

QTHT,
CBQLNT

Don
gian

QTHT, CBQLNT c6 thé thao tac thém, sira hodc x0a danh sach cic nhan
su trong t6 chirc ma minh quéan ly. Hé thong thyc hién yéu cau va tra vé
thong bao thanh cong

33

Quan tri van ban quéan ly

QTHT,
CBQLNT

Don
gian




211

QTHT, CBQLNT c6 thé thém, sira, x0a vin ban quan ly. Hé thong thuc
hién chirc nang va luu vao CSDL

B TRANG WEBSITE
. - o Phan | pyan
TT | Tén usecase Tac nhan M6 ta loai loai
BMT :
I Quan ly tuong tac
34 | Quén Iy twong thc Tatca ngudi M Trung
dung binh
Tat ca ngudi dung co thé tuong tac voi thanh diéu huéng. Hé thong thuc
hién yéu cau va dua ngudi dung dén trang tuong tmg
Tat ca ngudi ding c6 thé truy cap dén trang mang xa hoi Facebook cia
truong. Hé thong tra vé trang mang x4 hoi Facebook ciia truong trén trinh
duyét nguoi dung.
Tat ca ngudi dung c6 thé truy cap dén trang mang xa hoi Linkedin cua
truong. Hé thong tra vé trang mang xa hoi Linkedin cua trudng trén trinh
duy¢t cia nguoi dung
Tat ca nguoi dung cé thé truy cap dén trang mang xi hoi Youtube ciia
truong. Hé thdng tra vé trang mang xa hoi Youtube cua trudng trén trinh
duyét cua nguoi dung
II Tin tirc va su kién
35 Tin tic va su kién T‘at iy B Phac
dung tap

Tat ca ngudi dung co thé xem thong tin Gidi thidu. Hé thong hién thi
thong tin gidi thi¢u

Tat ca ngudi dung c6 thé xem thong tin hoc thuat. Hé thong hién thi thong
tin chuong trinh dao tao Pai hoc chinh quy
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Tat ca ngudi dung c6 thé xem thong tin Nghién ciru. Hé thong hién thi
thong tin Nghién ctru

Tat ca ngudi dung c6 thé xem thong tin quan hé va hop tac qudc té. Hé
thdng hién thi thong tin quan hé va hop tac qudc té

Tat ca nguoi ding co thé xem thong tin 17SDGs. Hé thong hién thi thong
tin 17SDGs

Tét ca ngudi dung c6 thé xem thong tin tin tirc va su kién. Hé théng hién
thi thong tin tin tirc va su kién

Tét ca nguoi dung chon chirc ning Ba cong khai va thanh tra. Hé thong
hién thi cac noi dung vé hoat dong thanh tra va bao cao ba cong khai theo
thoi gian

Tat ca ngudi ding c6 thé xem cic thong tin lién quan dén doi song sinh
vién. Hé thong hién thi cac thong tin lién quan dén doi sdng sinh vién (Ky
tlc x4, cau lac bo, hoat dong ngoai khoa,...)

III

KHAO THI & KIEM BPINH

36

KHAO THI & KIEM DINH

Tat ca nguoi
dung

Trung
binh

Tat ca nguoi dung chon chirc nang Khao thi & Kiém dinh. Hé thong hién
thi thong tin vé cac hoat dong khao thi va kiém dinh chét lugng cua truong
theo thoi gian.

Tat ca nguoi dung chon mot tiéu dé bat ky. Hé théng hién thi ndi dung
chi tiét ciia bai viét

Tat ca ngudi dung c6 thé xem tat ca cac thong tin di cong khai trén hé
thong. Hé thong hién thi cac thong tin theo thoi gian

Tat ca ngudi ding chon chirc ning Bao céo khao sat. Hé thong hién thi
cac bao cdo khao sat cua truong theo thoi gian

Tat ca nguoi dung chon chiic nang Hoat dong khao thi. Hé théng hién thi
thong tin vé cac hoat dong khao thi cua trudng theo thdi gian
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Tat ca ngudi dung chon chirc nang Kiém dinh chat lugng. Hé théng hién
thi cac hoat dong Kiém dinh chét lugng cia trudong theo thoi gian

Tét ca ngudi dung chon chire ning Xép hang. Hé thong hién thi thong tin
xép hang cua truong & trong nude va qudc té

v

TUYEN SINH

37

Tuyén sinh

Tat ca ngudi
dung

Phuc
tap

Tét ca nguoi dung chon chitc nang Tuyén sinh. Hé thong hién thi thong
tin tuyén sinh Dai hoc cia truong

Tat ca ngudi dung dién thong tin c4 nhan vao biéu mau Dang ky tuyén
sinh. Hé thong kiém tra dinh dang va tra vé thong bao néu thong tin khong
dang dinh dang

Tét ca ngudi dung chon chirc nidng Tuyén sinh Sau dai hoc. Hé thong hién
thi thong tin tuyén sinh va hudng dan ding ky tuyén sinh Sau dai hoc cua
truong

Tat ca nguoi dung dién thong tin vao biéu miu Tuyén sinh Sau dai hoc.
Heé thdng kiém tra dinh dang va tra vé thong bao néu thong tin khong ding
dinh dang

Tat ca ngudi ding chon chirc niang Tuyén sinh Qudc Té. Hé thong hién
thi thong tin tuyén sinh va hudng dan ding ky tuyén sinh Quéc té cua
truong

Tat ca ngudi dung dién thong tin vao biéu mau Tuyén sinh Qudc té. Hé
thong kiém tra dinh dang va tra vé thong bao néu thong tin khong ding
dinh dang

Tat ca ngudi dung chon chirc nang Chuong trinh do tao tir xa. Hé thong
hién thi thong tin, quy trinh, hudéng dan va lién hé vé chuong trinh dao tao
tr xa
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Tat ca ngudi ding nhap thong tin vao biéu mau Chuong trinh dio tao tir
xa. Hé théng kiém tra dinh dang va tra vé thong bao néu thong tin khong
dang dinh dang

Tt ca ngudi ding chon chire ning Hoc bong va Hb tro tai chinh. Hé thong
hién thi thong tin hoc bong va huéng din ding ky Hb tro tai chinh

38

Ding ky tuyén sinh

Sinh vién

Trung
binh

Sinh vién chon chirc nang ding ky tuyén sinh. Hé thong hién thi biéu mau.

Sinh vién nhap thong tin c4 nhan. Hé thong kiém tra tinh hop 16 va tra vé
thong bao néu thong tin khong diing dinh dang

Sinh vién c6 thé chon chuong trinh dao tao. Hé théng hién thi danh sach
cac chuong trinh dao tao

Sinh vién giri théng tin diing ky tuyén sinh. Hé thong x4c nhén va théng
bao gtri thong tin thanh cong

POI TAC VA HOP TAC

39

Dbi tac va hop tac

CBQLNT,
bdi tac

Pon
gian

CBQLNT, Dbi tac chon chirc ning Hop tic Doanh nghiép. Hé thong hién
thi thong tin va ndi dung hop tac giita nha truong va Doanh nghiép dbi
tac

CBQLNT, Ddi tac chon chuc nang Hop tac Dao tao. HE théng hién thi
thong tin va ndi dung hop tic giita nha truong va Dai tac trong viée ddo
tao

Déi tac chon chuc ning Hop tac véi ching t6i. Hé thong hién thi biéu
mau dé Dbi tac giri thong tin

VI

THU VIEN

40

Thu vién

CBQLNT,
Sinh vién

Phirc
tap
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CBQLNT, Sinh vién chon chitc nang Thu vién. H¢ théng hién thi thong
tin ctia thu vién va huéng dan muon tai liéu cua thu vién

CBQLNT, Sinh vién chon chirc ndng Mugn/tra sach thu vién. HE théng
hién thi duong dan lién két dén hé thdng muon/tra sach cia thu vién

CBQLNT, Sinh vién chon chirc nang Truy cdp nhanh. HE théng hién thi
cac 16i tit dé truy cap nhanh dén cac trang thudng xuyén duoc truy cip
trong thu vién

CBQLNT, Sinh vién c6 thé truy cip vio cac trang trong danh sach tra ctru
nhanh. Hé théng mé duong din dén trang da chon.

CBQLNT, Sinh vién chon chirc nang Dich vu thu vién. Hé théng hién thi
cac Dich vy hién ¢6 tai thu vién truong

CBQLNT, Sinh vién chon dich vu. Hé thong hién thi huéng dan st dung
dich vu

CBQLNT, Sinh vién chon chtic nang Tin tic. Hé théng hién thi cac tin
tac, thong bao v& hoat dong cua thu vién tai truong

CBQLNT, Sinh vién chon chttc nang Library tour bén trong churc nang
Thu vién. Hé thong hién thi trang web Tham quan 360 cua trudng

VII | SEARCH
s Tét ca nguoi )
41 | Tim kiém bing tir khoa atcanguol on
dung gian
Tat ca ngudi dung nhap tir khoa can tim kiém. Hé thong hién thi cac trang
c6 chira tir khoa twong rng
VI | LIEN HE VA GOP Y
Tét ca nguoi )
42 | Giri thong tin Lién hé va Gop y | o o 18wl on
dung gian

Tat ca ngudi dung nhép thong tin 1ién hé. Hé thong ghi nhan thong tin cua
nguoi nhap vao
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Tat ca nguoi dung viét gop ¥ vao form. Hé thong ghi nhan thong tin gop
y ctia nguoi dung

IX | CAC CHUC NANG KHAC
43 Tra clru vin bang T‘at iy D'c”rn
dung gian
Tat ca nguoi dung nhap tir khoa hodc tim kiém theo thoi gian. Hé thong
hién thi danh sach vin bang théa méan didu kién tim kiém
44 Hoc liéu T?lt ca nguoi T‘rung
dung binh
Tat ca nguoi dung co thé xem danh sach hoc liéu. Hé théng hién thi danh
sach hoc liéu
Tét ca nguoi dung co thé chon tiéu dé cua hoc liéu. Hé théng hién thi noi
dung chi tiét cua hoc liéu
Tat ca nguoi dung co thé tim kiém hoc liéu béng bo loc. Hé théng hién
thi cac hoc liéu phu hop véi didu kién tim kiém
Tat ca ngudi dung chon chirc ning Tai vé. Hé thong xuat file Word dé Tat
ca nguoi dung tai vé
o L Tat ca nguoi Trung
45 Vén ban quan ly ding binh

Tat ca nguoi dung co thé chon tiéu dé cua van ban. Hé thong hién thi
thong tin chi tiét cia vin ban

Tat ca ngudi ding chon chirc nang Xem trich yéu. Hé thong hién thi noi
dung trich yéu cua vin ban

Tat ca ngudi ding chon chirc ning tai vé. Hé thong xuit vin ban thanh
file PDF cho nguoi dung tai vé

Tat ca nguoi dung co thé tim kiém theo bo loc. Hé théng hién thi cac van
ban phu hop véi diéu kién tim kiém




217

Tat ca ngudi dung chon chirc ning Vin ban quan ly. Hé thong hién thi
cac van ban, quyét dinh, thong béo ciia nha truong

46 | Thu vién anh Tatca nguol Don
dung gian
Tat ca ngudi dung chon chirc nang Thu vién anh. Hé thong hién thi danh
sach cac album anh cua truong
Tét ca ngudi dung chon tiéu dé album bét ky. Hé thong hién thi cac anh
trong album da dugc chon
47 | Thu vién video T‘at canguol Don
dung gian
Tat ca nguoi dung co6 thé xem cac video cung cap thong tin, huéng dan,
su kién lién quan dén truong sap xép theo thoi gian. Hé thong hién thi cac
video cung cip thong tin, huéng dan, su kién lién quan dén trudng sip
xép theo thoi gian
Tat ca nguoi dung chon tiéu dé bat ky. Hé thong hién thi video da dugc
chon
48 Céu hinh ngén ngir T‘at ca neuot D'c”rn
dung gian
Tat ca ngudi dung c6 thé chon ngdn ngir cua website 13 tiéng Viét hodc
tiéng Anh. Hé thong hién thi giao dién website theo ngdén ngir dugc chon
X LIVECHAT
49 Livechat T‘ét ca ngudi D'c”rn
dung gian

Tat ca ngudi dung chon chirc nidng Nhin tin. Hé thong mé giao dién
chatbot tra 101 ty dong cua truong.

Tat ca ngudi dung chon chirc nang Goi dién. Hé thong két nbi ngudi ding
thong qua s6 dién thoai tong dai ciia truong




218

2.5. Cac yéu cau phi chitc ning ciia phan mém

2.5.1. Yéu cau can dap ing doi voi co sé dir liéu va khai thac dir liéu

Pau tu, ning cip, xay dung Website Tiéng Anh va Tiéng Viét cho Truong
Dbai hoc Thuong mai can mot hé théng ha tﬁng CNTT dap tng cac ti€u chi sau:

- Hi€u nang manh mé;

- Tinh san sang cao;

- An toan bao mat;

- Bam bdo dir li¢u dugc chia sé thong sudt;

- Cung cap dich vu cong 24/7 phuc vu cho cac d6i tuong truy cap va khai
thac;

- Giam chi phi, ting cudng sir dung, don gian hoa co so ha tang;

- Pam béo sy linh hoat trong viéc nang cap hé thng.

Hé diéu hanh may chi: Windows va Linux.

2.5.2. Yéu ciu vé an toan thong tin

Pau tu, ning cip, xay dung Website Tiéng Anh va Tiéng Viét cho Truong
Dbai hoc Thuong mai nam trong cadc murc bao mat:

- Bao mat murc hanh chinh: Mtrc bao mat nay dua trén cac nguyén tic hanh
chinh cta don vi. Kiém soat chuc nang, nhi¢m vy, quyén han, viéc ra vao cac
phong 1am viéc cla timg ca nhan. it ra cac quy dinh ndi bd vé sir dung céc phan
mém va thiét bi tin hoc. Tuan thu cc nguyén tic bao mat thong tin theo quy dinh
cua phap luat. Tung ca nhan phai c6 trach nhiém bao v¢ tai nguyén may tinh cua
minh ciing nhu dam bao bi mat tén nguoi sir dung, mat khau truy cap hé théng
thong tin.

- Bao mat mirc Web Server: trién khai st dung giao thirc truyén tai dit liéu
siéu van ban an toan (HTTPS) cho tng dung web.

- Bao mat hé diéu hanh: Bét cir hé diéu hanh nao ciing cho phép 4p dung céac
quy tic bao mat tdi cac tai nguyén cta nd. Mdi ngudi QTHT duoc cip mot tai
khoan ¢ mirc hé diéu hanh, account nay s& duoc gan quyén cho phép su hoat dong
ctia no trong hé théng.

- Bdo mat co s¢ dir liéu: Thong thuong mot co s¢ dit liéu da ngudi dung phai
cung cap cac tinh ning bao mat, kiém soat quyén truy cap vao co so dir licu.

- Ngin chin quyén truy cap dit liéu bat hop phap

- Kiém so4t ngudn tai nguyén sir dung hé thong

- Theo ddi, quan 1y nhat ky hanh dong cua ngudi dung.

- Bao mat tmg dung: Phan mém c6 module chitrc ning QTHT dugc thiét ké
riéng cho muc tng dung, duge ngudi QTHT dung dé thém, bot ngudi dung, gan
quyén truy nhap vao dit liéu va st dung cc chirc ning cta phan mém. Péi tuong
ctia Module chirc ning QTHT gdm:

+ Nguoi str dung
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+ Chtrc nang sur dung

+ Nhom chure nang st dung

Chuong trinh phin mém phai ty dong cip nhat cac phién ban va 161 méi nhat
(néu co) dé khic phuc cac 16 hong bao mat phan mém.

2.5.3. Cac yéu cau can dap ing vé thoi gian xir 1y, dd phire tap xir Iy ciia
phan mém

D6i véi phan mém thi cac yéu cau can xt Iy vé mat thoi gian phai duogc toi
vu hoa, dung luong trang tin khi load 1én phai duogc t6i uvu héa, dung lwong nho
nhat c6 thé dé tiét kiém chi phi bang thong va tiét kiém thoi gian truy cap, dong
thoi ting duoc s6 lugng ngudi truy cp cung luc, cu thé:

- Hé théng hoat dong 24/24.

- Thoi gian dap tng trung binh dbi véi cac chiic nang nghiép vy, trong diéu
kién binh thuong dat duoi 5 gidy.

- Thoi gian dap Gmg trung binh d6i véi cac chire nang nghiép vu, khi c6 ngudi
str dung chay churc ning bao co tong hop dir liéu dat mtc dudi 10 gidy.

- Thoi gian két xuét cac bao cao tong hop trén pham vi 16n dat muc trung
binh tir dudi 30 gidy va khong c6 16i timeout.

- Khi chuong trinh c6 do tré qué 10s cho tac vy, hé théng can co cong cu
hién thi 16i thong bao hoic biéu twong hién thi cho nguoi dung nhéan biét duoc
rang hé thong van dang hoat dong.

2.5.4. Cac yéu ciu vé cai dit, ha ting, dwong truyén, an toan van hanh,
khai thac, str dung

Tuan tha cac tiéu chuan, quy chuan k¥ thuat quy dinh bao dam su tuong
thich, thong sudt va an toan trong qua trinh chia sé, trao d6i thong tin.

Quy dinh 6 cac diéu kién truy nhap, cap nhat dit liéu va bao dam viéc quan
1y, truy nhap, cap nhat va tim kiém dit liéu d& dang.

Quy dinh 1 cac diéu kién duy tri dit liéu bao gém ca viéc thay doi, hay bo
dit liéu. Thuong xuyén danh gia cac diéu kién bao dam an toan cho dir liéu.

An toan, bao mat: dé dam bao tinh an toan cta hé thong chay trén nén web
can tudn tha cac giai phap sau:

- Str dung giao thirc ma hoa dir liéu 1a HTTPS thay vi giao thic HTTP. Khi
str dung HTTPS dit liéu trude khi truyén di sé dugc ma hoa dam bao néu co bén
thr 3 14y duoc dir liéu cling khong thé giai ma duoc dir liéu d6 1a gi. Piéu nay dic
biét quan trong, n6 bao vé nhiing thong tin nhay cam nhu tai khoan, mat khau cua
ngudi dung, va dic biét 1a dit liéu quan trong cta hé thong.

2.5.5. Yéu cau vé mirc dd chiu dung sai héng ddi véi cac 16i ci phap lap
trinh, 15i 16-gic trong xir 1y dit liéu, kiém soat tinh ding din cia dir liéu dau
vao

- Céc truong thong tin ngdy thang s& duoc lwu voi 4 chir s6 cho phan “Nam”,
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va c6 thé duoc hién thi theo tit ca cac dinh dang ngay chung dd/MM/yyyy.

- Cac chirc ning cta hé théng phai hd trg nhap, luu trir va hién thi dir liéu
tién t&¢ VND véi it nhat 15 chir s6 nguyén va 2 sb thap phan.

- Céc chirc ning cua hé thong phai hd tro kiém tra tirc thoi tinh hop 18 cia
cac gia tri nhap vao qua phuong thirc nhap truc tiép.

- Cac chirc ning cua hé thong phai hd tro kiém tra tirc thoi tinh hop 16 cua
cac gia tri nhap vao qua phuong thirc nhap truc tiép hoic qua tép dir lidu.

- Cac chire nang ciia hé thng phai cung cip chiic niang kiém tra tinh nhat
quan va toan ven cua cac truong dir li€u c6 quan hé rang budc voi nhau trong co
so dir liéu thong qua cac quy tic dd duoc dinh nghia nhu rang budc khoa khi xay
dung CSDL.

- Céc dir liéu trude khi nhap vao hé thong phai duoc kiém tra tinh ding din
vé cAu trac, dinh dang va logic va phai thong bao ngay cho nguoi str dung khi ¢o
161 xay ra.

- Cac chuc ning cta hé théng phai hién thi diu thong béo rang 6 nhép 1a bat
budc hodc tuy chon nhap dir li¢u cho nguoi dung.

- Cac chirc ning cta hé thong phai c6 cac 6 nhdp dir liéu véi dinh dang cua
dir liéu nhap chuyén biét vi du: O nhap ngay thang, O nhap sb...

- Cac man hinh chirc ning cta hé thong c6 th tu cac 6 nhap tuan theo ding
logic ctia van ban can nhap, ngudi dung hoan toan c6 thé st dung ban phim (khong
can chudt) dé di chuyén t6i cac 6 nhap nay.

- Man hinh chirc nang phai hd trg ché do hién thi danh sach dé nguoi dung
chon dbi vé6i cac 6 nhap cé dit lidu cb dinh.

- Hé thong phai c6 quy trinh nham giam thiéu cac 18i ca phap lap trinh, 15i
logic xtr ly dit ligu.

- Cac dinh dang tap tin (tap tin nhap vao hé théng, tap tin dugc xuat ra tir hé
théng, tap tin luu trit trong ho so dién ti...) tudn tha theo cac dinh dang tap tin (vé
van ban, hinh anh...) dugc quy dinh tai Thong tu s6 39/2017/TT-BTTTT ngay
15/12/2017 cta Bo truong B Thong tin va Truyén thong.

2.5.6. Yéu cau vé tinh sin sang véi IPv6

- Ung dung phai st dung cong nghé IPv6 ¢am bao sin sang khi ap dung IPv6.

- C6 giai phap chuyén d6i IPv4 sang IPv6 trong mdi trudng ndi bo va trén
Internet; cau hinh lai m6 hinh may cha theo chuin IPv6 pht hop véi yéu cau cia
t6 chc.

- C6 phuong an két ndi cac may chu t6i noi luu trit tip trung (SAN/ NAS ....)
va cau hinh két ni theo chuan IPv6.

TT Yéu cau

1 | Pam bao phan mém hd trg IPve6;
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TT Yéu cau
2 | Pam bao duong truyén két ndi Internet cho Webserver hd trg IPv6
3 | Khai bao Webserver lang nghe dugc cac két ni qua mang IPv6
4 | Khai bao ban ghi AAAA cho tén mién trén hé thong DNS Hosting
5 | Pam bao may chi DNS Hosting hd trg IPv6

Sén sang ho tro dia chi Internet thé hé méi IPv6, DNSSEC. Trién khai
HTTPS str dung giao thirc TLS v1.2 trd 1én véi cac bd ma hoa an toan
trong xac thyc nguoi dung va truyén nhin cac thong tin nhay cam (thong
tin ca nhén, thong tin thanh toéan).

2.5.7. Yéu cau vé my thuit, ky thuit cin dat dwoc ciia cic giao dién
chwong trinh

- Giao dién duoc thiét ké than thién véi ngudi dung. B6 cuc giao dién hop
1y gitip thao tdc nhap va tra cru dit li€u nhanh va thuan tién.

- Céc chirc ning str dung phai dugc thiét ké da dang, day du, va duoc bb tri
hop 1y trén giao dién dap tmg phuc vu tit ca cac nhu cau quan 1y.

- V61 moi nguoi dung s€ hién thi cac chure nang tuong g voi phan vige
chuyén trach cua minh, giap nguoi st dung dé dang va hiéu qua.

- Giao dién hién thi dap tng trén céc thiét bi thong dung nhu: mdy tinh dé
ban, may tinh xach tay.

- C6 thé truy cép binh thudng trén cac trinh duyét thong dung hién nay nhu:
Edge, Firefox, Chrome, Opera, ... ma khong bj v& trang hay bién dang bd cuc
thong tin trén trang.

2.6. Céc yéu cau vé dio tao chuyén giao cong nghé

Can bo phai duoc hudng din, tap huan sir dung dé 1am quen va thanh thao
cac nghiép vu trén phan mém dap tng yéu cau quan 1y cua don vi thy huong.

Muc tiéu dao tao:

Pon vi thi cong phan mém dao tao va chuyén giao phadn mém (bao gdm ca
ma nguon, tai liéu thiét ké hé thong, tai liéu hudng din cai dit, ciu hinh hé thong,
tai liéu hudng dan sir dung) cho can bo vé quan tri van hanh hé thong; phdi hop
voi can bd cua don vi thu huong thuc hién dao tao tap trung cho cac can bo st
dung phan mém.

Yéu ciu vé phwong phap thue hién:

- Pao tao tap trung két hop voi hudng dan truc tiép trén may tinh.

- Sau qué trinh ddo tao, néu c6 phat sinh gi don vi thi cong sé& chiu trach
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nhiém chinh sira, cap nhat, dam bao cac can bd lién quan déu co thé van hanh
thanh thao phan mém theo yéu cau cua cong viéc.

- Lop thtr nhét: Pao tao ki ning st dung hé thong theo ding cac quy trinh
nghiép vu di dugc thiét ké.

- L6p thtr hai: Dao tao k¥ ning cai dit va quan tri phan mém tGng dung cho
cac dbi teong 1a Quan tri hé thdng. Lép hoc ndy phai dam bao hoc vién c6 day du
ha tang, cac trang thiét bi tin hoc (may chu cai dit tng dung, may tinh diéu khién
truy cép tur xa vao ung dung, ha tﬁng hé théng gia lap, ...) dé dam bao céac hoc
vién 14 quan tri hé thong duogc thuc hanh diy du viée cai dat va quan tri hé thong
twong duong voi hé théng da duoc thiét ké va xay dung.

- Pia diém dé t6 chirc viée dao tao hudng dan sir dung va thiét 1ap, quan tri
hé théng duoc xac dinh tai Chu dau tu.

- Phuong tién va thiét bi dé phuc vu cong tac dao tao bao gdm: mdy chiéu,
may tinh danh cho mdi hoc vién tham gia 16p hoc, mang két ndi may tinh dén hé
théng phan mém tGng dung phuc vu thuc hanh ciia cac hoc vién va mot sd céac
trang thiét bi can thiét khéc.,...

2.7. Cac yéu cau vé kiém thir hodc van hanh thir

Yéu ciu vé van hanh thi:

Nha thau thi cong phai thuc hién phéi hop véi Chit dau tu thyc hién cong tac
van hanh thtr trudce khi dua vao st dung nhu sau:

Qua trinh van hanh thir phan mém ndi bd do chii dau tu phdi hop véi nha
thau trién khi t6 chirc thuc hién bao gém cac budc chinh nhu sau:

a) Xac dinh cac ndi dung van hanh thu;

b) Xac dinh céc tai liéu phuc vu van hanh thi;

c) Lap ké hoach van hanh thir nham muc dich x4c dinh yéu cau, pham vi, céac
mdc thoi gian quan trong va lich trinh thuc hién cac budc cliia qué trinh van hanh
thur;

b) X4y dung tinh hudng, kich ban van hanh tht, x4c dinh cac diéu kién van
hanh thtr can ¢t vao chtic nang ky thuat ciia phan mém can van hanh thur;

¢) Thuc hién van hanh thir theo két qua & budc xdy dung tinh hubng, kich
ban van hanh thtr trong méi truong van hanh, khai thac thyc té;

d) Lap bao cao két qua van hanh thu.

Yéu cau vé kiém thir

a) Kiém thir chdp nhan boi nguoi dung (UAT)

b) Kiém thir chap nhan hoat dong (OAT):

Kiém thir chdp nhan hoat dong bao gdm céc loai:

- Kiém thtr hiéu ning.

- Kiém thir an toan, bio mat.

- Kiém tra vé tai liéu van hanh hé thong (néu co).
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- Kiém thtr mot s yéu té phi chtic ning khac nhu: kha ning két ndi, chia sé
dit liéu vé6i cac hé thdng khac, kha ning hoat dong trén nhiéu nén tang khac nhau,
... (néu can thiét).

¢) Kiém thtr chirc ning

Kiém thtr chtrc ning 13 ndi dung thudc kiém thir chap nhan boi nguoi ding
(UAT).Kiém thtr chtrc nang nham xac dinh toan b cac chirc ning ctia phan mém
duoc kiém thir co dap g cac yéu cau chire ning hay khong, bao gom: su day du,
tinh hoan thién, tinh chinh x&c va tinh tuong thich theo tai li¢u dac ta yéu cu
ngudi st dung; dic ta chire ning, phi chirc ning ctia phan mém da duoc phé duyét.

d) Kiém thtr hiéu ning

Kiém thir hiéu ning 13 ndi dung thudc kiém thir chip nhan hoat dong (OAT).
Kiém thtr hiéu nang nham xac dinh phan mém duoc kiém thir ¢6 hoat dong dap
g yéu cau vé hiéu ning theo thiét ké trong moi trudong kiém thtr hay khong.

d) Kiém thtr an toan, bao mat

Kiém thir an toan, bao mat 13 ndi dung thudc kiém thir chap nhan hoat dong
(OAT). Kiém thir bao mat nham dénh gia kha nang tu bao vé ciia phan mém cling
voi cac dit liéu trude cac ddi tuong khong duge phép. Cac ddi tuong khong duoc
phép 13: con ngudi hodc cac hé théng bén ngoai khong duoc phép truy nhap hoic
khong du thAm quyén tiép can dé sir dung, doc, chinh stra hodc xda cac dir lidu
do. Cac yéu cau bao mat dugc thé hién tai tai liéu dic ta yéu ciu nguoi st dung;
dic ta chtrc nang, phi chirc ning ctia phin mém da duoc phé duyét.

Céc k¥ thuat kiém thir, danh gia tinh an toan, bao mat bao gom:

- Kiém tra danh gi4 theo cac quy dinh vé bao dam an toan hé thdng thong tin
theo cap do.

e) Kiém tra vé tai liéu van hanh hé théng

Kiém tra vé tai liéu van hanh hé théng 1a nd1 dung thude kiém thur chép nhan
hoat dong (OAT). Viéc kiém tra tai liéu van hanh hé thong 14 qu4 trinh ra soat,
kiém tra cac tai liéu vé tinh day du va chinh xac giita tai liéu van hanh hé théng
va céc tai liéu yéu cau k¥ thuat cling nhu thuc té hoat dong cua hé thong, dong
thoi kiém tra sy ding dén cua tai liéu van hanh hé théng.

Tai liéu van hanh hé théng gom co:

- Tai liéu hé thdng: Ghi nhan thong tin chi tiét vé cac dic ta thiét ké hé thong,
cach thire 1am viéc bén trong ctia hé thdng va cac chirc nang cia nd (bao gom ca
vé quy trinh van hanh va khic phuc su ¢b).

- Tai liéu huéng dan str dung (bao gdm hudng dan sir dung, huéng dan cai
ddt va huéng dan quan tri hé thdng): Ghi nhan cac thong tin duoc viét hay hién
thi truc quan vé cach thirc hé théng lam viée cling nhu cach str dung hé thong do.

2.8. Yéu ciu vé bdo hanh, bio tri

- Pon vi trién khai s& cung cép cac dich bao hanh, bao tri, hd tro ky thuat tai
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chd mién phi tdi thiéu 01 nam ké tir ngay nghiém thu ban giao, dua vao st dung
d6i v6i hang hoa duge cung cép.

- Trudng hop hét thoi han bao hanh, bao tri va hd tro k¥ thuét, don vi trién
khai s€ dam bao cung cﬁp dich vu bao hanh, bdo tri, hd tro ki thuat khi Pon vi
duoc giao quan 1y sir dung ¢ yéu cau véi chi phi duogc xac dinh theo quy dinh
hién hanh.

- Truong hop phat hién 151, khiém khuyét cua san pham dich vy, Chu dau tu
kip thoi thong bao cho don vi trién khai, kém theo tai liéu chimg minh. Chu dau
tu tao diéu kién cho don vi trién khai tién hanh kiém tra cac 161, khiém khuyét do.

- Sau khi nhan duoc thong bao ctia Chu dau tu vé viée san pham dich vu c6
161, khiém khuyét, don vi trién khai phai kip thoi stra chita, khic phuc trong thoi
han 07 ngay va chiu toan b chi phi sura chira, khic phuc.

2.8.1. Bao hanh

Céc cong viéc bao hanh phan mém bao gdm:

- Stra 16i: Khic phuc cac 16i phat sinh (bug fixing) trong phan mém do sai
sOt trong qua trinh phat trién ban dau.

- HO tro k¥ thuét: Cung cap hd tro nguoi dung khi ho gip phai cac van dé
hodc thic mic lién quan dén cach sir dung phan mém.

- Pam bao tinh twong thich: Pam bao phin mém hoat dong 6n dinh trén cac
nén tang va moi trudng hé thong theo hop dong..

2.8.2. Bao tri

Céc yéu cu cong vi¢c dam bao dé thyc hién bao tri nhu sau:

- Poi ngii nhan sy ¢6 du trinh do va kha ning thyc hién bao tri phan mém dé
dem lai hi¢u qua thi can yéu cau nhu sau:

- Céc yéu cau chung vé nhén lyc bao tri:

a. Trinh d§ chuyén mon va k¥ nang

- Chuyén mén phu hop: Nhan luc bao tri can c6 trinh d6 chuyén mén phu
hop véi cong nghé, ngdn ngir 1ap trinh, hé thong va cac cong cu duoc sir dung
trong phan mém can bao tri.

- Kinh nghiém bao tri: Doi ngii bao tri nén c¢6 kinh nghiém trong bao tri phan
mém, dic biét 13 voi cac hé théng c6 quy mé va yéu cau an toan cao.

- K§¥ ning xtr 1y su ¢b: Nhén su can c¢6 kha ning phan tich, chan doan va khic
phuc cac 131, su ¢d phat sinh trong phdn mém mdt cach nhanh chong va chinh xac.

b. Kha ning phdi hop va lam viéc nhom

- Phéi hop nhom hiéu qua: Nhan sy can c¢6 k¥ ning 1am viéc nhom dé phdi
hop t6t voi cac thanh vién khac, dam bao quy trinh bao tri dién ra thuan loi va
khong gy cham tré.

- Kha ning giao tiép: Ky ning giao tiép va béo cao la can thiét dé truyén dat
rd rang van dé va giai phap véi cac bén lién quan, bao gdm ca doi ngii phat trién
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phan mém va ngudi dung.

c. Trach nhiém va y thirc bao mat

- Tuén tht quy trinh bao mat: Poi ngli bao tri can hiéu va tuan tha cac quy
dinh vé& bao mat va an toan thong tin trong qué trinh bao tri phan mém, dic biét
voi dir liéu nhay cam cua co quan nha nudec.

- Tinh théan trach nhiém cao: Pam bao hoan thanh nhiém vu dung thoi han
va chiu trach nhiém vé céc thay ddi, chinh stra trong qua trinh bao tri.

d. Hiéu biét vé quy trinh bao tri va h¢ thong phan mém

- Nam ving quy trinh bao tri: Doi ngli nhin su can hiéu rd quy trinh béo tri,
tir 1én ké hoach, trién khai, kiém thir dén dénh gia sau bao tri.

- Hiéu rd hé théng phan mém: Nhan vién bao tri phai nim duogc cau trac,
chtic ning va céc tinh nang cta phin mém can bao tri dé c6 thé xur 1y cac van dé
mot cach hiéu qua.

e. Kha nang cap nhat va cai tién

- Cap nhat cong nghé méi: Poi ngii bao tri can co kha nang tir cip nhat cong
nghé, cong cu va phuong phdp mai trong linh vuc cong ngh¢ thong tin va bao tri
phan mém.

- Pé xuit cai tién: Kha ning phan tich va dé xuat cac cai tién gitp nang cao
hiéu ning, 46 6n dinh va tinh bao mat ctia phan mém trong céc 1an bao tri sau.

f. Kha ning giai quyét van dé va ra quyét dinh

- Phan tich vara quyét dinh nhanh: Khi gap su ¢ hodc van dé bt ngd, nhan
su bao tri can c6 kha ning phan tich nguyén nhan va dua ra quyét dinh stra 15i
hiéu qua, nhim khoi phuc hoat dong ctia phan mém kip thoi.

- Kha nang lam viéc dudi &p luc: Bam bdo duy tri binh tinh va tap trung khi
xtr y cac su ¢b phire tap hodc yéu cau thoi gian xir 1y gép.

- Yéu céu cu thé vé céc vi tri nhan e bao tri:

a. K§¥ su phat trién phan mém

- K¥ ning can c6: Thanh thao ngdn ngit 1ap trinh st dung trong du an (nhu
Java, C#, Python, JavaScript, v.v.), kién thirc vé kién trac phﬁn mém va cac mau
thiét ké.

- Cong viéc: Stra 161, cai thién ma ngudn, cip nhat tinh ning méi va tdi wu
hoa hi¢u suat.

b. Chuyén gia kiém thtr (QA)

- K§ ning can c6: Kién thirc vé quy trinh kiém thir phan mém, sir dung cong
cu tu dong hoa kiém thtr (nhu Selenium, JUnit), va kha nang viét kich ban kiém
thr.

- Cong viéc: Thuc hién kiém thir chire ning, kiém thir hiéu suét, kiém thir
bao mat va bao cao 16i.

c. Quan ly dy an
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- K¥ ning can c6: K¥ ning quan 1y thoi gian, giao tiép, va kién thirc vé cac
phuong phap quan 1y du an (nhu Agile, Scrum).

- Cong viée: Lap ké hoach cho cac ban cép nhat, theo ddi tién d6 cong viée
va phan bd ngudn lyec.

d. Ky su DevOps

- K¥ ning can c6: Kién thirc vé cong cu CI/CD (nhu Jenkins, GitLab CI),
quan 1y ha ting (nhu Docker, Kubernetes, IIS...) va méi trudng 4o hoa.

- Cong viéc: Ty dong héa quy trinh trién khai, quan 1y cdu hinh hé thong, va
giam sat hiéu suit.

e. Chuyén gia phan tich hé théng

- K§ ning can c6: Kha ning phan tich yéu ciu va quy trinh 1am viéc, hiéu
biét vé cac cong cu phan tich dir liéu.

Cong viéc: Panh gia hiéu suat hién tai cia phan mém va dé xuét cai tién,
nghién ctru nhu cau nguoi dung.

f. Chuyén gia ho tro ky thuat

- K¥ nang can co: Ky ning giao tiép tdt, kha ning giai quyét van dé va kién
thirc sdu vé phan mém.

- Cong viée: Giai quyét cac van dé tir nguoi dung, cung cip hudng dan sir
dung va hd tro k¥ thuét.

g. Nha thiét ké UX/UI

- K¥ ning can cé: Kién thiic vé nguyén tac thiét ké giao dién va trai nghiém
nguoi ding, sir dung cong cu thiét ké (nhu Figma, Adobe XD...).

- Cong viée: Cai thién giao dién ngudi dung, thiét ké trai nghiém ngudi dung
muot ma va than thién.

h. Chuyén gia bao mat

- K§¥ ning can c6: Hiéu biét vé bao mat mang, an ninh tng dung va quy trinh
kiém tra bao mat.

- Cong viéc: Phén tich cac 16 hong bao mat, thyc hién kiém tra bao mat va
dé xuat cac bién phap khic phuc.

i.Yéu cau chung

- K¥ ning 1am viéc nhom: Can c6 kha niang phdi hop hiéu qua giira cac thanh
vién trong nhom.

- Kha ning giai quyét van dé: Phai c6 kha ning phan tich va tim ra giai phap
cho cac van dé phat sinh.

- Pam mé hoc hoéi: Cong nghé thay doi lién tuc, vi vdy sy ham hoc hoi va
cap nhat kién thirc 13 rat quan trong.
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2.9. Yéu ciu dap ng cap d an toan thong tin

Phan mém Website duoc xdy dung dam bao dap tmg yéu cau cap do 3 theo
Quyét dinh 742/QD-BTTTT ngay 22/04/2022 ctia Bo truong Bo Thong tin va
Truyén thong.

TT Yéu cau co ban dap ing ATTT cap d6 3

I Yéu cau k¥ thuit
An toan ha ting mang
C6 phan vung ha tang mang thanh cac ving mang khac nhau tiy
theo yéu cau, muc dich st dung;
C6 phuong an sir dung thiét bi c¢6 chirc ning tudng lira dé ngin chin
truy cép trai phép gilra cic vung mang v&i mang Internet;
C6 co ché xac thuc va ma hoa khi sir dung mang khong day (néu
c0);
C6 phuong an xac thuc tai khoan quan tri trén cac thiét bj mang quan
trong;
b An toan may chu
C6 sir dung phan mém phong, chéng ma doc trén may chu va co co
ché tu dong cap nhat phién ban mai hoac dAu hiéu nhan dang ma doc
mai cho phén mém nay
Cé co ché xac thuc bang mat khau bao dam do phirc tap can thiét,
yéu cau thay d6i mat khau dinh ky theo quy dinh cta to chuic va co
co ché phong chdng do quét mat khau; Cac thong tin xac thuc phai
duoc luu trir trén hé théng dudi dang ma hoa
Co6 phuong an vo hiéu hoa cac tai khoan mac dinh hodac khong hoat
dong trén hé thong; vo hiéu hoa cac dich vu, phan mém khong st
dung trén may chu
C6 ghi nhat ky hé thong dbi véi hoat dong truy cap, quan tri may
chu
Co thiét 1ap co ché cap nhat ban va diém yéu an toan thong tin cho
hé diéu hanh va céac dich vu hé thdng trén may chu
c An toan uwng dung
Co6 thiét 1ap yéu cau dam bao mat khau trén tng dung du do phirc
tap dé han ché tin cong do quét mat khau; Cac thong tin xac thyuc
phai dugc luu trir dudi dang ma hoa;
Co thiét 1ap yéu cau ghi nhat ky truy cép, 16i phat sinh;
Khéng st dung két ndi mang khong ma hoa trong viéc quan trj tng
dung tir xa;
d An toan dir liéu
C6 phuong an st dung hé thong hoic phuong tién luu trir doc 1ap dé
sao luu du phong céac dir liéu quan trong trén may chu. Viéc sao luu
dugc thuc hién dinh ky theo yéu cau cua to chirc;
C6 phuong an ma hoa dir liéu luu trir (khong phai 1a thong tin, dir
lidu cong khai) trén hé thong luu trit/phuong tién luu trit;
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TT | Yéu ciu co ban dap ing ATTT cip dd 3

C6 phuong an ty dong sao luu dit liéu du phong ddi véi thong tin/dix
liéu phut hop véi tan suét thay doi cua dir liéu.

11 Yéu ciu quan ly

a Chinh sach chung
C6 chinh sach an toan thong tin cho ngudi st dung bao gém céc noi
dung: Chinh sach truy cdp va st dung mang va tai nguyén trén
Internet; truy cap va su dung ing dung;
Co chinh sach an toan thong tin cho nguoi quan tri, van hanh hé
théng bao gdm nhung khong gii han bai chinh sach quan 1y an toan
ha tAng mang, an toan may chu, an toan Gmg dung va an toan dir liéu;

b T6 chirc nhén sw
C6 quy trinh thu tuc dé cap phat, loai bo tai khoan, quyén truy cp
ciia can bo mdi tham gia sir dung hé thong, can bo thay doi nhiém
vu va can bo ngimg sir dung hé thong;

c Quin 1y thiét ké, xiy dung
Co tai lidu thiét ké, mé ta vé cac phuong an dam bao an toan hé
théng thong tin;
C6 phuong an kiém tra, xac minh hé théng duoc trién khai tuan thu
theo dung tai liéu thiét ké va yéu cau dam bao an toan thong tin trudc
khi ban giao, nghiém thu;
Co hd so cép do duoc tham dinh, phé duyét boi don vi chuyén trach
vé an toan thong tin ctia chil quan dau tu hé thong thong tin;

d Quan ly vin hanh
C6 quy trinh quan Iy van hanh hé thong phu hop vai yéu cau k§ thuat
co ban, quan 1y su thay d6i, di chuyén hé thong, két thuc van hanh,
khai théc, thanh 1y, hity bo hé thong;
C6 phuong 4n tmg ctru hé thong trong tinh hudng xay ra su cb an
toan thong tin;

e Kiém tra danh gii va quan 1y riii ro

C6 phuong 4n dinh ky hang nam hodc dot xuat khi can thiét thyc
hién ki€m tra, danh gia an toan thong tin va quan ly rui ro an toan
thong tin theo quy dinh cua phap luét;

Viéc kiém tra, danh gia an toan thong tin va danh gia rui ro phai do
t6 chirc chuyén mon dugc co quan ¢ tham quyén cap phép hoic to
chire sy nghi€p nha nude c6 chire nang, nhiém vy phu hgp do chu
quan hé théng thong tin chi dinh thyc hién theo quy dinh cta phap
luat.

Muc 2. Ban vé

E-HSMT: Khong c6 ban vé.

Muc 3. Kiém tra va thir nghiém
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Cac kiém tra va thir nghiém tuén thu theo Thong tu s6 16/2024/TT- BTTTT
ngay 30/12/2024 ctia B6 Thong tin va Truyén thong quy dinh vé quy dinh chi tiét
ndi dung cong tac trién khai, giam sat céng tac trién khai, nghiém thu ddi véi du
an dau tu ung dung cong ngh¢ thong tin; xac dinh yéu cau vé chét lugng dich vu
va cac ndi dung dic thu caa hop dong thué dich vu ddi véi thué dich vu cong nghé
thong tin theo yéu ciu riéng.



