Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuit
Yéu cau vé ky thudt bao gom cdc ndi dung co ban nhw sau:
1.1. Gidi thi¢u chung vé dw an/dw todn mua sim, goi thiu

- Du 4n: Hé thong mang LAN tai toa nha B va nha 2 ting tai Trung tim Vin
hoa hang khong - Tong Cong ty Quan ly bay Vi¢t Nam.

- Tén goi thau: Cung cap va lap dat Hé théng mang LAN tai toa nha B Tong
Cong ty Quan 1y bay Viét Nam va nha 2 tang Trung tdm Van hoéd hang khong.

- Ngudn von: Vén cua Téng Cong ty Quan Iy bay Viét Nam.

- Loai hop dong: Tron goi.

- Thoi gian thyuc hién hop dong: 90 ngay.

- Dia diém thyc hién goi thau: Toa nha B Tong Cong ty Quan Iy bay Viét Nam
va Toa nha 2 tang Trung tam Van hod hang khong.

- Hinh thtrc d4u thau: Chao hang canh tranh.

- Phuong thuc dAu thau: Mot giai doan, mot tii hd so.

- Quy mé dau tu: Pau tu hé thong mang LAN tai toa nha B va nha 2 tang Trung
tam Vian hoa hang khong - Tong Cong ty Quan Iy bay Viét Nam v6i quy mé chi tiét
tai bang sau:

D . A
STT Danh muc onvi | S0 Ghi chi
tinh luwgng
A | VAT TU, THIET BI
I | Hé thong mang LAN toa nha B
SR , : n Gom phi License

1 | Thiét bi twong Itra (Firewall) Bo 2 cho 01 nim

Thiét bi chuyén mach trung tim A
2 (Core switch) Bo 2

Cap ngudn xép chong (Stack .
3 Power Cable) S0l 02
4 | Cap xép chong (Stacking Cable) Soi 02

Thiét bi chuyén mach truy cap A
> (Access switch) Bo 6
6 | Bo luu dién (UPS) 6KVA B0 01




STT Danh muc D({’n v S0 Ghi chu
: tinh luwgng

7 | Module quang SFP 10GB Cai 34

8 | Day nhdy quang MM Soi 34

9 Thiét bi chuyén mach truy cap PoE Bo 01
48 port

10 Th¥et bi thu phat wifi (Access Bo 10
Point)

11 | Cap mang CAT6 Thung 02

12 | Day déu nhay CAT6 (1.5m) Soi 160

13 | Day dau nhay CAT6 (5.1m) Soi 20

14 | Phu kién, vat tu phu Goi 01
Hé¢ thong mang LAN nha 2

II | tang Trung tam Van hoa hang
khong

1 | Thiét bi twong hira (Firewall) Bb o1 | Gomphi License

cho 01 ndm

Thiét bi chuyén mach trung tim A

2 (Core switch) Bo 01
Thiét bi chuyén mach truy cap n

3 (Access switch) Bo 4

4 | B9 luu dién (UPS) 3KVA B0 01
B0 luu dién (UPS) 2KVA B0 01

6 | Thiét bi quan Iy wifi Bo 01

7 Th¥et bi thu phat Wifi (Access Bo 15
Point)

2 Thiét bi chuyén mach truy cap PoE Bo 00
24 port

9 | Module quang SFP Single Mode Cai 04

10 | Module quang SFP Multi Mode Céi 26

11 | Cap quang 24 core MM Mét 60

12 | Hop phdi quang (ODF) 24 core Bo 02

13 | Turack 42U Céi 01

14 Thanh phan phdi nguén 12 6 cam Céi 04

(PDU)




STT Danh muc D({’n vi 8o Ghi chu
: tinh luwgng
15 g:rell;ll})l 4(?302[& cap mang (Patch Céi 04
16 | Nhan O cim mang CAT6 RJ45 Cai 282
17 | Day nhay quang MM Soi 26
18 | Day nhay quang SM Soi 08
19 | Cap mang CAT6 Thung 05
20 | Day d4u nhay CAT6 (1.5m) Soi 150
21 | Thanh quan 1y cép Céi 8
22 | Nhan 6 cim thoai RJ11 Cai 90
23 | Mat na 2 port Cai 90
24 | Phu kién, vat tu phu Goi 01
Thiét bi, phan mém phuc vu
III | cOng tac giam sat, xir ly sw co | Goi 01
mang tai cac toa nha
1 | May tinh xach tay Bo 01
) nglrll tt:jm Hé diéu hanh may tinh Bo 01
B |DICHVU
I | Hé¢ thong mang LAN Toa nha B
s it gy | o
2 | Hudng dn sir dung hé thong Goi 01
I Hé¢ thong mang LAN nha 2 ting
Trung tim Van hoa hang khong
. 1;:;})1 ed;tlo rclzi dat; cau hinh thiét bi Goi o1
2 | Huéng dan sir dung hé thong Goi 01




1.2. Yéu cdu vé ky thugt
Yéu cau vé ky thudt bao gom yéu cdau vé ky thudt chung va yéu cau vé ky
thudt chi tiét doi véi hang héa thude pham vi cung cdp ciia goi thau, cu thé:

1.2.1. Yéu cdu vé ky thudt chung:

- Hang hoa thiét bi phai duoc san Xuat tir ndm 2025 tré vé sau, méi 100%; c6
thong tin chi tiét, ro rang vé ky ma hiéu, hang san xuét, xuat x{r, nim san xut; co
tinh ning, thong s6 k¥ thuat dap ung cac yéu cau k¥ thuat chi tiét;

- Hang hoa phai c6 day du ho so, tai liéu bao gdom:

+ Ban sao cong ching/Ban sao ching thuc hodc Ban goc Gidy ching nhan
xuat xtr hang hoa (C/0), Gidy chimg nhan chat luong (C/Q) d6i véi cac thiét bi chinh:

Thiét bi tudng ltra, Thiét bi chuyén mach trung tim, Thiét bi chuyén mach truy cap,
Thiét bi quan 1y wifi, B luu dién cac loai.

+ Tai liéu k¥ thuat va day du phu kién kém theo (trir Module quang SFP, day
nhay quang, Hop phdi quang, cac loai hat mang, nhan hat mang/thoai, mit na, day
dau nhay, thanh quan 1y cap; Phu kién, vat tu phu).

1.2.2. Yéu ciu vé ky thudt cu thé:

Bang tom tit thong sb k¥ thuat cua hang hoa va cac dich vu lién quan phai
tuan thi cac thong s6 k¥ thuat voi céc tiéu chuan sau day:

STT Danh muc Yeéu cau k): thuat toi Ghi chu
: thieu
I | Thiét bi twong lira (Firewall) an nha
1 Cong két noi va Mé-dun
1.1 | Cong GE RJ45 16 cong
12 | CongQuanly/HA/DMZ |1/1 cong
RJ45
1.3 | Cong RJ45 GE WAN 2 cong
1.4 | Cong RJ45 hoic SFP GE 8 cong
dung chung
1.5 Cong USB 1 cong
1.6 | Cong Console 1 cong




Yéu cau k¥ thuat toi

STT Danh muc thidu Ghi chu
2 Hiéu suit hé thong
2.1 Thong lugng IPS 5.3 Gbps
2.2 | Thong lugng NGFW 3.1 Gbps
2.3 Thong luong bao vé mbi de | 2.8 Gbps
doa
3 Kiéu dang va ngudn dién
3.1 Kiéu dang Rack Mount, 1 RU
3.2 | Nguon dién AC 100240V AC, 50/60
Hz
3.3 | Ngudn du phong C6 (hai nguon AC)
4 Phin mém bin quyén
4.1 License UTP (Unified Thoi han ban quyén 12
Thread Protection) thang
I | Thiét bi twong lira (Firewall) ;“t’gn“ghé‘
1 Cong két ndi va Mé-dun
1.1 | Cong GE RJ45 8 cong
1.2 | Cong RJ45 hoic SFP WAN | 2 cong
dung chung
1.3 | Cong USB 1 cong
1.4 | Cong Console 1 cong
2 | Hiéu suit hé thong
2.1 Thong lugng IPS 4.5 Gbps
2.2 | Thong lugng NGFW 2.5 Gbps
2.3 | Thong lugng bao vé mdi de | 2.2 Gbps
doa
3 Kiéu ding va ngudn dién
3.1 Kiéu dang Rack Mount, 1 RU
3.2 | Ngudn dién AC 100-240V AC, 50/60
Hz
4 Phin mém bén quyén




Yéu cau k¥ thuat toi

STT Danh muc by Ghi chu
: thi¢u
4.1 License UTP (Unified Thoi han ban quyén 12
Thread Protection) thang
Ao v 2 A . Toa nha
11 Thiét bi chuyén mach trung tam (Core switch) B
1 Cong két ndi va Mé-dun
1.1 Cong quang SFP 24 cong
/ 100G uplink module
1.3 | Hb tro StackWise-480 C6 (1én dén 8 thiét bi
stack)
2 Hiéu suit hé thong
2.1 Thong luong chuyén mach | 2.000 Gbps
2.2 | Toc d6 chuyén tiép goitin | 1.488 Mpps
3 Cac tinh nang
3.1 | HOb trg IPv6 Mc phan cing
(hardware)
3.2 | Ho trg Dual-stack cho Céo
[Pv4/IPv6
4 Ngudn dién va méi truong hoat dong
4.1 | Nguon dién AC 100-240V AC, 50/60
Hz
4.2 | Hb trg dy phong ngudn dién | Cé (hot-swappable
PSU)
A1 2 a . Toa nha
v Thiét bi chuyén mach trung tam (Core switch) A
i 2 tang
1 | Cong két ndi va Mo-dun
1.1 Cong quang SFP 24 cong
12 | Céng Uplink Ho trg 10G / 25G / 40G

uplink module




Yéu cau k¥ thuat toi

STT Danh muc by Ghi chu
i thi¢u
1.3 | Hb tro StackWise-480 C6 (1én dén 8 thiét bi
stack)
2 Hiéu suit hé théng
2.1 Téc d6 chuyén mach 208 Gbps
2.2 | Thc @6 chuyén tiép gbi tin 154,76 Mpps
3 Cac tinh nang
3.1 | HS trg IPv6 Mitc phan cling
(hardware)
3.2 | Hb trg Dual-stack cho Co
1Pv4/IPv6
4 Ngudn dién va méi truong hoat dong
4.1 | Ngudn dién AC 100-240V AC, 50/60
Hz
4.2 | Hb trg dy phong ngudn dién | C6 (hot-swappable
PSU)
\4 Thiét bi chuyén mach truy cip (Access switch) Toa B
1 Cong két n6i va Mé-dun
1.1 | Cong Ethernet RJ-45 48 cong 10/100/1000
Mbps
1.2 | Cong Uplink SFP 4 cong 1/10G SFP
2 Hiéu suit hé thong
2.1 Kha ning chuyén mach 176 Gbps
2.2 Tdc dd chuyén tiép gbi tin 130,94 Mpps
2.3 | Pinh tuyén tinh Layer 3 Co
A1 2 A . Toa 2
VI Thiét bi chuyén mach truy cap (Access switch) ting
1 | Cong két ndi va Mo-dun
1.1 | Cong Ethernet RJ-45 48 cong 10/100/1000
Mbps
1.2 | Cong Uplink SEP 4 cong 1G SFP
2 Hiéu suit hé thong




Yéu cau k¥ thuat toi

STT Danh muc thidu Ghi chu
2.1 | Kha ning chuyén mach 104 Gbps
2.2 | Téc d6 chuyén tiép goi tin 77.38 Mpps
2.3 | DPinh tuyén tinh Layer 3 Co
VII | Thiét bi chuyén mach truy cip PoE (Switch PoE) Toa B
1 Cong két n6i va Mé-dun
1.1 | Cong Ethernet RJ-45 48 cong 1G
1.2 | Cong Uplink SFP + 4 cong 1/10G SFP+
2 Hiéu suit hé thong
2.1 Kha ning chuyén mach 176 Gbps
2.2 Tbc do chuyén tiép goi tin 130.944 Mpps
3 | Ngudn dién POE
3.1 | Tong cong suit PoE 600W
3.2 | S6 cong PoE 40 cong hd tro
PoE/PoE+
8 cong PoE++
VIII | Thiét bi chuyén mach truy cap PoE (Switch PoE) g::‘g 2
1 | Cong két ndi va Mo-dun
1.1 | Cong Ethernet RJ-45 24 cong 1G
1.2 | Cong Uplink SFP + 2 cong 1/10G SFP+
2 | Hiéu suit hé thong
2.1 Kha ning chuyén mach 88 Gbps
2.2 | Tc @6 chuyén tiép gbitin | 65.472 Mpps
3 | Ngudn dién POE
3.1 Tong cong suit PoE budget | 400W
3.2 | S6 cong PoE 16 cong hd tro
PoE/PoE+
8 cong PoE++
X B0 luu dién (UPS) Toa B
1 Tong quan




Yéu cau k¥ thuat toi

STT Danh muc by Ghi chu
: thi¢u
1.2 | Dong san pham UPS On-Line
1.3 | Kiéu dang Rack mount
1.5 Cong sut dinh mac (VA/W) | 6000 VA / 6000 W
1.7 | Loai UPS Double conversion
online (tryc tuyén
chuyén doi kép)
1.8 | Hiéu suat Dén 94% (full tai)
1.9 | Dang song dau ra Song sin chuin
2 Ac quy va thoi gian hoat dong
2.1 Loai pin Pin chi-axit (Lead-acid
battery)
2.2 | Bbién 4p pin 192V
3 Piu vio
3.1 Gidi han dién 4p dau vao 110-300V (tai1 60%),
176300V (full tai)
3.2 Tan s6 dau vao 40-70 Hz (tu dong nhan
dién)
4 Piu ra
4.1 | Cong suat cau hinh t6i da 6000 VA / 6000 W
(VA/W)
42 | bién ap dau ra 220/230/240 V (c6 thé
cau hinh)
43 | Tansbdaura 50/60 Hz =3 Hz
4.4 | Dang song dau ra Song sin chuan
R Toa nha
XI Thiét bi quan ly wifi 2 thng
1 | Cong két ndi va Mo-dun
1.1 Cong quang SFP 2 cong SFP+ (1 WAN +
1 LAN)
1.2 | Cong Ethernet RJ-45 8 cong LAN 1Gbps

1 cong WAN 1Gbps
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Yéu cau k¥ thuat toi

STT Danh muc thidu Ghi chu
2 | Cau hinh thiét bi
2.1 CPU Quad-core ARM Cortex
A57 1.7GHz
22 |RAM 4GB DDR4
2.3 | Bo nhé luu trit trén thiétbi | 16GB eMMC
3 Cac tinh ning quan trong
3.1 Thong lugng IPS/IDS 3.5Gbps
4 Ngudn dién va méi truong hoat dong
4.1 | Ngudn dién AC 100-240V AC, 50/60
Hz
) Toa nha
XII | Thiéet bi thu phat wifi B, nha 2
tang
1 Tong quan
1.1 | Chuan WiFi WiFi 7 (802.11be)
12 | Bang tin 2.4 GHz + 5 GHz
1.3 Kiéu AP Indoor
1.4 S spatial streams 5 streams
1.5 | Pham vi phu song 160m2
2 Hi€u ning khong day
2.1 | Téc 6 tdida 4.3Gbps (BW160)
2.2 | Sd client hd trg 300+ thiét bi
2.3 Cong nghé MU-MIMO
2.4 | Roaming 802.11r Fast Roaming
3 | Cong két noi
3.1 Cong mang 1 x 2.5GbE RJ45
3.2 | Uplink 2.5G Ethernet
33 | PoE PoE+ (802.3at)
4 Ngudn dién va méi truong hoat dong
4.1 Ngudn cip PoE+

10




STT Danh muc Yeu cau ky thuat 01 | G ohg
: thi¢u
4.2 | Cong suit tiéu thu 14W
XIII | B§ Iru dién (UPS) Toa2
’ ’ tang
1 Téng quan
1.2 | Dong san pham UPS On-Line
1.3 Kiéu dang Rack mount
1.5 | Cong suit dinh mic (VA/W) | 3000 VA / 2700 W
1.7 Loai UPS Double conversi’on
online (tryc tuyén
chuyén doéi kép)
1.8 | Hiéu suat 88% (full tai)
1.9 | Dang song daura Séng sin chuan
2 Ac quy va thoi gian hoat dong
2.1 Loai pin Pin chi-axit (Lead-acid
battery)
2.2 | Dién ap pin 72V
3 Piu vio
3.1 Gi6i han dién ap dau vao 110-285 (tai 40%), 176—
285V (full tai)
3.2 | Tan sb dau vao 40-70 Hz (ty dong nhan
dién)
4 Piu ra
4.1 | Cong suat cau hinh tdi da 3000 VA /2700 W
(VA/W)
42 | Pién ap dau ra 220/230/240 V (c6 thé
cau hinh)
4.3 | Tan s daura 50/60 Hz +3 Hz
4.4 | Dang song dau ra Song sin chuin
XIV | B) luwu dién (UPS) Toa 2
tang
1 Tong quan
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Yéu cau k¥ thuat toi

STT Danh muc by Ghi chu
: thi¢u
1.2 | Dong san pham UPS On-Line
1.3 | Kiéu dang Rack mount
1.5 Cong suat dinh mac (VA/W) | 2000 VA / 1800 W
1.7 Loai UPS Double conversipn
online (tryc tuyén
chuyén doi kép)
1.8 | Hiéu suét 88% (full tai)
1.9 | Dang song dau ra Song sin chuin
2 Ac quy va thoi gian hoat dong
2.1 Loai pin Pin chi-axit (Lead-acid
battery)
2.2 | Bbién 4p pin 48V
3 Piu vio
3.1 Gioi han dién ap dau vao 110-285 (tai 40%), 176—
285V (full tai)
3.2 | Tan s6 dau vao 40-70 Hz (ty dong nhan
dién)
4 Piu ra
4.1 | Cong suat cau hinh t6i da 2000 VA / 1800 W
(VA/W)
42 | bién ap dau ra 220/230/240 V (c6 thé
cau hinh)
4.3 | Tan s daura 50/60 Hz +3 Hz
4.4 | Dang song dau ra Song sin chuan
XV | Module quang SFP Toa 2
tang
1 |Técdod 1.25Gb/s
2 Tiéu chuin Multi mode 850nm,
Dual LC
XVI | Module quang SFP Toa 2
tang

12




Yéu cau k¥ thuat toi

STT Danh muc 2z Ghi chu
. thieu
1 | Técdod 1.25Gb/s
2 Tiéu chun Single mode 10km,
Dual LC
XVII | Module quang SFP Toa B
1 | Tbcdod 10Gb/s
2 Tiéu chuan Multi mode 850nm,
Dual LC
XVIII | Day nhdy quang
1 DAy nhiay quang MM Toa B +
’1:02‘1 2
tang
Chiéu dai 3m
Tiéu chuan Soi d6i, OM3 LC/UPC
— LC/UPC
2 Day nhay quang SM Toa 2
tang
Chiéu dai 3m
Tiéu chuan Soi doi,
OM3 SC/UPC-LC/UPC
XIX | Ta Rack Iba 2
tang
1 Kich thudc 42U, 197, H=2000mm,
W600/D1000
2 Tiéu chuin Thép son tinh dién, clra
luodi trude/sau, tai
ZSOOkg, cO banh xe &
chan dé
XX | Thanh phén phdi ngudn (PDU) Toa 2
tang
1 Thong s6 12 outlets Universal,
16A, 250V, 1 pha
2 | Tiéu chuan MCB bao vé 2P

13




Yéu cau k¥ thuat toi

STT Danh muc by Ghi chu
i thi¢u
XXI | Thanh dau ndi cAp mang (Patch Panel) Toa 2
tang
1 CAu hinh Patch Panel Cat6, 48
port RJ45, UTP
XXII | Nhéin 6 cim mang RJ45 Toa 2
tang
1 CAu hinh Nhan mang RJ45 Cat6,
UTP, 8P
XXIII | Nhan 6 cam thoai RJ11 Toa 2
tang
1 Céu hinh Nhan thoai RJ11 Cat3,
UTP, 6P
XXIV | Mit na 2 Port Toa 2
tang
1 Thong s6 Maitna 2 céng, kém dé
Cac toa
r s . . s (e oV £ nha A,
XXV May tinh xach tay giam sat, xir ly sw c0 mang B.2
2
tang
1 Kiéu dang Laptop
2 CPU Intel Core 7-15th
3 RAM 16GB DDR5
4 SSD 512GB NVMe
5 Man hinh 14” FHD+
6 | Hé diéu hanh Windows 11 Pro 64bit
(hoac tuong duong)
XXVI | Phu Kién Thiét bi chuyén mach trung tim Toa B
1 Stack Power Cable D,(f) dai 30cm, chuan két
no1 Stack Power
Connector
2 Stacking Cable P dai 50cm, chuan két

ndi StackWise-480
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Yéu cau k¥ thuat toi

STT Danh muc Y Ghi chua
: thiéu

XXVII | Cap mang CAT6 Toa B,
t(:)a 2
tang

1 Tiéu chuan truyén dan ANSI/TIA-568.2-D;
CENELEC EN 50288-
6-1; ISO/IEC 11801
Class E

2 | Dong dién ti da 80V

3 Do day 161 23 AWG, 4-cap UTP.

XXVIII | Day dau nhay Toa B,
t(:)a 2
tang

1 b dai 1.5m
2 | Tiéu chuan 23 AWG UTP CAT 6.
XXIX | Day d4u nhay Toa B
1 b6 dai 5.1m
2 Tiéu chuan 23 AWG UTP CAT 6.
XXX | Phu kién, vat tu phu Hat mang RJ45, RIJ1I,
Nep nhuya, di,nh oc, bang | Toa B,
dinh, yc‘)ng sO, thit ,cép. .. t(:)a 2
(Pu dé trién khai lap dat, | tang
dau noi hé thong)
XXXI | Dich vu
) Caitao tu yack, lam gon
Cai tao ta rack; 1§1p dat, cai day cép,, bam lai cac dau Toanha
1 dé‘,[, cau hinh thiét bi va hé mang; lap dé}t, cai dat, B
thong céy hinh thiét bi va hé
thong mang.
) Lép dat, cai dat,’céu hinh {;filg ti@}t;gﬁédi[é;aunzﬁh T(‘):a nha
thiét bi va hé théng + va i thONs MANs | 5 ang

hoan chinh.
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STT

Danh muc

Yéu cau k¥ thuat toi
thiéu

Ghi chu

Huéng din sir dung hé thong

- Huéng dan sir dung cho
10 nguoi trong 1 ngay.
Noi dung co ban nhu
sau:

+ Nguyén 1y hoat dong
ctia hé thong.

+ Cau hinh hoat dong
ctia hé thong.

+ Hudng dan cai dat,
kiém tra céc tinh ning
ctia hé thong.

+ Phuong phép phat hién
cac 16i k¥ thuat va bién
phap khac phuc.

+ Hudng dan bao tri, bao
dudng hé thong.

- Cung céap day du Tai
liéu huéng dan cho hoc
vién.

Toa nha
2 tang va
nha B
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1.2.3. Yéu ciu vé gidi phdp ky thut
Nha thau phai cung cap kém theo thuyét minh giai phap k¥ thuat, trong d6
phai néu day du cac ndi dung sau:

- Tinh ning k¥ thuat cia hang hoa chao thau.

- Dé xuat va giai thich chirc ning, nguyén 1y hoat dong, cau hinh hoat dong cua
cac thiét bi chao thau trong Hé thdng mang LAN tai tda nha B va nha 2 tang tai
Trung tdim Vin hoa hang khong - Téng Cong ty Quan ly bay Viét Nam phd hop véi
muc tiéu, yéu cau cua goi thau.

- C6 so d6 két néi chi tiét cac thanh phan trong hé théng.

- C6 so do b tri thiét bi trén ta rack khoa hoc, gon gang va pht hop véi diéu
kién thyc té tai tda nha B va nha 2 tang tai Trung tim Vian héa hang khong - Téng
Co6ng ty Quan ly bay Viét Nam.

- CO6 ké hoach thi cong cu thé.

Nha thau c6 thé tham khao giai phap k¥ thuat so bo cho Hé thong mang LAN
tai toa nha B va nha 2 tang tai Trung tim Van hoa hang khong - Tong Cong ty Quan
1y bay Vi¢t Nam dudi day:

1.2.3.1 Giai phap k§y thuit cho Hé thong mang LAN Nha 2 tang Trung tAim Vin
hoa hang khong:
1. Internet Redundancy véi 02 Puwong Truyén
M6 hinh nay sur dung hai duong truyén Internet, két néi téi mot thiét bi
firewall. Viéc sir dung hai duong truyén Internet dam bao tinh kha dung cao (high
availability) cho hé thdng mang, dam bao khdng bi gian doan khi mot duong truyén
gdp su Co.

- Puong truyén 1 va Puong truyén 2: Két ndi tir cic nha cung cdp dich vu
Internet khac nhau (VNPT / FPT / Viettel) gitp tang tinh kha dung va giam
thiéu nguy co mat két ndi Internet.

- Puong truyén 1: Str dung duong truyén VNPT sin c6 ciia TT Khi tuong Hang
khong vai bang thong 400Mbps.

- Puong truyén 2: Tam thoi sit dung duong truyén Internet FPT san c6 tai nha
B do TT QLLKL quan 1y v61 bang thong 400Mbps.

2. Firewall

- Chirc nang: Bao vé hé thong mang khoi cac cudc tin cong tir bén ngoai va cac
modi de doa mang. Firewall s& kiém tra tat ca cac luu luong dir liéu di vao va
ra khéi mang noi bd, thuc hién kiém soat truy cap va céac chirc nang bao mat
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khac nhu loc Web, kiém tra luu lugng HTTPS, bao vé chdng lai tan cong
DDoS, v.v.
3. Core Switch
- Switch Core: Vi kha ning cung cip bing thong 16n va céac tinh ning cao cap
nhu QoS, VLAN, EtherChannel, switch core nay dong vai tro chinh trong vi¢c
chuyén tiép dit liéu trong hé thong mang.

- Switch Trung tam hoat dong ¢ 16p 3 dong vai tro dinh tuyén trong noi bo toa
nha va cung cap két ndi ra va vao toa nha nay thong qua cac két nbi dén tuong
Ita.

- Vlan dugc sir dung dé phan tach cac tang, cac phong ban trong toa nha theo
yéu cau st dung. Cu thé vlan duoc phan bo nhu sau:

+ Trung tam DTHL (tang 1):

e Mang chuyén mén sir dung cho cong tac dao tao huan luyén:
172.168.130.0/24 Gateway 172.168.130.1

e Mang Van phong: 172.168.140.0/24 Gateway 172.168.140.1
+ Trung tam Khi tuong hang khong (Tang 2):

e Mang Van phong: 172.168.150.0/24 Gateway 172.168.150.1
+ Trung tdm Phdi hop TKCN HK (Tang 2):

e Mang Van phong: 172.168.160.0/24 Gateway 172.168.160.1
+ Mang Wifi: 172.168.120.0/23 Gateway 172.168.120.1
+ Lop Quan ly MGMT: 172.168.110.0/24 Gateway 172.168.110.1

- Lép CORE c¢6 nhiém vu cap DHCP cho tét ca céc thiét bi ¢au cudi mang
LAN, Access Point Wifi.

Bing: Quy hoach VLAN cu thé

STT | VLANID Zone DPia chi mang Gateway (GW)
1 110 MGMT 172.168.110.0/24 | 172.168.110.1
2 120 Wifi 172.168.120.0/24 | 172.168.120.1

Lan chuyén mén
3 130 DTHL 172.168.130.0/24 | 172.168.130.1
4 140 LAN VP BTHL | 172.168.140.0/24 | 172.168.140.1
5 150 LAN KTHK 172.168.150.0/24 | 192.168.150.1
6 160 LAN TKCN 172.168.160.0/24 | 192.168.160.1
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4. Access Switch

Switch Access: Day 1a cac switch cp thap két ndi dén cac switch phong va
cac dau cudi nhu may tinh, dién thoai IP, mdy in, v.v. Switch access ho tro
cac tinh niang nhu PoE (tiiy chon), VLAN, QoS dé dam bao két ndi mang 6n
dinh va bao mat cho céc thiét bi dau cudi.

Cau trac két noi: Cac switch access s€ két noi tdi cac switch core thong qua
cac link uplink véi bang thong cao, ddm bao kha nang truyen tai dir liéu hiéu
qua gitra cac 16p mang.

5. Phan mang Wifi

Wifi Controller: Quan ly tap trung phan mang wifi cé toa nha, tao cac SSID
riéng bi¢t cho ting don vi hodc nhoém phong ban/nguoi sir dung.

B thu phat Wifi: Stir dung bd thu phat wifi véi cong nghé wifi6 tro 1én vaoi
bang thong 16n, cong suat manh, chiu tai 16n (t6i thiéu 100 user) phu song
toan bo toa nha.

6. Md hinh téng quan

Internet: Hai két ndi Internet tir hai nha cung cdp khac nhau hodc tir cing
mot nha cung cap.

Firewall: Thiét bi firewall két n6i voi hai duong truyén Internet, sir dung cau
hinh SD-WAN dé dam bao tinh kha dung cao.

Switch Core: La thiét bi trung tam, dong vai tro nhu "xuong séng" ctia mot
hé théng mang, chiu trach nhiém chuyén tiép lugng 16n dir ligu tdc do cao
va dang tin cdy gilta cac phan khac nhau cta mang. N6 két ndi cac switch
truy cap (access switch) va chiu trach nhiém xtr ly luu lugng gifta cac mang
con, bang thong cao.

Switch Access: Cac switch access két noi truc ti€p voi céac thiét bi dau cuoi
va truyén tai dit liéu Ién céc switch core.

Wifi controller: Bo quan 1y wifi quan 1y truc tiép cac bo thu phat wifi bao
gdm tao cac SSID cho timg don vi, timg nhom phong ban... Cap phét dia
chi IP dong, tao cac chinh sach truy cép lién quan dén bao mat, thoi gian,
luu luong. ...

7. Cdc tinh nang quan trong
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VLAN: Hé thong mang sé stir dung VLAN dé phéan chia mang thanh cac
phan ving logic, gitp cai thién hiéu suat va bao mat mang. Mdi nhém ngudi
dung hoac loai thiét bi c6 thé duoc phan vao mét VLAN riéng bi¢t.

Routing: Viéc dinh tuyén gitta cac VLAN s¢€ dugc thuc hién boi cac switch

core. Cac switch nay c6 kha nang xtr ly Layer 3, cho phép routing gifra céac
VLAN ma khéng can thiét bi router riéng biét.

1.2.3.2 Giai phap k¥ thuit cho Hé thong mang LAN Téa nha B Tong Cong ty
Quan ly bay Viét Nam:

1. Internet Redundancy véi 02 Puong Truyén

M6 hinh nay sir dung hai dudng truyén Internet, mdi duong truyén két ndi téi

mot thiét bi firewall riéng biét. Viéc sir dung hai duong truyén Internet dam bao
tinh kha dung cao (high availability) cho hé théng mang, dam bao khong bi gian
doan khi mot duong truyén gap su cé.

Puong truyén 1 va Puong truyén 2: Két ndi tir cac nha cung cép dich vu
Internet khac nhau (VNPT va FPT) gitp ting tinh kha dung va giam thiéu
nguy co mat két ndi Internet.

Firewall (HA): Hai bo firewall duoc cdu hinh véi giao thiac High
Availability (HA) dé dam bao néu mot thiét bi gip su cd, thiét bi con lai s&
tu dong thay thé, gilt cho hé thong ludn hoat dong ma khong bi gian doan.
Giao thic HA ¢6 thé sir dung Active-Passive hodc Active-Active, tly theo
yéu cau cy thé cua hé thong.

2. Firewall

Chtrc ning: Bao vé hé thong mang khoi cac cude tin cong tir bén ngoai va
cac mbi de doa mang. Firewall s& kiém tra tat ca cac luu luong dir li¢u di
vao va ra khoi mang ndi by, thuc hi¢n kiém soat truy cap va cac chirc nang
bao mat khac nhu loc Web, kiém tra luu lugng HTTPS, bao v¢ chéng lai tAn
cong DDoS, v.v.

CAu hinh HA:

+ Active-Passive: Mot bo Firewall sé lam chu (Active) va bo con lai s€

lam dy phong (Passive). Trong trudng hop bd chi gap su ¢b, bo du phong sé
tu dong chuyén sang trang thai chu ma khong lam gian doan dich vu mang.

+ Active-Active: Cac Firewall cung xur 1y luu lwong thay vi mét thiét bi

chiu toan bo ganh nang. Sir dung thuit todn can bang tai nhu Session-based
Load Balancing. Khi ca hai thiét bi déu hoat dong, mot thiét bi s& 1am Master,
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thiét bi con lai 1a Slave. Néu Master gap su cd, Slave sé& tu dong dam nhan vai
tro va tiép tuc xir 1y Iuu luong. V&i cau hinh nay hiéu suat sé cao hon do ca
hai thiét bi cing xur 1y luu luong. C6 tinh sin sang cao, néu mot thiét bi gap
su ¢6, thiét bi con lai van duy tri dich vy, ngodi ra con c6 chiic ning cin bang
tai gitra cac Firewall giGp giam thiéu tinh trang ngh&n mang.

3. Core Switch (Stacked)

Switch Core: Hai bo switch core s& dugc két ndi theo dang stacking, nghia
la chung s€ hoat dong nhu mot thiét bi duy nhat. Viéc stack cac switch gitp
tang kha nang mé rong (scalability), dé dang quan 1y va dam bao d¢ tin cay
cao. V&i kha nang cung cap bang thong 16n va cac tinh nang cao cap nhu
QoS, VLAN, EtherChannel, cic switch core nay dong vai tro chinh trong
viéc chuyén ti€p dit liéu trong hé thong mang.
Loi ich cua Stacking: Khi stack lai, cac switch core sé hoat dong nhu mdt
thiét bi duy nhat, c¢6 thé chiu tai 16n va ho trg kha nang du phong. Néu mot
switch trong stack gap su cd, cac switch con lai van c6 thé duy tri hoat dong
ma khong lam gian doan dich vu.
Vlan duoc sir dung dé phén tach céc ting, cic phong ban trong toa nha B.
Cu thé vlan dugc phan b6 nhu sau:

+ VLAN 10 cho tang 1: dia chi 192.168.110.0/24

+ VLAN 20 cho tang 6: dia chi 192.168.120.0/24

+ VLAN 30 cho tang 7: dia chi 192.168.130.0/24

+ VLAN 40 cho tang 8: dia chi 192.168.140.0/24

+ VLAN 50 cho tang 9: dia chi 192.168.150.0/24

+ VLAN 131 cho hé théng TCND: dia chi 192.168.131.0/24

+ Cac VLAN khac khi c6 yéu cau

Wireless Controller dugc phan vao 01 vlan (vlan quan ly WIRELESS
CONTROLLER).

Lop CORE c6 nhiém vuy cép DHCP cho tit ca cac thiét bi dau cudi mang
LAN, Access Point Wifi.

4. Access Switch

Switch Access: Day 1a cac switch cap thap két ndi dén cac switch phong va
cac dau cudi nhu may tinh, dién thoai IP, may in, v.v. Switch access ho tro
cac tinh nang nhu PoE (Power over Ethernet), VLAN, QoS dé dam bao két
ndi mang on dinh va bao mat cho cac thiét bi dau cudi.
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Cau trac két noi: Cac switch access s€ két noi to1 cac switch core thong qua
cac link uplink véi bang thong cao, ddm bao kha nang truyén tai dir liéu hi¢u
qua gitra cac 16p mang.

5. Phan mang Wifi

B6 sung thém switch PoE dé ting ning luc cho phin mang wifi

B6 sung thém cac bd thu phat wifi dé ting ving phu song, x6a bo cac diém
chét tai tﬁng 6,7 nha B.

6. Md hinh téng quan

Internet: Hai két ndi Internet tir hai nha cung cap khac nhau hodc tir cling
mot nha cung cép.

Firewall: Hai thiét bi firewall két ndi voi hai dudng truyén Internet, sir dung
cAu hinh HA dé dam bao tinh kha dung cao.

Switch Core (Stacked): Hai switch core duogc két ndi theo dang stack, tao
thanh mot thiét bi duy nhat dé xur 1y tt ca cac két ndi giita cac switch access
va cac thiét bi khac trong mang.

Switch Access: Cac switch access két ndi truc tiép véi cac thiét bi dau cudi
va truyén tai dit liéu 1én cac switch core.

7. Cdc tinh nang quan trong

VLAN: Hé théng mang sé& sit dung VLAN dé phan chia mang thanh céc
phan ving logic, gitp cai thién hiu suit va biao mit mang. Mi nhom ngudi
dung hoic loai thiét bi c6 thé duoc phan vao mot VLAN riéng biét.

Routing: Viéc dinh tuyén gilta cac VLAN s¢€ dugc thuc hién bdi cac switch
core. Cac switch nay c6 kha nang xtr ly Layer 3, cho phép routing gifra cac
VLAN ma khéng can thiét bi router riéng biét.

Redundancy: H¢ théng mang duogc thiét ké dé co tinh kha dung cao, vdi viée

su dung hai firewall trong cdu hinh HA, hai switch core dugc stack, va cac
duong truyén internet du phong cho nhau.

1.2.4. Yéu cau vé bio hanh, bdo tri

- Pap ung vé dia diém, thoi gian bao hanh nhu sau:

= Pia diém bao hanh: Toa nha B Tong Cong ty Quan 1y bay Viét Nam (S6 5/200
Puong Nguyén Son, Phudng Bé Dé, Thanh phdé Ha Noi, Viét Nam) va nha 2 tang
Trung tdm Vian hoa hang khong (S6 196 Puong Nguyén Son, Phuong B6 D&, Thanh
phd Ha Noi, Viét Nam).
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= Thoi gian bao hanh: Nha thau phai cam két bao hanh ti thiéu 12 thang d6i
v6i toan bo vat tu, thiét bi thudc pham vi cung cap cta goi thau nhung khong thap
hon thoi han bao hanh ctia nha san xuat ké tir ngay nghiém thu hoan thanh dua vao
su dung.

- Phuong thurc bao hanh:

+) Nha thau c6 dudng day nong trén mot trong cac kénh sau: email, sé dién
thoai, fax, tiép nhan thong tin bao hanh, hd trg ki thuat theo co ché 24/7 (24 gio
trong ngdy, 7 ngdy trong tuan).

+) Trong thoi gian bao hanh, néu xay ra bat ky sy hu hong hoic truc tric do

16i k¥ thuat ctia hang hoa hoic Nha san xuat d6i voi hang hoa do Nha thau cung cap.
Nha thau c6 trach nhiém stra chita hodc thay thé, khic phuc nhimg 16i d6 va moi chi
phi lién quan déu do Nha thau chiu. Néu Nha thau khong thuc hién sira chita/khac
phuc trong vong 10 ngay lam viéc ké tir ngay nhan dugc thong bao ciia Cha dau tu
thi Chu dau tu dugc quyén thu hoi toan b tién bao dam bao hanh cua nha thau.

+) Trong vong 12 gid ké tir khi nhan dugc thong bao ciia Chu dau tu, Nha thau
phai ctr nhan vién k¥ thuét t6i dia diém bao hanh dé khac phuc cac su ¢b. Thoi gian
khic phuc ti da trong vong 03 ngay. Trong trudng hop khong khic phuc dugc sy sb
tai chd, nha thau phai cung cap giai phap chay tam, dam bao hé thng cua Chu dau
tu hoat dong binh thuong.

+) Truong hop hu hong vat tu, thiét bi phai stra chita/khac phuc thi thoi gian
stra chita/khic phuc khong duoc tinh 14 thoi gian bao hanh.

+) Trong thoi gian bao hanh, néu vat tu, thiét bi hu hong dén 1an tha 2 thi nha
thau phai thay mai vat tu, thiét bj d6. Tong thoi han nha thau sta chita, thay thé doi
v6i truong hop nay ti da 30 ngay.
1.2.5. Bién phap thi cong:

- Nha thau phai 14p phuong an, bién phép trién khai chi tiét dé danh gia tinh
kha thi va sy phu hop, trong d6 bao gdm it nhit cac thong tin sau: phuong 4n to
chirc khao sat, tién do trién khai thuc hién go1 thau (nhap hang, kiém tra hang hoa,
ban giao hang hoa, lép dat, cai dat, chay thir, huéng dan st dung, ban giao dua vao
sir dung, ...) va phuong an/bién phép chi tiét trién khai lap dat, cai dat, ciu hinh cac
thiét bi/ hé thong trong pham vi goi thau.

- Co Bién phap trién khai va thuc hién dau ndi, két ndi hé théng mang LAN
véi toan bd cac thiét bi / hé théng thiét bj lién quan hi¢n c6 cua chu dau tu tai toa
nha B va nha 2 ting Trung tdm Vin hoa hang khéng - Téng Cong ty Quan 1y bay
Viét Nam. Nha thau phai chiu trach nhi€ém boi thuong toan bd thi¢t hai gay ra néu
xay ra su c6/hong héc hé thong CNTT cua tdoa nha trong qua trinh lap dat, cai dat,
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ciu hinh thiét bi va hé théng. - Bién phap trién khai phai dam bao khong dugc lam
gian doan va anh huong dén cac hoat dong thuong xuyén cia tdoa nha B va nha 2
tang Trung tAm Vin hoa hang khong - Tong Cong ty Quan 1y bay Viét Nam.
1.3. Cic yéu cau khdc
a) Vin chuyén, lip dit:
Hang hoa phai duoc ban giao, lap dit tai Nha B Tong Cong ty Quan 1y bay
Viét Nam va nha 2 tang Trung tim Vin hod hang khong.
- Hang hoéa phai nguyén dai, nguyén ki¢n, tem mac khong rach...
- Bao bi dong goi: Nhan hang hoa tuan tha quy ché vé nhin hang hoa luu
hanh trén thi truong Viét Nam. Bao bi con mdi, khong bién mau, khong rach nat,
bién dang. Dan day du tem mac.

- Van chuyén, lap dit cac hang héa cuia goi thau do nha thau thue hién nhung
phai bao dam an toan tuyét ddi vé thiét bi, an toan vé sinh méi truong, an toan lao
dong, phong chdng chay nd trong qua trinh 1ap dit, cai dat, ...

Muc 2. Ban vé

E-HSMT nay gdm c6 céc ban v& trong danh muc sau day:

2.1 Ban vé nha 2 tang TT VHHK
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Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gom co:

- Thoi gian kiém tra: trudc khi dua hang hod vao lép dat, cai dat.

- bia diém: tai Trung tdm Quan 1y ludng khong luu.
- Noi dung:

+ Kiém tra s0 lugng, chat lugng, ching loai, nhan méc, xuat xur, nam san xuat,
thong so k¥ thuat cua hang hoa.

+ Trong truong hop hang héa do nha thau cung cap ¢ chat lugng khong tuan
thu quy dinh thi Chu dau tu khong tiép nhan hang hoa dong thdi Nha thau phai cung
cap hang hoa méi thay thé dam bao chat luong ding quy dinh, moi chi phi do Nha
thau chiu.

+ Néu hang hoa c6 khiém khuyét, hu hong, hai bén sé& thao luan trén co s ton
trong 13n nhau va cung hop tac. Trong trudng hop khong giai quyét duge, Chil dau
tu s& moi don vi ¢6 tham quyén dé giam dinh va ra phan quyét, moi chi phi do Nha
thau chiu.
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