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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gidi thiéu chung vé dw todn mua sim, géi thiu

a) gioi thiéu chung:

- Tén du todn: Cap nhat cac ph?m mém bao mat;

- Tén goi thau: Cap nhat cac phan mém bao mat;

- Cha Pau tu: Cuc Cong nghé thong tin - B6 Tu phép;

- Pia diém thuc hién: Cug Cong ngh¢ thong tin - B Tu phap, s6 60 Tran
Pht, phuong Ba Dinh, thanh pho Ha Noi.

- Ngudn vén: Ngan sach nha nudc;

- Hinh thtrc lya chon nha thau: DAu thau rong rai qua mang trong nuoc;

- Phuong thuc Iya chon nha thau: Mot giai doan mot thi ho so;

- Thoi gian bt dau t6 chic lya chon nha thau: Quy 11/2026;

- Thoi gian t6 chirc lira chon nha thau: 30 ngay;

- Loai hop dong: Tron goi;

- Thoi gian thyc hién g6i thau: 15 ngay

b) Muc tiéu:

Cap nhat phan mém bao mat cho cac cac thiét bi, giai phap tai Trung tam

dir liéu dién tr cuia B4 Tu phap nham hoat dong lién tuc, thong sudt, dam bao an
toan an ninh thong tin.

1.2. Yéu cdu vé ky thudt

a) Yéu cdu chung vé ky thudt:

- Hang hoa ¢am bao chét luong, chinh hiang c¢6 ngudn gdc xuat x& rd rang;
- Hang héa hop phép va dugc luu hanh hop phap tai Viét Nam,;

- Pon vi cung cdp hoan toan chiu trach nhiém Vé moi thi€t hai phat sinh do

viéc khiéu nai cua bén thir ba vé viéc vi pham ban quyén s& hitu tri tué lién quan
dén hang héa ma don vi da cung cap;

- Tuén thu cac quy dinh vé tiéu chuan hién hanh tai qudc gia hodc ving lanh
tho ma hang héa co xuat 1.

b) Yéu cau vé ky thudt cu thé:

Stt | Danh muc hang héa Yéu ciu k§ thuit tdi thiéu

Gia han bin quyén Phin mém quét virus quan 1y tip trung cho may tram

1 va may chii vat 1y véi so lwong 800 users
1.1 | License phan mém | - Kha ning phat hién va phong chdng mi doc:
BCY Endpoint + Phat hién theo hanh vi (Heuristic analysis)
Security (12 thang)

+ Cong nghé phan tich ty dong
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+ Phat hi¢n dya trén Machine Learning & Big Data

+ Nhan dién theo mau (Signature-based)

- Kha ning phong chéng tan cong nang cao:

+ Chdng tin cong bic cau (Anti-Bridging)

+ Ngin chin khai thac 16 hong (Exploit Prevention)

+ Bao vé email khoi ma doc

+ Loc va kiém soat truy cap web

+ Chéng phishing

+ Chdng ma hoa dir liéu (Ransomware protection)

+ Phong chéng APT

- Kiém soat thiét bj va nguoi dung:

+ Kiém soat thiét bi ngoai vi

+ Kiém soat Gmg dung

+ Kiém soat theo chinh sach nhom

- Quan 1y tap trung va van hanh:

+ Quan ly tap trung

+ Ty dong cdp nhat co s¢ dir li¢u

+ Trién khai nhanh (1-click install) vao 1 file cai dat
standalone

+ Kiém so4t toan bo chirc ning ctia phan mém Endpoint
Client tai may tram

- Kha nang tich hop hé thng:

+ Tich hop SIEM

+ Tich hop AD/LDAP

- Giam sat va bdo céo:

+ Gidm sat trang thai Endpoint

+ Giam sat tinh hinh virus toan hé thong

+ Chirc ning bao céo théng ké tinh hinh virus cho nguoi
quan tri, nguoi dung

+ Xuét bao cao theo dinh dang PDF, HTML

Giai phap bio dam an toan thong tin cho hé¢ thong thw dién tir Pineapp
Mailsecure (Cyfox Mailsecure) cho 2000 users (12 thang)

2.1

Pineapp Mailsecure
(Cyfox Mailsecure)
cho 2000 users

- Hb tro tdi thiéu céc tinh ning:

+ Phat hi¢n & Ngan chan Email Phishing

+ Chdng gia mao (Anti-Spoofing)

+ Xac thuc email (Email Messaging Authentication)
+ Quan ly luu lugng email (Email traffic)

+ Hd trg LDAP (LDAP Support)

Gia han bio hanh thiét bi twong Iira Check Point - GOI NGFW (Next
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Generation Firewall)

3.1

Thiét bi tuong lira
vung mang internet:
Check Point 6700 —
Base. (Thoi gian gia

han bao hanh 12
thang). Serial
Number:
2223BA5517 &
2223BAS5520

- Hardware Maintenance: Renewal Co-Standard
Support for 6700 Base Appliance with SandBlast
subscription package for 1 year (S6 luong: 02)

- Hardware Maintenance: Renewal Co-Standard
Support for 4 Port 10GBase-F SFP+ interface card for
6000, 7000, 16000, 26000 and 28000 series. Requires
an additional 10GBase SFP+ transceiver (S6 luong:
02)

- Hardware Maintenance: Renewal Co-Standard
Support for Replacement AC Power Supply for
6600/6700/6900 series appliances (Sb lugng: 02)

- Hardware Maintenance: Renewal Co-Standard
Support for SFP+ transceiver for 10G fiber Ports -
short range (10GBase-SR) (S6 luong: 08)

- Software Subscription: Next Generation Firewall
Package for additional 1 year for 6700 Base Appliance
(S6 lwong: 02)

Tinh nang :

- Kiém soat ung dung (Application Control) : HJ trg
nhén dién va kiém soat it nhat 10,000 g dung co san
- Tinh nang phong chéng xam nhép (IPS) :

+ C6 tinh ning phong chéng xam nhap (IPS) véi kha
nang phat hién ngan chan thuce thi cac 16 hong da biét,
DNS Tunneling, DoS...

+ Phuong thtrc phat hién: Vulnerability and exploit
signatures, Protocol validation, Anomaly detection,
behavioral analysis

+ Co6 kha nang phat hién tan cong tan cong theo mirc
do, tan cong tu chdi dich vu DoS, tan cong diém yéu
mg dung, tan cong diém yéu hé diéu hanh

- Tinh nang kiém soat noi dung :

+ Cho phép thiét 1ap chinh sach kiém soat viéc
upload/download dya trén loai ndi dung va dinh dang
dir ligu.

- Tinh nang Site-to-site VPN :

+ HJ tro trién khai Site-to-Site VPN v&i cac mé hinh
Star, Mesh.

+ HJ tro dinh tuyén luu luong VPN théng qua Domain
Based VPN va Route Based VPN

+ HJ tro kha ning tim dudng di tdi uu cho luu luong
VPN
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+ HO tro kha nang lya chon cac cong két ndi dugc diung
cho VPN két n6i téi ndi bd va bén ngoai.

+ Kha ning chia sé tai dé phan phdi dong déu luu luong
VPN

- Tinh nang SSL VPN: HJ tro tinh ning SSL VPN

- Chinh sach kiém soat ngudi dung (User-based
Policy) :

+ Kha nang tich hop vd6i1 Microsoft AD, LDAP,
RADIUS

+ Cho phép thiét 1ap chinh sach trén thong tin dinh danh
nguoi dung, hoac nhom nguoi dung

- Tinh nang giai ma hod :

+ Hb trg HTTPS Inspection, véi TLS 1.3, theo chiéu
out]oound, inboupd, va chia sé dir li¢u da giai ma 5:éc
thiét bi khac. HO trg HTTPS Inspection trén cac cong
khong theo tiéu chuan.

+ CO6 menu riéng dé cdu hinh chinh sach giai ma
HTTPS, doc lap vai cau hinh chinh sach kiém soat truy
cap.

- Tinh sin sang cao :

HJ tro cac co ché hoat dong:

+Active/Active L2, Active/Passive L2 and L3

+ Cluster, VRRP

- Cac tinh nang dinh tuyén Unicas va Multicast :

+ Hb trg cac giao thirc dinh tuyén dong: OSPFv2 and
v3, BGP, RIP

+ Static routes, Multicast routes

+ Policy-based routing

+ PIM-SM, PIM-SSM, PIM-DM, IGMP v2, and v3

- Sao luu dy phong: H6 trg co ché Backup c4u hinh va
Snapshot toan bg hé thong giup té61 vu van hanh

3.2

Thiét bj tuong lira
vung mang trung tam:
Check Point 6600 —
Plus (Thoi gian gia
han bao hanh 12
thang). Serial
Number:
2245BA2260 &
2245BA245

- Hardware Maintenance: Renewal Co-Standard
Support for 6600 Plus appliance with SandBlast
subscription package for 1 year (S6 luong: 02)

- Software Subscription: Next Generation Firewall
Package for additional 1 year for 6600 PLUS
Appliance (S6 Iugng: 02)

Tinh nang :

- Kiém soat ing dung (Application Control): Ho tro
nhan dién va kiém soat it nhat 10,000 irng dung c6 san
- Tinh niang phong chéng xam nhép (IPS):
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+ C6 tinh niang phong chéng xam nhap (IPS) voi kha
nang phat hi¢n ngan chan thuc thi cac 16 hong da biét,
DNS Tunneling, DoS...

+ Phuong thirc phat hién: Vulnerability and exploit
signatures, Protocol validation, Anomaly detection,
behavioral analysis

+ Co kha nang phat hién tan cong tan cong theo mirc
do, tan cong tur chdi dich vu DoS, tan cong diém yéu
mg dung, tan cong diém yéu hé diéu hanh

- Tinh ning kiém soat noi dung :

+ Cho phép thiét lap chinh sach kiém soat viéc
upload/download dya trén loai néi dung va dinh dang
dir ligu.

- Tinh nang Site-to-site VPN :

+ Hd tro trién khai Site-to-Site VPN véi cac m6 hinh
Star, Mesh.

+ HJ tro dinh tuyén luu luong VPN théng qua Domain
Based VPN va Route Based VPN

+ HO tro kha ning tim duodng di tdi vu cho luu luwong
VPN

+ Hb tro kha ning lya chon céac céng két ndi duge dung
cho VPN két noi téi ndi bd va bén ngoai.

+ Kha ning chia sé tai dé phan phdi dong déu luu luong
VPN

- Tinh ning SSL VPN: H{ tro¢ tinh ning SSL VPN

- Chinh sach kiém soat ngudi dung (User-based Policy):
+ Kha nang tich hop vd6i1 Microsoft AD, LDAP,
RADIUS

+ Cho phép thiét 1ap chinh sach trén thong tin dinh danh
nguoi dung, hodc nhém ngudi dung

- Tinh nang giai ma hod :

+ Hb trg HTTPS Inspection, véi TLS 1.3, theo chiéu
out]oound, inboupd, va chia sé dir li¢u da giai ma 5:éc
thiét bi khac. HO trg HTTPS Inspection trén cic cong
khong theo tiéu chuan.

+ CO6 menu riéng dé cdu hinh chinh sach giai ma
HTTPS, doc lap vai cau hinh chinh sach kiém soat truy
cap.

- Tinh sin sang cao :

HJ tro cc co ché hoat dong:

+Active/Active L2, Active/Passive L2 and L3

+ Cluster, VRRP
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v3, BGP, RIP
+ Static routes, Multicast routes
+ Policy-based routing

Thiét bj twong lira tng dung: Imperva X2520 Web Application Firewall

4.1

Gia han bao hanh - Hardware Maintenance: X2520 Web Application
thiét bi Imperva Firewall, Annual Enhanced Support (S0 luong: 01)
X2520 Web - Hardware Maintenance SSL Accelerator Card - Mid

Application Firewall | Capacity for X2520/X4520/ X6520, Annual Enhanced

(thoi gian gia han bao | Support (S6 lwong: 01)
hanh 12 thang). Serial

2245BA0126
Enhanced Support (S6 luong: 01)

luong: 01)
Tinh nang:

Interface, API

thng

thong tin.

Vmware

1.3. Cdc yéu cau khdc:
1.3.1. Yéu cdu v@ trién khai cung cip hang héa:

- Cac tinh ning dinh tuyén Unicas va Multicast :
+ Hb tro cac giao thirc dinh tuyén dong: OSPFv2 and

+ PIM-SM, PIM-SSM, PIM-DM, IGMP v2, and v3

- Sao luu du phong: Hb tro co ché Backup ciu hinh va
Snapshot toan by hé thong gitp toi wu van hanh

ber: - Hardware Maintenance: 10 Gigabit Ethernet Network
number. Interface Card - PCIE- Dual SR Fiber Bypass for
X2520 / X4520 / X6520 /X8520 / X10K2, Annual

- Software Subscription VM150 Management Server
Virtual Appliance, Annual Enhanced Subscription (SO

+ Cho phép quan tri thong qua giao dién Web User

+ Cho phép cau hinh canh bao qua email

+ Cho phep thye hién tao bao cao c6 kha nang tuy chinh
noi dung theo nhu cau, ¢6 san cac bao cao mau va co
thé trich xuat duoi dang PDF, CSV

+ Cho phép tao va phan quyén nguoi ding theo vai trd
+ Cho phép dang xuit tai khoan cua ngudi dung va ngit
hi€u lyc cua tai khoan dang nhap vao trang quan tri h¢

+ Cho phép xuét log ra hé thong SIEM béng syslog
+ Cho phép an cac dir liéu vi du nhu sd tai khoan, ma

PIN, mat khau,. .. trong phﬁn nhat ky log dé tranh 16 lot

+ Phan mém quan tri cai dat dugc trén cac moi truong
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- Tich hop véi hé théng bao mat, ddm bao khong anh hudéng hoat dong hé
théng hién c6 ctia Chu dau tu;

- Trong qua trinh thyc hién cai dit cung cip hang hoa, nha thau phai dam
bao dir li€u an toan, nguyén ven;

- Béi véi cac phan mém (License) cung cap phai la phién ban thuong mai
m&i nhét tinh dén thoi diém du thau hodc twong thich véi cac hé thong sin co cua
Chu dau tu. Pong thoi trong qua trinh cung cap hang hoéa, nha thau phai cap nhat
mién phi cac ban va 13i va cac phién ban nang cap nho tir nha san xuat néu co

- Nha thau ctr can bd k¥ thuat thuc hién cap nhat phﬁn mém bao méit cho
cac trang thiét bi va giai phap dam bao an toan thong tin

- Trong sudt thoi gian cung cap hang hoa, nha thau phai cam két b tri nhan
su hd tro ky thuat tir xa 24 gid/ngdy + 7 ngay/tuan trong thoi gian thyc hién hop
déng va phai dam bao dua ra phuong an xu ly su ¢6 trong vong 01 gio ké tir khi
nhan dugc yéu cau cua don vi st dung vao bat ky thoi diém nao;

- Dia diém trién khai cap nhat cac phﬁn mém bao mat va hd trg k¥ thuat:
Cuc Cong ngh¢ thong tin - B§ Tu phap, s6 60 Tran Ph, phuong Ba Dinh, thanh
phé Ha Noi;

- Hinh thire s¢ hitu: ban quyén phai duoc dang ky dudi tén cta don vi sir
dung do Chu dau tu yéu cu;

- Nha thau phai cam két dép tmg céc yéu cau vé dam bao an toan thong tin
theo: Luat An toan thong tin mang $6 86/2015/QH13; Nghi dinh 85/2016/ND-CP
ngay 01/07/2016 ctia Chinh phii vé bao dam an toan hé thdng thong tin theo cap
d6; Thong tu sd 12/2022/TT-BTTTT ngay 12/8/2022 Quy dinh chi tiét va hudng
dan mot sé diéu ciia Nghi dinh s6 85/2016/ND-CP ngay 01/07/2016 ciia Chinh
pht vé bao dam an toan hé théng thong tin theo cip do;

- Trong trudng hop tring thau nha thau phai cung cap Glay phép hoic Gidy
uy quyen ban hang cta nha san xuét, dai 1y phan phédi hodc Gidy ching nhan quan
hé dbi tac hodc tai liéu khac co gia tri tuong duong nhim chimg minh nha thau
dugc uy quyén hop 16 ctia nha san xut, dai Iy phan phdi dé cung cip hang hoa.

1.3.2. Yéu cau vé biao dam chat lwong hang héa:

Stt Noi dung Yéu ciu

Nha thau c6 bién phap to chitc cung cap hang hoa
cu thé (thuyét minh chi tiét) kha thi va dam bao
khong 1am anh huéng hoat dong hé théng CNTT
Bién phép td chirc cung cua phﬁ dau tu, bao gém day du ndi dung:

cép hang héa + T6 chirc nhan su,

+ Phuong an cung cap,

+ Bao hanh hd trg k¥ thuat, dau moi hd trg 24x7 cu
thé (email, dién thoai)

Nha th?luvcé bién phap bao dam chat luong hang
hoa cu thé (thuyét minh chi ti€t) phu hop, bao gdm

2 | Bién phap bao dam chat
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lugng dich vu Quy trinh cung cip, Kiém tra thir nghiém
1.3.3. Yéu ciu vé bao hanh, hd tro k¥ thuit:
- No6i dung bao hanh, hd tro k§ thuat:
+ Bao hanh, HJ tro ky thuat 24x7 trong subt thoi gian cung cép dich vu;

+ Bao hanh, hd tro k¥ thuat hang héa theo tiéu chuan quy dinh ctia Nha
san xuat;
+ Dia diém Bao hanh, hd tro ky thuat: Tai vi tri khach hang.
-H6 trg an toan bao mat: Co giai phap hd tro an toan bao mat cu thé (thuyét
minh chi tiét) phu hop hé thong mang CNTT cua Chu dau tu, bao gom:
+ Pam bao an toan bao mat cho hé théng mang CNTT.
+ HO tro quan tri, xtr 1y truc tiép tai dia diém cta Chu dau tu.
Muc 2. Ban vé
Khong co.
Muc 3. Kiém tra va thir nghiém
Céc kiém tra va thir nghiém can tién hanh gdm c6:
- Kiém tra hang hoa vé s6 luong, chat lugng.
- Kiém tra tinh nang hang héa
- Cac kiém tra khac theo yéu cau Chu dau tu.



