Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

A. Gi6i thiéu chung vé géi thau

- Tén dy an: Pau tu thay thé thiét bi tuong lira — Cang HK Pong Héi.

~ Tén gobi thau: Goi thau sb 2: “Cung cip va trién khai dich vu k¥ thuat thiét bi
tuong lira thé hé moi”.

- Chu dau tu: Cang hang khong Dong H6i — Chi nhanh Tong cong ty Cang hang
khong Viét Nam - CTCP.

- Dia diém thuc hién: Phong may cha - Cang hang khong Pong Héi (phuong
DPong Thuén, tinh Quang Tri).

- Thoi gian thuc hién hop dong: < 60 ngay ké tir ngay hop ddng co hiéu lyc.

~ Hinh thirc hop ddng: Tron goi.

B. Yéu cau chung ddi v6i hang héa, dich vu

1. Hang hoa cung cip phai méi 100%, nguyén dai nguyén kién, khong co bat ky
khiém khuyét nao vé thiét ké, vat liéu hodc gia cong. Bﬁy dua vat tu, phu kién va cac tai
lidu kém theo (néu co) theo tiéu chuan cta nha san xut. Thiét bi phai c6 ngudn gde xuit
XU 16 rang va hop phap, dugc san xuit khong qua 02 nam tinh dén thoi diém dong thau.

2. Bat ky viéc ghi nhan hiéu, catalogue, model (néu c6) tai Chuong nay chi nhim
muc dich tham khao, minh hoa cho cac tiéu chuin vé dic tinh k¥ thuat, thiét ké va cong
nghé t6i thiéu mong mudn cua hé thong. Nha thau hoan toan co quyén chio cac thiét bi
c6 nhin hiéu, xuat xt khac nhung phai cam két va chimg minh dugc hang hoa chao thau
1a “twong dwong” vé dic tinh k¥ thuat, tinh ning st dung, tiéu chuin cong nghé va kha
ning tuong thich hoan toan véi ha tAng mang va cac ludng dinh tuyén hién hitu theo
dung quy dinh tai Luat Dau thiu va cic vin ban huéng dan thi hanh hién hanh.

3. Nha thau bét budc phai dinh kém day du tai liéu ky thuat (Datasheet, Brochure)
chinh thirc cong bd tir hang san xuat dé minh ching cho céc thong s6 ki thuat duoc chao
trong ho so du thau. DPdi vai cac yéu cau k¥ thuat chi tiét, nha thau phai dién giai cy thé
bang cac thong sd thuc té cia thiét bi chao thau, khong duoc ghi chung chung "dap
ung/dam bao tudn thu E-HSMT".

4. Khi ban giao thiét bi tuong Itra thé hé mdi (NGFW), nha thau phai cung cap day
du cac tai liéu va cam két sau day:

- Chutng nhan xuét xt (CO): Ban gbc hoic ban sao y cong ching chimg nhan
xuét xt do Phong Thuong mai cua nudc san xuit hodc nudc xuat khau cép, hoac do
hang san xuat phat hanh (d6i voi hang hoa nhap khau).
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- Chimg nhén chit lugng (CQ): Ban gdc hoidc ban sao y cong chimg ching nhan
chat lugng cua hang san xuat dbi voi thiét bi nhap khau, dam bao thiét bi méi 100% va
dung tiéu chudn k¥ thuat ctia hang.

- Thu uy quyén ciia nha san xuat (Manufacturer's Authorization Letter - MAF):
Vin ban cta hing san xuét 0y quyén cho nha thau cung cip hang hoa va thuc hién cac
dich vu lién quan cho goi thau néu trén.

- Thu hd tro ky thuat va bao hanh: Van ban cua dai dién hang hoac nha phan
phbi/dai 1y duoc ty quyén cua hing san xut thiét bi tuong lira tai Viét Nam phat hanh,
bao gdm cac ndi dung cam két sau:

+ Dich vu bao hanh: Cam két cung cép dich vu bao hanh ph?m cung 24x7 truc tiép
tir hang san xut véi thoi han > 12 thang,

+ HO tro ky thuat SLA 24x7: Cam két hd tro k¥ thuat theo tiéu chuan SLA 24x7,
dugc thuc hién boi doi ngii chuyén gia k§ thuat c6 ching chi bao mat mang quéc té cip
d6 Chuyén nghiép (Professional Level hoic tuong dwong do hing thiét bi chio thau céap
ching nhan).

+ Kénh hd tro: Tiép nhan yéu cau va xir Iy su c¢b thong qua tong dai hd tro k¥
thuat (Hotline) tai Viét Nam.

5. Cac thong s6 va thuat ngit chuyén nganh trong Chwong nay duoc trinh bay dudi
dang Tiéng Viét kém theo ky hiéu, thuat ngit nguyén ban Tiéng Anh. Viéc duy tri thuat
ngir Tiéng Anh song song nhim dam bao tinh chinh xdc tuyét ddi vé mit k¥ thuat va
1am co s& thdng nhit dé d6i chiéu, tranh céac sai 1éch vé mit ngit nghia trong qua trinh
thuc hién.

6. Quy u6c dinh dang sb: Toan bo chit sé trong Chuong nay duoc quy ude theo
tiéu chuan Viét Nam: DAu chim (.) ding dé phan cach hang nghin va diu phéy (,) dung
dé phan cach phan thap phan (Vi du: Chit s6 muoi ldm nghin nam tram phdy nam don
Vi sé duoc viét la 15.500,5).

C. Yéu cau k¥ thuit chi tiét

Bang 1: Danh muc hang héa, dich vu:

Ponvi | S6

tinh |lwgng Ghi chi

Stt Danh muc

Thiét bi Tudng lira thé hé méi - Yéu cau chi tiét tai Bang 2 va
kem Go61 ban quyén bao mat Bang 3.

1 2 o ~ Al Bo 02 N S A~
tong hop va dich vu k¥ thuat di ’ - Yéu cau nha thau chao cu thé ma
keém, thoi han 12 thang hiéu, nha san xuat, nudc san xuat.

Bao gém cac vat tu can thiét, phat
R .2 . R sinh ngoai tiéu chuén cta nha san
2 | Vat tu phu trién khai Bo 01 &

xuét thiét bi tuong lira dé dam bao
lap dat, trién khai h¢ thong.




Stt Danh muc an vi| SO Ghi chu
: tinh |lwong
2.1 | Module SFP 1G RJ45 B¢ 04
2 Module SFP+ 10G SR, 850nm, BG 02 ‘ ’
MMF - Yéu cau chi tict tai Bang 4
23 Day nhay quang LC-LC OM3 BS - Yéu cau nha thau chao cu thé ma
. v, 0 04 ‘A . A (o A
Duplex ( dai 3m) hi¢u, nha san xuat, nudc san xuat
24 Dd%/ nhgiy mang Cat6A S/FTP B 08 cho timg loai vt tu.
(Bam san, dai 3m)
2.5 | Ddy nguon C14 (dai 6ft) Bé 04
Dich vu lién quan (khao sét, I5p . -Trongol ‘
3 dat. cAu hi 2 A Goi 01 | - Yéu cau chi tiét tai Muc D va
at, cau hinh, chuyén do1) ;
muc E Chuong nay.
Bang 2: Thong s6 k§ thuit nén tang thiét bi twong lira thé hé méi
STT | Hang muc/ Thong sb Yeu cauxky t!lue{t tor thicu Ghi chu
can dap ung
| Céu hinh thiét ké phan
cirng va giao di€én vat ly
> 08 cong cap dong hd tro tdc do tir
1Gbps dén 5Gbps (RJ45);
1 Céng két néi LAN cap | > 01 cong 2.5GE danh cho dong bo du
dong (RJ45) phong (HA)
> 01 cong 1GE danh riéng cho quan tri
hé thdng (Management).
) Cong két ndi quang GE | > 16 khe cdm quang SFP hd tro toc do
(SFP) 1Gbps.
3 Cong két ndi quang 10GE | > 04 khe cim quang hd tro chuin
(SFP+) 10Gbps SFP+.
2 e > 04 khe cam quang toc do cao ho trg
4 (CS‘?I*?;;? nol quang 23GE | 21 25Gbps SFP28 (h§ tro twong
thich nguoc 10Gbps SFP+).
5 Giao tiép ngoai vi Thiét bi phai hd tro céng dié,u khién cuc
(OOBM) bd (Console) va cong két n61 USB.
Tich hop 6 cimg thé ran (SSD) ndi bo
c6 tong dung luong luu trit > 900 GB
6 Kha Iléng Ivu trir dir liéu nham muc dich luu trit ciu hinh mang,
tai cho nhat ky su kién cuc bd (local logging),
thong tin gobi tin va bao céo phan tich
ma ddc.
> 02 bo ngudn dién xoay chiéu (AC)
7 Céu hinh ngudn dién | hoat dong theo co ché du phong song

(Power Supply)

song (1+1 Hot-

swappable)

Redundancy /
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Yéu ciu ky thuit tdi thiéu

STT | Hang muc/ Théong s6 A S Ghi chu
can dap ung
’ Kich thudc thiét ké theo chuan tu cap
8 | Kich thudc thiét ke mang cong nghi¢p (Rack mount), do

day 1RU.

Thiét bi phai c6 kién trac phan cimg
chuyén dung, tich hop chip xur 1y song
song (ASIC/Network Processor - NP

9 | Kién tric phan cling hoic twong dwong) hd tro ting toc phan
cung (Hardware Acceleration/
Hardware Offloading).
Thiét bi phai dugc thiét ké dé hoat dong
10 | Pidu kién moi trudng on dinh trong dai nhiét do toi thieu tir
i 0°C dén 40°C va do am moi truong tu
10% dén 90% (khong ngung tu).
Pat cac chung nhéan chét luong, an toan
, s A o~ A | cOng nghi¢p va tuong thich di¢n tur
11 ghfz:lircll;llgﬁ ?rr:;r}ll; Quoc truong qudc té nhu: FCC Part 15 Class
; A, CE, UL/cUL, CB, hoac cac chuan
cong nghé quéc té tuong duong.
Chi tiéu hi€u nang va
II | niing luc xir Iy hé thong
t6i thicu
Biang thong tuong lira co | > 140 Gbps (Théng s6 do kiém dua trén
1 | ban (Firewall | mdi truong ciu hinh kich thudc goi tin
Throughput) mang 16n chuan myc 1.518 byte).
Biang thong phong chéng
2 | xam nhap (IPS | > 15 Gbps.
Throughput)
Bang thong tudng ltra thé = A1.3 Gl?ps (T.h ong ?6 do lutng trogg
6 |he méi (NGFW moi tr}Iong giao thong da dang, hon
Throughpu 0 hop cac loai giao thirc mang doanh
nghi¢p - Enterprise mix).
> 12 Gbps trong trang thai van hanh
Bang thong bao vé toan ﬂ,liét b,i kich 1‘10{1'[ défng thdj hér}g loat
4 | dién (Threat Protection tl?h .nang‘ phong thu chuyén sau l?ao
Throughput) gom: F 1‘rewa‘ll, II:S, éppAhcatAlon
Control va Phong chong ma ddc nang
cao (Anti-Malware).
Thiét bi phai hd tro kiém tra, giai ma va
phéan tich luu lugng HTTPS (SSL/TLS
Inspection) trong diéu kién bat cac tinh
ning bao mat (IPS). Cu thé:
5 Nang lyc xir Iy va giai ma | - Thong lugng kiém tra SSL (SSL

SSL (SSL Inspection)

Inspection Throughput) > 11 Gbps

- Toc d6 thiét 1ap phién SSL mai (SSL
Inspection CPS) > 9.000 phién/giay

- S6 phién SSL dong thoi (Concurrent
Sessions) > 2,5 tri€u phién




STT

Hang muc / Thong s6

Yéu ciu ky thuit tdi thiéu
can dap ung

Ghi chu

Cac gia tri hiéu nang dugc xac dinh trén
luu lwgng HTTPS trung binh véi nhieu
bd ma hoda (cipher suites) khac nhau.

Bang  thong Kiém soat
Ung dung (Application
Control Throughput)

> 45 Gbps.

Tong nang luc két ndi
dong thoi (Concurrent
Sessions)

> 26 triéu phién két nbi dong thoi.

Téc d6 thiét 1ap phién méi
(New sessions/second)

> 550.000 phién két ndi hoan toan mai
trong vong mot giay.

Quan tr1 Chinh sach Bao
mat (Policies & Rules)

>10.000 quy tic, chinh sach tuong lira.
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b6 tré Tuong lua
(Firewall Latency)

< 3 ps déi v6i goi tin kich thude nho
(64 byte chuan UDP)

I

Cong nghé 40 héa, mang
dién rong SD-WAN va
ha tang VPN

Tinh ndng 4o hoa tudng
Itra trung tam

Hé diéu hanh cia thiét bi cung cip kha
nang phan ving phan tach mot hé théng
vat 1y thanh nhidu thuc thé khéng
gian/nglt canh bdo mat logic doc lap
hoan toan (Vi du: Virtual Firewall /
Virtual System / Security Context). H¢
théng mic dinh phai hd trg kha ning
phén tach > 10 phan vung logic doc 1ap.

Bang thong xu ly giao
thirc [Psec VPN
Throughput (512 byte)

> 50 Gbps
SHA256).

(test uses AES256-

Quy mé kénh truyén két
ndi mang dién rdng
(Gateway-to-Gateway
IPsec VPN tunnels)

> 2.000 Tunnels.

Kha niang két néi VPN Tir
xa  (Client-to-Gateway
[Psec VPN Tunnels)

>50.000 Tunnels.

Bang thong Truy cép
SSL-VPN (SSL-VPN
Throughput)

> 6 Gbps.

Gidi phap Truy cép tur xa
SSL-VPN  dong  thoi
(Concurrent ~ SSL-VPN
Users)

>5.000 Users.

Kha ning du phong (High
Availability)

HO trg cac ché dd Active-Active,
Active-Passive, Clustering.




Ghi chu:

- Nha thau cé trach nhiém highlight (Iam néi bat) va ghi ré vi tri trang/dong trén
tai liéu Data Sheet hoac tai liéu ky thudt chinh hang twong ung voi tung tiéu chi trong
bang.

- Yéu cau kj thudt dwoce danh gid la déap vmg khi thong sé c6 gid tri twong dwong

hodc tot hon so voi thong so tai cot: “Yéu cau ky thudt toi thiéu can dap ung”.

Bang 3: Géi ban quyén bio mit tong hop va dich vu ky thuit tich hop (thoi

han 12 thang cho 02 thiét bi chay song song)

STT | Nhom tinh ning bao mat Mo ta
Ngan chan xam nhap (IPS, Hé, thong p }Alét h,ién va ng?l ne hefmv xam 1 hap mane, nge:ln
1 Malicious/Botnet URLS) chan truy cap cac URL va dia chi IP doc hai hoac thudc
mang ludi may tinh ma (Botnet). Cap nhat ty dong.
- Kha niang quét va diét virus, ma doc, phan mém gian
diép, botnet trong thoi gian thuc.
Phong chéng ma doc (Anti- | - Tinh ning vo hiéu hoa va tai tao ndi dung (Content
5 Malware Protection | Disarm & Recpnstruction —CDR
(AMP), AV, Content | - Bao vé chong ma doc boc phat (Virus Outbreak
Disarm & Reconstruct) Protection).
- Tich hop Al Sandbox Cloud dé phén tich cac file nghi
ngo.
Loc ndi dung Web/DNS Kiém soat va loc truy cap Web/URL theo danh muc;
3 (URL, DNS and Video | ngan chan yéu cé}l phan giai tén mién (DNS) nguy
Filtering, Malicious | hiém; ki€m soat ludng Video va chan cac chirng chi bao
Certificate) mat doc hai.
4 | Chdng thu rac (Anti-Spam) | Ngan chin thu rac trén cac giao thuc tiéu chuén.
2 o Kha ning nhan dién, phéan loai va kiém soat luu luong
5 Klem‘ spat ing dyng tmg dung khong phu thudc vao cong dich vu (port) hay
(Application Control) . ,
giao thuc (protocol).
Dich vu hd trg truc tiép tr hang san xuit 24x7. Yéu cau
6 | Dich vu hd tro k¥ thuét thoi gian phan hdi (Response Time) tdi da 01 gid ddi
vé6i cac su ¢b mirc d6 nghiém trong (Critical).
Bao gdm quyén cap nhat lién tyc hé diéu hanh (OS) va
7 | Dich vu nén tang hé théng ban v4; kha nang nhan dang thiét bi, nhan dién dia Iy IP
(GeolPs) va dich vu phan giai tén mién dong (DDNS).
Ghi chu:

- Nha thau cé trach nhiém highlight (Iam néi bat) va ghi ré vi tri trang/dong trén
tai liéu Data Sheet hodc tai liéu ky thudt chinh hang twong wng voi tung nhom tinh nang
trong bang.

- Chdp nhdn cdc gidi phdp sir dung tén goi tinh ndng khdc nhau & cét “Nhom tinh
ndng bao mdt” do ddc thii dat tén ciia tieng hing, mién la tai liéu hang chitng minh dwoc

nguyén Iy hoat dong va hiéu qua dap vng twong dwong voi mo ta tai cot: “Mo ta”.



Bang 4: Vit tu phu thi cong

Dién giai chi tiét yéu ciu k¥ thuit /

STT Danh muc A ]
’ S0 lwgng quy dinh
S6 lugng: 04 bd. Chuan cong nghé 1000BASE-T, hd
1 | Module SFP 1G RJ45 trg toc do truyén dan 1Gbps qua giao dién dau noi

cap dong RJ45 (Cat6/Cat6A).
S6 lwong: 02 bd. Chuan cong nghé 10GBASE-SR

Module quang bang thong

2 10Gbbs SR truyén dan budc song 850nm, thiét ké danh riéng cho
p moi truong cap quang da mode (Multi-mode fiber).

‘ S6 lugng: 04 b9. Chuan dau ndi 2 dau LC-LC, loai

3 Cap truyén dan quang chuyén | soi quang OM3 dang Duplex (2 161 song song), chiéu

dung (Day nhay quang) dai to1 thiéu > 3 mét, cau tao vo boc vat liéu chong

chay, it toa khoi doc hai (LSZH).
. S luong: 08 bo. Dang cap dong duc sfu,l nha may
4 Cép mang 161 dong (Day nhay | chuan Cat6 hodc Cat6A c6 16p boc chong nhicu,

RJ45) chiéu dai cap t6i thiéu > 3 mét, str dung két n6i mang
quan ly va thiét 1ap duong truyén dy phong HA.

S6 luong: 04 bo. Pau cdm chuin C13-C14, tiét dién
161 day > 1.0 mm?, dai ~ 6ft, dap (mg dién ap cung
cap tai phong ta rack may chu (Server Room) hién
hiru cta Cang.

5 | Day ngudn cung cip dién

Ghi chu: Toan bo vat tu phai twong thich va hoat dong on dinh véi thiét bi NGFW

dwoc chao thau.

D. Yéu ciu vé phwong phap trién khai dich vu ki thuit va chuyén doi hé théng

Nha thau trang thau bit budc phai thiét 1ap va tuan thu chat ché cac bude dudi ddy:

1. Khéo sat hi¢n trang va lap phuong an thi cong:

~ Doi ngii chuyén gia cta nha thau phai thuc hién cong tac khao sat, doc hiéu toan
dién cAu hinh ha tﬁng hién hiru trén hé théng cti (Cum 02 thiét bi FortiGate 500E), thu
thap day du dir liéu can thiét.

- Dua vao dit liéu thu thap, 1ap mot ban Phuong an chuyén doi chi tiét, cung cp
hé théng ban v& d6i chiéu logic (mapping) so do két ndi cap giira thiét bi cii va hé thong
mo&i. Ban thiét ké phai cu thé hoa kién trac thiét 1ap phong vé theo mo hinh P9 sin sang
cao (High Availability) theo phuong thirc Active/Passive, quy dinh rd co ché chuyén
mach goi tin khi xay ra su cé.

- Bit budc xdy dyung vin ban kich ban khoi phuc ciu hinh. Trong tai lidu nay phai
quy dinh rd trinh ty cac budc luu trix cAu hinh thiét bi cd, trinh tu rat va tra cap mang vé
vi tri cong nguyén thiy, va céc tiéu chi do ludng sy ¢6 nham dam bao hé thong quay tré
lai hoat dong binh thuong nhu trude khi chuyén ddi néu qua trinh trién khai cau hinh
thiét bi méi that bai trong khung thoi gian bao tri cho phép.
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2. Cong téc dich vu chuyén d6i cau hinh dit liéu:

- Trich xuét dit liéu, dich thuat ngon ngtr c4u hinh va thyuc hién nap lai hoan toan
(100%) cac thuc thé ddi twong mang (Network Objects), lut tudng lira (Firewall Rules),
cac chinh sach chuyén doi dia chi mang dinh tuyén (NAT/PAT/Virtual IP) sang hé diéu
hanh ctia cum thiét bi méi. Viéc tinh chinh cdu hinh nay phai dugc thuc thi, ra soat va
kiém thir trude.

- Pam bao cu tric dinh tuyén (Static Routes va cac giao thirc Dynamic Routing
nhu OSPF, BGP) duoc tinh chinh hop 1y. Khdi tao va tai 1ap thanh cong cac két ndi
VPN (Site-to-Site / Gateway-to-Gateway) lién quan dén giao thong dit liéu cua cac don
vi thanh vién va Tong cong ty Cang hang khong Viét Nam - CTCP ma khong yéu ciu
dbi tac hai ddu phai thay ddi thong s6 mang tir phia ho.

3. Khau trién khai hién truong, chuyén cét hé thong va kiém thr:

~ Thiét bj chao thau phai dam bao kha ning chuyén d6i dit liéu cdu hinh nguyén
ban tir hé thdng hién ma khong can phai can thiép thi cong vao ciu trac 1énh (script) co
ban, nham dam bao tinh toan ven cua cac chinh sach bao mat (Security Policies) va doi
tuong mang (Objects).

- Moi cong doan can thiép thao tac d4u ndi vat ly thiét bi, bao gff)m chuyén doi
cap soi quang va cap dong, chi duoc phép tién hanh vao khung gid thip diém ban dém
(thudng roi vao khoang thoi gian tir 22:00 dén 04:00 sang, hoidc theo khung gior khép
kin khong co bat ky chuyén bay nao ct/ha canh, di dugc Ban Giam ddc Cang phé duyét
bing vin ban trude it nhat 48 gid).

- Dinh mtc thdi gian gian doan (Downtime Limit): Tong gi6i han thoi gian mang
bi ngit hoan toan trong thoi diém rat va cdm cap vat 1y (Cut-over) va chd doi bang dinh
tuyén dinh hinh lai (Network Routing Convergence) khong dugc phép vuot qua gidi han
120 phut.

~ Nghiém thu kiém thir chdp nhan: Ngay khi két ndi vat 1y dugc khoi phuc, tién
hanh giam st va kiém tra tryc tiép cac ludng dir lidu cdt 161 duy tri hoat dong san bay
(vi du: giao thong két nbi cho hé théng may tinh lam thi tuc hang khong CUTE/CUPPS,
hé théng hién thi thong tin chuyén bay FIDS, lung video hinh anh ctia hé théng camera
an ninh CCTV, va truy cip mang ciia khoi van phong). Pong thoi, tién hanh bai test rit
ngudn dién cua thiét bi xtr 1y chinh (Primary node) dé xac minh xem thiét bi du phong
(Secondary node) c6 ty dong tiép quan cac phién két ndi mot cach muot ma hay khong.

- Yéu cau ning lyc nhén sy thi cong: Dé dap tmg yéu cau trén, nha thau phai dinh
kém ho so va thyc té bd tri t6i thiéu 01 chuyén gia k¥ thuat ¢6 so hitu chtng chi bao mat
mang qudc té cap do Chuyén nghiép (Professional Level hodc twong duwong do hang
thiét bi chao thau cip chung nhan) tryc tiép c6 mit thao tac va diéu hanh qua trinh
chuyén cit tai hién truong.
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E. Chuyén giao cong ngh¢ va niing luc van hanh

- Tai liéu chuyén giao: Sau khi hé thong van hanh 6n dinh, nha thau tién hanh
dong goi va ban giao bo tai liéu bao gdbm: HO so thiét ké ban v& hoan céng mang ludi
thuc té, So d6 kién trac logic mang, Tép tin sao luu cAu hinh nguyén ban da nghiém thu
(Backup Configuration File ma héa), va b cam nang Quy trinh xir 1y sy ¢d co ban danh
cho nhan vién truc ca.

- Huén luyén tai chd: Pon vi tring thau to chirc dao tao thuc hanh truc tiép
(hands-on) tai phong méy cha cho tdi thiéu 04 k¥ thuat vién CNTT cua Cang hang
khong. Khéa hudn luyén tap trung vao cac k¥ ning van hanh thyc chién: cach thire dang
nhap giao dié¢n, phan tich doc hiéu nhét ky su kién (Logs), thém/stra/xda céac chinh sach
mang bado mat co ban, va thao tac trich Xuét tap tin cAu hinh luu trix hang thang.

- Giam sat va hd trg: Dé phong ngira cac sy ¢d bién dong mang phat sinh sau thay
d6i 16m, nha thau phai bd tri k§ thuat vién chuyén trach két ndi hd tro truc tuyén (Remote
Support) hodc tic truc tai hién trudng trong vong 03 ngay lam viéc dau tién ké tir khi
hoan tit Cut-over dé ra soat hiéu nang hé théng, loai trir cac nat thit ¢d chai, va tinh
chinh chinh sach bao mat cho pht hop véi méi trudng khai thac thyuc té cua Cang.

F. Ché dd bao hanh, bao tri khic phuc sw ¢

- Toan bd hé thong thiét bi phan cimg duoc thu hudng ché do bao hanh theo quy
dinh tiéu chuin cta nha san xuit v4i thoi han tdi thiéu 12 thang, co6 hi¢u luc bét du tinh
tir ngay cac bén chinh thic ky két Bién ban nghiém thu ban giao dua vao sir dung.

~ Cam két img ctru su cb: Trong sudt giai doan bao hanh, bt ky khi nao phat sinh
su cb mat két ndi mang lién quan dén 16i phan cimg/phin mém cia cum thiét bi méi
dugc bao cao tir Chu dau tu, don vi trang thau phai cam két tudn thu mirc thoi gian dap
mg nghiém ngit: c6 k¥ su phan hdi chan doan sy cb trong vong khong quéa 02 gid, va
dua ra bién phap khéc phuc dinh tuyén tam thoi hodc b tri nguén luc truc tiép dén hién
truomg giai quyét su ¢ trong thoi gian sém nhat, nhim dam bao thong tin phuc vu an
ninh va an toan hang khong luon dugc duy tri.

- Chinh sach khic phuc thiét bi phan cing vat Iy: Ap dung chinh sach dich vu
thay thé phan cimg hu hong khan cip (Advanced Hardware Replacement). Trong tinh
huéng céc linh kién vat Iy (nhu bd ngudn, mainboard, giao dién quang) bi xac dinh 15i
hong phan cing, hing san xuat cam két giri thiét bi thay thé mdi dén dia chi van hanh
du 4n theo chuan thoi gian giai quyét su ¢d ciia hang (t6i da trong vong 48 gio 1am viéc).
Trong trudng hop linh kién thay thé chua kip chuyén dén do yéu t6 van chuyén, nha
thau phai ¢ thiét bi cho muon tam twong tng dé duy tri hé théng mang.



B0 sung mau cam két:
Mau s6 15D

, Ngay thang nam
THU CAM KET

Ngay: [ghi ngay thang ndm ky cam két]

Tén gbi thau: [ghi tén g6i thau theo théng bdo moi thau]

Tén dy an: [ghi tén du an]

Thu moi thiu sd: [ghi s6 trich yéu ciia Thw moi thau doi véi dau thau han ché]

Kinh gui: [ghi day dii va chinh xdc tén ciia Chii dau tu]

Sau khi nghién ctru hd so moi thau va vin ban stra d6i hd so moi thausd  [ghi
s6 ciia van ban sika doi (néu c6)] ma ching t6i da nhan duoc, chung t6i,  [ghi tén
nha thau], cam két thuc hién goi thdu  [ghi tén géi thau] theo dung yéu cau cua hd
so moi thau véi thoi gian thue hién hop ddng 14 [ghi thoi gian thuc hién tdt cd cdc
céng viée theo yéu cau cia géi thau]

Chung toi cam két:

1. Khong vi pham quyén s hiru tri tué déi véi toan bo san pham, hang hoa duoc
chao thau trong goi thau nay.

2. Chung t6i hoan toan chiju trach nhiém, mién trir trach nhiém va boi thuong
toan bo thiét hai, chi phi phat sinh (néu c6) cho Chu dau tu trong truong hop cé khiéu
nai cua bén thtr ba vé& quyén s& hitu tri tué d6i voi hang hoa do Chung t6i chao thau va

s& cung cip (néu duoc trang thau).

Pai dién hop phap ciia Nha thau
[ghi tén, chitc danh, ky tén va déng dau]



