Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuit
1.1. Gi6i thi€u chung

- Tén g6i thau: Mua sam hé thong phan mém quén 1y y cu tai Bénh vién Ung
Budu.

- Tén hoat dong tng dung cong nghé thong tin: Mua sam hé thong phan mém
quan ly y cu tai Bénh vién Ung Budu.

- Tén chu dau tu: Bénh vién Ung Buéu.

- Loai hop dong: Tron goi.

- Nguén von: Nguon thu sy nghiép va Quy phat trién hoat dong su nghiép.

- Thoi gian thue hién géi thau: 150 ngay.

- bia diém trién khai: Bénh vién Ung Budu

e Cosol:
o S6 03 No Trang Long, Phudong Gia Pinh, TP.HCM
o S6 06 Nguyén Huy Luong, Phudng Binh Thanh, TP.HCM
o S6 47 Nguyén Huy Luong, Phudng Binh Thanh, TP.HCM
e Coso2:
o Sb 12 Pudng 400, Phuong Tang Nhon Phu, TP.HCM

- Quy mo cua hoat dong tng dung cong nghé théng tin: Mua sam va trién khai
hé théng phan mém quan 1y y cu tai Bénh vién Ung Budu.

STT Hang muc Pon vi tinh S6 lwong

1 | Phan mém Quan 1y Y cu Phan mém 01

Cai dit phan mém, huéng dan hd trg sir

. 1
dung Gol 0

3 | May chu cai dit phan mém Bo 01




1.2. Yéu chu ky thuat

1.2.1. Yéu ciu thong sb ky thuit may chi

1.2.1.1. Yéu cdu thong soé ky thudt hang héa

Nha thau c6 thé lya chon chao thiu nhiing hang hoa c6 thong sé k thuat tuong
duong hoic tot hon. Trong truong hop d6, nha thau phai giai trinh, chirng minh mat
hang dy thau co tinh ning, théng s6 k§ thuat twong dwong hoic tét hon so véi yéu
cau ciua E-HSMT kém theo tai liéu chimg minh ctia Nha san xuét hodc dai ly/ Nha
phan phdi dugc Gy quyén ctia Nha san xuét.

o i S6 | Ponvi
STT Thiét bi Thong so ky thuat lwgng | tinh
1 May chu cai dit phan mém 1 Bo
1.1 | Kiéu dang 1U Rackmount
1 x Intel Xeon GNR-SP 6511P,
1.2 |Bovixuly 16C/32T, 2.3GHz (Turbo wup to
~3.XGHz), 72MB Cache, TDP 150W
4 x 16GB DDR5 RDIMM 6400 E
1.3 | B nhé (Memory) X 16G > 6400 ECC
REG
1.4 | O cling 2 X 480GB SATA 6Gb/s 2.5”
1.5 | Nguén 2 X Redundant 1000W Titanium
HJ trg 8 cong internal 12Gb/s, chuan
A 2 PCle x8 Gen4. Chip xu Iy ROC (RAID
16 | Card dieu khien on Chip), cau hinh Low Profile, c6 kha
nang mo rong 1én té1 16 HDD
Network Controller: AIOM 4-port
1.7 | Card mang (NIC) | 1IGbE RJ45 st dung chip Intel 1350-
AM4




DataCenter Management Package (ban
1.8 | Quanly quyén cho mdi node) dé giam sat va diéu
khién may chu tir xa

1.9 | Bao hanh Bao hanh: 3 nam

1.2.1.2. Yéu cdu thi céng, lip dat doi véi hang muc thiét bi phin cirng:

- Vé an toan lao dong, lép dat hé théng: Pam bao chéng chay, nd, dién giat, sét,
tranh gay va dap vat 1y 1én thiét bi lam hu hai thiét bi, tranh roi thiét bi gdy hu hai
cho nguoi va thiét bi.

- Pam béo tuan thu cac diéu kién an ninh quéc phong, an ninh an toan mang
cho toan hé thong, chong tan cong lay cap di liéu, thay doi noi dung, pha hoai co s
dir 1iéu cho cac hé théng CNTT duogc quy dinh va ban hanh.

1.2.1.3. Yéu cdu khdc véi hang muc thiét bi phén cieng:

1. Hang hoa méi 100%, san xudt nim 2025 trd vé sau (ddi voi phan ctng), chua
qua st dung, dam bao chét luong, dung theo tiéu chuén ctia nha san xuét.

2. Chiu trach nhiém van chuyén, lép dat, chay thir, huéng dan st dung, bao
dudng hang hoa cho don vi st dung. Viéc cung tng, lap dat hang hoa phai dam bao
dung k¥ thuat, my thuat, an toan va tuong thich véi ha tang hién c6 ctia don vi st
dung. Nha thau tu chiu toan bo chi phi va rai ro co thé x4y ra trong qua trinh van
chuyén hang hoa, bao gém ca van chuyén, lép dat, van hanh, chay tht hang hoéa tai
cac dia diém cung cap va lap dit hang hoa.

3. Thoi gian bao hanh theo tiéu chuan nha san xuit, nhung ti thiéu 12 thang
ké tir ngdy nghiém thu, ban giao.

4. Giao cho chu dau tu cac tai liéu sau: Néu 1a hang hoa san xuat, gia cong trong
nude, nha thau phai cung cap ban gdoc hodc ban cong ching cia gidy chimg nhan /
chtng chi / kiém tra chét luong / xuat xudng hodc gidy to twong duong khéc; néu 1a
hang héa nhap khau tir nudc ngoai thi phai cung cap ban gbe hodc ban céng ching
cua gidy ching nhan xuat xtr (Certificate of Origin - CO) hodc gidy td trong duong
khac, ban gdc hodc ban cong ching cua gidy chimg nhan chat lugng (Certificate of
Quality - CQ) hoic gidy chting nhan tuan thu (Certificate of Compliance - CC) hoic
gidy to twong duong khac, khi hai bén to chirc ban giao hang héa.



1.2.2. Yéu ciu vé phin mém

1.2.2.1. Théng tin hién trang vé quy trinh can ddp iing

a. Quy trinh cap phat bo y cu

Quy trinh cép phat bd y cu bao gdm céc budc tir tiép nhan nhu cau cap phat cia
khoa sir dung, phé duyét cip phét ciia khoa Kiém soat nhiém khuan/CSSD, dén viéc
1ap phiéu cap phat va sin sang ban giao bd y cu phuc vu cong tac kham chita bénh,
dam bao dung sd luong, dung thoi diém va truy xuat ddy du lich sir cAp phat.

Quy trinh cap phat bo y cu

Khoa/Phong BP.CSSD

( Batdau )

Y

Tao phiéu W ‘( Xem
yéu ciu cép pha’tJ ’Lyéu cau c8p phat

Khéng duyét Duyét

Da duyét

Luu phiéu
yéu cau cdp phat

Y

( Kétthac )

Hinh 1. Quy trinh cdp phdt b y cu

Nguoi th .
STT Budc Bwol IV | M6 ta chi tiét
hién
1 TflO Phié'u’ yéu Khoa/Phong Cfic khoa/ph(‘zng ‘fao phiél;l yéli cﬁuA cap phat
cau cap phat bd dung cu can su dung 1én B phan CSSD




Xem yéu ciu
cap phat

BP.CSSD

Xem théng tin yéu cdu cap phat tur
khoa/phong gdm céac thong tin chinh nhu
Sau.

e Khoa/Phong yéu cau

e BO dungcu

e Séluong

e Thoi gian nhan

e Muc dich sir dung (néu co)

Kiém tra tinh trang san sang cia cac b0 y cu

Duyét

BP.CSSD

Cé 2 truong hop:

e Khong duyét: phiéu yéu cau khong
duogc chap thuan. Quy trinh két thic.

e Puoc duyét: ddng ¥ duyét, chuyén
sang budc tiép theo.

Luu phiéu yéu
cau cap phat

BP.CSSD

Sau khi duoc duyét, hé thong luu phiéu yéu
cdu cap phat ¢ trang thai “Pa duyét”.

Ghi nhan thong tin nguoi duyét, thol gian
duyét.




b. Quy trinh Giao — Nhan — Str dung tai khoa

Quy trinh Giao - Nhan - Str dung tai khoa

BP.CSSD

Khoa/Phong

CSSD giao bd y cu
cho khoa/phong

Bat dau

Nhan bd y cu

\4
St dung bé y cu

N——

—
Y

Két thic ca s
dung bd y cu

Két thuc

Hinh 2. Quy trinh Giao — nhdn — sur dung tai khoa

STT

Buwoc

Nguwoi thuc
hién

M6 ta chi tiét

Bit dau

Khoa/Phong

Quy trinh dugc khoi tao sau khi phiéu
cép phat bd y cu da dugc duyét va bo
phan CSSD thuc hién ban giao bd y cu
cho khoa/phong stir dung

CSSD giaobo y
cu cho
khoa/phong

BP.CSSD

B6 phan CSSD chuin bi bd y cu theo
phiéu cép phat da duoc duyét.
Thuc hién ban giao bd y cu cho
khoa/phong st dung.
Ghi nhén:

e Danh sach bo y cu

e Soluong

e Thoi gian giao




e Nguoi giao

Khoa/Phong
nhan b0 y cu

Khoa/Phong

Khoa/Phong tiép nhan bo y cu tir CSSD.

Thuc hi¢én ky xac nhan giao — nhan trén
hé thdng.

Hé théng tu dong:

e Ghi nhan thong tin ngudi nhan,
thoi gian nhan

e (Cap nhat bd y cu vao trang thai
“Pa giao — cho sir dung”

e Nhip kho tam thoi b y cu tai
khoa/phong str dung.

Két thiic ca s
dung

Khoa/Phong

Trudc khi thuc hién ca ph?lu thuat/thu
thuat, nhan vién phu trach tai khoa:

e Quetma QR boycu

¢ Quét ma bénh nhan
Hé thong ty dong ghi nhan:

e (Ca phau thuat/thu thuat

e Bénh nhan

e E-kip thuc hién

Trang thai bd y cu duoc chuyén sang
“DPang st dung”.




c. Quy trinh Tra va thu hdi bo y cu

Quy trinh Tra va thu héi bd y cu

Khoa/Phong

BP.CSSD

A

( Batgau )

[ Lap phiéu )

trabdycu J

‘(Tié“p nhan yéu cau
’L tra bd y cu

Y

p
Thu hdi bd vy cu }

.

Y

P
Cap nhat trang thﬂ

bdy cu

N

Y

( Kétthuc )

Hinh 3. Quy trinh Tra va thu hoi b y cu

5i th ]
STT|  Buée Neguol thwe | \15 63 chi tiét
hién
Quy trinh duoc khaéi tao khi b y cu tai
1 | Batdau Khoa/Phong | khoa/phong da két thuc sir dung va &
trang thai “Doi tra”
) Tao phiéu tra gdm céac thong tin:
Lap phiéu tra \
2 b y cu Khoa/Phong e Danhsachbd y cu
e Thoi gian tra
3 Tiép nhan yéu BP CSSD BP.CSSD nhan théng bao tra bo y cu tir

cautrabg y cu

Khoa/phong.




Hién thi théng tin chi tiét phiéu tra.

Thu hoi bd y cu

BP.CSSD

BP.CSSD thuc hién kiém tra tung bd y
cu, ghi nhan:

e S luong thuc té
e Tinh trang b0 y cu
e Dung cu thiéu (néu c6) va Iy do
thiéu
Lap phiéu thu hoi bo y cu va ky xéc
nhan trén hé théng (Khoa/Phong va
BP.CSSD cung ky)

Cap nhat trang
thai b0 y cu

BP.CSSD

Sau khi kY xac nhan thu hoi, hé thong tu
dong thuc hién:
° Chuyén trang thai bd y cu sang
“Cho rua”
e Ghi nhan thoi gian thu hdi, ngudi
thuc hién
Thong tin thu hdi duoc luu nhat ky dé
phuc vu truy xuét, kiém tra va danh gia




d. Quy trinh rtra - dong goi - tiét khuan

Quy trinh rira - déng g6i - tiét khuan

BP.CSSD

( Batdau )

A

y

Thuc hién rira bd y cu

A

y

bong goi bd v cu

A

y

-

N

Thuc hién tiét khuén bd y cu

~

J/

A

( Két thic )

y

Hinh 4: Quy trinh rira - déng goi - tiét khuan

STT

Buoc

Nguwoi thuc
hién

M ta chi tiét

Bit dau

BP.CSSD

Quy trinh dugc khéi tao sau khi CSSD
d3 thu hoi bd y cu tir cac khoa/phong sir
dung va bd y cu dang ¢ trang thai “Cho

2y ??
.

rua

Thuc hién rira
boycu

BP.CSSD

Thuc hién quét ma QR b y cu trén hé
théng.

Tién hanh rira bo y cu theo quy dinh, bao
gém:

e Luya chon may rtra phu hop




¢ Ghi nhan nguoi thyc hi¢n
e Ghi nhan thoi gian rira va két qua
rua
Sau khi hoan tat, hé thong luu nhat ky

rua bd y cu.

Cap nhat sang trang thai da rtra sach.

bong gbéi bo y
cu

BP.CSSD

Nhan vién quét ma b y cu va ghi nhan
cac thong tin:

e Nguoi dong goi

e Ngay gio dong goi

o Két qua dong goi
Truong hop phét hién: thiéu hoic hu
hong, thuc hi¢n bo sung hodc ghi nhan
dung cu hu can stra chita.

Khi hoan tat dong goi, hé thong:

e Inma QR mdi cho bd y cu

e Cap nhat s6 16 va han st dung
moi

e Chuyén bd y cu sang trang thai
“Cho tiét khuan”.

Thuc hién tiét
khuan bo y cu

BP.CSSD

Nhan vién quét ma bg y cuy, xac nhan cac
thong tin:

e Trang thai bt dau tiét khuan

e Thoi gian tiét khuan

e May tiét khuan

e Nguoi thuc hién
Sau khi hoan tit chu trinh tiét khuan:

e Ghi nhan thoi gian két thuc

e Panh gia két qua tiét khuan




Hé théng cap nhat trang thai by y cu
sang “Sén sang cip phat”.

e. Quy trinh quan 1y dung cu hu héng — stra chira

Quy trinh quan ly dung cu hw héng — stra chiva

BP.CSSD Phéng Vat tw thiét bi

( Batdau )

A4
[ Ghi nhan dung cu hu héng ]

A 4

[ Thuc hién tra }74)[ Tiép nhan

Y

[ In phiéu tra vat tu J

Y

( Kétthac )

Hinh 1: Quy trinh quan ly dung cu hu hong — sira chita

oi th .
STT Buéc Neuoi thue | 15 5 chi it
hién
Quy trinh dugc khai tao khi BP.CSSD
’ \ h A h A h h 2 y
1 | Bét diu Bp.cssp | Phathien dung cy huhong trong qua
trinh thu hoi, rira, dong goi hodc kiém
tra bd y cu.

Nhan vién BP.CSSD thyc hién ghi
: nha nhan dung cu hu héng trén hé théng,

p | Ghi nhan dung | op ooy bao edm:

cu hu héng a0 gom:

e Dungcu




e Séluong

e Tinh trang hu hong
e Thoi diém ghi nhan
e Ngudi ghi nhan

Thuc hién tra

BP.CSSD lap phiéu tra dung cu hu
hong cho Phong Vit tu thiét bi.

Chuén bi dung cu hu hong theo danh

dung cu hu|BP.CSSD , . AL
) sach trén phiéu tra.

hoéng
Thuyc hién ban giao dung cu theo ding
s6 luong va chung loai di ghi nhén.
Sau khi Phong Vat tu thiét bi xac nhan

P ti€p nhan: BP.CSSD thuc hién in
In phicu tra vat BP.CSSD phiéu tra vat tw.

tu

Hé théng cap nhat: tru s6 luong dung
cu hu hong khoi kho CSSD




f. Quy trinh quan 1y bd dung cu gti khir khuan tir bén ngoai

Quy trinh quan ly bd dung cu gwri khtr khuan tir bén ngoai

BP.CSSD

Pon vilca nhan bén ngoai

( Batdau )

A

y

A

P
Ti€p nhan b6 dung cu guri tir
bén ngoai

~

A

A

y

cu gui

Gan ma va phéan biét bd dung
ngoai

S

A

y

'd N\
Thuc hién khir khun / tiét
khuén

X

y

Giao tra bo dung cu

[ G ]

A

y

( Kétthuc )

Ti€p nhan J

Y
T

Hinh 6: Quy trinh qudn 1y bg dung cu giri khir khudn tir bén ngodi

Nguoi th .
STT Budée ol TV | Mg ta chi tiét
hién
Quy trinh dugc khoi tao khi don vi/ca
1 |Batdau BP.CSSD nhan bén ngoai mang bd dung cu dén
CSSD dé thyc hién khtr khuan
Tiép nhan bo CSSD tiép nhén bo dung cu tir don vi/ca
2 | dung cu gir tir | BP.CSSD nhan guri.

bén ngoai

Thuc hién kiém tra ban dau:




e Chung loai b dung cu

e S6 luong

e Tinh trang bén ngoai
Ghi nhan thong tin gui trén hé théng,
bao gdm:

e Tén don vi/ca nhan guri

e Thoi gian tiép nhan

e Danh sach bo dung cu

Bo dung cu dugc gan trang thai “Gui
ngoai — cho xur 1y”.

Gan ma va phén
bi¢t bd dung cu
glri ngoai

BP.CSSD

CSSD thuc hién:

e Tao va gan ma QR riéng cho bo
dung cu guri ngoai

e Danh dau dé phan biét véi bo y cu
no1 bo

Thuc hién khur
khuan / tiét
khuan

BP.CSSD

CSSD dua bd dung cu guri ngoai vao quy
trinh xtr 1y:

e Rua

e Dong goi

e Tiét khuan
Trong qué trinh xu 1y, hé théng ghi
nhan:

e Nguoi thuc hién
e Thoi gian xtr ly
e Két qua timg cong doan

Giao tra bo
dung cu

BP.CSSD

CSSD thyc hién ban giao bd dung cu
cho don vi/c& nhan gui.

Ghi nhan trén hé théng:

e Thoi gian giao tra




Hai bén x4c nhan hoan tat viéc giao

nhan.

e Nguoi giao — nguoi nhan
e Tinh trang b0 dung cu

g. Quy trinh quan 1y bo dung cu giri ra ngoai khtr khuan

Quy trinh quan ly bé dung cu gtri ra ngoai khir khuan

BP.CSSD

Pon vilcd nhén bén ngoai

( B&tgau

A

y

[ Lap phiéu gui

ngoai

bd dung cu ra

Y

[Phé duyét phiéu guri ra ngoéi]

@ Khong duyét]

Buoc duyét

};

vi bé

Ban giao bd dung cu cho don

n ngoai

A 4

.

Ti€p nhan bd d

khuén

ung cu sau khu’(

J/

Y

pe

Panh gia két qua va nhap kho

~\

Y

( Kétthic )

—————————— : Tiép nhan /
__________ Tra lai b6 dung cu
d& khir khuan

Hinh 7: Quy trinh quan 1y b6 dung cu giri ra ngoai khir khudn

oi th .
STT Bure Nguoi thyc M ta chi tiét
hién
Quy trinh duogc khoi tao khi CSSD xéac
1 |Batdau BP.CSSD dinh nhu cu giri bd dung cu ra ngoai

khtr khuan, do qua tai, yéu cu k§y thuat




dac thu hoac céac ly do chuyén mon

khac.

Lap phiéu giri

CSSD 1ap phiéu guri bo dung cu ra ngoai
khtr khuan trén hé thong.

Phiéu guri bao gom:

e Danh sach bo dung cu
e Séluong

b6 dung cu ra|BP.CSSD e Ly do gui ra ngoai
ngoal e Don vi cung cdp dich vu khu
khuan
e Thoi gian du kién giri — nhan
Phiéu duoc luu voi trang thai “Cho phé
duyét”.
Ban chu nhiém khoa xem xét phiéu gui
do CSSD dé xut.
Thuc hién: Phé duyét hoac khong phé
’ duyét.
Phé duytphicu | g 5o Trudng hop khong phé duyét:
gl ra ngoai , )
e Phicu bi tr choi
e Quy trinh két thuc
Truong hop phé duyét: Phiéu duoc
chuyén sang trang thai “Pa phé duyét”.
CSSD chuén bi bo dung cu theo phiéu
da dugc phé duyét.
Ban  giao b0 Thuce hién ban giao cho don vi cung cap
dung cu cho )by ~oopy | dich vu khi khudn,

don vi Dbén
ngoai

Ghi nhan trén hé théng:
e Thoi gian giao
e Nguoi giao — nguoi nhan




e Danh sich va sd luong bo dung
cu
Trang thai bd dung cu dugc cap nhat
“Pang giri khir khuan bén ngoai”

Sau khi don vi bén ngoai hoan tat khu
khuén: CSSD tiép nhan lai b§ dung cu

kho

Tiép nhan bo Kiém tra:
5 | dung cusau khtr | BP.CSSD e Séluong
khuan e Tinh trang ni€ém phong
e Két qua khtr khuan
Ghi nhan két qua tiép nhan trén hé thong
CSSD dénh gia két qua khir khuan:
e Dat yéu cau: Nhap kho, Cap nhat
Panh gia két trang thai “Sach — siin sang cip
6 |qui va nhap|BP.CSSD phat”

e Khong dat yéu cau: Ghi nhéan ly
do, Thuc hién xtr ly theo quy dinh
(gui lai, xr 1y nodi bd hodc dé xuat
huy)

1.2.2.2. Yéu cau chung

- Hudng toi mot hé thong mo, dam bao tinh ké thira, nang cap, mé rong trong

tuong lai.

- Phan mém hoat dong thdng suét va on dinh, dap tng sb luong truy cap 16n,
nhiéu nguoi ding cuing 1am viéc tai cing mot thoi diém;

- Pam bao kha ning tich hop va trao doi dit liéu véi cac phan mém quan ly
thong tin chuyén nganh vé giai quyét thu tuc hanh chinh.

- Pam bao khach quan, huéng téi hé thong tong thé, thong nhat, kha chuyén,

an toan va bao mat, hop ly va hiéu qua.

- Nhat quan céc thuat ngit, cu tr(c chtic ning, ... trong toan bd phan mém;

- Quan tri hé théng don gian va manh mé& cho ngudi diéu hanh trong viéc thém




bt nguoi dung, cap phat quyén, quan tri theo nhém...;

- Cung cap cdc tién ich phuc vu cho ngudi st dung; hd tro két xuat cac bang
biéu, béo co theo yéu cau cia ngudi sir dung;

- Thiét lap quy trinh dong phu hop quy trinh 1am viéc thyc té;

- Pam bao c6 kha ning kha niang lién théng voi quy dinh cac yéu cau ky thuat
vé két ndi cac HTTT, CSDL dung chung caa thanh phd, CSDL quéc gia; dam bao
phu hop vai Kién tric Chinh quyén dién tir thanh phd phién ban hién hanh, phai tuan
tha c&c tidu chuan, quy chuan ky thuat nham bao dam duy tri két ndi cua dix liéu,
ng dung va cong nghé, tranh trudng hop bi gian doan do khong tuong thich dan tsi
tang chi phi, ting &6 phuc tap khi tich hop, két ndi.

- C6 phuong an bao vé phll hop, can xac dinh cac yéu cau an toan ddi véi cap
d6 tuong ung cua hé thong thong tin theo quy dinh tai Thong tu s6 12/2022/TT-
BTTTT ngay 12/08/2022 cua Bo Thong tin va Truyén théng quy dinh chi tiét va
huéng dan mot sé diéu ciia Nghi dinh s6 85/2016/NB-CP ngay 01/7/2016 cia Chinh
pht vé bao dam an toan hé thong thong tin theo cap do va hudng dan chi tiét tai tiéu
chuan quéc gia TCVN 11930:2017.

- Cac thong tin duoc Iuu trir trong thoi gian dai;

DPam bao lién théng két ndi vai cac hé théng thong tin, dich vu dd duoc trién
khai ¢ giai doan trude, ciing nhu dam bao van hanh déng b, két ndi hiéu qua véi
cac hé thong thong tin cua chu dau tu.

1.2.2.3. Yéu cdu vé gidi phdp céng nghé sir dung

a. Cong nghé sur dung

Ngon ngir l1ap trinh: .NET Core
Hé diéu hanh may cha: Windows Server.
Co s6 dir liéu: MySQL.

- Hé thong van hanh da nén tang: Hé thdng duoc thiét ké theo mo hinh da
nén tang, hd tro trién khai va st dung duéi hai hinh thtc: (1) Ung dung Web cho
phép ngudi dung truy cap bang trinh duyét trén may tinh (Windows) va thiét bi di
dong (i0S/Android); (2) Ung dung di dong (Mobile App) duoc phét hanh trén
Google Play (CH Play) va Apple App Store, cho phép cai dat va sir dung truc tiép
trén thiét bi thdng minh.



b. Moi truong van hanh hé thong may chi can dam bao:

Pau tu ha tang may chu phuc vu cho Phan mém quén 1y y cu bao gdom:

- May chii &ng dung, co s& dir liéu: Pugc cau hinh véi 32 GB RAM (t6i
thiéu) va 16 nhan xua ly (toi thiéu), may chi nay dong vai tro trién khai ung dung
phan mém, phuc vu luu trir va xu Iy dit liéu caa hé théng Phan mém quan 1y y cu.
Dung luong luu trir duoc bd tri 12 500 GB.

c. Moi trudong van hanh hé théng may tram

+ MOoi truong van hanh trén may tram (Web-based):

Hé théng phan mém dugc thiét ké theo mo hinh ing dung Web, cho phép nguoi
dung truy cap thong qua trinh duyét Internet ma khong can cai dit phan mém chuyén

dung trén may tram.

- Cau hinh téi thiéu may tram:

o Hé diéu hanh: Windows 10 (64-bit) trd 1én

o CPU: Intel Core i3 thé hé 8 trg 1én hodc twong duong
o RAM: Téi thiéu 8 GB

o O cung: SSD, dung luong trong toi thiéu 20 GB
o Do phan giai man hinh: Téi thiéu 1366 x 768
- Trinh duyét dwoc hd tro (phién ban téi thiéu):

STT Trinh duyét Phién bén tdi thiéu
1 Google Chrome >110
2 Microsoft Edge >110
3 Mozilla Firefox >110

+ MBobi truong van hanh trén thiét bi di dong

Hé¢ théng hd tro van hanh trén thiét bi di dong theo hai hinh thire nham dam

bao linh hoat trién khai va phu hop thyc té str dung tai khoa/phong va CSSD:
- Truy cap Web trén thiét bi di ddong (Mobile Web)

Nguoi dung ¢ thé sir dung hé thong thong qua trinh duyét Internet trén dién
thoai/may tinh bang, khong can cai dat tmg dung.




o Trinh duyét hd trg: Chrome (Android), Safari (i0S), Edge (Android/iOS)
o Yéu cau két ndi: WiFi hodc 4G/5G 6n dinh

o Khuyén nghi kich thuéc man hinh: > 5.5 inch dé thao tac thuan tién

- Ung dung Mobile App (cai dit tir Store):

Hé thong c6 thé cung cap wng dung di ddng cai dit truc tiép tir:

o Google Play (CH Play) ddi véi Android

o Apple App Store di v6i i0S

Nén tiang & thiét bi hd tro:

Nén tang Phién ban HPH tdi thiéu
Android Android 9.0 (API level 28) trd 1én
10S 10S 14 tro 1én
- Cau hinh téi thiéu thiét bi di déng:
o RAM: >4 GB
o B0 nho tréng: >2 GB

o Camera: > 8 MP (phuc vu quét ma QR)
o Két ndi: WiFi hodc 4G/5G 6n dinh
1.2.2.4. Céc tiéu chudn kj thudt dp dung trong thiét ké phan mém

- V& céc tiéu chuan CNTT 4p dung cho phan mém: Thang sé ky thuat ap dung
phl hop véi danh muc cac tiéu chuan tng dung CNTT trong cac co quan nha nudc
dugc quy dinh tai Thong tu s 39/2017/TT-BTTTT ngay 15/12/2017 cua Bo Thong
tin va Truyén thong ban hanh danh muc tiéu chuan k§y thuat vé ang dung cong nghé
thong tin trong co quan nha nudc, gom:

o Cac ti€u chuan két noi;
o Cac tiéu chuan tich hop dir liéu;
o Céc ti€u chuan truy cap thong tin;

o Céc tiéu chuan an toan thong tin.



co quan nha nuée theo théng tu s6 39/2017/TT-BTTTT:

Duéi déy 1a chi tiét tiéu chudn k¥ thuat vé tmg dung cong nghé thong tin trong

. Ky hiéu Tén day di ciia inh 4
STT | Loai tiéu chuan Y . Y . Quy dinh ap
tiéu chuan tiéu chuan dung
1 | Tiéu chuin vé két noi
‘ HTTP vl Hypertext _ Transfer P?at budc
1 Truyén siéu van Protocol version 1.1 ap dung
"~ | ban HTTP Voo | Hypertext  Transfer Kh}lyén nghi
Protocol version 2.0 ap dung
FTP File Transfer Protocol Bit budc ap
dung mdt hoac
HTTP vl Hypertext _ Transfer | 212 tisu
Protocol version 1.1 chuén
1.2 | Truyén t¢p tin HTTP V2.0 Hypertext - Transfer Kh}lyen nghi
Protocol version 2.0 ap dung
Web-based  Distributed Khuvén nehi
WebDAV Authoring and 4 Y dun &1
Versioning P ung
RTSP Real-time Streaming Kh}lyen nghi
‘ Protocol ap dung
Truyén, phat . z :
. Real-tim Transport | Kh h
1.3 |ludng am thanh/ | RTP Precio::ol © ansport ;yzn;‘g :
hinh énh L
RTCP Real-time Control Kh}lyen nghi
Protocol ap dung
14 Tru}: C.a,ip va chia OData v4 Opep Data  Protocol Kh}lyen nghi
s¢ dir licu version 4.0 ap dung
; : Simple Mail Transfer ,
Truyén thu dién | SMTP/ P . Bt buoc
1.5 i Protocol/Multipurpose 40 dun
MIME Internet Mail Extensions b aung
1.6 | Cung cap dich vu | POP3 Post Office Protocol | Bit budc ap




truy cap hop thu
dién tuor

version 3

Internet Message Access

dung c4 hai
tiéu chuan doi
v&1 may chu

IMAP 4revl | Protocol version 4
revision 1
Lightweight ~ Directory |  Bit budc
: ap th LDAP ) i
1.7 | Truy cap thu mye v3 Access Protocol version 3 ap dung
) N . Bit budc
1.8 | Dich vu tén mién | DNS Domain Name System ,
ap dung
Giao van mang co Transmission Control Bit budc
1.9 LA TCP ]
ket noi Protocol ap dung
. A Bét A
1.10 Gl?o Vf’l 8 ;.mang UDP User Datagram Protocol ,a buge
khong ket noi ap dung
) BL A
IPv4 Internet Protocol version 4 ,at buge
ap dung
111 Lién mang Bit budc ap
' LAN/WAN 51 v
IPv6 Internet Protocol version 6 d,l‘mg .d;m YOI,
cac thiét bi co
két ndi Internet
. ical ,
\EEE Institute _of Electrlcg and Bt bude
802 11 Electronics Engineers 46 dun
1, | Mang cue bo| 9 Standard (IEEE) 802.11g b duns
~ | khdng day Institute of Electrical and ] .
IEEE : . Khuyén nghi
802.11n Electronics Engineers 46 dun
' Standard (IEEE) 802.11n p wng
Truy cap Internet Wirel Apolicat Bk b
L ireless pplication at budc
113 vol thict bj khong | WAP V2.0 o 0o version 2.0 ap dung
day
Simple Object Access 4t buoc 4
Dich vu Web | SOAP V1.2 : p J- Bat bu?c ap.
dang SOAP _ — SR
WSDL V2.0 | Web Services Description | hodc ca ba tiéu




Language version 2.0 chuan
Universal Description,
UDDI v3 Discovery and Integration
version 3
115 Dich vu Web | RESTful Representational state | Khuyén nghi
' dang RESTful web service | transfer ap dung
WS BPEL Web Services Busm_ess Khuyén nghi
V2.0 Process Execution 46 dun
' Language Version 2.0 b aung
WS-1 Simple
SOAP Simple SOAP Binding | Khuyén nghi
Binding Profile Version 1.0 ap dun
Profile ' P Ung
Version 1.0
WS- : : 2 :
: Web Services Federation | Khuyén nghi
Federation ) )
Language Version 1.2 ap dung
v1.2
: | Web Services Addressing | Khuyén nghi
116 Dich vu dac ta Addressing o g éydung .
Web vL10 - p dung
WS- _ .
S . Web Services | Khuyén nghi
Coordination Coordination Version 1.2 ap dun
Version 1.2 ' b aung
WS-Policy | Web Services | Khuyén nghi
v1.2 Coordination Version 1.2 ap dung
OASIS Web
Services Web Services Business | Khuyén nghi
Business Activity Version 1.2 ap dun
Activity y ' P e
Version 1.2
WS- Web Services Dynamic | Khuyén nghi




Discovery Discovery Version 1.1 ap dung
Version 1.1
WS- : 2 :
Web Services Metadata| Khuyén nghi
MetadataExc Exchange ap dun
hange g b Eung
‘ NTPV3 Network _ Time | Bt buoc ap
117 Dich vu dong bo Protocolversion 3 dung mot
. thot gian NTPva Network Time trong hai tiéu
Y Protocolversion 4 chuan
2 | Tiéu chuin vé tich hop dir liéu
XML V1.0 Extensible _ Markup .
Language version 1.0 Bat budc ap
N ~ . th H'Y ~
21 Ngén ngit dinh | (5" Edition) (5" Edition) dung r¥1()_t
dang van ban trong hai tiéu
XML V1.1 | Extensible Markup chuin
(2" Edition) | Language version 1.1
Ngb o dinh Electronic Business .
gon nglr dinh | o0 . Bét buoc
2.2 | dang van ban cho 15000-2014 Extensible Markup 40 dun
giao dich dién tu ' Language (ebXML) P ung
Pinh nghia cac | <ML Bt bude
2.3 | lugc do trong tai | Schema XML Schema version 1.1 At DUt
lidu XML ap dung
teu V1.1
. Bit budc &p
C Extensibl lesh j
2.4 | Bién i dit lisu | XSL tensible  Stylesheet | 4 o phien
Language . oz
ban mo1i nhat
o5 | MO hinh héa d6i UML v2.5 Unified _Modelling Kh}lyén nghi
tuong Language version 2.5 ap dung
o - | RDE Resource  Description | Khuyén nghi
5 | Mo ta tal nguyen Framework ap dung
dir liéu - '
OWL Web Ontology Language | Khuyén nghi




ap dung

8-bit Universal Character

\ - X A ’ UTF_8 M A
2.7 tTufmh dién b0 ki Set (UCS)/Unicode zat(zlfc
‘ Transformation Format P Eung
Khuon thire trao ,
. h Mark Bat bud
28 | déi thong tin dia | GML V3.3 | Ccodraphy - Markup | Bat buge
Iy Language version 3.3 ap dung
OpenGIS Web Map| Bitbudc
Truy cap va cap WMS V1301 service version 1.3.0 ap dung
2.9 | nhat cac thong tin _ A
dia Iy WES v1.1.0 Web_ Feature Service B’at budc
version 1.1.0 ap dung
Trao d6i dir liéu XML Metadata | Khuyén nghi
2.1 | XMIv2.4.2 . ’
0 dac ta tai licu XML v Interchange version 2.4.2 ap dung
»11 S6 dang ky siéu | ISO/IEC S6 dang ky siéu dir liu | Khuyén nghi
' dix liéu (MDR) 11179:2015 | (Metadata registries - MDR) ap dung
Bo phan ti siéu|1SO 15836- .~ % :
2.12 | dit lieu Dublin | 1:2017 goublljiagotrlz siéu dir licu K;uzefrll n%’)hl
Core paung
Dinh dang trao doi
5 13 | dir liéu mo ta d6i| JSON JavaScript Object | Khuyén nghi
" |tuong dang kich| RFC 7159 | Notation ap dung
ban JavaScript
Ngoén nglt mo i £ .
B P Model | Kh h
214 |hinh quy trinh|BPMN 2,0 | Dusiness Process Model | Khuyen nghi
A and Notation version 2.0 ap dung
nghi€p vy
3 | Tiéu chuan vé truy cp thong tin
Chuan ndi dung Hypertext Markup |  Bit budc
3.1 HTML v4.01 i
Web Language version 4.01 ap dung

(") Dbi véi cac dbi twong thudc pham vi didu chinh cia Thong tu sé 24/2011/TT-BTTTT thi van &p dung quy dinh
cua Thong tu s6 24/2011/TT-BTTTT.




W3C Web  Content Khuvén nehi
WCAG 2.0 | Accessibility Guidelines éydung ‘
(WCAG) 2.0 P Eung
HTML 5 Hypertext _ Markup Kh}lyen nghi
Language version 5 ap dung
Chudn noi dung | XHTML | CXtensible Hypertext) .\ o
32 | Web mé ron V1.1 Markup Language | 4 dun
e ' version 1.1 b g
CSS2 (LSascadlngLStyIIe2 Sheets |
anguage Leve Bt budc dp
Giao dién nguoi Cascading Style Sheets dung mot
33 | . CSS3 A
dung Language Level 3 trong ba tiéu
sL Extensible  Stylesheet chudn
Language version
Dmh dang Pl:clin Text A(.txt): Bt bugc
(.txt) Danh cho cac tai liéu co 40 dun
ban khong c6 ciu tric P ng
Dinh dang Rich Text (.rtf)
(rtf)  v1.8, | phiénban 1.8, 1.9.1: Danh|  Bit budc
v1.9.1 cho cac tai liéu co thé trao ap dung
d6i giita cac nén khac nhau
Dinh dang van ban Word . :
' ' Khuyén ngh
3.4 | Van ban (.docx) méd rong cua Microsoft u yer ngh
ap dung
(.docx)
(pdf) via, binh  dang Porta‘_bAle
V15, vi6 Document (.pdf) phién .
Lo |ban14,15,16,1.7: Danh) Datbuocdp
' cho céc tai liéu chi doc dung mot, hai
hoac ca ba tiéu
Dinh dang Open chuin
(.odt) v1.2 Document Text (.odt)

phién ban 1.2.




Dinh dang Comma
eparated

(osv) Variable/Delimited Bit budc
' (.csv): Danh cho cac bang ap dung
tinh can trao d6i giita cac
ung dung khac nhau.
.5 | Bang tinh
35 ang tin binh dang bang tinh £ .
. oA ., | Khuyén nghi
(.xIsx) Excel mo rong cua 40 dun
Microsoft (.xIsx). b g
Dinh dang Open
(.ods) v1.2 Document Spreadsheets
(.ods) phién ban 1.2
binh dang Hypertext
Doc : ) : ,
! umt‘ant(htm) cho cag Bét bude
(.htm) trinh bay duoc trao doi 4 dun’
thong qua cac loai trinh P ng
duyét khac nhau
D}nh dangq PowerPf)lnt mo Khuyén nghi
(.pptx) rong cua  Microsoft ip dung
3.6 | Trinh dién (-pptx) '
binh  dang  Portable
(pdf) Document (.pdf): cho cac | Bt bude ap
P trinh bay luu dudi dang | dung mot, hai
chi doc hoac ca ba tiéu
Dinh dang Open chudn
(.odp) v1.2 | Document Presentation
(.odp) phién ban 1.2
IPEG Joint Photographic Expert | Bjt bugc ap
o Group (.jpg) ot, hai
i) g
GIF v89a Graphic Interchange (.gif) .

version 89a

tiéu chuan




TIFF Tag Image File (.tif)
Portable Network
PNG :
Graphics (.png)
, o, Tagged Image  File oy
gg |AMh e VOOl cenee IEgmat for  Glg| Dot oude
do dialy . ap dung
applications
MPEG-1 Moving Picture Experts Kh}lyen nghi
Group-1 ap dung
MPEG-2 Moving Picture Experts Kh}lyen nghi
Group-2 ap dung
3.9 Phim 4dnh, am MPEG-4 Moving Picture Experts Kh}lyen nghi
thanh Group-4 ap dung
: Khuyén nghi
MP3 MPEG-1 Audio Layer 3 uyer nght
ap dung
: : Khuyén nghi
AAC Advanced Audio Coding ,uyen et
ap dung
(.asf), Cac dinh dang cua
(wma), Micr_osoft Windows | Khuyén nghi
Media Player (.asf), ap dung
(wmv) (\wma), (.wmv)
210 Ludng phim anh, (.ra), (.rm), Céc_ dinh d?mg Real Khuyén nghi
- am thanh (.ram), Audio/Real Video (.ra), ,
ap dung
(.rmm) (.rm), (.ram), (.rmm)
(.avi), . - ,
Ca(_: d_mh dar_lg Apple Khuyén nghi
(.mov), Quicktime (.avi), (.mov), ,
ap dung
(.qt) (.at)
GIF V893 Graphic Interchange (.gif) Kh}lyén nghi
3.11 | Hoat hoa version 89a ap dung
(.swf) Pinh dang Macromedia | Khuyén nghi




Flash (.swf) ap dung
(sw) Pinh dang Macromedia | Khuyén nghi
' Shockwave (.swf) ap dung
. 3 inh Appl .
(.avi), (.qt), Ca(_: (‘I_m danf_; PP € Khuyén nghi
(mov) Quicktime (.avi), (.qt), 40 dun
' (.mov) P dung
Chuan noi dung : ,
c Wirel Mark Ba 0
312 | cho thiét bi di | WMLvzo | vireless - Markup)  Batbuoc
. Language version 2.0 ap dung
dong
Ameri ,
Bo ky tu va ma | ASCI merican Standard Co_de Bt budc
3.13 hoa for Information 40 dun
Interchange P Ung
T 6909:2001 “Co ,
314 | B0 kv wr va ma) TCVN n;:h\én;lér?g ?in-Bé n(f; Eﬁ Bat buoe
hoa cho tiéng Viét | 6909:2001 fur tiéng Viét 16-bit” ap dung
Zip Zip (.zip) Bit budc ap
3.15 | Nén di liéu _ _ dung mot
gz v4.3 GNU Zip (.gz) version 4.3 |  hodc ca hai
ti€u chuan
Ngbén ngir kich : : o
3.16 |ban phia trinh | ECMA 262 (EG%‘I\I/IE'(;?;:;) tversion 6 B’at(liouoc
khéch op CWtig
RSSv1.0 RDF  Site  Summary | Bt buoe ap
version 1.0 dung mot
Chia sé noi dun i trong hai tiéu
317 : C g RSS V2.0 Really _ _ Simple o
We Syndication version 2.0
: Khuyén nghi
ATOM v1.0 | ATOM version 1.0 uyen ngi
ap dung
318 Chuén két ndi img | JSR 168 Java Specification |  Bit budc
' dung cong théng Requests 168  (Portlet ap dung




tin Specification)
dién tu Java Specification . :
' JSR 286 Khuvén neh
Requests 286 (Portlet ;YZE;g :
Specification) b aung
WSRP V1.0 Web Servme_s for Remote P?at budc
Portlets version 1.0 ap dung
WSRP v2.0 Web Servme_s for Remote Kh}lyen nghi
Portlets version 2.0 ap dung
4 | Tiéu chuén vé an toan thong tin
Secure Multi-purpose | _ . .
‘ . | SIMIME v3.2| Internet Mail Extensions éBatdun bude
41 An toan thu dién version 3.2 p dung
tur .
Khuyén nghi
OpenPGP | OpenPGP uyen Ag
ap dung
) BL A
. SSH v2.0 Secure Shell version 2.0 ,at buoe
49 An toan tang giao ap dung
" | van i £ Hud
: TLS V1.2 Tran_sport Layer Security B’at budc
version 1.2 ap dung
HTTPS Hypertext Transfer B’at budc
Protocol Secure ap dung
43 AAn .toan truyen ETPS File Transfer Protocol Kh}lyen nghi
tép tin Secure ap dung
SETP SSH File  Transfer Kh}lyen nghi
Protocol ap dung
44 An F(A)anv truyén SMTPS Simple Mail Transfer B’at budc
thu dién tr Protocol Secure ap dung
POP3S Post. Office  Protocol | Bjt buoc ap
45 An toan dich vu version 3 Secure dung mot
| truy cép hop thu IMAPS Internet Message Access | hodc cd hai
Protocol Secure tiéu chuan




An toan dich vu

Domain Name System

Khuyén nghi

4, DNSSE _ :
0 DNS SSEC Security Extenssions ap dung
47 An toan tang|IPsec - IP | Internet Protocol security Bit budc
| mang ESP voi IP ESP ap dung
An toan thoéng tin Bt budc
4.8 |cho mang khong | WPA2 Wi-fi Protected Access 2 ] i
A ap dung
day
4, iai thuat ma hé 0 hé thong tin. K¥ .
9 | Giai thuat ma hoa TCVUN COI}g n% ¢ t~0ng ‘im ,y Khuyén nghi
2816:2007 thuat mat ma thuat toan 46 dun
' ma dit liéu AES b aung
Triple Data Encryption | Khuyén nghi
3DES .
Standard ap dung
PKCS  #1|RSA Cryptography | Khuyén nghi
V2.2 Standard - version 2.2 ap dung, su

Vé cac tiéu chuan an toan thong tin: Tuan thu theo quy dinh tai Thong tu s

12/2022/TT-BTTTT ngay 12/08/2022 cua Bo Thdng tin va Truyén théng quy dinh
chi tiét va huong dan mot s6 diéu ciia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016
ctia Chinh phu vé bao dam an toan hé thong thdng tin theo cap do va huéng dan chi
tiét tai tiéu chuan qudc gia TCVN 11930:2017.




1.2.2.5. Yéu cdu tudn thii cdc mé hinh thiét ké hé thong

a. M6 hinh kién trac tong hé théng

Ngw¢i dung tai Khoa/Phong Ban giam déc
Pién thoai Mav tinh
théng minh Yy

Phian mém quan ly y cu 3
o

=5

“«>» 3
. . A . . Do

a M Ao e Do 0 Quan ly cap phat - s

- LS Bang nhap va quan ly Quan Iy b3 y cu dung — thu hdi - tigt 3

y danh muc théng tin ngwéi dang khuin .g

ar

=1

. A Danh <

¥ SO e . Dashboard gia chat lwgng hoat =4
¥ dung cy hr hong — ly bo y cu g = nhan téng quan dong CSSD theo than o1
sira chira tiét khun bén ngoai 99 ng hing Al 9 =

<

D

<~ 7

nén truT";gn nhanh Quan Théng Dich vu dng bd va két I
9 (leatbot) Iy bao céo va giam sat bao & Canh bao nédi dir ligu (HIS) w

Co s& di¥ liéeu phuc vu trng dung, dich vu
CSDL CSDL CSDL
CONG NGHE Ao hoa C# - Net API RDBMS

Hinh 8: M6 hinh kién triic tong thé hé théng
Hé thong duoc thiét ké theo mo hinh phan 16p (layered architecture), dam bao:
- Phan tach ro nguoi st dung — chirc nang nghiép vu — di liéu — cong nghé.

- D& mé rong, dé tich hop (tich hop vai HIS théng qua module Dich vu dong
bo va két ndi dir liéu), van hanh on dinh.

- PhU hop trién khai trong mai truong bénh vién.
M6 hinh gom 4 16p chinh:
- Lép nguoi dung



- L6p irng dung nghiép vu

- Lop co so dir ligu

- Lop cdng nghé — ha tang

Kién tric tong thé caa hé thong bao gém céc phan chinh:

- Xu |y tap trung: Hé thdng phai thiét ké luu tru dit liéu tap trung, co ché tng
dung xu ly tap trung tai Trung tam, cac khoa/phong sé truy cap, st dung va khai thac
dix liéu tap trung.

- Ung dung va CSDL dugc cai dat trén cac may chu (Application Server.
Database server). Toan b cac thao tac xir 1y va thao tac CSDL dugc xu ly trén cac
may chu;

- Nguoi ding tir cac khoa/phong két néi tai hé thong may cha va sir dung cac
chire nang ctaa tng dung thdng quan giao dién Application dugc cai dat hoac truy
cap trén may tram.

b. Mo hinh cai dat hé théng
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Hinh 9: M6 hinh cai dat hé thong

Hé théng phén mém duoc trién khai theo mé hinh tap trung tai bénh vién, tuan
thil cic yéu cau an toan thong tin tdi thiéu cap dd 2, dam bao tinh bao mat, tinh
san sang va kha ning mo rong trong qué trinh van hanh.

b.1. Kién trac tong thé:

Ha tang hé théng duoc thiét ké theo mo hinh nhiéu 16p bio vé, bao gom:
- L&p bao vé bién

- L&p bao vé ndi bo

- Lép can bang tai va may chu tng dung



- L6p co sodir liéu va luu tri

- Ldp sao luu va phuc hoi dit liéu

b.2. Lop tudong Itra bao mat (Firewall)

Twong Iira 16p 1 — Twong lira bién:

- DPuoc trién khai tai diém két ndi gitta Internet va hé théng mang bénh vién
- CO0 chtrc nang:

o Kiém soat truy cap tir bén ngoai

o Ngin chin céac hinh thirc tin cong mang pho bién

- Trién khai theo mé hinh 01 cap thiét bi (High Availability — HA):
o 01 thiét bj hoat dong chinh (Active)

o 01 thiét bi du phong (Standby)

- Khi xay ra su c6 phan ctng hoiac phan mém, hé théng tu dong chuyén sang
thiét bi du phong, dam bao dich vu khdng bi gian doan.

Twong Ika 16p 2 — Twong lira ni bo:
- Puoc trién khai gitta viing DMZ va mang noi bo hé théng
- CO chirc nang:
o Phan ving mang
o Kiém soét truy cap giira cac khu vuc hé théng
o Ngin chin lan truyén tin céng tir bén ngoai vao hé thong 16i

- Tuwong tu 16p 1, twong hra 16p 2 ciing duogc trién khai theo md hinh 01 cap
thiét bi du phong (HA).

Vung trung gian DMZ:
- DMZ dong vai tro 1a ving dém gitra mang Internet va mang noi bo
- Gilp han ché rai ro truy cap trai phép truc tiép vao hé théng may cha

- Chi cho phép cac két néi hop 1é dugc dinh nghia sin thdng qua céac chinh
sach bao mat.

Lép cin bing tai (Load Balancer):



- Sau tuong ltra noi bo, hé thng trién khai thiét bi can bang tai (Load Balancer)
& muc L4/L7

- Load Balancer duoc cau hinh:

o Phén phdi truy cip dong déu dén cac may cha tng dung

o Thuc hién kiém tra trang thai (Health Check) cac may chu
o Tu dong loai bé may chu gap su ¢ khoi luéng xu ly

- C6 thé trién khai Load Balancer theo md hinh 01 cip thiét bi (Active/Standby)
dé dam bao tinh sén sang cao.

Cum may chu ung dung (Application Server Cluster):
- Hé théng str dung tbi thiéu 02 may chi eng dung chay song song
- Cac may chu chiu trach nhiém:
o Xir 1y nghiép vu hé thong
o Cung cap dich vu Web/API cho nguoi ding Web va Mobile
- Nho co ché Load Balancing:
o Heé thong dam bao hiéu nang khi sd lwong nguoi ding ting cao
o Duy tri hoat dong lién tuc khi mét may chi gip su cb.
H¢ thong co s& dir liéu va luu trir:

- Dit liéu hé théng duoc luu trix tap trung tai may chi co s dit liéu va hé thdng
luu trir

- Hé théng dugc bao vé trong viing mang ndi bo, khdng truy cap truc tiép tir
Internet.

Sao lwu va phuc hdi dit liéu:
- Hé thdng co so dir liéu va dix liéu quan trong dugc:
o Sao luu dinh ky theo chinh sach cia bénh vién

o Luu trir tai thiét bi sao luu chuyén dung (NAS/Backup Server hodc vi tri
tach bi¢t)

- Pam bao:

o Kha nang khoéi phuc dir li€u khi xdy ra su ¢



o An toan dir li€u va dap trng y€u cau van hanh lién tyc.

c. Giai phép trién khai

THIET BI NGU'Ol DUNG
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Hinh 10: M6 hinh trién khai

Gidi thich m6 hinh:

- Hé thdng duoc cai dat tai phong may chu cua Bénh vién.

- Céc thiét bi di dong (may tinh bang, dién thoai thdng minh) phai két ndi Wi-
Fi hodc 4G truy cap vao hé théng qua mang Internet.

- Céc may tram phai két ndi vao hé thdng mang LAN hozc Wi-Fi dé truy cap
vao hé thong qua mang Internet.

Céc dac tinh ky thuat cta giai phap

- P9 bao mat cao: Trong bi canh toi pham tin hoc ngay cang gia ting ca
trong va ngoai nudc, cong thém vao d6 1a cac 4m muu tan cong pha hoai nham vao
cac hé thdng thdng tin trén internet cua Pang va Nha nudc, an ninh mang va bao mat
la yéu cau hang dau. Ngoai cac thong tin duoc dang tai rong réi thi cac giai phéap
phan mém phai dam bao tinh an toan va nguyén ven thong tin.

- Tinh on dinh, dap ing dwoc lwong truy cap lén:

- Kha niang mé rong:

- Tinh hién dai: Cac giai phap dua ra dya trén cac cong nghé mai hién dai va
dang duoc sir dung pho bién.

- Tinh linh déng: Hé thdng linh dong dé dap tmg duoc cac thay doi dya trén
y&u cau tir phia nguoi st dung cling nhu cac yéu cau phét sinh tir hé théng.

- Tinh toan ven: Giai phap phai c6 cac co ché sao Iuu phuc hoi khi hé thong
c6 13i, tranh viéc mat mat dir liéu cua cong thong tin dién ta.

- To chwc dir liéu: Ching sé t6 chic dix liéu DB (ding MYSQL) va DB s&
dung riéng tirng cum Website, hinh anh riéng biét cho ting site, nham muc dich dé
quan ly khi c6 1 su thay ddi dic thu cua tieng Website.

Hé théng hoat déng 24/7: Do hé thdng s& dung cluster, loadlancing nén khi c6 1 sy
cd ciia 1 Server nao do thi s& c6 1 Server khac chay thay thé.



d. M6 hinh lién thong két ndi voi hé thong HIS
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Hinh 11: Mé hinh lién théng két néi véi hé thong HIS
Hé thong Phan mém Quén 1y y cu tich hop véi HIS theo mé hinh doc dit liéu mot
chiéu thong qua dich vu HIS Service va truc lién thong noi bo. Khi can dit liéu kham
chira bénh (bénh nhan, ca phau thuat, khoa phong...), Application Server goi HIS
Service dé truy van HIS qua truc lién thong. D liu duoc chuan hod/mapping, tra
vé tmg dung va co thé luu vao CSDL hé thong dé phuc vu tra ctru, bao cdo. Hé thong
khong thuc hién ghi/cap nhat dir liéu nguoc vé HIS.

< Luong tich hop lién thong véi HIS:

+ Ludng tong quat:

- Application Server can di liéu HIS — goi noi bo sang HIS Service

- HIS Service két ndi qua Truc lién théng noi bo — truy van/doc dit liéu tir
HIS

- HIS tra dix liéu vé — HIS Service chuan hoa/mapping — tra vé Application
Server



- Application Server:

o Thyc hién chuén hoa dit liéu va luu vao Database dé cache/dé)ng bo phuc vu
dir liéu Phan mém Quan 1y y cu.

¢ Vai tro cia HIS Service:
+ HIS Service dam nhan:
- Adapter giao thuc: REST

- Mapping danh muc: khoa/phong, nhan su, ma bénh nhan, ma ca

- Caching/Sync doc: luu snapshot vao CSDL hé thong ban dé giam tai HIS va
tang toc.

1.2.2.6. Yéu cdau vé chirc nang phian mém

STT Noi dung

I Phan hé irng dung web

A | Quan ly danh muc

Phan mém c6 kha ning quan 1y, thiét 1ap va chuén hoa toan bd danh
muc lién quan.

Phan mém cho phép chon lya chi nhap dit liéu can st dung, trich
xuét tir danh muc dung chung trén phan mém quéan Iy kham chita bénh
bénh vién.

Cho phép cau hinh hién thi danh muyc cho céc khoa tuong tng.

Chtrc nang chinh:

¢ Quan ly danh myc khoa/phong

e Quan ly danh muc tai khoan hé théng

e Quan ly danh muc nhan sy theo khoa/phong, nhan sy 1anh
dao

¢ Quén ly danh mucy cu

e Quan ly danh muc bd y cu

¢ Quan ly danh muc nhém bd y cu

e Quan ly danh muc mdy rira, may tiét khuan

e Quan Iy danh muc don vi gtri/nhén tiét khuan bén ngoai




CAu hinh lién két bo y cu — k¥ thuat
Quan 1y danh muc k¥ thuat

Quan 1y danh muc vai trd va phan quyén

Quan Iy thong tin cau hinh

DPang nhip va quén ly thong tin ngudi dung

Phan mém phai tich hop co ché Captcha nhim ngin chin cac hanh
vi dang nhap tu dong, tan cong brute force hodc spam.

Co ché Captcha phai trong thich véi ca nén tang Web va Mobile.

Hé thong phai dam bao Captcha khong anh huong dén trai nghiém
nguoi dung hop 1¢€.

Chtrc nang chinh:

e Ping nhap/diang xuét hé thong:
o Nguoi dung dang nhap bang tai khoan duoc cp
o Sau khi dang nhap thanh cong, hé thong tu dong: Nhan
dién vai tro nguoi dung, Ap dung phan quyén va hién
thi ding cac chirc nang dugc phép st dung
o HO tro dang xuat an toan, x6a thong tin phién lam viéc
khi ngudi dung két thuc st dung.
e Tich hgp Captcha tranh Spam dang nhap:
o Tichhop co ché Captcha tai man hinh dang nhap nham:
Ngan chan tAn cong ty dong, do mat khau, Giam nguy
co lam dung hé théng
o Captcha duogc thiét ké gon nhe, phu hgp thao tac trén
thiét bi di dong, khong anh hudng dén trai nghi¢m
nguoi dung hop I¢€.
e (Cap nhat thong tin nguoi dung
e Quén mat khau:
o HO tro chtic nang khéi phuc mat khau khi nguoi ding
quén thong tin dang nhap
o Quy trinh khoi phuc: Xéc thuc thong tin ngudi dung,
Gui lién két hodc ma xac nhan qua email/sd dién thoai




da ding ky, Cho phép dit lai mat khau méi theo chinh
sach bao mat
e Dam bdo qua trinh khoi phuc an toan, khong lam 10 thong tin
tai khoan

Quanly b y cu

Phan mém c6 kha niang quan 1y toan bd vong doi ctia bd y cu tir khi
nhap kho, sir dung, thu hoi, xir 1y tiét khuan cho dén khi thanh 1y, dam
bao truy xuat day du lich st va tinh trang cua timg bo y cu.

Phan mém hd tro dinh danh b y cu bang ma QR, giup theo ddi
nhanh trang thai, qua trinh luan chuyén cta bd y cu trong toan bo hé
thong CSSD.

Phan mém cho phép lién thong dit liéu véi hé théng quan 1y kham
chita bénh (HIS) dé thuc hién cac nghiép vu lién quan.

Chtrc nang chinh:

e Quét ma QR nhan bo y cu:
o Nhan vién khoa st dung quét ma QR bd y cu khi tiép
nhan tr CSSD
o Ung dung hién thi thong tin: Tén bd y cu, s6 lugng
dung cu trong bd y cu, thoi gian cap phat, khoa cip
phat
o Cho phép xac nhan nhan bg y cu va ky xac nhan dién
tur
o Sau khi xac nhan, hé théng cap nhat trang thai bd y cu
sang “da nhan — cho st dung” va nhap kho tai khoa.
e Quet ma QR bo y cu khi dua vao st dung:
o Trudc khi thuc hién ca ph?lu thuat/thu thuat, nhan vién
phu trach quét ma QR bo y cu
o H¢ théng xac nhan: BO y cu hop 1€ va dung trang thai,
Chua qua han str dung an toan
o Ghi nhan thoi diém bat dau sir dung va chuyén trang
thai by y cu sang “dang stir dung”.
e Quét ma bénh nhén, ghi nhan ca phau thuat:




o Nhan vién khoa quét ma bénh nhan

o Ungdung tu dong: Lién két bo y cu v6i bénh nhan, Ghi
nhan ca phau thuat/thu thuat tuong tmg, Gén thong tin
é-kip thuc hién va thoi gian stir dung

e Tra bd y cu sau st dung:

o Sau khi két thic ca phau thuat/thu thuat, nhan vién
khoa thuc hién: Quét ma QR bd y cu can tra, Xac nhan
tinh trang b y cu sau str dung

o Heé thong ty dong chuyén trang thai bd y cu sang “doi
tra / chd thu hoi”

o Cho phép ghi cht nhanh céc bat thuong phat sinh trong
qué trinh st dung

e Han ché chinh stra thong tin sau khi CSSD d4 tiép nhan thu
hoi

Quin 1y cAp phat — sir dung — thu hdi — tiét khuén

Phan mém c6 kha ning quan 1y va theo ddi toan bd quy trinh luan
chuyén bd y cu tir khiu cép phat dén khoa/phong sir dung, qué trinh sir
dung trong ca phau thuat, thu hdi sau st dung va xir 1y qua cac cong
doan rura, dong gbi va tiét khuén tai CSSD.

Phan mém hd trg quan 1y trang thai bd y cu theo timg cong doan,
dam béo kiém soét chit ché sb lugng, chét lugng va tinh trang bd y cu
trong sudt qua trinh sir dung va xir 1y.

Phan mém cho phép lién két thong tin sir dung bd y cu vdi ca phau
thuat, bénh nhan va é-kip thuc hién (Tir hé thong HIS), phuc vu cong
tac truy vét, giam sat chat lugng va bao cdo.

Chtrc nang chinh:

e Pé nghi cip phat bo y cu theo khoa/phong:
o Khoa/phong str dung lap phiéu dé nghi cap phat bo y

cu
o Cho phép chon b y cu, sb lugng, thot gian can cép
phat.

o Phiéu dé nghi chi dugc chinh stra khi chua dugc duyét




o HO tro thong ké va tra ctru cac phiéu dé nghi theo thoi
gian, khoa/phong, bd y cu.
Duyét cip phat va 1ap phiéu:
o Nhan vién phu trach CSSD xem danh sach cac dé nghi
cap phat.
o Cho phép: Duyét toan bd hodc diéu chinh sb lugng cap
phat, Tir chdi va ghi 15 1y do
o Sau khi duyét, hé thong tu dong: Lap phiéu cp phat,
Cap nhat trang thai bd y cu sang “dd cip phat”
Ghi nhan giao — nhan bd y cu:
o Ghi nhan chi tiét qua trinh ban giao
o HO tro ky x4c nhan dién tir
o Dir liéu giao — nhan dugc luu vét phuc vu truy Xuét va
kiém tra
Theo ddi str dung bo y cu theo ca phau thuat, bénh nhan, é-
Kip:
o H¢ théng tu dong lién két bo y cu voi: Ca phau thuat,
Bénh nhan, E-kip thuc hién
o Cho phép tra ciru lich sir str dung theo nhiéu tiéu chi:
Theo bd y cy, theo bénh nhan, theo ca ph?lu thuat, theo
khoa/phong
o HOJ tro truy vét nhanh khi xay ra sy ¢6 hodc yéu ciu
kiém tra
Thu hoi bd y cu sau su dung:
o Sau khi khoa/phong trd bd y cu, CSSD lap phiéu thu
hoi.
o Ghi nhan: thot gian thu hoi, nguoi thu hoi, tinh trang
thu hoi
o H¢ théng cap nhat trang thai by y cu sang “cho rira”.
Ghi nhan thiéu, hu hong khi thu hoi:
o Cho phép ghi nhén chi tiét: Dung cu thiéu, Dung cu hu
hong, khong dat yéu cau
o Nhap 1y do, mirc do, ghi cha.




o Dir liéu dugc dua vao: Nhat ky su ¢d, béo céo théng ké
hu hdéng, thét lac
e Quanly riabd y cu:
o Thuc hi¢n quét ma QR
o Ghi nhan cong doan rura: Thoi gian bat dau — két thac,
May rtra st dung, nguoi thuce hién, két qua rua
o Sau khi dat yéu cau, cap nhat trang thai b0 y cu sang
“cho dong goi”.
e Quan ly dong gbi bo y cu:
o Thuc hién quét ma QR
o Ghi nhan qué trinh dong goi: nguoi dong goi, thoi gian
dong goi, két qua kiém tra
o Cho phép: bo sung dung cu thiéu, ghi nhan dung cu hu
can stra chira
o Heé thdng: tao 16 str dung méi, in ma QR méi, cap nhat
han sir dung an toan, chuyén trang thai sang “chd tiét
khuan”
e Quan ly ti¢t khuan bd y cu:
o Ghi nhan toan by qua trinh tiét khuan: may tiét khuén,
thoi gian bat dau — két thuc, nguoi thuc hién, két qua
tiét khuan

e (Cap nhat trang thai “Sach — San sang cap phat”

Quan ly dung cu hu hong — stra chira

Phan mém hd tro ghi nhén, theo ddi va quan 1y toan bd qué trinh
phat sinh hu hong dung cu y té trong qua trinh str dung, dam bao kiém
soat chat ché tinh trang dung cu va han ché anh huong dén hoat dong
chuyén mon.

Phan mém cho phép quan 1y luéng xir Iy dung cu hu hong tir khau
ghi nhan tai khoa sir dung, ban giao vé phong Vat tu — Thiét bi, theo ddi
qua trinh stra chita cho dén khi cap nhat lai s6 lugng ton kho sau stra
chira.




Phan mém hd tro théng ké, phan tich tinh trang hu hong dung cu
theo tung khoa, tirng loai dung cu, phuc vu cong tdc quan ly tai san, bdo
tri va 1ap ké hoach thay thé.

Céc churc nang chinh:

e Ghi nhan dung cu hu hong trong qua trinh stir dung:

o Cho phép khoa/phong hodac CSSD ghi nhan dung cu bi
hu hong tai cac thoi diém: trong qua trinh str dung, khi
thu hoi sau str dung, khi kiém tra trong khau rira/dong
goi

o Ghi nhén chi tiét: tén dung cy, sb luong hu hong, dang
hu héng, thot diém phat sinh, don vi phat hi¢n, ghi cha
kem theo

o Dt liéu dugc luu vao nhat ky hw héng, phuc vu truy
xuat va thong ké

e Lap phiéu tra dung cu vé phong Vat tu — Thiét bi:

o Cho phép lap phiéu ban giao dung cu hw héng tir
khoa/phong hodc CSSD vé phong Vat tu — Thiét bi

o Phiéu bao gém: Danh sach dung cu hu hong, sb luong,
don vi ban giao — don vi tiép nhan, thoi gian ban giao,
ngudi ban giao — nguoi tiép nhan

o Hb tro ky xac nhan di¢n ti

o Sau khi lap phiéu, hé théng tu dong: tru $6 luong dung
cu tuong tng khoi ton kho sir dung, Chuyén trang thai
dung cu sang “dang sira chira”

e Theo doi tinh trang stra chira
e (Cap nhat $6 luong tdn kho sau sira chita

Quin 1y bd y cu giri — nhan tiét khuin bén ngoai

Phan mém hd tro quan 1y hoat dong giri va nhan bd y cu tiét khuan
v6i cac don vi bén ngoai, ddm bao ki€m soat chat ché so luong, tinh
trang va lich str lun chuyén cua tung bd y cu.

Phan mém cho phép theo ddi xuyén sudt qua trinh tir khi lap phiéu
gri bo y cu di tiét khuan, tiép nhan bo y cu sau tiét khuan cho dén khi




ban giao lai cho cac khoa/phong st dung, phuc vu cong tac truy vét va
kiém soat chat lugng.

Phan mém hd trg quéan 1y thong tin don vi tiét khuan bén ngoai, thoi
gian giri — nhan, tinh trang bd y cu trude va sau tiét khuan, han ché that
lac va sai sot trong qua trinh ban giao.

Chtrc ning chinh gdom:

e Tiép nhan bod y cu giri khir khudn tir bén ngoai:
o Cho phép tiép nhan bd y cu tir don vi bén ngoai dua
vao hé thong CSSD cua bénh vién
o Ghi nhan: thong tin don vi guri, danh sach bg y cu, )
luong, tinh trang ban dau, thoi gian tiép nhan
o H¢ théng: cép ma bd y cu va ma QR riéng, danh dau
bé y cu tiét khuin ngoai dé phan biét v6i bd y cu noi
bo
e (Giao trd bd y cu sau tiét khuan:
o Lap phiéu giao tra bo y cu
o Ghi nhan: thoi gian giao, ngudi giao — nguoi nhan, tinh
trang by y cu
o Ho tro ky x4c nhan dién tir hoic cho phép tai lén phiéu
da ky xac nhan
e Lap phiéu gui bd y cu di tiét khuan bén ngoai:
o Cho phép CSSD hoic don vi phu trach 1ap phiéu giri
bd y cu di tiét khuan bén ngoai
o Phiéu gui bao gdm: don vi tiét khuan bén ngoai, danh
sach bo y cuy, sé luong, thoi gian giri dy kién, ghi cht
yéu cau dic biét
o Hb tro quy trinh phé duyét tai khoa
e Tiép nhan bd y cu sau tiét khuan tir bén ngoai:
o Khi don vi bén ngoai ban giao lai bd y cu da tiét khuan:
Nhan vién phu trach tiép nhén kiém tra sb lugng va tinh
trang thyc té
o Ghi nhén: thoi gian nhan, don vi ban giao, tinh trang
b0 y cu sau ti¢t khuén




o Truong hop khong dat: Ghi nhan ly do, Pua vao quy
trinh xtr 1y tiép theo theo quy dinh

o Truong hop dat yéu cau: Chuyén bd y cu sang trang
thai “sin sang cap phat”

Dashboard téng quan

Phan mém cung cip hé théng dashboard tong quan nham truc quan
hoa dit liéu van hanh CSSD, hd trg cac cap quan 1y theo ddi nhanh tinh
hinh st dung, xur ly va luan chuyén bd y cu theo thoi gian thuec.

Dashboard dugc thiét ké linh hoat theo timg nhém nguoi dung, dam
bao mdi ddi twong khai thac duoc cac thong tin pht hop véi vai trd va
pham vi quan 1y.

Céc chi s6, biéu d6 va canh bao duoc hién thi tryuc quan, gitp phat
hién sém céc rui ro, bat thuong va hd tro ra quyét dinh kip thoi.

Céc chirc nang chinh gom:

e Dashboard cho nhan vién khoa:
o Hién thi nhanh tinh trang cac bd y cu cua khoa
o Danh sach ca phiu thuit trong ngdy va cic bd y cu
tuong tng
o Canh bao cac bd y cu
e Dashboard cho CSSD:
o Téng quan s luong bd y cu theo timg trang thai xir Iy
o Theo ddi khdi lugng cong viée trong ngay/ca truc
o Canh bao ton dong hodc qua han xir 1y ¢ ting cong
doan
e Dashboard cho KSNK:
o Giam sat toan bg quy trinh xir Iy bg y cu trén toan bénh
vién.
o Biéu d6 thong keé
o Canh béo rai ro
o HO tro truy cap nhanh lich su, bao cdo va nhat ky thao
tac
e Dashboard cho Ban lanh dao:




o Cung cap cai nhin tong thé, c6 dong va mang tinh diéu
hanh

o Thong ké tong hop

o HOJ trg xuat nhanh béo céo téng hop phuc vu hop va
diéu hanh

Panh gia chit lwgng hoat dong CSSD theo thang bang Al

Phan mém tmg dung tri tué nhan tao dé téng hop, phan tich dir liéu
hoat dong CSSD theo dinh ky thang, hd tro danh gia toan dién hiéu qua
van hanh va chat lugng x1r Iy bo y cu.

Hé thong Al phan tich dir liéu cip phat, st dung, thu hoi va tiét
khuan bd y cy nham nhan dién xu hudng, tan suat str dung, vong quay
luan chuyén va cac nguy co tiém an anh hudng dén chat luong va an
toan.

Két qua phan tich dugc tong hop thanh bao céo danh gia dinh ky,
kém theo cac nhan dinh, canh bao va dé xuét cai tién, hd tro cong tac
quan 1y, diéu hanh va ning cao chét luong hoat dong CSSD.

Céc chtrc nang chinh gom:

e Altong hop dit liéu cap phat — sir dung — tiét khuan theo thang
e Al phan tich tan suét str dung, vong quay bd y cu

e Al sinh bdo cdo danh gia chat luong dinh ky

e Al dua ra nhan dinh, canh bao va dé xuat cai tién

Tinh ning truy van nhanh (Chatbot)

Phan mém tich hop tro 1y AI (Chatbot) hd trg nguoi dung truy van
nhanh thdng tin lién quan dén b y cu va hoat dong CSSD bang ngdn
ngir tu nhién, gitp tiép can dit liu thuan tién va kip thoi.

Chatbot hd tro tong hop, phan tich va tra 10i nhanh cac cau hoi
thuong gap vé tinh trang tdn kho, st dung, hu hong va hi¢u suét van
hanh, gidm tai cho cong tac tra ctru thu cong va nang cao hiéu qua lam
viéc.

Céc chirc ndng chinh gom:




e Cho phép nguoi dung dit cAu hoi bang ngdn ngit tu nhién
e Al tra 161 nhanh sb luong tdn kho hién tai

e Al tong hop bd y cu hu hong, sap hét han

e Al so sanh s liéu st dung giira cac thang

e Al danh gia hiéu suit may rira, mdy tiét khuan

e Al tong hop va hién thi cac huéng dan duoc hoi

e Al tong hop va hién thi cc biéu mau duogc hoi

Quan ly bao cao va giam sat

Phan mém hd tro tong hop, thong ké va giam sat toan bo hoat dong
lién quan dén quan 1y, st dung va xtr 1y bd y cu trong hé théng CSSD,
phuc vu cong tac quan 1y, kiém soat chat lugng va ra quyét dinh.

Hé théng bao cdo dugc xay dung da chiéu, cho phép theo ddi tinh
hinh nhép — xuét — t6n kho, st dung, hu hong, sira chita, luan chuyén va
hiéu suat van hanh theo nhiéu goc nhin khac nhau.

Céc chirc nang giam sat va canh bao dugc tich hop nham phat hién
s&m cé4c rui ro, sai 1éch va bat thuong trong qua trinh van hanh, gop phan
nang cao an toan va chat luong hoat dong.

Céc chirc nang chinh gom:

e Bio c4o nhap xuét ton kho

e Bio cao dung cu hu hong, that lac, sira chira, thong ké theo ty
1e

e Bio cdo su cb va sai 1éch: ghi nhan cac thudng hop sai sot,
thiéu dung cu, sai léch s6 luong khi ban giao

e Bio cio vong quay luan chuyén, tan suat sir dung ctia cac bo
ycu

e Bio c4o hiéu suit sir dung ctia cac may moc, thiét bi trong
qua trinh CSSD theo s6 ca thuc hién, theo thoi gian thyuc hién

e Bio cio du tri s6 lugng cac bo y cu theo tuan, ngay dua trén
lich phau thuat

e Bio cao tong hop hoat dong CSSD: thdng ké chi tiét s luong
bod dung cu da xur ly qua cac khau trong qua trinh




e Canh bao bo y cu sip hét han sir dung

e Canh bao dy trit tdn kho

e Bao céo truy vét tinh hinh st dung cuabd y cu

e Bdo c4o ton bd y cu tai cac khoa, don vi stir dung

e Bdo cdo tinh hinh gui by dung cu ra ngoai tiét khuan

e Bio cao tinh hinh nhan b dung cuy tiét khuan tir don vi bén
ngoai

Phan h¢ irng dung Mobile

Pang nhip va thong tin ngwoi dung

Ung dung Mobile hd tro ngudi dung truy cap hé théng moi lac, moi
noi, ddm bao x4c thuc an toan va thuan ti€n khi st dung trong moi
truong lam viée thuc té tai khoa/phong va CSSD.

Ung dung cho phép ngudi diung quan 1y va cap nhat thong tin c4
nhan truc tiép trén thiét bi di dong, ddng bo dir liéu v6i hé thdng trung
tam.

Céc chirc nang chinh gom:

e Ding nhap/dang xuat hé thong:
o Nguoi dung dang nhap bang tai khoan duoc cap
o Sau khi dang nhap thanh cong, h¢ théng tu dong: Nhan
dién vai tro nguoi dung, Ap dung phan quyén va hién
thi ding cac chirc nang dugc phép sir dung
o HO trg ddng xuat an toan, xda thong tin phién 1am viéc
khi nguoi dung két thic sir dung.
e Tich hgp Captcha tranh Spam dang nhap:
o Tichhop co ché Captcha tai man hinh déing nhap nham:
Ngan chan tAn cong ty dong, do mat khau, Giam nguy
co lam dung hé théng
o Captcha duoc thiét ké gon nhe, phul hop thao tac trén
thiét bi di dong, khong anh huong dén trai nghiém
nguoi dung hop 1€.
e (Cap nhat thong tin nguoi dung
e Quén mat khau:




o HO tro chtic nang khéi phuc mat khau khi nguoi ding
quén thong tin dang nhép

o Quy trinh khoi phuc: Xéc thuc thong tin ngudi dung,
Gui lién két hodc ma xac nhan qua email/sd dién thoai
da dang ky, Cho phép dat lai mat khau méi theo chinh
sach bao mat

o Dam bao qua trinh khoi phuc an toan, khong lam 1
thong tin tai khoan.

Quan ly sir dung b y cu tai khoa

Ung dung Mobile hd tro nhan vién tai cac khoa/phong quén 1y viéc
tiép nhan, sir dung va ban giao bd y cu mot cach nhanh chong va chinh
X4c trong qua trinh thuc hién ca phau thuat hodc thu thuat.

Ung dung cho phép ghi nhan ddy du thong tin st dung bo y cu théng
qua quét ma QR, lién két véi thong tin bénh nhan va ca phau thuat, dam
bao truy vét va kiém soat chat luong.

Ung dung cho phép lién thong dit liéu voi hé thdng quan 1y kham
chira bénh (HIS) dé thuc hién cac nghiép vu lién quan.

Céc chirc ndng chinh gom:

e Quét ma QR nhan bd y cu:
o Nhan vién khoa sir dung quét ma QR bd y cu khi tiép
nhan tor CSSD
o Ung dung hién thi thong tin: Tén b0 y cu, ) luong
dung cu trong bd y cu, thoi gian cap phat, khoa cip
phat
o Cho phép xac nhan nhan bd y cu va ky xac nhan dién
tur
o Sau khi xac nhan, hé théng cap nhat trang thai b y cu
sang “da nhan — cho str dung” va nhap kho tai khoa.
¢ Quét ma QR bd y cu khi dua vao str dung:
o Trudc khi thuc hién ca phau thut/tha thuat, nhan vién
phu trach quét ma QR bd y cu




o H¢ théng xac nhan: BO y cu hop 1€ va dung trang thai,
Chua qué han str dung an toan

o Ghi nhan thoi diém bt dau sir dung va chuyén trang
thai bd y cu sang “dang st dung”.

e Quét mi bénh nhan, ghi nhan ca phau thuat:

o Nhan vién khoa quét ma bénh nhan

o) Ung dung tu dong: Lién két b y cu vo1 bénh nhan, Ghi
nhan ca phau thuat/thu thuat twong tmg, Gén thong tin
é-kip thuc hién va thoi gian stir dung

e Tra bd y cu sau su dung:

o Sau khi két thuc ca phau thuat/thu thuat, nhan vién
khoa thuc hién: Quét ma QR bd y cu can tra, Xac nhan
tinh trang b0 y cu sau str dung

o Heé thong ty dong chuyén trang thai bd y cu sang “doi
trd / chd thu hoi”

o Cho phép ghi cht nhanh céc bat thuong phat sinh trong
qué trinh str dung

o Han ché chinh sira thong tin sau khi CSSD d4 tiép nhan
thu hoi.

Thu hoi — rira — déng goi — tiét khuin

Ung dung Mobile hd tro nhan vién CSSD thuc hién va ghi nhan céc
cong doan thu hoi, rira, dong goi va tiét khuén bo y cu ngay tai hién
truong, dam bao thong tin dugc cap nhat kip thoi va chinh xac.

Ung dung cho phép theo ddi trang thai bd y cu theo timg céng doan
xtr 1y, ho tro kiém soat tién do, han ché sai sot va nang cao hi€u qua van

hanh.
Céc chtic nang chinh gom:

e Thu héi bd y cu bang quét QR:
o Nhan vién CSSD str dung tmg dung Mobile dé quét ma
QR cua bd y cu khi khoa st dung tra dung cu
o H¢ théng tu dong: Xac dinh bo y cu can thu hdi, Hién
thi thong tin khoa tra, ca phﬁu thuat, thoi gian sir dung




o Cho phép xac nhan thu hoi va chuyén trang thai bo y
cu sang “cho rua”

o Ghi nhan day du: thoi gian thu hoi, ngudi thyuc hién,
khoa ban giao.

e Ghi nhan thiéu, hu hong:

o Trong qua trinh thu hdi hodc kiém tra ban dau, ing
dung cho phép: Ghi nhan dung cu bi thiéu; Ghi nhan
dung cu hu hong, cong, giy, khong dat yéu ciu

o Nhép ly do, muc do va ghi cht kem theo

o Thoéng tin dugc luu vao nhat ky su cd

e Xac nhan rira bd y cu:

o Nhan vién CSSD quét ma QR bd y cu khi dua vao cong
doan rira

o Sau khi hoan tat, hé thong tu dong cap nhat trang thai
bd y cu sang “chd déng goi” hodc xir 1y lai néu khong
dat.

e Xac nhan déng gobi bo y cu:

o Quét mi QR bo y cu dé xac nhan cong doan dong goi

o Ghi nhan chi tiét: nguoi dong géi, thoi gian dong goi,
két qua kiém tra dung cu.

o Cho phép bd sung dung cu thiéu, danh dau dung cu hu
can sira chita

o Khi hoan tat, hé théng: Tao 16 sir dung méi, In ma QR
moi cho bo y cu, Cap nhat han str dung an toan, Chuyén
trang thai sang “cho tiét khuan”

e X4c nhan tiét khuan bd y Ccu:

o Nhan vién CSSD quét ma QR bd y cu trude khi dua
vao tiét khuan.

o Ghi nhan: Thoi gian bat dau va két thuc tiét khuan,
May tiét khuan st dung, Nguoi thuc hién, Két qua tiét
khuan

Quan ly lich st sir dung bo y cu




Ung dung Mobile hd tro tra ctru va theo ddi lich sir sir dung ctia timg
bd y cy, gitip nhan vién va can b quan 1y nam bat day du thong tin luan
chuyén va qu4 trinh st dung.

Thong tin lich sir dugc lién két v6i ca phau thuat, bénh nhéan va cac
cong doan xir Iy, phuc vu cong tac truy vét, giam sat chat luong va kiém
soat an toan.

Cac chuc nang chinh gom:

e Tim kiém lich st bd y cu:

o Cho phép tim kiém nhanh theo: ma bd ycyu, tén b y
cy, ma QR, khoa st dung, khoang tho1i gian, trang thai
st dung

o HO tro loc lich st theo ting giai doan: da cap phat,
dang st dung, da thu hoi, d tiét khuan

o Hién thi két qua dang danh sach hodc dong thoi gian

e Xem chi tiét ting lan sir dung. Hién thi chi tiét ting luot st
dung ctuia b0 y cu, bao gém:

o Thoi gian bat dau va két thiic sir dung

Ca phau thut lién quan

Bénh nhéan sir dung

E-kip thuc hién

Khoa str dung

o Tinh trang b y cu khi ban giao va khi thu hoi

O O O O

e Xem lich st theo ca phau thuét:
o Tra ctu danh sach cac by y cu da st dung trong mot ca
phau thuat cy thé.
o Hb tro truy vét nguoc tir ca mé — bd y cu — cac lan
st dung trudce va sau do.
o Phuc vu diéu tra sy ¢b y khoa hoac danh gia chét luong
ky thuat.
e Chia sé bién ban ban giao:
o Cho phép xem, tai va chia s¢ bién ban ban giao dién t
cua tung bd y cu.




o HO tro chia sé duédi dang file (PDF) hoic lién két noi
bd hé théng

o Bién ban c6 ddy du thong tin: thoi gian, nguoi giao —
nguoi nhan, khoa st dung, chir ky dién tr (néu o).

Dashboard téng quan

Ung dung Mobile cung cip dashboard tong quan nham hién thj truc
quan tinh hinh str dung, xi Iy va luan chuyén b y cu, hd trg ngudi ding
theo d&i nhanh théng tin ngay trén thiét bi di dong.

Dashboard dugc thiét ké phu hop véi timg nhom nguoi dung, dam
bao cung cip diing thong tin can thiét cho cong tac theo ddi, giam sat va
diéu hanh.

Céc chirc nang chinh gom:

e Dashboard cho nhan vién khoa:
o Hién thi nhanh tinh trang cac bd y cu cua khoa
o Danh sich ca phau thuit trong ngay va cac bd y cu
tuong Uing
o Canh béo cac bd y cu
e Dashboard cho CSSD:
o Téng quan s luong bd y cu theo timg trang thai xir Iy
o Theo ddi khdi lugng cong viéce trong ngay/ca truc
o Canh bao ton dong hodc qua han xir Iy ¢ ting cong
doan
e Dashboard cho KSNK:
o Giam sat toan by quy trinh xr Iy bd y cu trén toan bénh
vién.
o Biéu d6 thong keé
o Canh béo rui ro
o HO trg truy cap nhanh lich str, bao cdo va nhat ky thao
tac
e Dashboard cho Ban lanh dao:
o Cung cip cai nhin tong thé, c6 dong va mang tinh diéu
hanh
o Thong ké tong hop




o HO tro xuét nhanh bao cio tong hop phuc vu hop va
diéu hanh

Tinh ning truy vian nhanh (Chatbot)

Ung dung Mobile tich hop trg 1y AI (Chatbot) hd tro nguoi ding
truy van nhanh thong tin lién quan dén bo y cu va hoat dong CSSD bang
ngdn nglr ty nhién, thuan ti€n trong qua trinh lam viéc tai khoa/phong
va CSSD.

Chatbot hd tro tra ctiru nhanh trang thai, lich sir va tinh hinh st dung
bd y cy, gitp ngudi ding tiép can thong tin kip thoi va giam thao tac tra
ctru thu cong.

C4c chirc nang chinh gom:

e Cho phép nguoi dung dit cAu hoi bang ngdn ngit tu nhién
e Al tra 16i nhanh s6 luong tdn kho hién tai

e Al tong hop bd y cu hu hong, sap hét han

e Al so sanh sd liéu st dung giita cac thang

e Al danh gi4 hiéu suit may rira, mdy tiét khuan

e Al tong hop va hién thi cac huéng dan duoc hoi

e Al tong hop va hién thi cac biéu mau duogc hoi

Thong bao & Canh bao

Ung dung Mobile hd trg gii thong bao va canh bao kip thoi dén
nguoi dung trong qua trinh quan 1y va st dung bd y cu, gitp chu dong
xtr 1y cac tinh hudng phat sinh va han ché rui ro.

Thong bao va canh bao duoc hién thi truc quan trén thiét bi di dong,
dam bao ngudi dung nam bt thong tin nhanh chong ngay khi cé sy kién
Xay ra.

Céc chirc ndng chinh gom:

Gui thong bao hé thong
Thong béo bd y cu san sang cap phat

Canh bao bo y cu sip hét han
Canh bao ton kho thap




Thong béo lién quan dén giam sat va bdo céo

Quain ly Bao cao va Giam sat

Ung dung Mobile hd trg tra ctru, theo doi va giam sat cac bao céo
lién quan dén hoat dong quan 1y, st dung va xir Iy bd y cu, gitip can bd
quan ly nam bét nhanh tinh hinh moi lac, moi noi.

Cac bao cao duoc trinh bay truc quan, phit hop véi man hinh thiét
bi di dong, hd tro theo ddi chi s6, phat hién sdm cac bat thuong va phuc
vu cong tac quan 1y, diéu hanh.

Céc chirc nang chinh gom:

B4o c4o nhap xuét ton kho

Béao cdo dung cy hu hong, thét lac, stra chita, théng ké theo ty
1¢

B4o cdo su cb va sai léch: ghi nhan cac thudng hop sai sét,
thiéu dung cu, sai léch s6 luong khi ban giao

Bio c4o vong quay luan chuyén, tin suit st dung cta cac bo
ycu

Bao c4o hiéu suit sir dung clia cac may moc, thiét bi trong
qua trinh CSSD theo s6 ca thuc hién, theo thoi gian thuc hién
B4o cdo duy tri sd lugng cac bd y cu theo tudn, ngay dua trén
lich phau thuat

Bio c4o tong hop hoat dong CSSD: thong ké chi tiét s6 lugng
bo dung cu da xu Iy qua cac khau trong qua trinh

Céanh bao b0 y cu sép hét han st dung

Canh béo du trit ton kho

Bao cao truy vét tinh hinh st dung cia by y cu

B4o cdo tdn bod y cu tai cac khoa, don vi str dung

B4o c4o tinh hinh giri bd dung cu ra ngoai tiét khuan

B4o cao tinh hinh nhan b dung cu tiét khuan tir don vi bén
ngoai

1.2.2.7. Yéu cau phi chirc ning

STT

Yéu cau phi chirc nang




Hé quan tri co so dir liéu duoc lya chon phai di kém phuong an dam bao

1 3 g
kha nang dong b va toi uu hoa luu trir.
Khi dir liéu tang truong 16n; hé thong phai dam bao thoi gian truy xuét
2 | dir liéu, dam bao tdi thiéu nhat dung lwong luu trix, toi wu trong quéa Trinh
thiét ké
3 Chuan font, giao dién la Unicode TCVN 6901:2000, ngén ngir thé hién
trén giao dién chuong trinh 1 Tiéng Viét
4 Hé théng cho phép thay d6i va dinh nghia cac thong sd, thong tin khi can
thiét ma khong sta lai chuong trinh
5 Hé thong phai dam bao s6 luong giao dich nhiéu nguoi cing luc
6 Phai luu trit thong tin sir dung hé théng cta nguoi dung (Thoi gian dang
nhap, thao tac vdi dir liéu, thoi gian thao téc,...)
7 Hé thdng c6 kha niang mo rong cac dich vu theo chiéu ngang
o Hé thng c6 kha ning mé rong céc dich vu theo chiéu doc. C6 kha ning
st dung thém CPU, RAM, 6 cting bé sung.
9 Tuan theo cac quy dinh hién hanh
10 Van hanh trén hé théng mang LAN, WAN hoic théng qua VPN
Trong qué Trinh sir dung néu xay ra 13i ¢t phap 1ap Trinh, hé thong dam
11 | bao khong bi treo, hién thi thong bao 16i, dir liéu dang thao tac tra vé
nguyén trang trude khi xay ra 16i
12 Hé thong c6 co ché kiém tra tinh dung din cua dit liéu dau vao va thong
bao cho nguoi st dung
Céc yéu cau can dap ung vé thoi gian xtr 1y, d phuc tap xu Iy cia phan
mém:
- Thoi gian dap tng trung binh ddi véi cac chic ning nghiép vu, trong
13 | diéu kién binh thuong dat dudi 5 gidy.

- Thoi gian dap tmg trung binh ddi véi cac chitc nang nghiép vy, khi ¢6
ngudi sir dung chay chirc niang béo cdo téng hop dir liéu dat mic dudi 10
gidy.




- Thoi gian két xuat cac bao cao tdng hop trén pham vi 16n véi dir lidu
thdng ké tong hop bao cdo trong nhiéu nam, trén quy mé toan tinh dat mirc
trung binh tir dudi 5 phut va khong c6 16i timeout.

- Khi chuong trinh c6 dé tré qua 10s cho tac vu, hé théng can co cong cu
hién thi 161 thong bao hodc biéu tuong hién thi cho ngudi dung nhan biét
dugc rang hé thong van dang hoat dong dé ngudi dung chd két qua thuc

hién cta tac vu ma khong chuyén sang tac vu khac.

- Hé thdng can dap tmg cho ngudi truy cap 16n.

14

Yéu cau vé do phirc tap k¥ thuat-cong nghé cta phan mém:

- Vé kha nang mé rong xir 1y:

Hé thdng can cung cip kha nang wu tién céc tac vu khac nhau dé dam bao
su thong sudt ciia hé thong giao dich khi dung lwong xur 1y tang lén.

Hé thong can c6 kién trac da 16p va hoat dong dugc trén moi truong xur
1y phan cum song song dé xir 1y duoc do phtc tap cua dit lidu.

Cong nghé sir dung trong hé théng phai 13 cong nghé c6 kha niang mo
rong va nang cdp ma khong anh hudng t6i tt ca cac phan hé, tranh ngat
quing vé tinh lién tuc nghiép vu.

Hé thdng can duoc xay dung dam bao duoc nguyén tic thiét ké module
va tinh ké thira giita cac phan hé va dir liéu dung chung.

15

Yéu cau vé an toan thong tin

- An toan (mg dung: c6 thiét 1ap yéu cau bao dam mat khau trén tng dung
dua do phuc tap can thiét dé han ché tin cong do quét mat khau, c6 thiét lap
yéu cau ghi nhat ky truy cap, 18i phat sinh.

- An toan dit liu: Co phuong an st dung hé théng hoidc phuong tién luu
trir doc 1ap dé sao luu du phong cac dit liéu quan trong trén may chi. Viée
sao luu dugc thuc hién dinh ky theo quy dinh cua td chue.

- H¢ thong phai dap img kha ning bao mat tai mirc chig thuc cla cac
may chu trong hé théng.

- C6 co ché theo ddi va giam sat, luu vét tat ca cac hoat dong trén hé
théng.




- Toan b céc dir lidu can quan 1y phai dugc luu trong CSDL hoic thu
muc, dugc ma hdéa va phan quyén truy cap chit ché.

- Hé théng duoc xay dung voi cic yéu cau voi ché do bao mat cao dé
chéng lai su xdm nhap bat hop phap tir bén ngoai, hé thong bao mat duoc
thiét ké t6i thiéu 1a 3 mirc: Mirc hé théng, miuc co s¢ dir liéu va mirc ung
dung.

Céc chirc ning tmg dung tri tué nhan tao trong hé thong Quan 1y y cu
duoc thiét ké nhim hd tro phan tich va ra quyét dinh, bao dam tinh minh
bach, an toan, kha ning kiém soat cia ngudi dung va khong 1am gian doan
hoat dong nghiép vu ¢t 161 ctia hé théng.

Chatbot hiéu ngén ngir ty nhién va tra 16i ngin gon, ding thong tin, di

16 | |ieu téng hop ding tir dit liéu cia hé théng Quan 1Yy cu.
Al khong dugc tré thanh diém nghén hay diém 18i 1am anh huong t6i cac
nghiép vu khong st dung Al.
Al dam bao tinh minh bach, cho phép xem dir li¢u co s& cho cac phan
héi khi dugc yéu cau.
Yéu cau vé két ndi dix liéu hé théng HIS:
- Viéc thiét ké 16p tich hop doc 1ap giup hé théng Quan 1y y cu cha dong
thich (mg vé&i sy thay d6i ciia Truc lién thong va HIS, dam bao tinh lién
17 tuc, on dinh va an toan trong qua trinh van hanh lau dai tai bénh vién

- Bao mat két ndi tGi hé théng HIS

- Hé théng phai hd tro tiy chinh nhanh 16p tich hop HIS khi Truc lién
thong/HIS thay ddi dir liéu tra vé. Khong lam gian doan hoat dong ctia h¢
théng.

1.2.2.8. Yéu cdu vé gidi phdp an toan, bdo mdt thong tin

a. Giai phap bao mat cho hé théng

Heé thong dam bao an toan thong tin quan 1y trong thiét ké, xay dung co so dir
liéu va phan mém hé thong thong tin cho toan hé thong.

Giai phap chéng truy nhap bat hop phap: Xay dung hé thong xac thyc ngudi sir
dung truy nhap xa vao hé thong mang, hé thong FireWall chéng truy nhap tir cac



mang khac (vi du tur Internet,...);

Giai phap bao vé hé théng phan ctmg: Bao vé su xdm nhap ctia ngudi la vao
cac phong lam viéc tai cac phong ban; hé théng niém phong va kiém soat thiét bi;
hé thé)ng phong chéng tham hoa (chay, nd, lut 19i, dong dat, sét);

Giai phap bao mat & murc hé diéu hanh: duoc hd trg boi hé diéu hanh tai may
chu duoc str dung dé cai dit hé thong. Hé diéu hanh phai dam bao con trong thoi han
duoc hd tro tir nha san xuét.

Giai phap bao mat & muc ung dung:

- Ung dung duoc thiét ké van hanh nhiéu cép, don vi st dung véi co ché bao
mat truy cap nhiéu 16p, Str dung khoa dugc tao ngﬁu nhién dé trao ddi dit liéu.

- Hé thong phai dap tmg kha ning an toan, biao mat theo nhiéu mirc: mic hé
théng, mtrc ngudi str dung, mic CSDL.

- Hb trg nguoi st dung trao doi thong tin, dir li€u véi trén mang Internet theo
cic chuan vé an toan thong tin nhu: S/MINE v3.0, SSL/TCL, HTTPS,...

- C6 co ché theo ddi va giam sat, luu vét tit ca cac hoat dong cho mdi kénh
thong tin va toan hé thong.

- Toan bo cac dit liéu can quan 1y, phai dugc luu trong CSDL dugc ma hoa va
phan quyén truy cap chat ché.

- Phai ¢6 co ché sao luu dit liéu dinh ky, dot xuit dam bao nhanh chong dua hé
thng hoat dong trd lai trong trudng hop c6 su ¢b xay ra.

b. Yéu cau vé hd trg sao luu dix liéu

Dit liéu c6 thé dugc cau hinh cho phép sao luu dinh ky sang cac phuong tién
luu trir khac nhau theo chu ky nguoi st dung tu dat ra dé dam bao toan ven dit liéu
khi ¢6 su cb.

1.2.2.9. Gidi phdp vé mirc dp chiu dung sai héng doi véi cdc 161 ci phdp ldp
trinh, 18i x 1y logic trong dé ligu, 161 kiém sodt tinh ding ddin cia di liéu dau
vao

Li ct phap 1ap trinh: hé thong duoc thiét ké co co ché thong bao 1i than thién
v6i nguoi sir dung, thiét ké phan mém st dung co ché bat 16i hudng dbi tuong
(exception handling). Hé thong cé co ché thong bao véi cac 16i do ngudi sir dung,



thong bao 13i can chi dugc ra nguyén nhan, phuong phap khic phuc ngay lap tirc,
hodc chi ra noi nao cé thé tim duoc ra huéng dan khic phuc 16i. Hau hét cac hé quan
tri CSDL va cac ngdn ngit 1ap trinh (VB, C#, Java...) déu cung cap kha ning bat va
xtr 1y 161 thong dung va truc quan (try... catch... finally)

Li xtr Iy logic trong dit liéu: khac véi 16i cii phap, 16i logic doi héi phai co quy
trinh kiém thtr d& dam bao két qua sau khi xtr Iy boi hé théng 1a dung dan, 15i logic

thudng khong c6 bao 16i nhung s& dura ra két qua sai, do vay tim hiéu ding quy trinh
va nam chic nghiép vu s& dam bao khong phat sinh 15i logic.

L5i kiém soat tinh ding din cua dit liéu dau vao: hé théng duoc thiét ké sir
dung cac control dac thu dé han ché tdi da kha ning nhap liéu sai hodc 16i.

1.2.2.10. Yéu cdu vé gidi phdp vé cdc giao dién chwong trinh

- Vé my thudt:

Nhat quan cac thuat ngir, cau tric chic nang ... trong toan by phan
mém.

Cé tinh md, thuan tién cho viéc bao tri, phat trién.

Quan trj hé théng don gian va manh mé cho ngudi diéu hanh trong
viéc thém bat user, cap phat quyén, quan tri theo nhom...

Cung cip céc tién ich phuc vu cho ngudi sir dung.
Phu hop quy trinh lam viéc thuc té.

HO0 tro kha nang phan quyén chi tiét chic niang nguoi dung. Viée
phan quyén do quan tri hé thong dam nhan.

Céc thong tin dugc luu trir trong thoi gian dai.

Giao dién hd trg tiy bién cac moi truong WebApp, Mobile trén cac
hé diéu hanh Windows, MacOS, i0OS, Android.

- Vé kj thudgt:

Ung dung web va tng dung di dong (mobile app) duoc viét bang
bang ngdn ngit manh, duoc hd trg boi cac cong cu phat trién manh
va bao tri don gian. Cong nghé hd trg day du cac nén tang hé diéu
hanh may cha Windows va h¢ diéu hanh may tram Windows va cac
hé diéu hanh thiét bi mobile nhu i0S, Android.



 Boma tiéng Viét va font chir: Str dung bo ma ky tu chit Viét theo
tiéu chuan TCVN 6909:2001.

1.2.2.11. Yéu cdu vé gidi phdp vé tinh sin sang vdi IPv6

Hé théng duoc thiét ké va xay dung s& dam bao tuong thich va san sang voi véi
IPv6 hoic giai phap nang cip bao dam sin sang v4i IPv6 néu hoat dong trén moi
truong Internet; trudng hop khong két ndi Internet, khuyén khich kha ning tuong
thich hd trg IPv6 hodc c6 giai phap nang cip bao dam sin sang véi IPv6.

1.2.2.12. Yéu cdu vé gidi phdp phong chong chdy no

Pay 13 dy an phan mém, do d6 dé dam béo an toan cho thiét bi va con nguoi
1am viéc tranh cac su ¢d do chap chay gay ra trong qua trinh cai dit hé thong 1én
may chu noi bo tai bénh vién, can tuyét d6i tuan thii cac yéu cau vé phong chay chira
chay, ndi quy 1am viéc tai Phong may chu, dam bao viéc cai dt, thiét 1ap hé théng
an toan va an ninh.

1.2.2.13. Yéu cdu vé bdo dam an ninh, an toan thong tin

Céc yéu cau vé an ninh, an toan thong tin ciing nhu an toan mang ludi thong
tin lién quan téi du an dugc thuc hién tuan thu theo quy dinh vé an toan, an ninh,
bao mat trong cac vin ban phap luat lién quan bao gom: Luat An toan thong tin mang
s0 86/2013/QH13 ngay 19/11/2013 ciia Qudc hoi khoa XIII, Luat Cong nghé thong
tin sb 67/2006/QH11 ngay 29/6/2006 ctua Quéc ho1 khéa XI; Luat Giao dich dién tir
s 51/2005/QH11 ngay 29/11/2005 cia Qubc hoi khoa XI; Luat Vién théng sb
41/2009/QH12 ngay 23/11/2009 ctia Qudc hoi khoa XI|.

C6 kha ning phat hién, canh bao va ngin chan moi truy nhap bat hop phap, cac
hinh thtrc tAn cong trén méi trudng mang va tuan theo nhimg tiéu chuan dam bao an
ninh théng tin.

Béi vi, day 1a du an thudc loai cong nghé thong tin nham phuc vu cho hoat dong
clia cac co quan quan 1y nha nude, cho nén can phai dugc kiém soat chit ché va dic
biét 1a phai co su rang budc ddi véi cac chuyén gia ciing nhu té chire tu van trong
viéc cau trac mang ludi, cc giai phap k¥ thuat cong nghé, giai phap an toan, an ninh,
béo mat va cac van dé khac c6 lién quan.



1.3. Yéu ciu khic
1.3.1. Cac yéu ciu khac ddi v6i nha thau trién khai

- Nha thau du nang luc kinh nghiém trinh bay giai phap ky thuat cong nghé &p
dung trong hé théng va dap tng kha ning san sang tich hop véi cac hé théng phan
mém Bénh vién Ung Budu dang van hanh.

- Pao tao ngudi str dung: Nha thau cé trach nhiém xay dung tai liéu dao tao
va huéng dan st dung hé thong. Té chuc céc 16p tap huan hudng dan tap trung cho
cac dbi twgng thu huong (néu co).

- Nha thau c6 trach nhiém xay dung tai liéu cac quy trinh cai dat, trién khai hé
thdng, quy trinh quan tri van hanh hé théng.

- Nha thau b tri nguon luc ty thuc hién kiém tra chirc ning va van hanh the
tai don vi don vi thu huong dam bao chat lwgng san pham theo yéu cau CSDL va hé
théng théng tin. BS tri nhan luc cung dai dién chu dau tu van hanh trén bo dit liéu
thuc té, nha thau co trach nhiém lap béo céo két qua van hanh thi ban giao cho Chu
dau tu sau khi da van hanh thar va nghiém thu dat yéu cau chat lugng.

o Nha thau can c6 tai liéu xay dung kich ban van hanh thir cac chirc nang trong
ting hang muyc cta hé thong.

o Nha thau can trién khai cai dit cac nén tang cong nghé phién ban méi nhét,
dam bao tuong tich véi cac phién ban hé diéu hanh méi nhat.

o Can xay dung md hinh c6 kha ning mé rong cao, phan khuc CSDL theo
nam.

o Xay dung nén tang c6 thiét ké kha ning chiu tai cao, ddp tng yéu cau truy
cap 16n va dong thoi, co hé thdng chay du phong, chay dong thoi, dam bao hoat dong
lién tyc. Can xay dung tai liéu kich ban vé van hanh hé théng ndy dam bao hoat dong
lién tuc va ¢ co ché du phong

- Nghiém thu dy an: Nha thau c6 trach nhiém bao hanh san pham cua du &n
g dung c6ng nghé thong tin dugc tinh tir ngay Chu dau tu ky bién ban nghiém thu:
Bao hanh téi thiéu 12 thang.

Nha thau c6 trach nhiém thuc hién kiém thu phr:fm mém, quet kiém tra hé théng
an toan thong tin theo quy dinh ctia Bo Thong tin va Truyén thong va cung cap két
qua hop 1é cho Chu dau tu, bao hanh san pham cia dy an tmg dung cong nghé thong



tin duoc tinh tir ngdy Chu dau tu ky bién ban nghiém thu: Bao hanh tbi thiéu 12
thang d6i v6i san pham cta du 4n.

1.3.2. Yéu cau chi tiét vé viéc dao tao huwéng dan sir dung; trién khai, ho
trg, quan tri, vin hanh san pham hoic hang muc cong viéc cia du an trwéce khi
nghiém thu ban giao

a. Yéu cau trién khai, cai dat phan mém
(i) Pham vi trien Kkhai:

- Trién khai hé thdng, cAu hinh, cai dit dé hé théng van hanh théng subt dap
g yéu cau xur Iy cia bénh vién; Can dam bao md hinh tinh toan phan bé luu trix
khong gian dit liéu va dung luong dudng truyén, may chu phi hop dé hé thdng duoc
van hanh théng sudt giira cac cap trudce khi cai dat hé thong.

(i) Pia diém thyc hién:
- Trién khai hé théng tai Bénh vién Ung Budu.
(ili) Muc dich:

- Lap ké hoach va lam céng tac chuan bi chu dao dé cong tac trién khai thu
duoc hiéu qua cao nhat.

- Phéi hop chit ché gitra cha dau tu va cac don vi thy huéng phan mém, cong
ty cung cap phan mém dé thuc hién dung ké hoach duoc phé duyét.

- Thuc hién nghiém tdc su trao d6i thdng tin gitta nha cung cap phan mém va
don vi str dung dé c6 nhitng théng tin bé ich phuc vu cho viée dap wng cac yéu cau
Ctia nguoi dung sau nay.

- Cau hinh hé thng, cai dat phan mém.
(iv) Két qua dat dworc:

- Cai dat phan mém Ién may cha dam bao phan mém phai hoat dong dugc
ngay sau khi nhan vién k§y thuat cia Cong ty trién khai roi don vi.

(v) Noi dung cong viéc trién khai tai don vi:
- Kiém tra ha tang;
- Cau hinh hé théng phan mém;

- Hiéu chinh giao dién;



- Thuthap y kién dong gop trong qua trinh dao tao tai chd va chuyén giao cong
nghé tai cho;

- Hb tro van hanh thtr nghiém cac phan hé;

- Thu thap y kién déng gop trong qua trinh van hanh;

- Bé&o céo van hanh thu nghiém.

b. T6 chirc dao tao chuyén giao cong nghé, dao tao huéng dan nguoi str dung

- Nha thau thi cdng sé& 1ap ké hoach dao tao cho cac d6i tuong do Chu dau tu
cung cap danh sach cac nguoi st dung hé thng;

- Nha thau s& cung cap noi dung va tai liéu huéng dan sir dung cho cac doi
tuong tham gia dao tao;

- Hinh thac dao tao: tap trung

- Pham vi dao tao:

o Thuyc hién viéc chuyén giao phan mém va huéng dan sir dung tap trung;
o Hop thong nhat tién do trién khai ddo tao, chuyén giao;

o Chuan bj va cung cip du tai liéu huéng dan sir dung;

o Chuan bi phong hoc, phuong tién k¥ thuat phuc vu cong tic dio tao (may
tinh, mdy in, projector...);

o Thuyc hién hudng dan st dung phan mém.
- Poi tuong dao tao:
o Quan tri hé thong phan mém
o Can bd nguoi str dung
- Pia diém dao tao: tap trung.
- Pao tao can bo quan tri hé thong:
o NOoi dung:
= MO0 hinh nghiép vu;
=  (C4c chuc nang st dung cua cac phan hé;

=  Chuc nang thiét lap mau bao c4o:;



Két ndi va van hanh k¥ thuat gitra cac phan h¢;

K¥ thuat quan tri hé théng phan mém.

o Yéu cau:

Nam viing cac ho so lién quan dén hé thong phan mém;

Ném viing t6 chirc CSDL;

Ném vitng cac qui trinh quan 1y, qui trinh van hanh ctia phan mém;
C6 thé hd tro duge cho nguoi st dung cudi;

C6 thé quan tri duoc cac yéu cau thay doi hay cac yéu cau méi doi véi
ting phan hé hay toan bo hé thong.

- Pao tao can bo nguoi sur dung:

o Noi1 dung:

Quy trinh luén chuyén va xtr Iy nghiép vu;

Céc chtrc ning thao tic co ban ctia phan mém;
Quy tac cap nhat dir li€u, xu ly dir liéu;

Quy tic xir Iy thong tin va khai thac thong tin;
Tim kiém, bao cdo va tong hop trén cac miu biéu;
Cai dat va xir 1y 16i k¥ thuat;

Khai thac thong tin;

Thuc hanh tryc tiép trén mdy tinh;

Thuc hanh trén s6 liéu thuc té;

Chuyén giao mé hinh thuc té.

o Yéu cau:

Hiéu biét day du vé tat ca cac chuc ndng cua phan mém c6 lién quan;
Str dung thanh thao phan mém;
Biét cach tuan thu céac qui tac st dung;

Biét cach str dung huéng din truc tuyén.

c. Tai li¢u ban giao



Nha thau thi cong o trach nhiém ban giao:

- B0 chuong trinh cai dat phan mém phién ban hoan chinh;

- Tai liéu dac ta chuc nang;

- Céc tai liéu huéng dan st dung, quan tri, van hanh; tai liéu phuc vu dao tao

ngudi st dung, quan tri, van hanh; tai liéu quy trinh bao tri (néu cd); huéng dan vé
ky thuat va tiéu chuan, quy chuan (néu cd).

- Tai liéu ky thuat phuc vu két ndi theo quy dinh (néu co).
1.3.3. Yéu céu v@ trién khai, hd trg, quan tri, vin hanh san phim

Hé théng sau khi dau tu dua vao van hanh can dugc té chic trién khai, van
hanh va duy tri.

Tréach nhiém don vi thi cong:

T6 chitrc chuyén giao cdng nghé hé thng;

T chire dao tao quan tri, van hanh;

Cung cap dich vu bao dudng hé thong dinh ky.
Bao hanh hé thong

Trach nhiém don vi quan tri, van hanh hé théng:

Chu dau tu 1a don vi tiép nhan, truc tiép quan tri va van hanh hé théng. Pon vi
quan tri, van hanh can dam bao tuan tha tiéu chuan k¥ thuat da dugc chuyén giao.

1.3.4. Yéu ciu vé bio hanh, bio tri

a. Bao hanh

Viéc bao hanh san pham cua dy &n toi thiéu 1a 12 thang tinh tir ngay Cha dau
tu ky két Bién ban nghiém thu toan bo san pham.

Cac don vi cung cap san pham/dich vy can phai dé xuat giai phap cung cap dich
vu bao hanh, bao dudng. Mot s6 yéu cau vé bao hanh can nhu sau:

- Pam bao sau khi nhan dugc yéu cau bao hanh chinh thiic bang van ban hay
dién thoai ctiia don vi thi phai c6 trach nhiém nghién ctru va dé xuat giai phap khac
phuc I18i cham nhat 12 24 gio 1am viéc. Trong truong hop khan cép thi nha cung cap
phai c6 mat dé giai quyét van dé som nhat co thé (ké ca ngay nghi, ngay 18).



- Phai ludn c6 d6i ngii k§ thuat riéng ciia minh dé thuc hién viéc bao hanh (yéu
cau c6 cung cap sé dién thoai nong va dia chi dé lién h¢);

- H& tro van hanh, hd tro xu ly cac van dé nghiép vu, ki thuat phat sinh;
- Phai c6 day du cac hinh thuc hd tro nhu hd tro tai chd, tir xa.

- Hb tro cap nhat bo sung nhiing tinh nang nho khong 1am thay doi kién truc,
thiét ké ban dau caa hé thong sau thoi gian bao hanh.

- Sau khi hét thoi gian bao hanh, bao tri, nha thau c6 trach nhiém tiép tuc phdi
hop nang cép, chinh sira chuwong trinh dap wng yéu cau thay déi vé nghiép vu cua
bén mai thau trén co sé thdng nhat gitra hai bén vé khoi lugng cong viéc, don gia va
thoi gian thuc hién viéc nang cap, chinh sta.

b. Bao tri

San pham cua du an ung dung cong nghé thdng tin sau khi hét han bao hanh
phai duoc bao tri dé van hanh, khai thac lau dai;

Chu dau tu to chuc thyc hién bao tri san pham cua dy an theo quy trinh dich vu
bao tri do don vi thi cong cung cap;

Chu dau tu 1ap dy toan kinh phi bao tri va tong hop chung vao dy toan chi hoat
dong hang nam cua don vi;

Chu dau tu chiu trach nhiém thuc hién quy trinh bao tri theo quy dinh.
Muc 2. Ban vé

Khéng cé.

Muc 3. Kiém tra va thir nghiém

a. P6i vai hang myc phan mém

Céc kiém tra va thir nghiém can tién hanh gom c6: Phan mém phai kiém thir an
toan an ninh thdng tin bai bén thi 3 doc 1ap va phai c6 bao co két qua kiém thir an
toan an ninh thong tin dat y&u cau dé dua vao van hanh chinh thaec.

b. B4i véi hang muc phan cing

- Noi dung kiém tra: Kiém tra hang hoa cung cép c6 dac tinh ki thuat phd hop
véi yeu cau cia hang hoa theo quy dinh tai Chuwong V - Yéu cau k¥ thuat. Kiém tra
hang hoa ¢ kém ching tir, hoa don hop 1&. B&n mua c6 trach nhiém theo dbi, kiém



tra, d6i chiéu hang hoa sau khi nhan hang. Trong vong 10 ngay, néu c6 van dé vé
chét luong, Bén mua phai thong bao cho Bén ban dé cling tim céch giai quyét. Bén
mua duoc yéu cau Bén ban cung cap cac tai liéu lién quan dén hang hoa nhu: Tai
liéu chirng minh nguén goc xuat xi, chat luong va cac gidy to khac caa hang hoa
theo quy dinh...

- Viéc kiém tra, thir nghiém phai duoc tién hanh tai don vi sir dung va duoc tién

hanh trudc khi ban giao nghiém thu. Toan bo chi phi cho viéc kiém tra, thir nghiém
do nha thau chiu.
- Truong hop hang héa khong dat yéu cau qua kiém tra, thir nghiém thi nha thau phai
thay maéi va phai chiu moi chi phi phat sinh cho viéc thay thé. Néu viéc thay thé
khong thanh cong, nha thau phai hoan tra lai toan b tien cua cac hang hoa khong
dat va phai boi thuong cac thiét hai cho cha dau tu theo dung quy dinh.
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