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DAIHQC PA NANG Djc 1dp - Ty do - Hanh phiic
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QUYET PINH

Vé vige ph€ duyét Bio cdo kinh té K¥ thuit
Hang myc Cii tao, ning cﬁp ha t?mg mang
tai Trwong Dai hoe Bich khoa — Dai hoc Pa Ning

GIAM POC PATHOC DA NANG

Cén cik Ludt Cong nghé théng tin sé 6 7/2006/QH11 ngay 29/6/2006;

Cén cir Ludt Péu thiu sé 22/2023/QH15 ngay 23 thdang 6 ndm 2023 cija
Quéc hoi da duge sta asi, bé sung mot sé diéu tai Ludt 56 5 7/2024/QH15 ngay
29/11/2024 cia gué'c’ hoi;Can cir Lugt ] 90/2025/Qﬂ1 5 ngay 25/6/2025 ciia
Quéc hii sira d6i, bé sung mot 56 diéu cia Lugt Déu thau, Ludt ddu tir theo
phurong thiec déi téc cong tw, Lugt Hai quan, Lugt Thué gis tri gla tdng, Ludt
Thué xudt khdu, Thué nhdp khdu, Ludt Déu tu, Ludt Ddu tir cong, Lugt quén Iy,

st dung tai scm cong;

Can cir Nghi dinh 56 32/CP ngay 04/4/1994 ca Chinh phi vé viée thanh
Idp Pai hoc D Néng; _

Cdn cie Nghj dinh sé 73/2019/ND-CP ngdy 05/9/2019 ciia Chink phii quy
dinh qudn Iy déu i ung dung cong nghé théng tin st dung nguon vén ngdn
sdch nha nude da duoc sita 36i, b4 sung mét sé dicu tai Nghi dinh sé
82/2024/ND-CP ngay 10/7/2 024,

Can cir Nghi dinh 56 1 74/2025/ND-CP, ngay 30/6/2025 ciia Chinh phi,
Quy dinh chinh séch gidm thué gid tri gia tang theo Nghi quyét o
205/2025/QH15 ngay 17/6/2025 ciia Quée hoi;

Cdn cik Nghi dinh s6 1 86/2025/NB-CP, ngay 30/12/2024 ctia Chinh phi
quy dinh chi tiét mot 56 didu cia Lugt Qudn Iy, sir dung tai sdn céng;

Cdn cik Nghi dinh s6 214/2025/ND-CP ngay 01/7/2025 ciia Chinh phii vé
viée quy dinh chi tiét mét sé didy va bién phdp thi hémh Ludt Béy thiy Vé lya
chon nha théu; }

Cén cir Thong tw 56 ] 8/2024/TT-BTTTT ngay 30/12/2024 cia B Théng
tin truyén théng quy dinh viéc ldp va quan Iy chi phi ddu t tmg dung céng
nghé thong tin, thué dich VU cOng nghé thong tin sir dung nguén von ngan sdch
nha nudc;

Cén cik Théng tie 56 10/2020/TT: -BGDDT ngay 14/5/2020 cia B3 Gido
duc va Pado tao vé viée ban hanh Quy ché 18 chize va hoat dpng cia dai hoc
vang va cde co 56 gido duc dai hoc thanh vién;

Can cir Théng 1w 27/2025/TT-BTC ngay 22/5/2025 ciia Bé Tai chink quy
dinh vé quyét todn vén diy tw dyw dn hodn thanh sir dung vén nha nude ngoai




déu tur cong;

Cdn cir Quyét dinh 56 2378/QP-BTTTT ngay 30/12/2016 cia Bg Thing
tin truyén théng céng bo dinh mike chi phi quan Iy dy dn, chi phi tu van dau tu
ng dung cong nghé thong tin sit dung ngén sdch nha nude va Quyét dinh s6
1688/QD-BTTIT ngay 11/10/2019 cia B§ Théng tin truyén théng sira déi, bo
sung quyét dinh s6 2378/0D-BTTTT ngay 30/12/2016;

Can cik Quyét dinh 58 1443/0D-BGDDT ngdy 26/4/2017 cia B Gido
duc va Do tgo vé viéc phdn cdp trong quan ly ddu tw, mua sam 1ai san, cdi tgo
va sika chita thuong xuyén cong trink xdy dung cho Dai hoc Pa Néng;

Can cir Quyét dinh 56 292/0P-BKHCN ngay 25/3/2025 cia Bé Khoa
hoc va Cong nghé vé Khung kién tric Chinh phii 56 Viét Nam, phién bén 4.0;

Can ctr Quyé"t‘ dinh 56 3 0'90/QD-,BKHC,N ngay 08/10/2025 ciia B¢ Khoa
hoc va Cong nghé vé Khung kién tric t6ng thé qubc gia so;

Can cir Qu):é't dinh 56 . 3291/0D- UBND ngay 3(2/12/202;5 cua UBND
Thanh pho Da Nang vé Khung kién tric sé thanh pho Da Nang giai doan
2025-2030, tdm nhin dén ndm 2035;

Céin cir Quyét dinh s6 3195/QD-DHDN ngdy 18/8/2025 ciia Gidm déc Dai

hoc Pa Nc?ng vé viéc Phé duyét chi truong Cdi tgo, ndng cd'p ha téng mang tai
Truong Dai hoc Béch khoa, Pai hoc Pa Nang;
Cén ctr Quyét dinh 56 4581/QP-DHDN ngdy 11/12/2025 cia Gidm déc

~
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Bai hpg Da ]\[ang Vé viéc diéu chinh théi gian thuc hién hang muc Cdi tgo,
ndng cap ha tang mang tai Truong Dai hoc Bdch khoa, Pai hoc Da Nang; .

Can cir To trinh 56 6513/TTr-DHBK ngay 22/12/2025 ciia Truong Dai
hoc Bdch khoa — Pai hoc Pa Ndng vé viée xin phé duyét Béo cdo kinh té kp
thudt hang myc Cdi tgo, ndng cap hq tang mang tai T ruong Dai hoc Bdch khoa
—Bai hoc Da Nangva Hé so trinh Dhé duyét giri kém;

Cén cit Vin bdn s?’ 64/SKHCN-HTS ngay 07/01/2026 ciia S¢ Khoa hoc
va Cong nghé thanh phd Da Nang vé viée y kién vé Bdo cdo kinh té kj thugs
hang muc Cdi tao, ndng cap ha tang mang tai Truong Pai hoc Bdch khoa, Dai
hoc Da Nang;

Cin ctt Bdo cdo két qué thim dinh 56 06/BCTD-QLCS VCDT ngay
23/02/2026’ cua Ban Quan Iy Co 56 vét chdt va Ddu tw vé viéc tham dinh Bdo
cdo Kinh té Ky thudt;

Theo dé nghi ciia Trudng ban Ban Quan Iy Co sé& vét chdt va Péu tur

QUYET PINH:

i Diéu 1. Phé duyét Béo céo Kinh t& K¥ thuat hang myc Cai tao, néing chp
ha ting mang tai Trudng Pai hoc Béch khoa, Dai hoc Da Nang, vé&i cic ndi

dung cht yéu nhu sau:

1. Tén hang muc: Cai tgo, ning cip ha tAng mang tai Trudng Pai hoc
Béch khoa, Pai hoc B3 Nang.
2. Chii dau tu: Trudng Dai hoc Béch khoa — Pai hoc Pa Ning.
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, 3. Té chic tu vén 1gp Bso céo Kinh 4 K thuat: Céng ty Cé phin Tu

vén Thiét ké va Xay I&p Vin thong Ha Nai.

4. Muyc tidu diu ti: Trién khai, nang cAp va t61 wu céc thiét bi co ban ciia
hé thong mang 16i; trién khai, céi tao hé théng mang tai gidng dudng Khu H.

5. Quy mé diu tu:

5.1. Trién khai hé théng mang 15i cho ha ting cdng nghé théng tin cia
trudng

- B sung cé¢ thiét b mang chi chét gdm Router, Firewall va Core
Switch,

- Trang bj thém mdy chii va Thiét bj hru trt NAS.

- Trién khai céc mg dung nén tang 40 hod Vmware vSphere cho may chu.

- Trién khai giai phap Backup va DHCP Server.

5.2. Trién khai hé théng mang truy cp tai gidng duomg H

- Trién khai méi hé théng mang tai khu gidng dudng,

- Thay méi cic thiét bj Distribution Switch, Access Switch va Accsess
Point,

- Khai théc, tin dung ha téng cap mang hién ©0; tan dung cdc thiét bi con
sir dung lap d3t cho céc khu vire khic hogc 1am thiét bj du phong.

- Téi wu l}oat déng cua céc thiét bi Switch, Access Point 'tai timg téng;
trién khai hé thong giam sét va quén ly tip trung cho céc thiét bj Switch, Access
Point; thiét 13p cdc chinh sich bao mat trén switch dé dam bao an toan hg thong
mang ndi bj.

- Xdy dyng so d6'hé théng mang chi tiét cho cac khu giang dudmg,
. 6. Dja diém thyc hién: Trudng Pai hoc Bich khoa 6 54 Nguyén Lirong
Bang, phudng Lién Chiéu, Thanh phd Da Ning.
7. Thiét ké chi tiét
7.1. Gidi phép thiét ké chi tiét cAn tusn thi:
1rinh bay tai myc “IV. PHAN TICH LUA CHON GIAI PHAP KY
THUAT CONG NGHE” (Tir trang 40 den trang 92), trong Ho so “Bio cdo
Kinh té - K§ thudt”,
7.2. Giai phap thiét ké chi tiét cho phép chii diu tur dwoc thay dbi trong
budc thiét ké tiep theo: Khong cé.
8. Téng mirc ddu tur: 2.942.912.862 ddng (Hai 1, chin trim bon muoi
hai trigu, chin trdm muoi hai ngam, tém trém séu muoi hai dong)

Trong d6:

- Chi phi xay lip 271.213.344 ddng
- Chi phi trang thiét bj 2.338.602.155 ddng
- Chi phi quan Iy dit 4n 69.003.522 ddng

Chi phi tu vin diu tur 78.572.468 ddng
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- Chi phi khéc 48.254.012 dbng
- Chi phi dy phong 137.267.361 dong

(C6 chi tiét cde khodn muc chi phi kém theo)

9. Thoi gian thue hién: Nim 2025-2026

10. Ngudn vén diu tu: Vén tir ngubn thu hop phép cia Trudng Dai hoc
Béch khoa.

11. Hinh thirc quan ly dy 4n: Chi déu tu ty quan ly dy 4n.

Piéu 2. Trudng Bai hoc Bach khoa - Pai hoc Pa Ning chju tréch nhiém
thye hién céc thi tuc diu tu theo ding quy dinh hién hanh ctia Nha nuéec.

Diéu 3. Chénh Vin phong, Trudng ban Ban K& hoach - Tai chinh,
Truéng ban Ban Quén Iy Co s vt chét v Dau tr va Higu trudng; Tiudmg Dai
hoc Béch khoa - Dai hoc Pa Ning cin cir Quyét dinh thi hinh./ W

Noi rihfn: KT, GIAM POC
- Nhur Didu 3; : __PHO GIAM POC
- Gidm d6c (d€ b/c) : ;
- Lwru: VT, QLCSVCDT. /o)
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PHU LUC CHI TIET CAC KHOAN MUC CHI PHi
(Kém theo Quyét dinki 56 53§ /0D-PHDN ngayd ythangtinim 2026)

Tong mirc du tu: 2.942.912.862 ddng (Hai ty, chin trim bén muoi hai trigu,
chin trdm mudi hai ngan, tdm trém sdu mwoi hai dong)

Trong d6:
1. Chiphi xay lip 271.213.344 ddng
2. Chi phi trang thiét b 2.338.602.155 ddng
3. Chiphi quin Iy dy 4n 69.003.522 ddng
4. Chiphi twvin diuty 78.572.468 _adng
4.1. Chi phi 13p Béo cdo KTKT 42.717.460 ddng
4.2.  Chi phi thdm tra Béo cdo KTKT 4.100.000 ddng
4.3.  Chiphi 1ap HSMT, danh gi4 HSDT 7.600.036 ddng
4.4.  Chiphi thim dinh HSMT va KQLCNT 5.416.496 dbng
4.5. Chi phi gidm sat 18.738.475 ddng
5.  Chi phi khic 48.254.012 ddng
5.1.  Chiphi thdm dinh gi4 26.000.000 ddng
5.2.  Chi phi thim tra phé duyét quyét tosn 500.000 déng
53.  Chi phi kiém toan 21.754.012 ddng

6. Chi phi dy phong 137.267.361 ddng / -



~



DANH MUC BANG BIEU. veesessssesesesesnesaestastsssessssasass 5
DANH MUC HINH ANH ....u.cuourerecrrsersrssmsessescsnsssssssesssssssnassnsssesens 6
1. Cén cir phap ly......... . wee'l
2. Tén hang muc......ccreeseencences sesesessssssssassasesrasaserassnnssnssase 9
3. Muc ti€u hang MUC....c.cvenessesacsarsssnsnerssnsassessssaesesssossonese S — 9
4. Pham Vi haNg MUC ..cccccvcersercnnisrerssasnsesnsssssssssasessessscssasassssasassssesasasses .9
5. Chii dau twr , rnnssssessnasases 10
6. NZUON VON QAU 11 sevvverrerersssresssscnssssnsssssessesssssssssssssssessessosssasesssssssssessessesasasssses 10
7. Thoi gian thue hién du 4an. . v
8. TONG IMTC QAU TIF 1.vvrensrsersescassecssesssesssssssssssessssssssssssessssssssssssenserassssesssesensssssssens 10
I. SU CAN THIET PAU TU " w11
1. Giéi thi¢u trudng Pai hoc Bich khoa, Dai hoc Pa Niing ..... .11
2. Hién trang rng dung cong nghé théng tin 15
2.1.  Hién trang hé thong mang Ioi.......eecvesvessssensesenne 15
2.2.  Hién trang hé thong Khtt Hu..eecnrecnsnenenscssssnssnssessensens 22
2.3.  DAnh gid hi€n trang.....cccreccrenenssenssesasssssssssarsssssressssssssssasssssssssns 26

3. Su cin thiét dAu (i vreeeerersennen. eesasesasenssesses 28

II. DPANH GIA SU TUAN THU KHUNG KIEN TRUC CHINH PHU PIEN
TU, PHUONG AN, GIAI PHAP CUA CAP CO THAM QUYEN, BO THONG
TIN VA TRUYEN THONG VA CAC QUY PINH KHAC CUA PHAP LUAT 30

1. Tuén thi Khung kién tréc chinh phi dién tir Viét Nam R ||

2.  Tuén thi Khung kién triic tng thé quéc gia sb ...... 32

2.1.Khung kién tric sb tong thé qudc gia $6
32 '

2.2. Khung kién triic s6 tham chiéu c4p tinh ovseTuiinenscrssenersass 35
III. PHAN TICH, LUA CHON QUY MO; XAC PINH PHAN KY PAU TU,
LUA CHON HINH THUC DAU TU ouuerreererenssensesesssnsensssens weree 36

1. Phén tich, xdc dinh myc tiéu, nhiém vy, két qua diu ra ciia dwr 4N ..eeeeennee. 36

1



1.1. Muc tiéu.. cesseressssansensrarensstesssistessteasenassanesssansenenanserasssnssnnesanns 36

1.2. Két qua déu ra ciia AU A1 cecererniencsnsesnssnssssnsssonesasasssssessonsassssssnssnssassassassonsane 36
1.3. Danh gia tic dong moi trrong va gidi phap bao vé moi tredng........ceeee. 37
2. Phan tich, lra chon quy mé déu tw.......... cereesssssessssssessessssssrnssnssssssssnessasene 37
2.1. Muyc dich, yéu cAu, Nhut CAU AU tWeuirucrerseermscnsecsessscnssssssssssssssssssnsossosnsensen 37
2.1.1. Muc dich ceasseasssassasasssase . cesessssssasssnssrsssasssssesnassenasssnasaes 37
2.1.2. NRU COU BAU O ccvrrrarrrsreemsrssesssssssssssssasssssssssssasssssssssssssssssssssssasss S |
2.2. Quy M6 QAU BT o.rveeereerrsensenersonsens . 38
Thiét bj VA Khi IWQNIZ SO DB: cuuuurrerrsrsrensarsensssssssssescssssssssesssssssosssssssssssansssnsssenses 38
3. X4c dinh phin ky du tw 39
4. Lya chon hinh thirc diu tw reesesassenesassasarerss s s s sesesarsaRss ssas R RaeRane .39
IV. PHAN TiCH LUA CHON GIAI PHAP KY THUAT CONG NGHE........40
1. Céc quy chudn, tiéu chun ky thuit dwrgc ap dung chung........cccceeerencenncenee 40
1.1.  Tiéu chuin ky thuat |
1.2.  Tiéu chi lrra chon gidi phap k¥ thuit..... S—— |
2. Phén tich lrra chon phwong 4n k¥ thuit..... E— 42
2.1, MG hinh K&t NOLzeceusessressormerssssssssensssssssessesasessens raussessssansssaresessassaness 42
2.2. Mgt s6 phuwrong 4n KT thuat Sit dUNE: cueeeeeseemereseesssssassscsssossssssssssnsesces 43
3. MG hinh trién khai....... . e 50
3.1.1. Trién khai h¢ théng mang 16i co ban, hé théng m4y chii va lwu trir.50
3.1.2. Trién khai, cii tao hé théng mang cac khu gidng dudng: ......eceeeesenee 51
4. THIET KE CHI TIET ..oueerrneenecersenes R 55
4.1. Céc nguyén tic va tiéu chudn thiét ké .55
4.2. Thuyét minh thiét K& ha thSng 10i......uereereeseecssissssessssssssssnsosssssssosssesnse 56
5. Khéi luwgng dﬁu 1) R . ..80
5.0, Khbi lwgng thist bj AR 0 MOLerrrrsrenssrssrsessssssssssssoessese s, 80
5.2. CéAccdng viéc cai tao, ning cip mang .... .84

6. Cac yéu cau vé dao tao hwéng dan st dung, quan tri, vin hanh va céc cong
tAC KRAC CO i€l QUAN c..cuvevrrrnreirisniresnescsesssssnsescncasssssssnsasasensnsseresasasssossassasansassasserens 86




7. Hang muc phu trg .......... eeresesesssesanssanssnsasassesassasasssantos 86

8. Yéu cau ky thugt, tinh niAng thi€t bi..cwewerssereserreensssssssssesssesen 87
9. Bién phap -an' toan vin hanh, phong, chéng chay, nd .......cceu... .. 88
9.1. Chi din bién phap thi cONG......cccemreerersearersersens — 88
9.2. An toan lﬁo doéng: ..... - .38
9.3. An toan di¢n, an toan thiét bj:.... - .89
9.4. An toan trong qua trinh thi cong 90
9.5. N¢i quy lao dfng......... teseressssasentsssersssstsatssasassrassaserssnnesastantses 90
9.6. Céc chi din vé phong an toAn chAY N8 .......eweeermcrssrmssessnsssssensonses 90
9.7, Quy trinh Xit If SI €02 cuueceeerecrsersenssnssaseasenses 91
10.Yéu ciu vé diéu kién bao hanh va hd tro k¥ thuit......... 92
10.1. Béio hanh sin phim..........eeeeeee.. 92
10.2. NAng cAp v h8 trg KNAC....ueerseesersssesssessessscssessessonses 92
V. THUYET MINH PHUONG AN PAM BAO AN TOAN THONG TIN.....93
P& xuét cAp d) an toan thong tin. Thuyét minh cip d¢ an toan hé thong théng
tin d& xuit cesssasssenssessesasasasssnasassns 93

V1. PHUONG AN TO CHUC QUAN LY, KHAI THAC, SU DUNG DU AN 94
VIL. PANH GIA TAC PONG MOI TRUONG VA GIAI PHAP BAO VE MOI

TRUGONG avveeenierseresssesssssssessesssssssssssosses ceesusesseseessssesaessesaeensaesaReRes s eneanenesen 95
VIIL. DU KIEN TIEN PQ THUC HIEN DU AN; CAC MOC THOI GIAN
CHINH THUC HIEN PAU TU............ . 96
IX. XACPINH TONG MUC PAU TU, CO CAUNGUON VON, PHUONG AN
HUY DONG VON .uoererersrnensssseosssessssssasess ceevsesnsssssensssssans 97

1. CaAn i PhAP 1Y A& 13D AU LOAN cuurreersrncsrsesssesssnssesssensssssenssassssssssssssssssssassassens 97

2. TONG AIF LOAN cuuereeerernersessersessasorsrssonsse cessessserssansssssassssasasssesasases 98
X. XAC PINH CHI PHI VAN HANH, BAO DUGNG, DUY TU, SUA CHUA
LON TRONG GIAI POAN KHAI THAC DU AN ...ouereerrnennscsssossens 98

XI. TO CHUC QUAN LY DU AN, BAO GOM XAC PINH CHU PAU TU,
PHAN TiCH LUA CHON HINH THUC TO CHUC QUAN LY THU'C HIEN
DU AN, MOI QUAN HE VA TRACH NHIEM CUA CAC CHU THE LIEN

3



QUAN DPEN QUA TRINH THU'C HIEN DU AN, TO CHUC BQ MAY QUAN

LY KHAI THAC DU AN .. veessessasrsesssessetns - 99
1. T chitc quan Iy dy 4n eesessssasenssssessssssssenassssnnns 99
2. Xac dinh méi quan hé va trach nhiém cia cic co quan lién quan .......eeee. 99

2.1. S0 Khoa hoc COng NEhE....cccevernsnisncsesssnssnssssrsssssasssssrsnsssssssssssasssasossasase 99
2.2.  Donvitu van Ap dir dNeeeeerererenssenseenee 99
2.3.  Ponvitu vin thim dinh gid....evererreernens . cossseses 99
2.4. Ponvitw vin thim tra bdo cio — Kinh t& K§ thuat ....eeeeeeseressenerees 100
2.5.  DON Vi tl VAN ZIAIM SAL evrereererernerensnsossssesssenssssesssesssonssonsss .. 100
2.6. Nha thiu......... S esessmasnsesssssansssasiss 100

XII. PHAN TiCH HIEU QUA PAU TU, BAO GOM HIEU QUA VA TAC
DPONG KINH TE - XA HQI, QUOC PHONG, AN NINH; KHA NANG THU HOI

VON PAU TU ...ccovvevrnnernse cevenesesas " 101
XIII. KIEN NGH]I VA BPE XUAT cesesessesasensessssessessassasesesarsaanaeanessasaases 102
XIV. PHU LUC 01: YEU CAU KY THUAT.. .103
PHU LUC: DU TOAN CHI TIET ..cuucoverrcrnssssssnssssasscssssssssssnsssssssssesssssssssssssssses 115



DANH MUC BANG BIEU

Béng 1. Bang thdng ké thiét bi hé thong mang N6i B .........ceeveeererreeeresrrerseessereseersesensens 15
Béng 2. Bang théng ké thiét bi hé thdng mang Sinh VI&N ........eeeeeereerrereeeeeeeeensesensseesensens 17
Béng 3. Phén hoach VLAN hé thdng mang 081 bd........eeveererreerssresiieresssessessesssesssenses 18
Bang 4. Phan hoach VLAN hé thdng mang Sinh VI8N ......c...eveeeeeereessesrerssnesessessenssssssenss 19
Bang 5. Bang théng ké thiét bi mang tai Khu H........ooeeveveeeeeeneeeneneresiessses e sesaessaesasnnns 23
Béng 6. Phin hoach VLAN trién Khai MG .....c..cuuerveerniiensesiesesessessesssessessssessesseessesnnns 63
Bang 7. Théng ké quy hoach dia chi IP ..o sversssasssseseenssss s sessseens 63
Bang 8. Tinh todn bang thong INternet.........cccoeviiveiiriiimneinicnnicninsiecneennceseennes 63
Bang 9. Théng k& quy hoach dia Chi TP .......u.cuecveeerereirneresesessesesessesssesssessesssensnssssensenss 76
Béang 10. Thng k& qUY MO GAU T ..v.vvvvereeereieeeeeessiss st aesessesssesssesses s ssssassaessens 84
Béng 11. Théng ké yéu ciu k¥ thuit Router cAn bANg tAi........ce.erververrerreersresrsiereraeseenes 103
Béng 12. Théng ké yéu ciu k§ thuit FIreWall .........coovveeerevereneiressreasrsessesseesessssesseseons 105
Béng 13. Théng ké yéu ciu k§ thudt core SWitch ..o 106
Béng 14. Thng ké yéu ciu k§ thuit Distribution SWitch .......ceeveeeveremeeseesierensereesenenn. 107
Béang 15. Théng ké yéu ciu k§ thudt Access SWILCH .....vuevvvereeeerrerreeererrseniessensenseeranrens 109
Béng 16. Théng ké yéu cu k¥ thuit access point ..........coeeveerverreeerenenes JUTOTTORRORON 110
Béng 17. Thong ké y&u cAu K§ thUAt SEIVET .......vevvveerrerrerereesresseesseeseesssesses s sasseessenss 111
Béng 18. Théng ké yéu ciu k¥ thuit thiét bi I trit NAS......coeevrrreeeeeenrersesessnssensnsan, 111
Bang 19. Thdng ké yéu ciu k¥ thuit ban quyén va phin mém........cccoeeerveerrererreerennnnne, 111
Bang 20. Théng ké y&u ciu k§ thuit tll TACK ......c.evveereeeeereesreresasesesessaesaessesesessesseseans 112
Bang 21. Théng ké yéu ciu k¥ thudt Distribution SWItCh ........eceevreeecrrireerseerencmessesens 112



DANH MUC HINH ANH

Hinh 1. So d0 tdng thé hé thing Mang 061 Bb.........ceverreereresrsesesrssrissesssssecsssessssesesesssense 15
Hinh 2. So 5 téng thé hé thdng mang Sinh VIEN ......c.ceeverreeeeeeereeesermecrssenssnisssssisssssesiens 16
Hinh 3. So db gidm s4t hé thdng mang SOlarwind.........cc..eeeeevreerreeeemmenermecsseessessismsssecssens 19
Hinh 4. Bidu db théng k& luu lugng st dung cia mang 10 bd ..........ccevveeeresssssessssssenseenes 20
Hinh 5. Biéu dd théng ké luu lugng sir dung clia mang sinh Vi8n.........ceeeermeecrrecerensensennnns 20
Hinh 6. Hién trang td rack phong SEIVET .......cccovmiiiiiiiininiiiiieerssessessesssnsnses 21
Hinh 7. So dd bd tri ti rack mang 181 phoNg SEIVET ......ccuvureeresireerrrnereseascreneesseaessesessssaenas 22
Hinh 8. So dd ha ting mang WiFi tai KBu H........cocerrererinmssieeseesnessessnessersssessnseesscsesesesnes 23
Hinh 9. So dd bd tri Access Point va ving phti séng WiFi ting 1 Khu Hevevveveeeeveeeraann, 24
Hinh 10. So dd b tri Access Point v ving phit s6éng WiFi tAng 2 khtt H....ovvvevrverirenenens 24
Hinh 11. So dd bd tri Access Point va viing phil séng WiFi tAng 3 khu H...ooooeveeverervercennns 25
Hinh 12. So db bd tri Access Point va ving phi séng WiFi ting 4 khu Ho......cooveerernrerennne. 25
Hinh 14. So dd bd trf tuyén cap quang tai K Hu.......ccevveeereriereessinsensnnsssaeesenseasesssasesecas 25
Hinh 14. BO tri 101 7aCK KNU Hovoeoeceivcieteeecesesnscsesiessss s sss s s ssssssssnsssssasessssessessessenens 26
Hinh 15. SO d0 b8 tri 10 1ack KNU Ho....ouceeeeveeeiteetssessessesessse s sessssssssessesesessessssssssesacens 26
Hinh 17. So d6 tdng thé hé thANg Mang.......evveveerriererisinerssesesesieeesessesserssessessessnesenacnss 56
Hinh 17. M6 hinh trién khai hé thong mang 18i........ceereererireereresrensenemesesssssesesssascsseaesas 58
Hinh 18. SO d5 bd tri 1 rack 1 phONE SEIVET ...eevivriereieiercireeeresisessessescessessssessasesensessescnns 59
Hinh 19. So 6 m6 hinh trién Khai KNu H c.....ooueeivereeeerreennsies et sesseessssssssssssesssessessseesesas 71
Hinh 20. So @3 ha ting mang LAN tai KU Ho....o.coosvevveereeeeriessessssssesessssssssssensssssssssesssoness 72
Hinh 21. So dd b8 trf ti rack tAng 2 KWt H....ovcvvereeerrereeereeeseeessesssssssssssssssssesssessessssssssssenane 72
Hinh 22. So d b trf ti rack tAng 3 khu H................ ettt s et et ranes 72
Hinh 23. So dd b tri Access Point va ving phtt séng WiFi ting 1 khu H...oovoovcivrrnerencene 73
Hinh 24. So dd b tri Access Point va viing phii séng WiFi ting 2 khu H....oovevvverecrrernennene 73
Hinh 25. So dd bé tri Access Point va ving phii séng WiFi ting 3 kht H.....vvccevveeivnecenncnns 74
Hinh 26. So dd b tri Access Point va ving phi séng WiFi ting 4 khu He..ooveeeereeneencnne. 74



THONG TIN CHUNG VE DU AN
1. Cin cit phap ly

- Cin ot Luat Cong nghé thong tin sb 67/2006/QH11 ngay 29/6/2006 ciia Québc
hoi nude cong hoa xd hdi chi nghia Viét Nam;

- C#in it Lugt Dau tir cong sb 58/2024/QH15 ngay 29/11/2024 clia Qubc hdi nuée
cOng hoa x4 hi chi nghia Viét Nam;

- Ciin ctr Nghi dinh s 85/2016/ND-CP ngay 01/7/2016 ciia Chinh pht vé bdo
dam an toan hé théng thong tin theo cép do;

- Can cr Nghi dinh 73/2019/ND-CP ngay 05/09/2019 cua Chinh phu vé quan 1y
dAu tu tmg dung cong nghé théng tin sir dung ngudn von ngan sach nha nuéc;

- Cin cir Nghi dinh s 82/2024/ND-CP ngay 10 thing 7 nim 2024 ctia Chinh phu
stra @i, bd sung mot sb diéu cia Nghij dinh sé 73/2019/ND-CP ngay 05 thing 9 ndm
2019 cua Chinh phi quy dinh quan ly d4u tu tmg dung cong nghé thong tin sir dung
ngudn vén ngan sach nha nuéc;

- Cn ci Nghi dinh s§ 98/2025/ND-CP, ngay 06/5/2025 ciia Chinh phit quy dinh
viéc 18p du toan, quan 1y, sir dung va quyét toan chi thudng xuyén ngan sach nha nuéc
dé mua sim, sira chita, cai tao, nang cép tai san, trang thiét bi; chi thué hang hoa, dich
vu; stra chita, cai tao, ning cép, m& rong, xay dung méi hang muc cong trinh trong cac
du 4n da dau tur x4y dung va cac nhiém vu can thiét khac;

-Cénctr Nglﬁ dinh 214/2025/ND-CP ngay 4/8/2025 cia Chinh phi quy dinh chi
tiét mot s6 didu va bién phép thi hanh lust d4u thiu vé lwa chon nha thiu;

- Cin ctr Nghi dinh s§ 254/2025/NB-CP ngay 26/9/2025 ctia Chinh phti quy dinh
vé& quan 1y, thanh to4n, quyét toan du 4n sir dung von dau tu cong;

- Can cir Thong tu s6 142/2010/TTLT-BTC-BTTTT ngay 22/9/2010 ciia B Tai
chinh va B Théng tin va Truyén thong vé huéng din viéc quan 1y va st dung kinh phi
chi phat trién céng nghiép cong nghé thong tin;

- Can cir Thong tu s6 39/2017/TT-BTTTT ngay 15/12/2017 ciia B6 Thong tin va
Truyén théng vé ban hanh danh muyc tiéu chuén k¥ thuat vé g dung cong nghé thoéng
tin trong co quan nha nudc;

- Cin ctr Quyét dinh sb 1688/QD-BTTTT ngay 11/10/2019 ctia B Théng tin va
Truyén thong vé viéc sira d6i, bd sung Quyét dinh sé 2378/QD-BTTTT ngiy
30/12/2016 ciia B truéng B Thong tin va Truyén thong v& viéc Cong bd Dinh chi
phi quan 1y dir 4n, chi phi tu vén du tu tmg dung céng nghé thong tin sir dung ngudn
v6n ngan sach nha nuéc;



- Can cr Nghi quyet s6 08/NQ-HDPH ngay 12 thang 7 ndm 2021 cda Hoi dong
Daihoc ba Nang vé viéc ban hanh Quy ché t§ chirc va hoat dong ciia Pai hoc Da Ning
va Nghl quyet sO 13/NQ-HDDH ngay 07 thang 9 nim 2021 cua Hoi ddng Dai hoc Pa
Néng veé viéc sira d6i, bd sung mt s6 didu cia Quy ché t5 chirc va hoat dong cna Dai
hoc Pa Ning;

- Cén cir Quyet dinh sé 04/NQ-HDPH ngay 18 thang 01 ndm 2023 cua Hoi ddng
Dal hoc Pa Ning vé viéc phan cip thim quyén quyét dinh trong cong tac diu tu, mua
sim tai san, hang héa, dich vy, stra chita thudng xuyén cong trinh xay dung cho cac
trudng dai hoc thanh vién, don vi truc thude Pai hoc Da Ning;

- Cin ¢t Ké hoach mua sim, sira chita phuc vu hoat dong thuong xuyén ndm 2025
tai Truong Dai hoc Bach khoa, Pai hoc Pa Ning duge Giam déc Pai hoc Da Ning phé
duyét ngay 17 thang 01 nim 2025;

- Cén cir Quyet dinh s6 3195/QD-DHDN ngay 18 thang 8 nam 2025 cia Gidm
déc Pai hoc Pa Ning vé viéc phé duyét chu truong: Cai tao, nang cdp ha ting mang
tai Trudng Dai hoc Bach khoa, Dai hoc Pa Ning;

- Cén cir Nghi quyét sb 93/NQ-HDT ngay 18 thang 12 nam 2023 ctia Truomg Pai
hoc Béch khoa, Pai hoc Pa Néng ban hanh Quy ché td chirc va hoat dong cuia Trudng
Dai hoc Bach khoa, Pai hoc Pa Ning;

- Can ctr Quyét dinh sb 4383/QD DHBK ngay 4 thang 9 nidm 2025 cua Hiéu
truéng Truong bai hoc Bach khoa vé viéc phé duyét dy todn va ke hoach lya chon nha

thdu giai doan chudn bi du tu hang muc: Céi tao, ning cp ha ting mang tai Trudng
Dai hoc Bach khoa, Dai hoc Pa Ning;

- Cén cr Bi€n béan hoan thién hop dong g0i thau G6i thau sb 01: Lap bdo cdo
kinh té k thujt hang muc: Cai tao, ning cip ha ting mang tai Truong Pai hoc Béch
khoa, Pai hoc Da Nang gitra Truong Dai hoc Bich khoa, Pai hoc Pa Ning va Céng ty
cb phén tr vén thiét ké va xay 14p vién thong Ha Noi ky ngay 8 thang 9 nam 2025;

- Cin o Quyét dinh sb 4468/Qb-DHBK ngay 9 thang 9 ndm 2025 cia Hiéu
truong Truong Pai hoc Bach khoa vé viéc phé duyét két qua lua chon nha thdu Géi
théu s6 01: Lip bdo céo kinh té ky thudt hang muc: Cii tao, ning cip ha tAng mang tai
Trudong Pai hoc Bach khoa, Dai hoc Pa Néng;

- Cén cir Hop dong s6 159/25/HP-BK ngay 22/9/2025 gilta Truorng Pai hoc Bach
khoa, Dai hoc ba Nang va Cong ty C) phin Tu van Thiét k& va Xay lip Vién théng
Ha Noi vé viéc tur vén khao sét, 1ap Béo céo kinh té k§ thuét dy 4n “Cai tao, néng cap
ha tAng mang tai Trudng Pai hoc Bich khoa, Dai hoc Pa Ning”.

- Cén cir Ching thu thdm dinh gid sb 159/2025/832/CT.VNA ngay 6/10/2025 cta
Cong ty Cb phan Péu tr va Thim dinh gia VNA,

- Cin clr B4o céo thdm tra sb 1510/BCTT-TTS ngay 15/10/2025 cia Céng ty
Thuong mai va Dich vu TTS Ha Néi.

- Cén ctr Quyét dinh sb 3090/QD-BKHCN ngay 08/10/2025 ciaa By Khoa hoc va
Céng nghé vé Khung kién tric tdng thé qudc gia sd.
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- Cén clt Vin ban sb 64/SKHCN-HTS ngay 07/01/2026 ctia S¢ Khoa hoc va Cong
ngh¢ thanh pho Pa Néng vé viéc ¥ kién vé& Béo cdo kinh té k§ thuat hang muc: Céi tao,
nang cip ha ting mang tai Tru'ong Dai hoc Bach khoa, Pai hoc Pa Ning.

- Can cir Cong vian sb 01a/2026/VNA-NV ngay 04/01/2026 cia Cong ty c¢d phan
dau tur va Tham dinh gi4d VNA vé viéc gia han chimg thu Tham dinh gia.

- Can ctr Bao céo thidm tra s 701/BCTT-TTS ngay 07/01/2026 cua Cong ty
Thuong mai va Dich vy TTS Ha Noi.

- Cin cir Két qua thdm dinh Béo c4o kinh té ky thudt hang muyc: Cai tao, ning cip ha

tAng mang tai Trudong Pai hoc Bach khoa, Pai hoc Da Ning sb 06/BCTD-QLCSVCDT ngay
23/02/2026 ctia Ban quan ly CSVC& Piu tu.

- Cén cur Quyét dinh sb 578/QD- DHDN ngay 27/02/2026 cia Giam doc Dai hoc ba
Ning v& viéc phé duyét Béo c4o Kinh té ky thuat hang muc: Cai tao, nang cép ha ting mang
tai Truomg Dai hoc Béch khoa, Pai hoc Pa Ning.

2. Tén hang muc
Cai tao, nang cép ha tﬁng mang tai Truong Pai hoc Bach khoa, Pai hoc Da Nﬁng.
3. Muc tiéu hang muc

Piép g toan dién cdc nhu ciu phuc vu cong tac gidng day va hoc tép tai truong
Dai hoc Bach Khoa Pa Ning, bao gém ca viéc sir dung dich vu va quan trj hé théng
mang.

Pam béo nang luc hé thdng dép g yéu ciu chuyén dbi sé, dong thoi hd trg kha
ndng md rong va phat trién trong twong lai, véi tinh twong thich, ddng bd cao cliing chét
lugng va d6 tin cdy 6n dinh.

Trién khai giai phép dam bao chi phi dau tu hop 1y, phit hop véi ngudn luc cia
nha trudng.

4. Pham vi hang muc

Phén chia murc d6 wu tién trién khai gitip kiém soat tién do, phan bd nhén lyc va
thiét bi mét cach hop 1y, ddng thoi giam thiéu riii ro trong qua trinh trién khai va dam
bao hé théng CNTT dugc van hanh én dinh.

Cin clr vao nhu cdu va sur can thiét ciia tmg phan ving mang/khu vuc ciia Trudng
Dai hoc Bé4ch khoa - Pai hoc Pa Ning, cac thiét bi s& wu tién trién khai theo thir tw
nhu sau:

Stt Hang muc cong viéc Chi tiét

Trién khai, t0i wu hé thong | - Trién khai, ndng cap va t6i uu céc thiét bi co

1 iy X s e Ak ~:
mang 13i co ban ban cia hé thong mang 161;

Trién khai, cii tao hé théng - Trién khai, cai tao hé théng mang tai khu
mang tai gidng duong khu H | gidng duong;

Trién khai hé théng méy chu, | - Trién khai mdy chu, thiét b lwu trix;
thiet bi Tuu trir - Xay dung hé théng gidm sat;




5. Cha dau tir
TRUONG PAI HOC BACH KHOA, PAI HOC PA NANG
Tén day di: Trudng Pai hoc Béch khoa - Pai hoc Pa Ning (DUT)

Tén tiéng Anh: University of Danang - University of Science and Technology
(UD-UST)

Dia chi: S& 54 Nguyén Lwong Bing, phuong Lién Chiéu, thanh phé Pa Ning
Dién thoai: (0236) 3740719
Website: https://www.udn.vn/bkdn
Ho va tén ngudi dimg ddu: Phé Gido su, Tién s§ Nguyén Hiru Hiéu — Hiéu trudng
6. Ngudn von diu tir
Vén tir ngudn thu hop phép ciia Trudng Dai hoc Bach Khoa.
7. Thoi gian thye hién duw an
Nam 2025- Nam 2026
8. Tong mirc dau tir

Téng mirc ddu tu 1a: 2.942.912.862 ddng (Bang chit: Hai ty chin tram bén muoi hai
triéu chin tram mwoi hai nghin tdm tram sau muoi hai dong./.)

Trong do:
- Chi phi x4y lap 271.213.344 DPdng
- Chi phi thiét bi 2.338.602.155 Ddng
- Quan ly du 4n: 69.003.522 Pdng
- Tu van dau tu: 78.572.468 Pdng
- Chi phi khac: 48.254.012 Pbng
- Chi phi du phong: 137.267.361 Ddng

T chirc lap bao cdo Kkinh té - ky thuit
Cdng ty C5 phan Tu van Thiét ké va Xay lip Vién thong Ha Noi.
Dia chi: S6 5 ngéach 38/33 Phuong Mai, phudng Kim Lién, Ha Noi, Viét Nam
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I. SU CAN THIET PAU TU
1. Gi6i thi¢u truong Pai hec Bach khoa, Pai hec Pa Néng

Trudng Pai hoc Béch khoa, Pai hoc Da Néng (DUT) 1a mot trong nhitng trudng
dai hoc k¥ thuét hang dau tai mién Trung Viét Nam. Truong duoc thanh 1dp vao nam
1975 va c6 st ménh dao tao ngudn nhan luc chét lugng cao, nghién ciru va chuyén
giao cong nghé, phuc vu cho su phat tridn cta khu vue va dét nudc.

Trudng Pai hoc Béch khoa Pa Ning dao tao nhiéu nganh nghé da dang trong cac
Iinh vuc khoa hoc kg thudt, cong nghé, quan 1y, va khoa hoc co ban, 1a mot trong nhitng
truomg dai boc ¢6 uy tin trong khu vic mién Trung va Tay Nguyén

Té chirc b) may

Trudng Dai hoc Bach khoa Da N&ng c6 td chirc by may gdm céc co quan, phong
ban va don vi truc thudc, hoat dong theo md hinh ciia mdt trudong dai hoc cong lap voi
céc chirc nang chinh: dao tao, nghién ofru khoa hoc va chuyén giao cong ngh¢. Co chu
td chirc bao gém:
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Ban giim hiéu cta trudng gom:

o Hiéu trudng: La ngudi dimg diu trudng, chiu trach nhiém diéu hanh moi
hoat dong cuia trudng.

e Cac Phé Hidu trudng: HO tro Hiéu trudng trong cac linh vire nhu dao tao,
nghién ctru khoa hoc, quan hé déi ngoai, cong tAc sinh vién, va phat trién
co sO vat chét.

Cic Phong/Ban chiec ndng:

e Phong Pao tao: Quan ly cong tac dao tao dai hoc, sau dai hoc, va cac
chwong trinh lién két quéc t€.

o Phong Khoa hoc va Cong nghé & Hop tac quéc té: Phu trach nghién clru
khoa hoc, trién khai cac dy &n nghién ciru va ing dung cdng nghé. T chirc
cac chuong trinh hop tac qubc té, trao ddi sinh vién, gidng vién, nghién clru
khoa hoc.

e Phong cong tic sinh vién: HJ trg sinh vién trong vi€c hoc tap, sinh hoat, va
céc vin d& lién quan dén doi song sinh vién.

e Phong K& hoach — Tai chinh: Quan Iy ngan sach, tai chinh cua truong.

e Phong co s& vét chét.

e Phong Khio thi & dam bao chét lugng gido duc.

e Phong thanh tra — phép ché.

o Phong td chuc, hanh chinh.

e Trung tm thong tin hoc liéu & Truyén thong.

Cdc khoa va vién:

Trudng c6 nhiéu khoa va vién dao tao theo chuyén nganh cy the. Céc khoa chi
yéu bao gom:

Stt Khoa / Thong tin lién hé

Khoa Céong nghé Nhiét - Dién lanh
Khoa Co6ng nghé thong tin

Khoa Co khi

Khoa Co khi giao théng

Khoa Pién

Khoa Dién tir - Vién thong |

A |||V | |-

13



Stt Khoa / Thong tin lién hé
7 Khoa Hoa

Khoa Kién triac
9 Khoa Méi truomg

10 Khoa Quén 1y du an
11 Khoa Su pham k¥ thuét
12 Khoa Xay dung Chu dudng

13 Khoa Xay dung Dan dung & Cong nghiép
14 Khoa Xay dung Céng trinh Thiy . -

Ngoai ra, truong con c6 cac Vién nghién c(ru, ching han nhu Vién Cong ngh¢
thong tin va truyén thong, Vién Ning lugng va Moi truong.

Co cau can bj:

Giang vién: Trudng c6 ddi ngl giang vién véi trinh d§ cao, trong do6 c¢d nhicu
gidng vién c6 hoc vi ticn s va thac si. Nhiéu giang vién tham gia cac dy 4n nghién ciu
khoa hoc cép quoc gia va quoc te.

Céan bd quan ly: Bao gdm céc Phé Higu trudng, trudng céc phong ban, trudng
khoa va cac can bd phuc vu khac.

Sinh vién: Trudong c6 khoang 20,000 sinh vién, bao gdm cé sinh vién dai hoc va
sau dai hoc. Céc sinh vién dugc d30 tao trong cic nganh hoc da dang, tir k¥ thuét dén
khoa hoc quan 1y, kinh té. Trudng cling chd trong phat trién d6i ngii can bd thong qua
cc chuong trinh ddo tao néng cao chuyén mon, h3 trg nghién ctru khoa hoc, va tao co
hoi hop tac quéc té.

Té chirc doan thé:

1. Cong doan truong Dai hoc Béch khoa:
2. Poan thanh nién Cong san HCM

3. Hoi cyu chién binh Pai hoc Bach khoa:
4. Hoi cuu gido chirc Dai hoc Béch khoa:

5. Hoi cyu sinh vién Dai hoc Bach khoa
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2. Hién trang ung dyng cong nghé thong tin
2.1. Hién trang h¢ théng mang 16i
2.1.1. Téng quan hé thong mang

_He¢ théng ha tAng CNTT cua ntha truong dugc xay dung qua phiéu giai doan véi
thiét bi va cong ngh¢ thudc ghiéu héng san xuét khic nhau. H¢ théng mang ndi bo va

sinh vién dugc tach biét, moi hé théng dugc két ndi ra Internet qua mot kénh truyén
riéng.

/7 MIKROTIK /5 A ™
ccri000-76 ¢ % )
1C-1S+ *-"
e HP 1BM
cisco SERVER SERVER
ASA BE20 SERVER D

||

' o W 1
P S
cisco
C4506E |
- aus

CORE SWITCH *T‘— T

\

Hinh 1. So db tdng thé h¢ théng mang ndi b}

~ Loai £ .
# Model Hang thiét bi So lwgng End of life
] §:§31009-7G-1c- Mikrotik | Router 1 7.1-2023
2 | ASA 5520 Cisco | Firewall 1 18-03-2013
3 | C4506-E Cisco | O 1 04-08-2014
Switch
4 | System x3650 M2 IBM Server 1 31-12-2017
5 | HP Server HP Server 1 31-12-2017

Béng 1. Bang théng ké thiét bj hé thong mang ndi b

Hé théng mang ndi bd duge trién khai theo mo hiph Qhﬁn tAng véi thiét b chuyén
mach trung tim (Core Switch) dit tai nha S. Mang ket noi gitta céac khu vyc sir dung
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cap quang don mode, két nbi dén céc thiét b trong céc khu vyc qua converter hodc
SFP. Cac thiét bi chuyén mach (Switch) tai cac khu vuc duge st dung tir nhidu nha
cung cip khéc nhau, bao gdm céc hing nhu Cisco, Planet, Rujie...

a) Router cin bang tai

Mikrotik CCR1009-7G-1C-18: dam nhi¢ém gateway Internet cho mang ndi bd voi
mdt kénh truyén duy nhat ciia nha cung cap Viettel.

b) Thiét bi twong lira (Firewall)

Firewall ASA 5520: Firewall bién ciia hé théng, kiém soat/loc luu lugng giita
Internet va mang ndi bd.

¢) Core Switch

Switch Cisco C4506-E: 13 Core Switch clia mang ndi bd, dinh tuyén/chuyén tlep
gifta cdc ving mang. Tép trung céc kétnéi ciia cac thiét bi chuyén mach khu vyc, dbng
thdi quan tri & cap phat IP (DHCP) cho mang ndi bd.

d) Server

Hé théng mang ndi bd bao gdm 02 Server vét Iy chay Windows Server 2008 R2
Enterprise dugc trién khai cho céc tmg dung: Gidm sat mang Solarwind va Controller
quan ly Access Point UniFi

2.1.2. H¢ théng mang sinh vién

,-'—//r_“‘\_”__‘“‘
( )
- VIETTEL ¢ -
L _) [ A AP
T g *x"“& k}\
J’ s/ ‘!‘5"
" =) (—-.
[ = =
Ve 1 “!—/ SWITCH PR SWITCR
MIKROTIK ,;; \ A } e KNU Vire r?
CCR1009-7G- ( al o
1cas+ ¥ e
cIsco
oy cBS350-16T
MIKROTIK /2 4___.,
CCR1009-7G-{ o ) =T
1C-18+ Y/ <
™ et e (e o o
~———PHONG SERVER — < &
mv‘g‘c "= ans !:P’:J“:;‘C

-,
“1—@4

LAY
R

g

4:
'
-
33

Hinh 2. So dd tdng thé hé thong mang sinh vién
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~ LOi_li X .
# Model Hang thibt b So lwgng | End of life
i (13551009-7@1(:- Mikrotik | Router 2 7.1-2023
2 | CBS350-16T Cisco Core 1 )
Switch

Béng 2. Bang thong ké thiét bj h§ thong mang sinh vién

Hé théng duoc trién khai theo mo hinh phén tng, Core Switch dt tai Khu S. Ket
ndi dén céc khu dung cap quang don mode, trong cac khu ding cép LAN két ndi vé
AP. Thiét bi dén tir nhiéu hing khac nhau (Cisco, Planet, UniFi, Ruckus...).

a) Router can bing tai

Mikrotik CCR1009-7G-1C-1S+: dam nhiém Gateway Internet cho mang sinh
vién két nbi véi 1 kénh Viettel. Ngoai ra, ¢ chic ning nhu DHCP Server cip phét IP
cho thiét bj khi ngudi ding két ndi va dong thoi két ndi t6i cée Distribution Switch &
cac khu virc khéc.

b) Core Switch

Cisco CBS350-16T: Véi chirc ning chinh 13 tip trung cdc dudng uplink quang
cta switch cac khu vye (H, F, HT KhuF, B, C, E, E4T, PFIEV.. Jva chuyen tiép huu
lugng dén trén Router cin béng tai. Pong thoi, thiét bj cling két ndi t6i ha ting mang
tai Khu S.Co -

2.1.3. Phin hoach VLAN

Hé théng phan chia VLAN theo khu vuc/tAng va chirc ning, 4p dung riéng biét
cho mang ndi by va mang sinh vién.

2.1.3.1. Hé thong mang noi bd

STT | VLAN | Lép mang Muc dich si dung
1 2 |10.10.9.0/24 | Quén ly thiét bi mang
2 3 |10.10.10.0/24 | Mang LAN khu A ting 1
3 4 {10.10.12.0/24 | Mang LAN khu A ting 2
4 5 |10.10.13.0/24 | Mang LAN khu A ting 3
5 6 |10.10.14.024 | Mang LAN khu Co Khi Giao Théng
6 7 110.10.15.024 | Mang LAN khu Dién Tt Vién Thong
7 8 10.10.16.0/24 | Mang LAN khu C6ng Nghé¢ Théng Tin(CNTT)
8 9 |10.10.20.024 | Mang LAN khu Vién Co Khi |
9 10 10.10.21.0/24 | Mang LAN khu Chét Luong Cao
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STT | VLAN | Lép mang Muc dich si¥r dung
10 11 10.10.22.0/24 | Mang LAN khu Thi Nghi¢m Dién
11 12 10.10.23.0/24 | Mang LAN khu Thi Nghiém Co Khi
12 13 10.10.24.0/24 | Mang LANkhu E
13 14 |10.10.25.0/24 | Mang LANkhu G
14 15 10.10.26.0/24 | Mang LAN khu F
15 16 |10.10.27.0/24 | Mang LAN khu B
16 17 10.10.28.0/24 | Mang LAN khu Ban Gidm Hi¢u
17 18 10.10.29.0/24 | Mang LAN khu CNTT phong may 1
18 19 10.10.30.0/24 | Mang LAN khu CNTT phong may 2
19 20 |10.10.31.0/24 | Mang LAN khu CNTT phong mdy 3
20 21 10.10.32.0/24 | Mang LAN khu CNTT phong may 4
21 22 10.10.33.0/24 | Mang LAN khu CNTT phong may 5
22 23 10.10.36.0/24 | Mang WiFi
23 24 |10.10.40.0/24 | Mang LAN khu COE
24 25 10.10.44.0/24 | Mang WiFikhu A
25 26 |10.10.45.0/24 | Mang LAN khuD
26 27 |10.10.46.0/24 | Mang LAN tda nh 10 ting
27 28 10.10.47.0/24 | Mang LAN khu CNTT phong may 6
28 29 10.10.48.0/24 | Mang LAN khu Truyén Théng 1
29 30 10.10.49.0/24 | Mang LAN khu Truyén Thoéng 2
30 31 10.10.50.0/24 | Mang LAN khu Truyén Thong 3
31 32 [10.10.52.0/22 | Mang LAN khu AUD
32 33 |10.10.58.0/23 | Mang WiFi khu khu Truyén Théng
33 34 |10.10.56.0/23 | Mang WiFikhu S
34 35 10.10.60.0/24 | Mang LAN khu Trung tam STIC

Bang 3. Phan hoach VLAN hé théng mang ndi bo

2.1.3.2. HEé thong mang sinh vién

STT VLAN Lép mang Muyc dich sir dung
1 10 10.10.26.0/23 Mang WiFi khu B
2 11 10.10.30.0/24 Mang WiFi khu C
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STT VLAN Lép mang Muc dich sir dung
3 12 10.10.28.0/23 Mang WiFi khu E 4 ting
4 13 10.10.31.0/24 Mang WiFi khu E 2 ting
5 14 10.10.32.0/24 Mang WiFi khu PFIEV
6 10.10.52.0/23 Mang WiFi khu H
7 10.10.36.0/23 Mang WiFi khu F

Bang 4. Phan hoach VLAN hé théng mang sinh vién
2.1.4. H? thong gidm sdt va quan tri

- Hé théng mang sir dung SolarWinds & gidm sat mot phan thiét bi/khu vue, chua
xay dung topology toan h¢ thong mang.

Hinh 3. So db gidm sat hé thdng mang Solarwinds

- Cac thiét bj trong hé thdng dugc quan ly tir xa qua giao dién web
(HTTP/HTTPS) hodc giao thirc Telnet.

- Server dugc m& port cho phép truy cép tir Internet qua remote desktop.
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2.1.5. Két noi Internet

Bing
thong Muc dich sit dung
upload

Nha cung | Biing thong
£
cap download

1 Viettel 300Mbps 300Mbps | Str dung riéng cho mang noi b

2 | Viettel 300Mbps 300Mbps Sir dung riéng cho mang sinh vién

Bang 5. Téng hop bing thong cic kénh truyén Internet

Interface <ether1> Statistics

o Last upoate: Tue Got B 14:14:50 2024

"Daily” Graph {5 Minute Average) “Weekly” Graph {30 Minute Average}
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Hinh 5. Biéu do théng ké luu lwgng sir dung ciia mang sinh vién
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Mang ndi by va sinh vién stt dung 2 dudng Internet tach biét tir nha cung cp
Viettel, moi kénh truyén c6 bang thong cam két download/upload tir 300/300 Mbps.
Luru lwgng thye té dinh do dugc khoang 512 Mbps v6i hé théng mang ndi bd va khoang
1.000 Mbps véi hé thdng mang sinh vién.

2.1.6. Bé tri thiét bi trong phong Server

Hinh 6. Hi¢n trang tii rack phong Server
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Hinh 7. So' @b bo tri tii rack mang 16i phong Server

2.2. Hién trang hé thong khu H

2.2.1. H¢ thong mang LAN

Hé théng mang LAN tai Khu H chua dugc trién khai. Toan bo ha tAng cap va cac
thiét bj switch can’ thlet cho két néi c6 day tai khu vire ndy van chua dugc dau tur lip

dit.

22



2.2.2. Hé théng mang WiFi

Us-LR  UG-LR

- gél
X2 CATG
TGS o o o o e e P Rl -l
Ug4R UsLR  UBLR 'tiS-LR UsLR
Her B8 e & o &
| l T X8 CAT6
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T NP S
= e
URR  UG4R  UBLR  LGLR UBLR (& Jwmcuian
Phu A1 i —
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TANG Y o o o o e o e e e e e e e e e e e e m e mm e m e, m e ——— - = m = e = =
Hinh 8. So' dd ha ting mang WiFi tai khu H
i .. | S6 .
# Model Hing Loai thiét bi End of life
lrgng
CBS220-8T-E-2G- ) Distribution 31-10-
1 Cisco . 1
EU switch 2013
2 | GS-4210-24P2S Planet Access switch 1 -
3 | RB760iGS Mikrotik Router 2 -
Ubiquiti
4 | U6-LR . Access point 17 -
UniFi p

Bang 5. Bang théng ké thiét bj mang tai khu H

- Hé théng Wi-Fi tai Khu H dugc trién khai nhdm cung cAp két ndi Internet cho

can by nhén vién (CBNV) va sinh vién trong ki vy. Hién tai, 17 AP UniFi (U6-LR)
da dugc lip dit dé phu séng 4 tang cia tda nha.

~ -Céac AP UniFi tai Khu H dugc quan 1y tap trung thong qua UniFi Controller, v&i
cau hinh SSID thong nhat trén toan bg khu vuc.
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- Tét ca cac AP déu két ndi vé switch PoE 24 port tai tang 2 Khu H, sau dé tin
hiéu dugc truyén vé Distribution Switch tai Khu H va két néi tiép v& Khu S qua cép
quang don mode.

- Céc thiét bj mang va ti rack dugc dat tai tng 2 ciia Khu H. Céc AP UniFi dugc
nbi véi switch PoE 24 port, dam bao cép ngudn cho céc AP qua PoE va truyén tai dit
ligu. Switch PoE 24 port két ndi den Distribution Switch tai Khu H, tir d6 luu Iugng
dugc chuyén tiép qua cap quang v& Khu S dé truy cap Internet.

s

N
O T T TR O

[CRE R TR = T L S R LI NS B T

Hinh 10. So' dd bé tri Access Point va viing phi song WiFi ting 2 khu H
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Hinh 12. So dd bé tri Access Point va viing phii song WiFi ting 4 khu H

2.2.3. Ha tng cip mang khu H
2.2.3.1. Hg ting cdp quang

To?_ x:é\ 1l RACK ‘ ODF 12 KHUH
' ) som

4 ODF 48 indoor

Hinh 13. So' dd b tri tuyén c4p quang tai khu H

He théng sir dung mot tuyén c4p quang don mode duy nhét dé két ndi tir khu S
dén Khu H. Tuyén c4p nay c6 chidu dai 600 m va dugc du néi qua 4 ODF 48 indoor
tai ti rack khu S va ODF 12 tai Khu H.

2.2.3.2. Hag ting cdip LAN

Ha tAng cap mang LAN tai Khu H duoc trién khai bang cap CATS, cic tuyen cap
niy xuét phat tir switch PoE 24 port va switch 8 port d3t tai ti rack trung tAm & ting 2,
¢6 nhiém vu cép két ndi mang truc tiép cho cac thiét bi Access Point trong toan bd khu
Virc.
25
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Hinh 14. B tri tii rack khu H

5 &
5 Cisco CBS220-8T 5] Cisco CBS220-8T
4

i Plannet GS-4210-24P28 3 Plannet GS-4210-24P25
_3- | dcimaens’d % 1T T 1 _Tl| dcimaenss

0 o o o

MAT TRUGC _ MATSAU
TU RACK 6U-TANG 2 TU RACK 6U-TANG 2

Hinh 15. So' d b6 tri tit rack khu H
- Tai mot so phong nhu P102, P104... chua 1ip dit AP, chi bé tri sin ddy chd cap
mang d& d4u ndi khi can.

- Riéng tai phong P108, mo{t switch 8 port dat (’y'tru'c’yc phong dugc st ‘dung lam
diém chia mang. Switch nay nhén tin hiu tir mt tuyen cap kéo tir ti rack tang 2, saun
d6 cap két n6i dong thoi cho AP trong phong va camera § hanh lang tang 1.

- Cac tuyen cap mang di ngang tai mdi ting duorc ludn trong nep 24 x 14 cm va
dudng cdp ndi cc tang sir dung dng mém D30 xuét phat tir ti rack tAng 2.

2.3. Danh gia hién trang
2.3.1.1. Hé tht‘fng mang loi

Hé théng mang 161 hién tai dang d6i mit véi mot s vén d& vé tinh ddng bd, quan
1§ va bao mét, anh-hudng dén hiéu qua hoat dong lién tuc, 14u dai va kha ning mé rong
trong tuong lai.

c) Hé théng mang tich biét

26



Mang ndi by va mang sinh vién hién dang tach biét, véi m&i mang sitr dung mot
kénh truyén rleng bigt. Méac du dleu nay gilp phén chia tai va bio mét, nhung lai gy
kho khén trong vige quan Iy va t6i vu hoa bang thong, khong c6 tinh du phong vé kénh
truyen

d) Thiéu tinh ning bao mét

Firewall ASA 5520 khong hd trg céc tinh ning bao mét nhu antivirus va phat hién

tAn cong mang (IPS/IDS) Diéu nay khién cho hé théng mang khéng durgc bao vé ddy
da trude cac moi de doa tir bén ngoai va bén trong.

e) Nhiéu thiét bj mang d3 End of Life (EoL)

Nhiéu thiét bi trong hé théng mang nhu Cisco ASAS5520 va céc switch doi cii
(C4506-E, CBS220-8T-E-2G-EU...) hién dd EoL, dan dén viée khong con nhén dugc
hd trg béo tri, va 151 bao mat tir nha cung cp. Piéu ndy ting riii ro an ninh va cé thé
gay su cb khi céc thiét bi nay khong con duge hd tro.

f) DHCP Server phén tan

DHCP Server hién tai dugc phén tan trén nhiéu thiét bi, bao gém cac switch va
router, lam tang sy ph’ﬁc tap trong viécv qu~én ly dia chi IP va gdy kho khén trong viéce
dédm bao tinh dong nhat. Viéc nay c6 thé dan dén xung dot dia chi IP va kho khan trong
viéc m& rng mang.

g) Ta rack c4c khu vyc khong gon gang va dénh nhan day da
Céc ti rack tai cac khu vyre chura dugc danh nhén ddy di va c6 su 1on x0n trong

viéc di ddy. Viéc nay khong chi lam giam tinh tham my ma con anh huéng dén kha
nang bao tri, xt Iy khi xay ra si ¢b hodc nang cip hé thong mang.

h) Thiéu tinh du phong

Hé thong mang hién tai c6 mét s6 thanh phin quan trong ma néu mét trong sb d6
gdp sy co, hé thong mang s& c6 nguy co bi gian doan, dnh hu.'orng dén chat lugng dich
vu va kha ning hoat ddng lién tuc ctia mang. Céc thanh phan nay bao gdm:

- Router gateway load-balancing

- Firewall

- Core switch

- DHCP Server

- Cép quang két nbi tir Khu S dén céc khu vuc

2.3.1.2. HE thong Server
a) Cin thay thé va ning cip cic Server cii

Cac Server trong hé théng hién tai 4 cii va khéng con dap ting di yéu ciu vé hiéu
sudt cling nhu bao mat. Piéu nay lam téng rui ro bao mét, gian doan sir dyng cac dich
vu va ¢6 kha ning mét mat dit liéu khi thiét bj giip phai cac hu héng phén cu'ng

b) Rui ro bado mét
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,Server Zone hién tai chua dugc phén viing va bao vé dﬁy @0, didu nay tao ranhimg
15 hdng bao mét nghiém trong. Cac Server khong duoc chia tach ro rang theo timg
ving chirc ning (vi dy: Server web, Server co s¢ dir liéu, Server ing dung), 1am ting
kha ning bi xAm nhép va anh hudng dén toan bo hé thong.

2.3.1.3. Gidm sdt va qudn trj h¢ thong
a) Gidm sat va quan ly thiét bj chwra dong bd
 Hg théng giém sét va quan Iy thiét bi hién tai chi duoc trién khai v theo ddi mét

s0 khu vuc nhit dinh trong mang, thi€u sy bao phu toan dién §oi y(’ri toan bd hé thong.
Nén tang hién tai khong c6 kha ning gidm sat tai nguyén hé thong (vi du nhu CPU,
bang thoéng sit dung) va hoan toan khéng 6 co ché canh béo tu ddng khi phét sinh sy
cb. Viéc ndy din dén kho khin trong viéc phat hién va xtt Iy su 0 kip thoi, déc biét 1a
khi cac su b xay ra & nhitng khu vyc chua duge gidm sét.

b) Giao thirc quan ly khong an toan

Hé théng quan ly thiét bi hién tai s dung giao thuc khoéng an toan nhu
HTTP/HTTPS, telnet, RDP va dugc md cong két noi (NAT) ra moi truong Internet de
truy cép tir xa. Céc giao thuc nay khong mé héa dit liéu truyén tai, tao ra 16 hong bao

mat nghiém trong, dé bi tan cong Man-in-the-Middle (MITM) hodc tAn cong brute-
force.

2.3.1.4. H¢ théng mgng khu H

a) He théng mang ndi bd

Hé théng_ mang ndi bd LAN tai khu vic chua duoc tri‘én khai. Bén canh do, cac
thiét bi Distribution Switch hién tai c6 thé dap tmg nhu céu sir dung co ban nhung
khong di kha ning md rong khi so lugng ngudi dung va thiét bj ting 1én.

b) Hé théng Wi-Fi

Hién tai Khu H van con moét sb khu vyc vén gip tinh trang thiéu séng hodc tin
hiéu yeu. Viéc trién khai cdc AP chua dugc toi uu ve vi tri lap dat, kénh phat song va
* cong sudt phét, dan dén chat lugng ket noi chura 6n dinh.c) Ha tang cdp mang

. He théng cap mang tai Khu H hi¢n dang st dung cap CAT6, dap tng t6t yéu ciu

vé chat lugng tin hi¢u va phit hop cho hau hét cac vi tri trong khu vye. Tuy nhién, do
vi tri 1ap dit mot sO AP chua t0i wu, cén diéu chinh nén can phai bd sung thém cac
tuyén cap dé dam bao két n6i on dinh cho cac AP.

3. Sy cin thiét diu tw

Xuét phét tir tinh hinh thuc té trén viéc thyc hién hang muc "Cai tao, nang clp
ha ting mang tai Tridng Dai hoc Bach khoa, Pai hoc Pa Ning" 12 cin chp thiét
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nhim d4p tng todn dién cac nhu ciu phuc vu cong tic giang day va hoc tép tai truong
Pai hoc Bach Khoa Pa Néng, bao gom ca viée sir dung dich vu va quan tri hé théng
mang. Qua d6 dam bao ning lyc hé thong dap tmg yéu cAu chuyén dbi sb, ddng thoi
hd trg kha ning mé rong va phat trién trong tuong lai, v6i tinh tvong thich, ddng bd
cao cung chét lugng va do tin cay 4n dinh.
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I PANH GIA SU TUAN THU KHUNG KIEN TRUC CHINH PHU PIEN
TV, PHUONG AN, GIAI PHAP CUA CAP CO THAM QUYEN, BO
THONG TIN VA TRUYEN THONG VA CAC QUY PINH KHAC CUA
PHAP LUAT

1. Tuén thi Khung kién triic chinh phi dién tir Vi¢t Nam

Ngay 25/3/2025, B Khoa hoc va Cong nghé di ban hanh Quyét dinh sb
292/Qb-BKHCN Ban hanh Khung Kién tric Chinh phu dién tir Viét Nam, phién ban
4.0, huéng t¢i Chinh phi s6 nhim huong dn cac b9, co quan ngang bd, co quan thudc
Chinh phi, UBND cac tinh, thanh phd trwc thufc Trung wong x8y dung Kién triic
Chinh phu/Chmh quyén dién tir; Hinh thanh va trién khai 4p dung dong bd hé théng
Kién tric Chinh phu dién tir tir Trung uong dén dia phuong.

Trong 06, cac thanh phin co ban cia Kién trac Chinh phu dién tt bao gbm:

1. Nguoi st dung

2. Kénh giao tiép

3. Ha ting K§ thuét - Cong nghé

4. An toan thong tin mang, an ninh mang

5. Chi dao, chinh sach

6. Nén tang tich hop, chia sé dit ligu quc gia

7.Nén tang tich hop, chia sé dit liéu cip b9, cap tinh

8. Cbng Dich vu cong qudc gia

9. Hé théng thong tin chi dao, didu hanh cia Chinh phti, Thu tuéng Chinh phu

10. Hé théng théng tin béo cao Chinh phu

11. Hé théng th()ng tin phuc vu hop va xir 1y céng viéc cia Chinh Phu

12. Cdng tham vén va truy ctru quy dinh kinh doanh

13. Trung tam tich hop dit liéu phuc vu su chi dao, diéu hanh cta Chinh phu,
Thu tuéng Chinh pht.

14 Hé théng gidm sat, do ludng mirc 4§ cung chp va sir dung dich vu Chinh pht

sO
15. Hé thdng danh myc dién tir ding chung
16. Hé théng thong tin phuc vu giao dich dién tir

- 17.Céc co s& dit liéu qubc gia (Trung tAm gidm st an toan khong gian mang
quoc gia)

18. C4c hé théng théng tin qubc gia
19. Céc co so dit liéu, hé théng théng tin khéc.

So db khung kién triic Chinh phi dién ti Viét Nam 4.0
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Sw phit hep véi Kkién tric nghiép vu

phén nghiép vu cin giai

Heé théng phin mém duoc xay dung dap Umg cac thanh
quy trinh lién

quyét, dap ung chirc nang nhiém vu cia S& chu quan, dinh hinh cac
thong véi céc hé théng ding chung ciia tinh.
Sw phu hop voi kién tric dir li€u
Dir lidu ctia céc phin mém dugc thiét ké tun thi1 theo cdc nguyén tic kién triic
thong tin: :
- Phi hop véi Khung Kién trac CPDT Viét Nam, phién ban 4.0;
- Phu hop voi dinh huéng, chién lugc ing dung CNTT cua Trudng;

- Dit liéu phan mém duge quan 1y va bao toan, dép ung nhu cAu sir Iy nghiép vu

cling nhu hé trg cho viée tim kiém chia sé thong tin d6i v6i cac trudong hop dugc pheép

chia sé;
- Dit liéu dugc quén 1y, van hanh cép nhat mot cach thudmg xuyé

théac mot cac chit chg, toan ven.

n va chia sé khai
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Sy phit hop v6i kién tric g dung

Giam do phirc tap va thuc déy viée tai sur dung, tinh linh hoat va kha néng mé
rdng, don gian, d3 sir dung, tudn thu cic chudn md, cong nghé huéng dich vu va khong
phu thude vao cac nha cAp giai phép, nhim tdi wu hoa cac khodn d3u tu cong nghé
théng tin cia Pai hoc Pa Néng. M6 hinh Kién triic tng dung cling giup giam thiéu thoi
gian, chi phi va d6 phirc tap trong qué trinh phat trién, trién khai, bao dudng va nang
cAp hé théng trong tuong lai. Céc {mg dung trong Kién tric tmg dung 1 co s& dé hinh
thanh, dinh hinh cédc co 5o dit liéu ddc 1ap hodc co s& dit liéu dung chung cing nhu
gitip tinh toan, dinh ¢ ha tang k¥ thudt can d4p tmg cia Truong Dai hoc Béch khoa,

r

Pai hoc Da Ning nhim phuc vy nang cap, m§ réng trong tuong lai.

Sy phil hgp v6i Kién tric an todn thong tin |

Phin mém dam béo céc yéu chu vé an toan thong tin trong qua trinh thiét ké,
xdy dung.

Déap mg vigc kidm tra danh gid an toan thong tin, co du phong, g ciru su cb
d4m bao hé théng gip thiét hai t6i thidu khi ggp tham hoa.
5. Tuan thi Khung kién tric thng thé québc gia s6
2.1. Khung Kién triic sb tong thé qudc gia 50

Ngay 8/10/2025, Bo Khoa hoc vA Cong nghé da ban hanh Quyét dinh sb
3090/QD-BKHCN Ban hanh Khung Kién tric tong thé qude gia s6.

Trong d6, cac thanh phé“m co ban cua khung kién tric chinh phu s Viét nam bao
gdm:

1. Ngudi st dung

7. Kénh giao tiép

3. Ha ting K§ thust - Cong ngh¢

4. An toan thong tin mang, an ninh mang

5. Chi dao, chinh sach

6. Nén tang tich hop, chia sé dit liéu qubc gia

7. Nén téng tich hop, chia sé di li¢u chp bo, cép tinh

8. Cdng Dich vu cong qube gia

9. Hé théng thong tin chi dao, diéu hanh cia Chinh phu, Thu tuong Chinh phu

10. Hé théng thong tin béo céo Chinh phu

11. Hé théng thong tin phuc vu hop va xir 1y cong viéc ctia Chinh phu
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12. Céng tham vAn va tra ctru quy dinh kinh doanh

13. Trung tAm tich hop dit 1idu phyc vu su chi dao, didu hanh cta Chinh phd,
Thi tudng Chinh phi

14.He théng gidm sat, do ludng muc dd cung cép va st dung dich vu Chinh phu

sb

15. Heé théng danh myc dién tir dung chung

16. Hé théng thong tin phuc vu giao dich dién tir

17. Hé théng SOC Qudc gia (Trung thm gidm sat an ton khong gian mang quoc
gia)

18. Cac co s¢ dir liéu qudc gia
19. Céc hé thdng thong tin qubc gia
20. Céc co s& dix li¢u, hé théng thong tin khac
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Hinh 1: M6 hinh khéi quat cac thanh phin dung chung gitra cac co quan trong hé
théng chinh tri
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Chi tiét cac thanh phén ding chung giita céc co quan trong hé théng chinh tri
Kién trac tdng thé ciia Mo hinh dugc thiét Kké theo céc 16p chirc ning tur dudi
1én, bao gdm: (1) L.op Ha tAng sb va an ninh mang dung chung, (2) Lop Dt lieu va nén
tang 161, (3) Lop Ung dyng va nghiép vu dung chung va (4) Lop Kénh tuong tic va do
luomg hiéu qua. Sy phan 16p nay gitip phén dinh 13 vai tro, trach nhiém clia cac co quan
va bao dam céc thanh phén c6 thé dugc phét trién doc 1ap nhung van tuong thich va
két ndi chat ché vdi nhau.
Du 4n “Cai tao, nang cép ha tAng mang tai Truong Pai hoc Bach khoa, Dai hoc
Da Ning” thuoc Lop 1: Ha ting s6 va an ninh mang ding chung
Pay 13 16p nén tang vét 1y va logic, cung cp céc tai nguyén co ban va két nbi an
toan cho cac co quan chinh quyén dia phuong cAp tinh, bao gbm: Ha tAng bao dam an
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ninh, an toan dir ligu dau cudi: Do chi quan hé thong thong tin dau cudi chiu trach
nhiém trién khai.

2.2. Khung kién tric s& tham chiéu cép tinh

LN HOEN FRUE §8 PHAN CHIEL CAP TiNK,

 Eiug iy W o Vool s 5 o i | F—— 1

Kién triic tdng thé ciia M6 hinh dugc thiét k& theo cac 16p chirc ning tlr dudi
]én, bao gdm: (1) Lép Ha tAng s6 va an ninh mang dung chung, (2) Lop Dit lidu va nén
tang 161, (3) Lop Ung dung va nghiép vu dung chung va (4) Lép Kénh tuong tac va do
luomg hidu qua. Su phén 16p nay gitip phan dinh rd vai trd, trach nhiém ctia cac co quan
va bao dam céc thanh phan cé thé duge phat tridn doc 14p nhung van tuong thich va
két ndi chit ch& véi nhau.
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Du 4n “Cai tao, ndng cép ha ting mang tai Truong Pai hoc Béch khoa, Dai hoc

Pa Ning” thudc Lop 1: Ha tAng <6 va an ninh mang dung chung

Pay 1a 16p nén tang vat Iy va logic, cung cp céc tai nguyén co ban va két nbi an
toan cho cac co quan chinh quyén dia phuong cAp tinh, bao gdbm: Ha tAng bao dam an
ninh, an toan dif liéu dau cubi: Do chit quén hé thong thong tin dAu cubi chiu trach
nhiém trién khai.

Do du 4n “Cai tao, nang chp ha tAng mang tai Trudng Dai hoc Bach khoa, Pai
hoc Da Néng” c6 muc tiéu 1a 14 cai tao, nang chp ha tAng mang phuc vu cong tac dao
tao, giang day tai Dai hoc Béach Khoa Da Néng. Dy 4n da dAu tu thiét bi thiét bi
tudng lra a8 dam bao két 106 an toan, déng thoi co phuong an cai tao, nang chp ha
ting mang dam béo an toan, hiéu quéa va dam bao cac khung kién triic s.

. PHAN TiCH, LUA CHON QUY MO; XAC DINH PHAN KY DAU TU,
LUA CHON HINH THUC PAU TU

1. Phén tich, xdc djnh muc tiéu, nhiém vu, két qua diu ra cia dy 4n

1.1. Muc tieu

- Pép tmg toan dién c4c nhu cé‘xu‘phuc vu cOng tac gidng day va hoc tap tai truong
Dai hoc Béch Khoa Pa Ning, bao gbm ca viéc st dung dich vu va quan tri h¢ thong
mang.

_ Pam bao nang luc hé thong dép tng yéu chu chuyén dbi sb, dong thoi hd trg
kba ndng mé& rong va phat trién trong tuong lai, véi tinh twong thich, ddng bd cao cung
chét lwong va d tin cly on dinh.

- Trién khai giai phap dam bao chi phi du tu hop 1y, phit hop v&i ngudn luc ciia
nha trudng.

1.2. Két qua diu ra caa dy an
Viéc diu tu, ning chp ha tng cong nghé thong tin, mua sim lip dat phén cimg
12 hang muc cong vige bt budc d6i voi Trudng néu mudn xay dung va trién khai tng
dung cong nghé thong tin. Cac hiéu qua dv kién s& dat dugc:

- Nang cao nang luc 1ét nbi, the do trayén tai dir Lidu cua hé théng mang LAN tai
Truong Dai hoc Bach Khoa, Dai hoc D Ning

_ Néng cao tinh sin sang ciia hé théng mang LAN.

- S&n sang dap Gng viéc truyén dir liéu tbc dd cao cho cac ung dung, cac loai hinh
d30 tao true tuyén doi hoi nhicu bang théng va 0 tré thap.
- Téi vu hoa mo hinh mang dem lai hi¢u suit quan tri cao, giam thidu cac rdi ro

trong truyén tai thong tin, dir lidu.
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- Nang cao kha nang bao mét, bao vé thong tin, dir liéu truyén tai trén hé théng.
1.3. Panh gia tic dong méi triromg va giai phap bao vé mdi trudng
Hang muc “Cai tao, nang chp ha tAng mai tai Truong Dai hoc Béach Khoa, Dai
hoc ba Néng” khong n3m trong “Danh muc du 4n phai 1ép bio cdo danh gia tac dong
moi truong hodc du 4n, phuong &n <an xudt, kinh doanh, dich vy phéi dang ky ké
hoach bao v€ moi trudmg” dugc ban hanh tai Phy lyc II kém theo Nghi dinh sb
40/2019/ND-CP ngay 13/ 5/2019 ciia Chinh pht stra dbi, bb sung mot s6 diéu cna céc
Nghi dinh quy dinh chi tit, huéng dAn thi hanh Ludt bao vé méi trudng. Do vdy, Du
4n khéng can phai 18p Bio céo danh gid tic dong moi trudng, ké hoach bao vé moi
trudng.
Tuy nhién, khi thi cong Pon vi thi cong cin co cac bién phap khong lam phé
thai roi vai ra va bui phat tan ra moi trudng xung quanh. Co thoi gian thi cong hop 1y,
bién phap van chuyén hop 1y khong anh huéng t6i moi truong xXung quanh.

2. Phﬁn tich, lra chon quy mé dau tw

2.1. Muc dich, yéu ciu, nhu ciu diu tw
2.1.1. Muc dich

- Quy hoach va tdi uu hoa hé thdng ha tAng CNTT tai Dai hoc Bach Khoa ba
Néng theo huéng dong nhét, tuan tha quy chuén k¥ thuat, dam bao hoat dong tin cay,
&n dinh va thuén tién cho viéc m& rong, nang chp trong tuong lai;

- Pam bao hé thong ha tAng CNTT co nang luc dap ung day du cacyéu chu chuyén
dbi sb va phat trién bén vimg cua nha truong trong dai han;

- Tién hanh quy hoach, kiém tra, do dac va tin dung tbi da céc thanh ph?m hé
théng hién hitu nham t8i vu hda ngudn luc dau tu;

- Trién khai h¢ théng gidm sat mang hidu qua, cho phép phat hi¢n sém, co lap va

D
F

xu 1y kip thoi cac sy cb dé duy tri trang thai hoat dong to1 uu cho toan hé thong;

- Xay dung vé‘\trién khai céc phuong én dyr phong toan dién cho hé théng ha té‘u}g

CNTT bao gém phan cimg, phéan mém, két nbi logic va vatly nhim nang cao d9 san
sang va tinh lién tyc cua dich vu;
- Quy hoach va hoan thién hd so quén trj hé théng thiét b va ha tAng truyén dan
nhdm nang cao hiéu qua quan ly, béo tri va van hanh hé thong ha tang CNTT.
2.1.2. Nhu ciu dau tie
_ Chufin hoa va xay dung hé théng ha thng CNTT hién dai, dam bao hoat dong én
dinh, tin cdy va an toan;
- Dép tmg cic yéu chu chgyén 431 s va kha ning m& rong quy md hé théng phit
hop voi sy phat trién trong nhi€éu ndm to1;
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o Tén dung hiéu qué cac thanh phén va ha tAng mang hién c6 nhim tbi wu chi phi
d3u tu va van hanh;
- Xay dung hé thong gidm sat mang toan dién, hd trg phét hién nhanh chéng, €0
lap va xir Iy kip thoi cac sy ¢b trong hé thong mang; ’
- Tién hanh khao sat, quy hoach va thibt k& so 46 chi tiét day da cho tAt ca cac
phén tir clia hé thong ha tAng CNTT nhdm néng cao hiéu qua quan Iy va vén hanh.
2.2. Quy md diu tuw
Phén chia mirc 40 wu tién trién khai gitp Kidm soat tién 6, phan b nhan lyc va
thiét bi mot cach hop 1y, dong thoi gidm thidu rii ro trong qué trinh trién khai va dam
bao hé théng CNTT dugc vén hanh én dinh.
Cin ot vio nhu cdu vA su can thiét ctia timg phan ving mang/khu vyc cia Trudng
Dai hoc Bach khoa - Dai hoc Da Ning, cac thiét bi s& uu tién trién khai theo thir twr
nhu sau:

A [ ¥.3 L] .‘
| Hang muc cong viéc | Chi ti€t
-2 . LA: ~ ol Ao | .2 . A L a JA: . SRy 1t
Trién khai, toi wu hé thong | - Trién khai, ning cap va to1 uu €ac thiét b1 co
mang 151 co ban ban cta hé théng mang 15i;

Trién khai, cai tao hé thala - Trién khai, cai tao hé théng mang tai khu giang
mang tai giang duong khu | duong;

H - B6 sung kénh truyén Internet;

_ Trién khai may chu, thiét bi luu trl;
- Xay dyng hé thong gidm sat;

Trién khai hé théng may
chi, thiét bi luu trl

Thiét bi va khoi lugng so bd:

Stt Hangmue  |SL{PVT Ghi chti
1

Trién khai, t6i wu hg théng mang 15i co ban

1 ]Thiét bi can bang tai két ndi Internet.
Thiét bi firewall trung tam.
3 | Thiét bi switch trung tam.

1
isibution switch | 1 | bo | Thiét bi switch phén phoi tai khu vite
' Access switch \ 2 | b |Switch cung chp két ndi Access point
3 |Thiét bi Access Point [26 | bd Thiét bi phat séng WiFi
T |Trién khai h¢ théng mdy chi, thiét bj lru trit
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Hang muc |SL|PVT Ghi chi

e g [[1[v0 [Tk i i dng i 4
ThiEt bi low iy NAS | 1| bo |Luu tri di ligu backup.
Ban quyen va phan mém

- VMware vSphere

Windows Server 2025 g6i | Trién khai Backup va DHCP Server.

Backup & Replication
3. Xdc dinh phan ky dau tr

gbi Ao héa Vmware vSphere cho may chu

gbi Phin mém backup server.
Hang muc dugc dau tur 01 giai doan:

4. Luya chon hinh thire dau tw

Piu tu cai tao, nang cap
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[v. PHAN TiCH LUA CHON GIAI PHAP KY THUAT cONG NGHE

1. Cac quy chuén, tiéu chuén k§ thuit dugc ap dung chung

1.1. Tiéu chuéin ky thudt
Hang muc tuan thu cac quy chuén, tiéu chuin
thuit vé rng dyng ¢

ky thuat quy dinh tai:

Danh muc tiéu chuin k¥ ong ngh¢ thong tin trong co
quan nha nwoc

Hé théng dugc thiét k&, xay dyng v
thuat vé dinh dang Web, an toan thong tin quy
15/12/2017 ctia B Thong tin va Truyén th

3 trién khai phai tuan thi cdc tidu chuén k¥
dinh tai Thong tu s6.39/2017/TT-BTTTT
ngay ong:
1.2. Tiéu chi lya chon giai phap k¥ thuat
Dé dam béao lya chon dugc giai phap k¥ thuét phu
thye t& ciia trudng Dai hoc Bach Khoa Da Néng, céc
hang dAu trong qua trinh dénh gi4 va lya chon:
- Tinh bio mit va an toan thong tin:
+ Giai phéap phai dam bao kha ning phén
cp chit ché va co cac bién phap phong chéng xam nhap, virus,

hop voi yéu ciu va didu kién
tiéu chi sau day dugc dst len

viing mang rd rang, kiém soat truy
tan cong mang

hiéu qua;
+ Hd tro cac tiéu chudn va giao thire bao mét tién tién nham bao vé dit liéu va
dich vu quan trong.

_ Kha ning m& rong va linh hoat:
+ Giai phap cn cho phép mo rong quy md d& dang, dép (ng kip thoi cac nhu
cAu phat tridn trong twong lai ma khong 1am gidn doan hoat dong hién tai;

+ H3 tro tich hop linh hoat v6i cac cong nghé va thiét bi moi.

- Hiéu suét va d6 6n dinh:
+ Phai dam béo hiéu sudt
16n phit hop véi khéi lugng ngudi
+ Tinh 6n dmh cao, giam thidu su cb va gidn doan

mang cao, d0 tré thép va kha ning xir Iy luu luong
ding va dich vu cla nha trudng;

dich vu.
- Tinh dy phong va sin sang cao:

+ Giai phap cAn bao gom céc
truyén d8 dam bao he théng

ong phin cimg, phan meém va duomg

co ché dy ph
[udn hoat dong lién tuc, han ché tbi da thoi gian

gian doan;
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_ Kha ning quan Iy va giam sét tp trung:

g tap trung, giam sat thoi gian thye va canh

+ H5 tro cAc cong cu quén ly man

bao kip thoi céc sy cd;

+ Tich hop kha néng phén quyén,
1y.

- Twong thich va dé dang tich hop:

+ Giai phap phai tuong thich vaihé thdng mang v
thidu i 1o trong qué trinh trién khai;
+ H3 tro tich hop véi cac tng dung va dich vu

Kidm soat truy cap va bao mat giao thirc quan

3 c4c thiét bi hién hiru, gidm
CNTT hién tai ciia nha trudng.

- Chi phi hop Iy va hi¢u qua diu tu:

+ Chi phi déu tu ban du va chi phi van hanh phai pht hop voi ngan séch cua

nha trudng;
+ Pam bao hiéu qua st dung tai nguyén va ti uu hoa chi phi trong dai han.
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2. Phan tich lya chon phwong 4n k¥ thuat
2.1. M hinh két ndi:

INTERNET
ZONE
s
ROUTER . Bk
FIREWALL SERVER
ZONE :
. LOCAL NETWORK
ZONE
|- | e -, -
1 DISTRIBUTION - :
i ‘(‘ ) *’ ] SWITCH * *
| - = [ - -
g g ¢ ACCESS . e e
o = swircH | -

So db tong thé hé thong mang

Mo hinh két ni hé théng mang cia trudng dugc thiét ké theo kién tric phan ving
(zone-based architecture), bao gdm céc ving (zone) chinh v6i chizc nang va myc dich
riéng biét nhim dam bao tinh bao mat, hiéu sult va quan ly d& dang. Cac zone chinh

trong mo hinh gdm:
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- Internet Zone: Diém két nbi hé théng mang ndi b voi mang Internet toan cau,
d4m bao truy cip ra ngoai va nhén dir lidu tr bén ngoai.

- Firewall Zone: Ving bao vé trung gian gilta mang Internet va hé th(‘)ng’ncf)i b9,
thuc hién kiém soét truy cép, loc lwu lugng, ngan chin cac moi de doa va tan cong
mang.

_ Server Zone: Chira cac may chu phuc vu dich vu quan trong nhu hé théng quan
1y, Iuu trir dit lidu, Gng dung ndi bd va dich vy mang.

- Local Network Zone: Dugc thiét ké theo kién tric phén 16p ba tAng gbm:

% Core Switch:
v La thjét bi chuyén mach trung tam, chju trach nhiém dinh tuyé:n va
chuyén tiép lwu luong dit liéu gifra c4c phan ving mang l6n va két noi
v&i cac ving mang khac nhu Server Zone va Firewall Zone;
4 Core~Sw§tch c6 hiéu sudt cao, kha ning xir Iy luu leong 16n, ddm bao
dd tré thap va do tin cly cao;
v’ Cung cép c4c két nbi dy phong va cén bing tai nhim duy tri tinh sin
sing cao cho toan h¢ thong.
% Distribution Switch:
v’ Chiu trich nhiém phan phdi luu lugng tir Core Switch dén cac Access
Switch trong cac khu vuc hodc phong ban;
v' Quan Iy chinh séch mang nhu phén ving VLAN, kiém so4t bing thong
va bao mit mang.
% Access Switch:
v Két nbi truc tiép véi cac tl}iét bi dAu cubi nhu méy tinh c4 nhén, may
in, dién thoai IP va céc thict bi mang khac;
v Hb trg cip phat dia chi IP qua DHCP, kiém soat truy cép nguoi ding
va t6i vu hiéu sudt truy cdp mang.
2.2. Mot s6 phwong 4n ki thuit sir dung:

2.2.1. Dw phong thiét bj firewall:
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M6 hinh trién khai Firewall High Availability (HA)

Pé dam bao tinh lién tuc va én dinh ctia hé théng mang, mo hinh trién khai Firewall
sir dung co ché High Availability (HA) v&i hai thiét bi Firewall hoat dong song
song. Cu thé:

- Trién khai 02 Firewall chay ché do HA:
Hai thiét bi Firewall dugc céu hinh hoat dong trong ché dd HA, trong 6 mot firewall
hoat dong chinh (active) va mdt firewall du phong (standby). Khi Firewall chinh gdp
su cb hogic 181 ky thuat, hé théng & tw dong chuyén ddi sang Firewall dy phong mi
khong gy gian doan hodc anh hudng dén trai nghiém st dung ctia ngudi ding. Co
ché chuyén dbi ndy dam bao h¢ théng mang ludn sin sang, duy tri kha ning béo vé
va truy cép lién tuc.

- Trién khai céc giai phap bao mét nang cao:
Ngoai chire nang tudng lira truyén théng, hé théng Firewall duoc tich hop cac
phuong 4n Antivirus, Web filter,... Céc giai phép nay giup phat hién va ngan chén kip
thoi cic cudce tAn cong mang, phﬁn mém ddc hai va cic mébi de doa tir bén ngoai, bao
vé toan dién cho h¢ théng mang va dit liéu cia truong.
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2.2.2. Dw phong hé thong mang 1oi:
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Mé hinh trién khai Stack Core Switch

Dé& dam béo tinh lién tuc va 6n dinh cta hé théng mang 13i, viéc trién khai cac giai
phap dy phong 1a rat quan trong. Cac phuorng 4n dy phong sau s& giup tang cudng
hiéu suét, d tin cdy va kha ndng phuc hdi ctia hé théng mang 16i:

- Bb sung thiét bi Core Switch va trién khai giai phap Stacking:

Pé nang cao kha néng chuyén mach va ting cuong tinh du phong cho hé thdng, s&
trién khai giai phap Stacking cho c4c Core Switch. Stacking cho phép ghép nhiéu
switch vét 1y thanh mot hé théng switch logic duy nhit. Giai phap nay giup hé thong
md rong quy mo d& dang, ting kha nang xir Iy Iuu lugng va déc biét la cung cap tinh
du phong cao: khi mdt switch gédp su cb, cac switch con lai trong stack van tiép tuc
hoat dong ma khong lam gian doan két nbi mang. Diéu ndy ciing gitip giam thiéu
diém 131 trong mang 161, néng cao d6 tin cdy va kha ning phuc hdi ciia hé théng.

- Trién khai link dy phong tir cac khu vyc vé& Core Switch:
Pé dam bao tinh sin sang cla két nbi gitta cac khu vyc trong trudong va hé thong
mang 16, viéc trién khai link du phong 13 mot g1a1 phép quan trong. Céc két nbi tr
cac Switch khu vyc s€ dugc két ndi du phong vé Core Switch. Khi cé su cb xay ra
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v&i mot lién két, hé théng sé& tu dong chuyén sang sir dung lién két dy phong ma
khong gy gian doan hodc giam hi¢u sust mang. Giai phép nay gidp dam béo su dn
dinh va lién tuc cia hé théng mang ndi bd.

2.2.3. Dw phong DHCP Server:
Dam bao dich vu DHCP hoat dong lién tuc va khong bi gi4n doan khi mot trong hai
server gap su cb. Giai phép trién khai hai may chi DHCP theo m6 hinh High
Availability (HA) véi co ché ddng bd hoa (sync) gitta cac may chu.
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M6 hinh trién khai dw phong DHCP server
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2.2.4. Phin ving mang bing VLAN:
Dé tdi wu héa viec quan 1y, kiém soat truy cép va ting cudng bao mét hé théng mang
ni bo, viéc trién khai gidi phap phan ving mang bing VLAN 1a cin thiét. Giai phép
nay khong chi giip td chirc hé théng mang mot céch logic, 13 rang ma con nang cao

e L jm]
—
B VLAN SINH VIEN
{5 VLAN GIANG VIEN
= viancseny
],

tinh bao mat, hiéu qua van hanh va kha ning mé rng trong tuong lai.
Mé hinh trién khai stack switch

- Phan chia VLAN theo chirc ning ngudi dung

Hé théng mang s& dugc phan chia thanh nhidu VLAN dya trén timg nhém dbi
tuong st dung nhu sinh vién, gidng vién, can by nhan vién. M&i VLAN dai dién
cho mot mién mang doc 14p, cho phép cac thiét bi trong cing mot VLAN giao
tiép véi nhau, ddng thori gidi han truy cap gifra cic nhém khéc nhau thong qua
c4c chinh séch tai thiét bi dinh tuyén trung tam (Core Switch hoic firewall).

- Tang cudng kha ndng mo rong va béo tri:

Khi c6 nhu cAu m& rong hé thong (thém ngudi dung, thiét b, hodic khu vuc), chi
cin gan port switch méi vao VLAN tuong ing ma khong anh hudng dén kién
trac tdng thé. Viéc phén chia theo VLAN ciing g1up dé dang c6 lap sy cb trong
pham vi nho, han ché anh hudng dén toan bo hé théng khi c6 su cb xay ra.

2.2.5. Kiém sodt truy c@p v phén ludng dir ligu:
2.2.5.1. Kiém sodt truy cdp:
Véi viéc dam bao an toan, hiéu qua trong viéc sir dung tai nguyén mang, van

dé kiém soét truy cap dugc trién khai theo md hinh phén ving, két bop dinh tuyén
ndi bd, firewall, va cic chinh sich bio mét.
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So db kiém sodt truy cdp gita cdc zone
Sir dung cac chinh sach truy cap duogc cAu hinh trén céc thiét bi khac nhau dé kiém
soat hyu lugng gitta cac VLAN:
- Chin truy cép trrc tiép gitta cac khoa/phong ban;
- Chi cho phép truy cép dén cac dich vu duge chi dinh;

- Ngudi dimg tir Internet chi dugc phép truy cép dén céc dich vu cong khai da
duoc bao vé, khong truy cép sdu vao hé théng mang ndi bo.

2.2.5.2. Phén ludng die ligu:
Viéc phéan tach va quan 1y luu lugng dit li¢u theo timg nhom déi trgng ngudi
diung gitp dam bdo hi€u sudt mang cao, bao mat t61 da va ting cudng kha néng quén
ly mang.
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So dé phdn quyén truy cdp theo timg nhom ngudi ding

Viéc phén tach va quan Iy luu luong dit ligu theo timg nhom dbi tugng ngudi ding,
tir 46 nang cao bao mat va t1 vru trai nghiém truy cép:

- Phén 1u6ng truy cép rd rang theo timg nhom dbi tugng gitp d& dang &p dung
chinh sach bao mat riéng biét cho timg nhém;

- Firewall kiém soét chit ché timg duong dit liéu, gitip ngan chiin céc hanh vi truy
cap trai phép hodc ma ddc tir Internet xam nhép vao hé thong nodi bd;

- Giam thiéu i ro 1y nhiém chéo giita c4c nhém ngudi dung khi c6 su ¢b bao
mat x4y ra & mot khu vuc cu thé.
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3. Mob hinh trién khai

r

3.1.1. Trién khai hé thong mang 16i co ban, hé théng may chi va lwu trir
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So' d6 mé hinh trién khai

- Trong giai doan trién khai dau tién, tip trung vao viéc xdy dyng nén ting ha ting
mang ving chéc cho toan hé théng. Muc tiéu chinh ciia hang myc nay 1a trién khai h¢
théng mang 15i ha tAng CNTT cua Truong. Hé théng mang 18i khong chi ¢m béo kha
nang xir 1y luu lugng 16n, bao mat cao ma con cung cip két nbi 6n dinh, tin cdy cho tht
ca cac khu vyc trong truong.

- B sung céc thiét bi mang chu chdt gdm router, firewall va core switch nhim
nang cao kha ning chju tai, ting cudng bao mét, cling nhu dam bao tinh du phong va
dn dinh cho toan hé théng;

- Trang bi thém may chd vat ly dé trién khai céc dich vu quan tri nhu LDAP
Server, DHCP Server va Monitoring Server, giup quan ly tap trung va t61 wu van hanh;

- Lﬁp dit thiét bj NAS chuyén dung phyc vy luu trit va backup dir liéu, dam bao
an toan thong tin va kha ning phuc héi khi c6 su ¢b;

- T4i td chic cac mdy chi vao mft ving mang riéng biét (Server Zone), tir d6

néng cao kha niing quan ly, phén quyén truy cép va dim bao an toan cho toan hé théng;
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- Xay dung, trién khai cac tng dung trén nér} tang &o hoa, gitip don gidn hoa qua
trinh cai dit, vin hanh va mé rong hé thong khi can thiet;

- Trién khai giai phép sao luu dinh ky toan b0 dir liéu quan trong va cac may 40
(VMs) vao NAS, dam bao kha ning phuc hoi va bao vé dit liéu trude cac i ro phat
sinh.

3.1.2. Trién khai, cai tao h¢ théng mang céc khu gidng dwong:

Trién khai hé théng mang truy cap (access) tai gidng dudng khu H, sau khi trién khai
cac thiét bi co ban cho mang I5i. Py 1a khu vue ¢ nhu cAu str dung phidu nhit (sé
lugng giang vién va sinh vién 16m), nhung hé théng mang LAN va WiFi chua dap ung
duogc nhu chu stt dung. Khu vyrc nay dong vai tro 13 "mau" cho cac khu gidng dudng
khac, Khoa, phong Thi nghiém s& duoc trién khai sau nay.

Bén canh d6, dé dam bao chét luong 1ét nbi Internet thi cAn b sung kénh truyén va
bang théng twong tmg voi s& luong ngudi ding sau khi trién khai tai timg khu.

Céc ndi dung thyc hién chi tiét nhu sau:

- Trién khai méi hé théng mang tai céc khu giang dudng, dam bao dap img nhu
chu si dung va tiéu chuén k¥ thujt hi¢n dai;

- Tan dung céc thiét b hién hiru con bt tai c4c khu giang dudng dé di doi, lap dat
cho céc khu vic khac hodc lam thiét bj du phong, giip t6i uu ngudn lyc dau tu;

- Thay mdéi hoan toan céc thiét bi distribution switch, access switch va access
point (AP) tai cac khu gidng dudng nhim dam bao hiéu suit, d 6n dinh va tinh bao
maét cho hé théng;

- Céc thit bi cii dugc thay thé s& duge bd sung hoic du phong cho cac khu vuc
khéc trong trudng, tang tinh sin sang va hi¢u qua su dung tai san;

_ Khai thac, tin dung tdi da ha tAng cap mang hién c6 néu dam bao chét lugng,
nhim giam chi phi dau tu mai;

' - Téi wu hoat dong cua cac thiét bi switch, AP tai ting tAng, bao dam vung phu
song va kha néng truy cép t5t cho nguoi dung;

- Tridn khai hé théng gidm sat va quan ly tap trung cho cac switch va AP tai khu
vue, gitip d& dang kiém soét, vén hanh va nhanh chéng phat hién sy cd;

- Thiét 18p céc chinh séch bao mét trén switch nhu gi6i han truy cap, chéng gia
mao DHCP Server, dam bao an toan cho hé théng mang ndi bd;

- Xay dung so dd hé thdng mang chi tiét cho céc khu giang duong, hd trg cong
tac quan ly va vén hanh 14u dai;

- Dénh nhan thiét bi va cap két ndi mang rd rang, giap kiém so4t tai san, thuén
tién cho bao tri, sira chita va ma rong vé sau.
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So dd hé thong mang LAN va WiFi

3.1.2.1. Thiét 1ap va toi wu hg théng SSID tai cac khu vyre:

- Thiét 14p 1 SSID dénh cho sinh vién;

_ Thiét 1ap 1 SSID danh cho gidng vién;

- Thiét 1ap céac SSID riéng biét cho timg phong ban, timg khoa pht hop nhu ciu
sit dung, dam bao quén ly truy cap, phan quyén ro rang va bao mét tot hon;

- Tinh chinh vi trf Iép dat va hudng phd séng cha timg Access Point (AP) theo
thyc t& timg khu vyc dé toi wu ving pht séng WiFi, giam diém chet 1om va nang cao
chét lugng truy cép cho ngudi dung;

- Do kiém thuc té chét luong mang ,kh(“)ng day: Kidm tra cuong do tin hi€u, 516
nhieu, toc 4o truy cap’tai cac vi tr~i trong yéu, tir do phat hién va xir 1y kip thdi cac diém
c6 chit lwong song yeu hodc nhiéu cao; ' .

_ T&; uu héa chc thong sb k§ thuat caa WiFi:

+ Diéu chinh chapnel, bandwidth cho timg AP nhim gidm hién tuong nhiu
séng gifra céac thiet bi;

+ Tinh chinh cong suét phat cta timg AP pht hop véi timg khéng gian va mét
d6 ngudi ding tai timg vi tri, ¢m bao phu song hiéu qua va tiét kiém nang
lugng.
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So dd bé tri SSID tai cdc khu viee
3.1.2.2.Xéy dyng h¢ thong giam sat:

Leyc e

So do hé thong gidm sdt

- Trién khai h¢ théng gidm sét tap trung cho toan bd ha ting CNTT, cho phép theo
d&i lién tyc céc chi s6 quan trong nhu bang thong mang, mirc sir dung CPU, RAM, 6
cimg. .. cua cc thiet bi va may chu trong h¢ thong;
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- H¢ théng giam sét gilp t6i uu hoa hi¢u sllét tdng thé, nhanh chong phat hién cac
didm bat thudong hodc dau hiéu sy c0, tir 6 ho trg xtt 1y kip thoi va giam thieu nguy
co gian doan dich vy;

- Xay dyng ban b mang thoi gian thye, hién thi truc quan trang thai cac thiét bi
va két ndi. Viéc nay gitp d0i ngfi quan tri dé dang nhan dién, khoanh viung va cd 14p
nhanh céc khu vuc gap sy ¢6 mang, nang cao hiéu qua van hanh va bao tri hé thong.

3.1.2.3.B0 sung kénh truyén / bing thong Internet:

- Tinh to4n bang thong Internet:

Duya trén thong tin yéu ciu hé théng dép ing cho 16.000 ngudi dung, voi s6 luong
nguoi dung dbng thoi 14 3.200, ta tinh toan bing thong cin dap (mg cho hé théng voi
cac gia dinh nhu sau:

Nlm | BW | trong \ ciu BW

| X Lk
lwong | pW/user ;au \ trong | nudéc BW | qudc té \ qu;g t
o

(Mbps) trong || n:r 6’c’ bb \ Qu‘(") ¢ hié.n sung
(*%) nwée hién co | sung te tai thém
o) Oops) | S | (00| (0P| g
1,5 | 4800 |l 600 | 4.200 ||| 1.440
* Sé luong user ddng thoi = 60% tdng s6 user mdi cahoc (3 cahoc 1 ngay).

*%x  BW sir dyng cho 1 user.

#kx  BW qubc t& ~ 30% bang thong (BW) trong nude (Ti 1€ bang thong du kién,
thay 441 theo nhu cAu sir dung thuc té).
Két luidn:
- :Féng nhu ciu bang thong trong nudc 12 4.800 Mbps, téng nhu ciu bang thong

qubc t& 1.440 Mbps.

- Theo khao sat thyc té kénh ’truyén dang st dung, tbng bang thong trong nudc la
600 Mbps va tong bang théng quoc te 12 600 Mbps.

- pé guét phuong én kénh truyén: B sung thém kénh truyén tir cic nha cung chp
kénh truyén 1’<héc nhau v6i tong bing thong trong nuéce 1a 4.200 Mbps va tong bang
théng quoc te 1a 840 Mbps.

Phuong 4n tr-ién khai:
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- B6 sung thi'ét bj cin bing tai: nh%t{n ting kha nang chiu tai cho hé théng mang,
dam bao phan phoi luu luong truy cép dong déu gira cac dudng truyén, giam thi€u
nguy co tic nghén va toi uu hidu suét két n6i cho ngudi dung.

- Tich hop ddng bd hai kénh truyén WiFi va LAN: tao thanh mjt hé théng
mang thong nhat, giup nang cao khéa ning chuyén 81 linh hoat gitra két ndi c6 déy va
khong day, dam bao trai nghiém truy cép on dinh va lién tyc trén toan b6 khu vyec trién
khai.

4. THIET KE CHI TIET
4.1. Cac nguyén tc va tiéu chuin thiét ké
4.1.1. Nguyén tic thiét ké

- Tinh tuong thich va tin dung: H¢ théng m&i hodn toan twong thich voi h¢ théng
cii trude ddy, ciing nhu tén dung t41 da cac thiét bi con hoat dong tot. Ngoaira hé thong
nay ciing phai tuong thich va tan dung dugc voi cac giai phap nang cap mé rong trong
tuong lai.

- Tinh sin sang va dy phong cao: He tpc")ng sit dung thiét bi c6 kha n3ng chiu tai
cao, bén bi; dugc thiét ke d€ dam bao tinh sin sang cao (High Availability), hoat dong
n dinh 24x7. -

- Tinh bao méat cao: HE théng méi duge xdy dyng kém voi cac thiét bi, cong cu
gitip cho viéc quén tri, phan cép quan Iy mot céch linh hoat. Hé théng c6 kha ning bao
vé dir liéu, tai ligu cua ngudi ding, bao vé chdng xam nhép, virus tin cong hé théng
mang ndi bd.

- Kha niing quéan ly va giam sat tap trung: HJ trg céc cong cy quan ly mang tép
trung, giam sat thoi gian thyc va canh béo kip thoi cac su cb. Tich hgp kha ning phan
quyén, ki€m soét truy cép va bao mat giao thirc quan ly.

- Chi phi hop Iy va hiéu qua dAu tu: Chi phi d4u tu ban d4u va chi phi vén hanh
phai phti hop v6i ngan sach cia nha truong. Dam béo hiéu qua st dung tai nguyén va
t61 wu héa chi phi trong dai han

1.2. Tiéu chuén thiét ké

Céc tiéu chuén dugc 4p dung trong thiét k& cia du an:

- Tiéu chun qudc gia: Trung tam dir liéu-Yéu ciu v& ha tAng k¥ thuat vién thong,
ky hiéu TCVN 9250:2012;

Quy c~huén k¥ thuat qubc gia vé chéng sét cho céc tram vién théng va mang cap
ngoai vi vién thong, ky hiéu QCVN 32:2011/BTTTT;

Quy chudn k¥ thuat quéc gia vé tiép dét cho céc tram vién thong ky hiéu QCVN
9:2010/BTTTT,

Tiéu chl}én quég gia: Phuong tién phong chdy va chita chéy cho nha va cong trinh
- Trang bi, b0 tri, kiém tra, bao dudng, ky hi¢u TCVN 3890:2009;
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Quy chudn ky thuat 'quc‘)c gia v& an toan chay cho nha va cong trinh, ky hiéu
QCVN 06:2010/BXD.
4.2. Thuyét minh thiét ké h¢ thong 15

4.2.1. Kién tric chung

pysers - F—

| 1o
-

Hinh 16. So db tong thé hé thong mang

M6 hinh két ndi hé théng mang cua trudong duoc thiét ké theo kién tric phan ving
(zone-based grchitecture), bao gdm cac vung (zone) chinh véi chirc ning va muc dich
riéng biét nhdm dam bao tinh bao mat, hiéu suat va quan ly dé dang. Cac zone chinh
trong mo hinh gom:

- Internet Zone: Diém két nbi hé théng mang noi bd v&i mang Internet toan cAu,
dam bao truy cip ra ngodi va nhan dit liéu tir bén ngoai.

- Firewall Zone: Ving béo vé trung gian gifta mang Internet va hé théng noi bd,
thyc hién kiém soat truy cép, loc luu luong, ngin chin cac mdi de doa va tan cong
mang.

- Server Zone: Chira cac Server phuc vu dich vu quan trong nhu hé théng quén
1y, luu trit dir liéu, img dung ndi bd va dich vy mang.

- Local Network Zone: Dugc thiét ké theo kién trc phén 16p ba ting gbm:

56



- Core Switch:

+La thiét bi chuyén mach trung tam, chiu tréch nhiém dinh tqyén va chuyén
tiép luu lugng dit liéu gifta cac phén vung mang 16m va két noi voi cac vang
mang khéc nhu Server Zone va Firewall Zone.

+ Core Switch c6 hi¢u suit cao, kha ning xir 1y luu lugng 16m, dam bao do
tré thap va do tin c@y cao. -

+ Cung cép céc két nbi dy phong va can bing tai nhim duy tri tinh sin sang
cao cho toan hé thong.

- Distribution Switch:

+ Chiju trch nhiém phéan phéi Iwu luong tir Core Switch dén céc Access
Switch trong céc khu vyc hodc phong ban.

+ Quén ly chinh sach mang nhu phan ving VLAN, kiém soét bang thong va
bao mét mang.

- Access Switch:
+ Két nbi truc tiép v6i céc thiét b dAu cudi nhur mdy tinh c4 nhan, may in,
dién thoai IP va céc thiét bi mang khéc.

+ Ho trg cz"}p phét dia chi IPqua DHCP, Kkidm soat truy cép ngudi ding va ti
uu hiéu suét truy cép mang

4.2.2. Thuyét minh thiét ké cic hé théng
£.2.2.1. M6 hinh va so db b tri thiét bj mang 16i
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. THEM M
- DICH CHUYEN

GATEWAY

LOAD BALANCING LOAD BALANCING
NEEETE

ROUTER ISP

| nas |

| SERVER |

Chassis Media Convester [ haceis Mlodia Comverier

Wedia Converter Media Convertet

Cisco CBS350-16T
Macrolik CCR1009-70-1C-18¢
Firewall ASA 5520

WS-C2860-24TT-L

Cisco CBS350-16T
Mikrotik CCR1009-76-1C-18+

Fuewall ASA 5520
WS-C2060-24TT-L

Cisco C4506-E Cisto C4506-E

MAT SAU

MAT TRUOC v
TU RACK 01

TU RACK 01
Hinh 18. So db bé tri tii rack 1 phong Server

£.2.2.2. M6 td hé théng mang 101

Hé théng mang 161 méi dugc thiét ké dé giai quyét triét dé cac vén dé con tbn tai
v& hiéu suit, bdo mét va kha nang quan ly. Hé thong mé&i khong chi thay the cac thiet
bi 151 thoi ma con x8y dung mot nén tang virng chdc, ¢6 kha ndng mé rong trong tuong
lai. Céc thanh phén chinh dugc trién khai va vai trd ciia ching trong viéc cai thién hé
thong nhu sau:

- Core Switch: Thiét bj méi dong vai trd trung tam cu
hién dinh tuyén & 16p 3 (layer 3) toc dg cao gitta cac VLAN,
Jwong hiéu qua dén tat ca cac khu vyc.

- Firewall: Firewall moi s& 13 14 chin bao mét tai bién, kiém soat toan bd luu
luong ra vao gilta Internet va mang ndi b. Thiét bi nay dugc trang bj day du céc chure
nang bao vé hién dai nhu chong tén cong (IPS/IDS), loc virus, \]PN, va phan tich luu
luong mang, ddm bao an toan cho toan bd hé tho

a toan bd h¢ thong, thuc
quéan ly va phan phoi luu

Ang trudc cic mdi de doa tir bén ngoai.
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- Router cdn bﬁ‘ng tAi: Thiét bi nay cho phép quan ly va phén ‘phéi luu luong
trén nhiéu duong truyén Internet (ISP) khac nhau. Khi mdt duong truyén gip su c0, hé

théng s& tw dong chuyén huéng luu lugng sang cac dudng truyén con lai, ddm bao két
ndi Internet ludn thong sudt va khong bi gidn doan.

- Server:

+ Trién khai H& théng DHCP Server tap trung: Quan Iy vige cép phat dia chi IP
cho toan bd hé thong mot céch ty dong va nhat quan, khic phuc tinh trang DHCP
phan tan loai bé nguy co Xung dot IP va don gidn hoa cng tac quén tri.

+ Trién khai dich vu Additional Domain Controller: dam béo kha nang du phong

~
Y

cho hé théng Active Directory, ting tinh sdn sang va khé néng quén ly tép trung
tai khoan ngudi dung.

+ Trién khai DNS Server: cung cap dichvu phén giai tén mién ndi bd, hd trg hoat
dong cua AD, img dung v cac h¢ thong mang.

+ Tridn khai File Server: quan 1y va chia sé tp tin tap trung, hd trg phén quyé‘:n
truy cap dir liéu.

+ Trién khai WiFi Controller: quan Iy tap trung hé théng Access Point, dam bao
viéc cung cap mang khong day bn dinh va bao mat.

+ Dy phong tai nguyén cho cac img dung ndi by dang hoat dong.

- Thiét bi luu trie NAS: déng vai trd 13 kho luru trit dir liéu chung, hd trg viéc sao
lwu cAu hinh thiét biva dl;I liéu hé thong mot cach tur dong, dam bao kha nang phuc hoi
nhanh chéng khi c6 su cO.

Nhin chung, céu triic moi s& ting bu6c hop nhat hai hé théng mang ndi b va sinh
vién vao mét,hé thong 16'} chung,' dugce quan 1}’( dbng bd vabao vé boi 16p an ninh manh
mé, gidi quyet cac van 2 v& thiét bj khong dong bd va tach biét trudc day.

4.2.2.3. M6 t phwong dn trién khai

4.2.2.3.1. Phén hoach VLAN

Hé théng moi gilt nguyén cic VLAN 10.10.x hién hiru (ghi cht “Khong thay
d4i”) dé bao dam tuong thich khi tich hop, ddng thoi bd sung céc dii ha tang:

- Management (Quén 1y): 10.100.0.0/23

- Access Point (AP): 10.100.2.0/23

- Backup: 10.101.0/24

- Server: 10.101.1/24

- Sinh vién 10.102.0.0/16

- Giang vién 10.103.0.0/16.

Cac VLAN tring giita hai hé thdng s& ddi VLAN ID khi ghn vao core switch mai
nhung gitt nguyén subnet & khong anh hudng ngudi dung. Giai doan sau, cdc VLAN
10.10.x khong con nhu céu s& duoc tdn dung hodc chuyén dan hay loai bo.
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| - |
STT | VLAN | Lép mang | Muc dich sit dyng | Ghichi
HE THONG MANG NQI BO
1| 2 |10.109.024 | Quén ly thiét bi mang | Khong thay dbi
2 | 3 ]1010.10.024 | Mang LAN khu A thng 1 | Khong thay 4éi |
3 4 ]10.10.12.0/24 \ Mang LAN khu A ting 2 Khong thay ddi
4 5 |10.10.13.0/24 | MangLAN khu A tang 3 Khéng thay dbi
s 6 10.10.14.0/24 | Mang LAN khu Co Khi Giao | Khong thay dabi
Thong
s | 7 1101015024 |Mang LAN khuDiéntirvién | Khong thay dbi
Théng
7 | 8 1010160724 | Mang LAN khu CNTT Khéng thay déi
| :
8§ | 9 |10.1020.0/24 | Mang LAN khu Vién CoKhi | Khong thay déi
9 10 10.1021.0/24 | Mang LAN khu Chét Luong | Khong thay dbi
\ Cao
\' 10 11 10.10.22.0/24 | Mang LAN khu Thi Nghiém Khong thay a6i
| Dién
11 12 110.10.23.0/24 | Mang LAN khu Thi Nghiém Khong thay abi
Co Khi
12 | 13 |101024.0124 | Mang LAN khu E Khong thay ddi |
13 | 14 [101025024 |MeangLANKhuG Khong thay ddi
14 Jf 15 110.1026.0/24 |MangLAN khuF Khong thay ddi
5 | 16 [10.1027.0/24 |MangLANkhuB Khong thay ddi
16 l 17 110.1028.0/24 | Mang LAN khu BGH Khong thay di
17 \ 18 110.10.29.0/24 | Mang LAN khu CNTT phong | Khong thay a6i
| | may 1 '
18 19 |10.10.30.024 | Mang LAN khu CNTT phong | Khong thay abi
may 2
19 20 |10.1031.0/24 |Mang LAN khu CNTT phong | Khong thay d6i
may 3
20 21 110.10.32.0/24 | Mang LAN khu CNTT phong | Khong thay a6i
may 4
21 ) 22 110.10.33.0/24 | Mang LAN khu CNTT phong | Khong thay déi
may 5
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STT \ VLAN \ Lép mang \ Muc dich sir dung j Ghi chu
3| 1010360724 | Mang WiFi | Khong thay di
23 | 24 |10.1040.0/24 | MengLAN khu COE | Khong thay dbi
25 l 10.10.44.0/24 ] Mang WiFi khu A \ Khong thay d6i
2 |10.1045.0/24 | MangLAN khuD  Khong thay dbi |
26 ( 27 ] 10.10.46. 0/24_1 Mang LAN tda nha 10 ting \ Khong thay dbi
27 ] 28 \ 10.10.47.0/24 | Mang LAN khu CNTT phong | Khong thay dbi
| may 6
28 | 29 10.10.48.0/24 I;/Iang LAN khu Truyén Thong | Khong thay dbi
|
29 | 30 |101049.024 | Mang LAN khu Truyén Thong | Khong thay abi
| 2
30 ] 31 |10.10.50.0/24 TMang LAN khu Truyén Thong | Khong thay doi ]
3
31| 32 |101052022 |Mang LANkhu AUD | Khong thay 46
32 | 33 | 10.10.58.0/23 \ Mang WiFi khu Truyén Thong \ Khong thay d6i
33 | 34 |101056.0/23 | Mang WiFi khu S | Khong thay ddi
4 35 101060024 |Mang LAN khu Trung Tam | Khong thay déi
STIC
35 ! 12 1 10.10.23.0/24 l Quan Iy thiét bi mang Khong thay dbi
| HE THONG MANG SINH VIEN |
"1 | 200 |10.1026.0/23 | Mang WiFikhuB Trién khai méi
2 | 201 | 101030024 | Mang WiFikhu C | Trién khai méi
"3 202 |10.10280/23 | Mang WiFikhuE 4 thng | Triénkhaiméi |
4 \ 203 | 10.10.31.0/24 | Mang WiFi khu E 2 tang | Trién khai m6i
s | 204 |10.1032.024 | Mang WiFikhu PFIEV | Trién khai mé’i{
6 | 205 |10.10.52.0/23 |Mang WiFikhuH | Trién khai m6i_
7 i 206 |10.1036.0/23 | Mang WiFi khu F | Trién khai m6i

HE THONG MANG TRIEN KHAI MOI

1 VLAN 10.100.0.0/23

100

Quan ly thiét bi mang

Trién khai méi J
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STT ‘ VLAN \ Lop mang

|

Muc dich sir dung

|

Ghi chu

|

2 | VLAN \ 10.100.2.0/23 _|)—Quén Iy thiét bi AP Trién khai m6i
101 |
3 | VLAN \ 10.101.0.0/24 \ Dinh cho tc vu backup Trién khai m6i
102 |
VLAN \ 10.101.1.0/24 \ Danh cho thiét bi Server Trién khai méi
VLAN \ 10102.0.0/16 | Mang WiFi cho CBNV | Trién khai méi
104 | |
| VLAN | 10.103.0.0/16 jj/[ang WiFi cho sinh vién Trién khai mdi
Bang 6. Phanllgich VLAN trién khai méi
14.2.2.3.2. Phitong dn quy hoach dia chi IP quan ly thiét bj
STT Tén thiét bi Lép mang | Phuong thire truy
| cip
| Routercanbingtai | 10.100.0.1/23 | bttp/https, ssh
2 | Firewall 10.100.0.4/23 | hutp/https, ssh
]—Tl Core Swich 10.100.0.7/23 | http/https, ssh )
5 | Server 10.101.12/24 rdp
Ls | NAS 10.101.0.2/24 htp/https, ssh |

Bang 7. Thong ké quy hoach dia chiIP

4.2.2.3.3. B6 sung kénh truyén / bing thong Internet

Duya trén thong tin yéu cau

hé théng dép tmg cho 16.000 nguot

duing, vi sb lugng

ngudi dung dbng thoi 1a 3.200, ta tinh toan bing thong cén dép ung cho hé théng véi
cac gia dinh nhu sau:
Téng |S6 BW/user | Nhu | BW BW |Nbu |BW BW
User | lwgng | (Mbps) ciu trong | trong ciu qu("ic té q‘uéc
user | (x¥) BW nwée | nuwéec | BW hién té bd
dong trong | hi¢n c6 bb Quéc | tai sung
thoi nwoc mbpS) sung té (MbpS) them
*) (Mbps thém | (Mbps)
_ (Mbps) | (**%)
000 3200 | 15 | 4800 | 600 | 4200 | 1440 | 600 | 840

Bang 8. Tinh toan bing thong Internet

* S§ luong user dbng thoi = 60%
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** BW sir dung cho 1 user.
k% BW qudc t& ~ 30% bang thong (BW) trong nude (Ti 1€ bing thong du kién, thay
45i theo nhu cau st dung thue té).

Két ludn:

- :féng nhu ciu bing théng trong nudc 12 4.800 Mbps, tong nhu ciu bang thong
quéc te 1.440 Mbps.

- Theo khéo sat thyc té kénh’truyén dang st dung, tbng bang thong trong nudc la
600 Mbps v tong bing thong quéc te 1a 600 Mbps.

P& xuét phuong én kénh truyén: B sung thém kénh frayén tir céc nha cung cap
kénh truyén khac nhau voi tong bang thong trong nuéce 14 4.200 Mbps va tong bang
thong quoc té 1a 840 Mbps.

4.2.2.3.4. Dibn td chi tiét phiong dn thi cng
a) Khao sit, danh gia chi tiét hé théng mang hi¢n hiru
_ Khao sat chi tiét cAu hinh hé théng mang 1381
_ Khao sit céc khu vie c6 két ndi véi he théng mang 16i
- Khao sat cAu hinh hé théng cac may chi va ing dung dang hoat dong
b) Quy hoach ti rack
- Quy hoach vi tri lap dat thiét bi trén ti rack
- Théo patch panel 24 port khong sir dung, khay khong cén thiét
-Dich chuyén vi tri 1ép chassis media converter trén ti rack 1 theo so dd méi
- Thu hdi cap mang/quang/nguén khong dung gifra ti rack 1 & 2; phan loai; v€
sinh, ban giao
c) Lip dat thiét bi trén ti rack 1 theo vi tri dd quy hoach
- Thiét bi router ISP
- Lap dit thiét bi router can bing tai (gateway Joadbalacing) va céc tranceiver
- Lép dt thiét bj Firewall va cac tranceiver
- Lép dat thiét bi switch (Core Switch) v céc tranceiver
- Lap dat thiét bi Server (Server) va cac tranceiver
- Lép dit thiét bi luu trit NAS va cAc tranceiver
- PAu ndi thiét bi theo so dd
_DAu néi ngudn dién cho thiét bi
d) Lam gon va vé sinh
- Ban giao cac thiét bi/cap da théo do.
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- Lam gon ddy cap mang, day dién tai td rack 1.

- Pénh nhin thiét bi, ddy cap mang, cap nguén d3 trién khai tai ta rack 1.

- V& sinh khu vyc d& trién khai.

b4 b4 ‘ bl A ‘U 2
¢) Cai dit, cau hinh router cin bang tal

_Két néi day mang tir router can bing tai t6i Core Switch, Router ISP

_ Cai dit tén dinh danh cho thiét bi
_ Cai dat t3i khoan déng nhap cho thiét bi

- Cai djt banner canh bao, hién thi thong tin don vi quan ly thiét bi

- Cai dat giao thirc quan ly dang nhap ssh, www cho thiét bi

- Tao tai khodn quan tri theo chuin, t4t/ddi mat khéu mic dinh
- Cai dit dia chi IP quén 1y thiét b

- Cai it chinh sach truy cap thiét b tir xa

- Cai @it thong tin cac cbng ddu ndi ca thiét b

- Khai bao DNS, NTP, Timezone

- Cép nhép firmware

_Khai bao cac dudng WAN

_Khai bao 16p LAN/VLAN, md t3 nhin/port cho tung két ndi
- Cai dat chuc nang NAT, Routing

_ Cai dat tinh ning cAn bing tai

- Ap dung céc chinh sach dé chin truy cép khong cén thiét

- Gi6i han pham vi truy cép quan tri, dong cac dich vu/port khong st dung

- Theo doi packet/bandwidth va log truy cép phuc vu van hanh

_Sau lyu ciu hinh

-Kiém tra hoat dong cua thiét bi.

f) Cai dit, cAu hinh thiét bi Firewall

-Két nbi day mang tir thiét bi Firewall dén core switch
- Cai dat tén dinh danh cho thiét bi

_Cai dat tai khoan dang nhap cho thiét bi

- Cai @it banner canh bao, hién thi théng tin don vi quan ly thiét bi

- Cai dat giao thic quan ly dang nhap ssh,www cho thiét bi

- Tao tai khoan quan tri theo chuén, tét/ddi mat khdu mic dinh
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- Cai it dia chi IP quan Iy thiét bi

- Cai dit chinh sach truy cép thiét bi tir xa

- Cai d3t thong tin cac cbng d4u ndi ciia thiét bi

- Khai bao DNS, NTP, Timezone.

- Cai dat dinh nghia cc phan ving inside, outside, DMZ

- Quy hoach va cai dat dia chi IP cho céc phén ving inside, outside, DMZ
- Cai dit chirc ning NAT, Routing

- Cai d3t dinh nghia cac d6i twgng OBJECT Services, action, address, bandwitdh,
email, content .

- Cai dit chirc nang 16p 4, céc chinh sach quan ly truy cép inside, outside, DMZ

_Cai dit cac chitc ndng 16p 7, chinh sach quan 1y bang thong, quan 1y truy cap,
chinh sach quan ly Gmg dung

- Cai dit chinh sach chét lugng dich va QoS

- Cai dat chizc nang phat hién, phong chéng virus, phong chéng xam nhéap hé
thong

- Cai dat cée chirc nang gidm sat log monitor, packet, bandwidth, threat
- Sau luu cAu hinh

- Kiém tra hoat dong cua thiét bi.

g) Cai dit, cAu hinh core switch

- Két nbi core switch dén router can bing tai, thiét bi Firewall, Server, thiét bi
luu trit NAS, core switch mang ndi bd, core switch mang sinh vién

_Cai it tén dinh danh cho thiét bi

_ Cai dat t3i khoan dang nhap cho thiét bi

_ Cai dat banner canh béo, hién thi thong tin don vi quan Iy thiét bi
- Cai d3t giao thirc quan ly dang nhép ssh,www cho thiét bi

- Tao tai khoan quén tri theo chudn, tht/dbi mat khau mac dinh.
- Cai dit dia chi IP quan 1y thiét bi

_ Cai dit chinh sach truy cép thiét bi tirxa

- Cai dit thong tin céc cdng dAu nbi cla thiét bi

- Khai b4do DNS, NTP, Timezone

- Cap nhép firmware

- Khai bao cac VLAN theo quy hoach
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_ Khai bao dia chi IP trén timg VLAN theo quy hoach
- Khai b4o link-group v& cac thiét bi theo quy hoach

- Cai dat chic ning Routing

- Cai @it chirc nang DHCP-Relay t6i DHCP tap trung

_ Cai dit cac tinh ning bao mat

_Kidm soét truy cap gilia cac VLAN

- Cai dat cac chirc nang giam sat log monitor, packet, bandwidth, threat

- Kiém tra hoat dong cua thiét bi
- Sau luu céu hinh
h) Cai dat, cAu hinh thiét bi Server

_Péu nbi day mang két noi Server dén core switch

_Cai dat co ché RAID

- Cai dat hé didu hanh o héa server

_ Cai d#t tén dinh danh Server

- Cai dit dia chi IP cho Server

- Phén hoach khong gian chira dit licu
 Cap nhét ban va he dieu hanh

-Kiém tra hoat ddng cua thiét bi

i) Trién khai Additional Domain Controller

- Cai d3t may ao
- Cai d3t hé didu hanh cho may 80

- Cai dat tén dinh danh, tai khoan déng nhép

_Cai dit dia chi IP quan ly

- Cai dat giao thirc quan ly tir xa Remote desktop

_ Cai dit chinh sach truy c@p thiét bi tir
- Khai bao DNS, NTP, Timezone
- Cp nhét ban va hé diéu hanh

Xa

- Chu hinh bao mét dich vy, phan quyén truy cap ngudi dung/nhom

_ Cai dit role Active Directory Domain Services va c4u hinh Additional Domain

Controller

- Tao OU, User, Group va thue hién join may tram vao domain dé kiém thir
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_ Trién khai co ché sao luu hé diéu hanh him dam bao kha nang khoi phuc khi

sut ¢6.

j) Trién khai dich vy DNS Server

- Cai dit tén dinh danh, t3i khoan ding nhép

- Cai it dja chi IP quén ly

- Cai dat giao thirc quan ly tir xa Remote desktop
- Cai dat chinh séch truy cap thiét bi tir xa

_Khai bao DNS, NTP, Timezone

- Cap nhat ban vé hé diéu hanh

_ C4u hinh Forward Lookup Zone va A record

_ Chu hinh Reverse Lookup Zone va PRT record

- Kiém thir phan giai tén mién nodi bd va forward ra ngoai Internet.
_ Trién khai co ché sao luu hé diéu hanh nhim dam bao kha nang khéi phuc khi

su cb.

K) Trién khai WiFi Controller

- Cai dat may ao

_Cai dat hé didu hanh cho may 40

- Cai dat tén dinh danh, tai khoan dang nhap
- Cai d3t dia chi IP quan ly

- Cai dit giao thirc quan ly tirxa SSH
- Khai b4o DNS, NTP, Timezone

- Cap nhat ban v4 hé diéu hanh

- Cai dat tng dung WiFi Controller

- Két nbi cac AP dén WiFi Controller

_ Thiét 1ap cAu hinh SSID, kénh phat, 61 uu ving phil, wu tién két ndi 5G
- Thiét 1ap chirc nang cbng ding nhap khi két nbi WiFi

_ Kiém thir hoat dong cuia hé théng WiFi

- Trién khai co ché sao lwu (dit 1iéu, he didu hanh) nhim dam bao kha néng khoi

pﬁuc khi sy cd.
1) Trién khai File Server
- Cai dat may ao
- Cai dathé didu hanh cho may ao
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_ Cai dit tén dinh danh, tai khoan dang nhap

_ Cai dit dia chi IP quan ly

_ Cai dat giao thire quan ly tir xa Remote desktop

_ Cai dt chinh sach truy cép thiét bi tir xa

- Khai bao DNS, NTP, Timezone

- Cép nhat ban v4 h¢ dieu hanh

- Phan hoach chu trac thu muc luu trir dit liéu

- Phén quyéh truy cdp cho user va cac group

- Thyc hién trién khai & dfa mang tu dong qua chinh sach group policy
- Gi6i han dinh dang lwu trft va dung luong hru trif trén File Server
- Kiém thir hoat dong va quyén han truy cép

- Trién khai co ché sao luu (dit liéu, hé diéu hanh) ahiim dam bao kha nang khoi
phuc khi sy ¢d :

m) Cai dit, cdu hinh hé théng DHCP Server
- Cai dat may ao
_Cai dit hé didu hanh cho may 40
- Cai dit tén dinh danh, tai khoan diang nhap
- Cai it dia chi IP quéan Iy
- Cai dat giao thirc quén ly dang nhap www, ssh
- Cai dit chinh séch truy cép thiét bi tir xa
- Khai b4o DNS, NTP, Timezone
- Cap nhét ban va hé diéu hanh
_ Trién khai cac ing dyung co ban cho may 4o
- Céu hinh bao mét dich vy, phan quyén truy cép ngudi dung/nhom
- Trién khai dich vu DHCP
+ Khai bao pham vi (Scope) theo timg VLAN
+ Khai bo gateway, DNS, DNS Domain
+ Gén ¢ dinh dia chi IP cho thiét bi c6 dinh
- Kiém tra hoat dong ctia Server

- Trién khai co ché sao luu (cAu hinh, hé diéu hanh) nhim dam bao kha ning khdi
phuc khi su c0.

n) Cai dit, cdu hinh thiét bi luu trit NAS
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- P4u ndi day mang két ndi thiét bi luu trit NAS dén core switch
- Caj diit tén dinh danh cho thiét bi

_ Cai d3t tai khoan ding nhép cho thiét bi

- Cai dat banner canh bao, hién thi thong tin don vi quan ly thiét bi
- Cai dt giao thuc quéan ly dang nhap www cho thiét bi

- Tao tai khoan quan tri theo chuén, tit/d0i mét khau mic dinh.

_ Caj dat dia chi IPquéan 1y thiét bi

_ Cai dat thong tin céc cong d4u ndi cua thiét bi

- Caj dat chinh sach truy cap thiét bi tir xa

_ Khai bao DNS, NTP, Timezone

- Cjp nhép firmware

- Cai dat Volume, tao thu myc chia sé va phan quyén truy cap

- Tao ngudi dung & nhom; dit quota dung lugng; ap quyén ACL chi tiét theo thu
muyc/nhom

- K&t ndi thu myc luu tr dén Server/img dung
- Cai dat sao luu dinh ky
- Kiém tra hoat dong cta thiét bi
0) Cai dit phén mém sao lru
- Cai dat phan mém sao luu

- Cau hinh sao luu dinh k¥ cac thanh phan 3 cai dat va chu hinh: may ao, cac h¢
théng ADC, DNS, DHCP, File Server, .

- Sao luu céu hinh cia toan b cac thiét bi
- Kiém thir kha nang khdi phuc cac thanh phin ctia hé théng
pP) Kiém tra, do thit toan trinh, thong tuyen

_ Kiém tra, do thir toan bd két ndi va khai bao, c4u hinh cta thiét bi mang, server,

- Kidm tra céc thiét bi khong con st dung hodc khong tuong thich khi chuyén dbi
sang hé thdng mai

Q) Viét tai liéu dao tao, ban giao, huéng dén sir dung
- Vibt tai ligu huéng dan st dung hé théng mang

- Pao tao, ban giao cho can by phu trach Cong nghé thong tin.
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3. Thuyét minh thiét ké cac hé thong khu H
3.1. M hinh va so d6 bo tri thiét bi

g INTERNET INTERNET S
~— -

] N
- J"’: R
: ¥ \t__

| MIKROTIK
! ceRI009

GATEWAY
LOAD BALACING

FIREWALL

. MIKROTIK
CCR1009

cisco
ASA 5520

cisco
: CBS350-16T

10 x Access Paint

—] & &>
s &
18 x Access Point L (=} mg
& & cooWY  SRVEN |
e 99 }
Fah SLa

CBCNV  SIRFVIEN

L e DUNG INTERNET

CAP QUANG / CAP
PONG HIEN HOU

AP QUANG / CAP
DANG TRIEN KHAI MO

T
e
B mermngnnu
- ;r‘ntl”ﬁ‘r B} TRIEN KHAL
>

LINK-GROUP

Hinh 19. So 6 md hinh trién khai khu H

71



Chp QUARG 12F0
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Hinh 20. So' db ha ting mang LAN tai khu H

ODF 12FO ODF 12FO
Distribution Switch Distribution Switch
Access Switch Access Switch
O cim dign 616 O cém dign 615
ODF 8FO ODF 8FO
_ MAT TRUOC _ MATSAU
TU RACK 9U-TANG 2 TU RACK 9U-TANG 2
Hinh 21. So dd bé tri tii rack ting 2 khu H
1] O
6|
Access Switch 5 | R ;{_[‘-,-‘#-.:T_*_"-,i___-:é__:;_ii-{'_ i Access Switch
4
O cimaign 616 3 7| | Ocim@énsid
2]
QDF 8FO 1 QDF 8FO
o o
MAT TRUOC MAT SAU
TU RACK 6U-TANG 3 TU RACK 6U-TANG 3

Hinh 22. So @b bb tri td rack thng 3 khu H
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R,

Hinh 23. So dd b tri Access Point va ving phii séng WiFi ting 1 khu H

Co o EERLL L

V=R [
i.x it i Pt
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t
i
1
|

PARREEN

Hinh 24. So db bb tri Access Point va viing phit song WiFi ting 2 khu H
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Hinh 25. So @b bb tri Access Point va ving phil séng WiFi ting 3 kbu H

N

Hinh 26. So 80 bd tri Access Point va ving p

3.2. Mo ta hé thong mang Khu H
Phuong an thiét ké mai cho Khu H tap trung vao viéc xdy dung mot ha tAng mang
LAN va WiFi hoan chinh, hiéu ning cao va dé quan 1y, nham khac phyc céc han ché
ctia hé thong hién tai.

- Heé théng maﬁg LAN: Trién khai mdt mo hinh mang phén tAng hoan chinh bao
gdm 1 Distribution Switch 1am switch phan phoi trung tam va 2 Access §witch. Cac
Access Switch moi dugce trang bi 28 cong, ho trg cap ngudn PoE cong suét 16n va toc
d0 1én den 2.5Gbps, khéng chi dap tmg nhu cAu hién tai ma con san sang cho viéc m¢@
rong so luong thiet bi trong tuong lai.

- Hé théng WiFi:
+ Trién khai 26 Access Point (AP) thé hé méi chudn WiFi 7, ¢6 tbe dg vuot
troi va kha ning ho trg dong thoi nhi€u ngudi dung trén ca 3 bang tan (2.4
GHz, 5 GHz, va 6 GHz).
+ Bb tri lai cac AP theo ban v& khao sat ving pht chi'tiét nhim xda bd cac
ving ¢6 tin hiéu Wi-Fi yéu, dam bao chét lugng két noi on dinh & tat ca cac
khu vyec.
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+ Téi wu kénh song cho timg AP mot cach khoa hoc 8 tranh chdng chéo va
gidm thidu nhidu song gifta cac AP v&inhau, dic biét tai cac khu vuc ¢ mét
d6 thiét bi cao. Diéu chinh cong suét phat cia mdi AP & mic hop ly, vira dt
dé phu séng khu vuc cAn thiét ma khong gy nhidu sang cac khu vyc lan can,
gitip cai thién kha néng chuyén ving (roaming) va tang d6 6n dinh cho Kkét
ndi chia nguoi dung
- Ha tAng cép mang: Phuong 4n thi cong s& tin dung t6i da hé théng cap CAT6
hién hiru. Dong thoi, tién hanh dich qhuyén céc tuyén cép tai cac phong co vi tri AP

4
4

chura t5i wu va trién khai thém cac tuyén cap mdi deén cac vi tri can thiet. Diéu nay dam

bao mdi AP hiéu ning cao ddu c6 mot dudng két ndi vat ly 4n dinh nhat.
- Quy hoach dia chi IP nhu sau:

STT Tén thiét bj Lép mang Phudngc;l;ﬁc truy

1 |IPchp ¢ho ngudi ding WiFi sinh | 10.103.0.0/16

vién :
2 | IP chp cho ngudi ding WiFi 710.102.0.0/16

CBNV e
3 | Distribution Switch 10.100.0.10/23 http/https, ssh
4 | Access Switch 1 10.100.0.11/23 http/https, ssh
5 | Access Switch 2 \ 10.100.0.12/23 http/https, ssh
6 | AP tai phong 101, ting 1 khu H 10.100.2.11/23 | ssh, controller
7 | AP tai phong 102, ting 1 khuH 10.100.2.12/23 ssh, controller
8 |AP tai phong 103, thng 1 khu H \ 10.100.2.13/23 ssh, controller
9 | AP tai phong 104, thng 1 khu H \ 10.100.2.14/23 ssh, controller
10 | AP tai phong 105, ting 1 khu H 10.100.2.15/23 ssh, controller
11 | AP tai phong 106, tAng 1 kKhu H 10.100.2.16/23 ssh, controller
12 | AP tai phong 107, ting 1 khu H \ 10.100.2.17/23 ssh, controller
13 . AP tai phong 108, ting 1 khu H 10.100.2.18/23 ssh, controller
14 | AP tai phong 201, tAng 2 khu H _ql0.100.2.19/23 ssh, controller
15 | AP tai phong 202, thng 2 khu H \. 10.100.2.20/23 ssh, controller

AP tai phong 203, tAng 2 khu H l 10.100.2.21/23 ssh, controller
17 | AP tai phong 204, tng 2 khu H 110.1002.22/23 | ssh, controller

| AP tai phong 205, thng 2 khu H 110.1002.23/23 | ssh, controller
AP tai phiong 206, thng 2 khu H 10.100.2.24/23 ssh, controller
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STT Tén thiét bi L6p mang Ph“’““i;‘;“’c truy

22 \ AP tai phong 301, tAng 3 khu H 10.100.2.27/23 | ssh, controller
74 | AP tai phong 303, thng 3 khu H__ | 10.100.2.29/23

76 | AP tai phong 305, tAng 3 khu H 10.100.2.31/23 ssh, controller

ssh, controller
AP tai phong 306, ting 3 khu H 10.100.2.32/23
28

ssh, controller

10.100233/23 | ssh, controller

Bang 9. Théng ké quy hoach dia chi IP

1. M6 ta phurong 4n trién khai
a) Lip it td rack

_ Théao d& ti rack 6U va phu trg quat, ngudn tai hanh lang tang 2 khu H. Ky hi¢u
Rack 2.

- Lip dat ti rack 9U va phu tr¢ quat, ngudn tai hanh lang tAng 2 khu H. Ky hiéu
Rack 1.

- Lép dat th Rack 2 va phu tro quat, nguﬁ‘)n tai hanh lang tAng 3 khu H.

b) Lip dat mang ghen ludn day di€n, 6ng rudt galam trunking chira cap dén
access point, ket noi gitra cac tii rack

-Tang 1 khu H
+ Lép.‘dat 80m mang ghen ludn day dién c6 nép 24 x14 mm tai hanh lang
+ Lép dﬁt 4m mang ghen ludn day dién c6 nép 24 x14 mm tai phong 104
+ Lip dt 4m mang ghen ludn day dién co nip 24 x14 mm tai phong 107
-Ting 2 khu H
+ Lap dat 4m mang ghen ludn day dién c6 nép 24 x14 mm tai phong 204
+ Lap d%t 4m mang ghen ludn day dién c6 nép 24 x14 mm tai phong 205
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+ Lép dit 4m méng ghen ludn day dién ¢ nip 24 x14 mm tai phong 207
+ Lip dat 10m méng ghen ludn day dién c6 nép 40 x 60 mm tai hanh lang
+ Lép dat 5m éng mém dén hdi ludn day dién

_Ting 3 khu H
+ Lip dit 4m méng ghen Jubn déy dién c6 nip 24 x14 mm tai phong 304
+ Lip dit 4m mang ghen ludn day dién co nfp 24 x14 mm tai phong 307
+ Lip dit 10m méng ghen judn day dién c6 ndp 40 x 60 mm tai hanh lang
+ Lip dit Sm éng mém dan hdi ludbn day dién

¢) Thi cong hé thoéng cap mang

- Téng 1 khu H
+ Trién khai 96 mét cap mang CAT6 tix ti Rack 1 dén phong 106
+ Trién khai 60 mét cap mang CATG tir ti Rack 1 dén phong 108

+ Dich chuyén cép mang hién hitu tir vi tri cii sang vi tri méi tai phong 104

4

do vi trf 1ép dit ban dAu khong con phi hop

+ Dich chuyén cép mang hién hitu tir vi tri cii sang vi tri moi tai phong 107

do vi tri lap dat ban dau khong con phit hop
- Tang 2 khu H

+ Dich‘_chuyén cap mang hién hifu tir vi trf cii sang vi tri moi tai phong 204

do vi tri l&p dat ban d&u khéng con phu hop

+ Dich chuyén cap mang hién hitu tir vi trf cii sang vi tri méi tai phong 205

do vi tri 18p dt ban dAu khong con phit hop

+ Dich chuyén cap mang hién hitu tir vi tri cii sang vi tri méi tai phong 207

do vi tri 18p dit ban diu khong con phi hop
- Tang 3 khu H

+ Dich chuyén cap mang hién hitu tir vi tri cfi sang Vi tri méi tai phong 304

do vi tr{ 1ap d3t ban d3u khong con phi hop

+ Dich chuyén cép mang hién hitu tir vi tri ¢l sang vi tri méi tai phong 307

7

do vi tri-lp dat ban dAu khong con phu hop
d) Thi cong hé théng cap quang :
_ Tridn khai 26 mét cép quang 8FO tir ti Rack 1 dén t Rack 2
_ Han ndi cap quang tai ti rack 1 va ta rack 2
¢) Thi cong hé thong dién
- Trién khai 5 mét cap dién 2 X 2,5 mm va d4u ndi vao 3 cim dién tai ta rack 1
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- Trién khai 5 mét cap dién 2 X 2,5 mm va d4undivao b cim dién tai ti rack 2
f) Lép dat thiét b
- Ti rack 9U ting 2
+ Lip dat thiét bj ODF 12 FO
+ Lép dat thiét bi ODF 8 FO
+ Lép dat thiét bi Distribution Switch
+ Lép dat thiét bi Access Switch
+ Lép dat & céim dién 6 16
+ Déu ndi nguE‘)n dién cac thiét bi
- Tii rack 6U tang 3
+ Lép dat thiét bi ODF 8 FO
+ L#p dit thiét bj Access Switch
+ Lép dat & cém dién 616
+ DAu ndi ngudn dién cic thiét bi
2) Lip dat thiét bi Access Point
- Lap dat thiét bi Access Point theo ban vé thibt ké
- Du ndi nguon PoE cho thiét bi Access Point
h) Lip dit switch
- Lap dit distribution switch va access switch
- Lép dat cc tranceiver
- D4u nbi cap mang, cap ngudn
- Panh nhan thiét bi, déy cap
- V& sinh, thu don khu vuc lam viéc
i) Cai dat, cAu hinh thiét bj Distribution Switch

_ Két ndi thiét b Distribution Switch dén thiét bi switch truy cdp (Access Switch),
ODF

_ Cai dat tén dinh danh cho thiét bj

- Cai dat tai khoan déng nhap cho thiét bi

- Cai dat banner canh bao, hién thi thong tin don vi quan ly thiét bi
- Cai diit giao thirc quan ly ding nhap ssh,www cho thiét bi

- Tao tai khoén quén trj theo chuén, tat/ddi mat khéu mic dinh.
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_ Cai dat dia chi IP quan ly thiét bi

- Cai djt chinh sach truy cép thiét bi tir xa

- Cai dat thong tin c4c cong déu ndi ctia thiét b

- Khai bao DNS, NTP, Timezone

- Cép nhép firmware

_ Khai bao cac VLAN theo quy hoach

- Khai bao link-group vé cac thit bi theo quy hoach

- Cai dt cac tinh ning bio mat

- Cai dit cac chitc ning gidm sat Jog monitor, packet, bandwidth, threat
- Sau luu cdu hinh

- Kiém tra hoat dong cua thiét bi

j) Cai dat, cau hinh Access Switch

- Két nbi Access Switch dén thiét bi Distribution Switch, ODF, access point
- Cai dat tén dinh danh cho thiét bi

- Cai dat tai khoan déng nhép cho thiét bi

- Cai d3t banner cénh bao, hién thi thong tin don vi quan 1y thiét bi
- Cai d3t giao thuc quéan 1y dang nhép ssh,www cho thiét bi

- Tao tai khoan quan trj theo chuén, tht/ddi mat khéu mic dinh.

- Cai d3t dia chi IP quan ly thiét bi

- Cai dat chinh séch truy cép thiét bi tir xa

- Cai dat thong tin céc cong dhu ndi coa thiét bi

- Khai bao DNS, NTP, Timezone

- Cép nhép firmware

- Khai béo cac VLAN theo quy hoach

- Khai bao link-group vé céc thiét bi theo quy hoach

- Cai dit c4c tinh ning béo mét

- CAi dit cac chirc nang gidm sét log monitor, packet, bandwidth, threat
- Sau lwu cdu hinh

- Kim tra hoat ddng cla thiét b

k) Cai dat, cfu hinh ph?m mém diéu khién tip trung

- Khai béo t3i khoan ding nhép
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- Cai dat banner canh bao, hién thi théng tin don vi quan ly
- Khai bao DNS, NTP, Timezone

_ Khai béo tht ca cac access point vao bd diéu khién

- Dinh danh tén va vi tri l4p dgtm tai khoan dang nhép cho timg access point
- Khai bdo VLAN

- Chu hinh SSID

- Chu hinh co ché bao mét cho SSID

_ CAu hinh co ché ding nhép WiFi

_ Chu hinh co ché phat séng 2.4Ghz va 5Ghz

- Chu hinh chinh sach bing thong cho ngudi dung

- Kidm tra va cap nhat firmware cho timg access point

- Quan tri va gidm sat

 Sau lyu cAu hinh bd diéu khién

I) Thu hbi thiét bi khdng si dung

- Théo d& va thu hdi 17 bd AP U6-LR, 8 b0 AP AIR-AP18321-S-K9, 2 b router

Mikrotik va cap mang, cap dién lién quan

_ Théo d& va thu hdi 3 ti dién

_ V& sinh, ban giao céc thiét bi/cap dé théo dF
m) Tich hgp v toi wu hé théng

- Chu hinh, tich hop va t6i uu hé théng mang khu H, khong gdy gian doan hoat

dong diéu hanh, gidng day tai khu vyrc; phit hop véi chinh sach hién hiru
n) Kiém tra, do thir toan trinh, thong tuyén

- Kiém tra, do thir toan bd két ndi va khai béo, chu hinh ciia thiét bi mang, WiFi

0) Viét tai liéu dao tao, ban giao, huéng din sir dung
- Viét tai licu huong dén sir dung hé thdng mang

- Pao tao, ban giao cho can b phu trach Cong nghé thong tin

5. Khéi lwong dau tw
5.1. Khéilwong thiét bj ddu tw méi

So
lrgng

STT Thanh phin vit tw Pon vi Ghi chu

tinh

1. H¢ thong mang 16i
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STT Thanh ph?m vat tw Pon vi
tinh

A. Thiét bi mang

Router cin bang tai \

S6
lwgng

Router can bing tai két ndi
Internet

Firewall

Module quang SFP+ 10G
cho router can bang tai

Thiét bi Firewall trung tdm

| Module quang SFP+ 10G
cho Firewall

Core switch

Module quang SFP+ 10G
cho core switch

Thiét bi switch trung tdm
_ 7 x module SFP két ndi tir
Core switch - Router

-2 x module SFP Kkét ndi tur
Core switch > Firewall

_ 2 x module SFP két nbi tir
Core switch -> NAS
Storage

-2 x module SFP Kkét ndi tur
Core switch => Server

-2 x module SFP du phong

Module quang SFP+ 10G - 4 x SFP keét nbi tir Core
(Tir core switch dén switch dén Gateway
Gateway) -2 x SFP du phong

8 | Server Trién khai cac tmg dung ndi-
bd

9 | Windows Server 2025

Standard
|10 | Thiét bi hu trit NAS b0 | 1 | Luutrrdiliubackup

Card mang SFP+ 10G cho cai 1 | Card SFP+ cho NAS
thiét bi Iuu trlt NAS
Module quang SFP+ 10G cai | 2 | Module quang SFP cho
cho thiét bi luu trit NAS \ NAS
O cimg HDD 4TB cho cai 4 | O cimg cho NAS
thiét bi luu trlt NAS
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STT|  Thanhphinvittw | Ponvi | SO |

tinh

Ghi chi J

-2 x cip két nbi tir Core
switch -> Router

-2 Xxcap két ndi tix Core
switch -> Firewall

-2 x cép két ndi tir Core
switch > NAS

-2xcap két ndi tir Core
switch -> Server

-2 x cip du phong

11 | Day nhay quang

12 | Day nhay cap mang UTP sqi 9 |- 5xkétndivao cong
CAT6 Server

- 4 x két ndi vio cong NAS

B. Vit te phu

1 | Ocvit, day rit, bang keo goi 1
dién, qau RJ45, bing keo 2
mat, tic ké nhya, nhén...

II. H¢ thong mang khu H
A. Thiét bi mang 4
1 | Distribution switch | bd 1 - Distribution switch tai khu
H
\ - Dit tai ta rack 9U tng 2
‘g A A . . .
2 | Module m& rong mang cho bd 1 | Module cho distribution
Distribution Switch . switch
[ 3 | Module quang SFP+ 10GT céi 8 |-2x Module SFP+ cho két
cho Distribution Switch ndi tir Core switch vé
Distribution switch
-2 x Module SFP+ cho
Distribution switch 1én Core
switch
- 4 x Module SFP+ két noi
tir Distribution switch vé
Access switch
Switch cung cip két ndi

4 | Access Switch PoE 28 port bd \ 2

Access point: - Dattaita |

82



STT | Thamhphinvitte | Ponvi | Sb Ghi chii
tinh | lwgng
rack 9U tang 2 va ti rack
6U tang 3
- Cung cép két ndi cho céc
AP tang 1,2 dattaitu gack
9U ting 2 va cac AP tang
3.4, dit tai td rack 6U tang 3
5 | Module quang SFP+ 10G céi 4 | 4x Module két ndi tir
cho Access Switch PoE 28 Access switch dén
port Distribution switch
6 | Thiét bi phat Access Point bd 26 | Mbi tng 1,2,3: 8 bd, tang 4
2bd
’»7 Ta rack treo tuong 19" 9U cai 1 |- Dt tai hanh lang thng 2
~ D500 - Gom:
+ 1 ODF 12 FO (tin dung)
+1 ODF 8 FO
+ 1 Distribution switch
+ 1 Access switch
+ 1 Thanh ngudn rack 6 16
{ 8 | ODF 8FO bd | 2 |Kétnbidistribution switch
v0i access switch tir tang 2
dén tang 3
9 | Dy cép quang Multimode | met 26 | Két ndi gitra Distribution
8FO syvitch dén a}ccess-switch tur
ting 2 dén tang 3
10 | Day cép mang UTP CAT6 Met 156 | Trién khai mdi tir access
Commscope switch ting 2 dén phong
P106 va phong P108
11 | Day nhay quang cdp 10
B. Vit tu phu
1 | O chm dién 6 15 gdn rack cai l 1 J
72 | Day dién 2 x 2.5 mm mét 10 |- Thay thé day dién tu rack
tang 1
L - Lip dit cho ti rack thng 2 |
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Thanh phin vt tw Don vi

tinh

Méng ghen ludn day dién met

c6 nip 24x14mm

Méng ghen ludn day dién | met 20
¢6 nap 60x40mm

Ong mém dan hdi ludn day | mét 10
dién duong kinh 25mm

Oc vit, day rat, bang keo goi 1

dién, bang keo 2 mit, tac ~
ké nhya, nhan... |

Bang 10. Thong ké quy md dau tr

[ 4 ~A * A 2 e A ‘
5.2. Cac cong vigc cdi tao, nang cap mang

1. Heé théng Core

\ STT ‘ Hang muc cdng viéc So Pon
lwgng | Vi

1 | Trién khai hé thong Server & luu tri 01 gbi

Thiét 1ap mdi trwedng 40 héa va hé théng sao luwu voi \
giai phdp ma nguf‘m mé (opensource)

+ Trién khai hé théng Server

+ Trién khai ha ting VM

+ Trién khai hé théng gidm sat

+ Trién khai backup Server

+ Trién khai DHCP Server

2 | Vé sinh, d4nh nhén day cap, thiét bi:

4+ Pénh nhan day cap, thiét bi thi cong lap dat

+ Vé sinh thiét bi, khu vyuc thi cdng lép dat

+ Ban giao cac thiét bi di théo g@

3 | Tich hop hé thong hién hitu sang hé thong moi:

+ Router can bang tai

+ Firewall *

+ Core Switch

+ Distribution switch, Access switch ctia hé théng hién
hitu

+ DHCP Server

+ Trién khai AP Controller

+ Hé thbng WiFi
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Hang muc cong viéc '[ S6 \ Pon

Giam sat, vin hanh & t6i wu hiéu suat hoat dong hé
théng mang da trién khai

7. Khunha H

| STT V:Hgng‘_m’\;c cong '\"ié;.c_'

Thi cong diy cap quang va cAp mang
Dich Chuyén cap LAN dén vi tri lép dat moi AP
Dich chuyén cap LAN cac AP ting 3,4 v& tii rack tAng 3

Thi cong cap dién vé ti rack tng 3

Vé sinh, ddnh nhén ddy cap, thiét bi

Dénh nhan day cap, thiét bi thi cong lap dat

Ve sinh thiét bi, khu vy thi cong 1ap dat

\il‘ihéo dg, thu hoi cac thiét bi, vat tu khong st dung
B

an giao cac thiét bi, vat tu da thao d

3 | Cu hinh, tich hop va t6i wu hé théng mang khu H
CAu hinh Distribution va Access Switch

Tich hop hé théng Giang vien, Sinh vien, Guest .
+ Core Switch: 1 gol
- VLAN cho Giang vien, Sinh vien, Guest

- DHCP Relay v& DHCP Server

- Trién khai trunk, phan phéi VLAN Giang vien, Sinh vien, l
Guest vé Distribution Switch khu H

+ Distribution switch khu H:

- VLAN cho Giang vien, Sinh vien, Guest

- Trién khai trunk, phan phdi VLAN Giang vien, Sinh vien,

Guest vé Core Switch va cdc Access Switch khu H

+ Access switch khu H:

_ VLAN cho Giang vien, Sinh vien, Guest

- Trién khai trunk, phdn phoi VLAN Giang vien, Sinh vien,

Guest vé Distribution Switch khu H \

- Trién khai trunk, phén phé’i VLAN Giang vien, Sinh vien, \
Guest vé AP
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'STT | Hang muye cong vige | Khéi | Don
RN ale e T lwong | Vi
H¢ théng WiFi |
+ Adopt AP dén controller \
+VLAN & SSID cho mang Customer
+ X4c thyc ngudi ding trén timg SSID \1
Tbi vu hoa hé théng va bao mat 1 | goi
+ Distribution switch
+ Access switch
+ Hé thong WiFi

4 | Giam sat, vin hanh & tbi wu hiéu suit hoat dng hé thong
B mang da trién khai .

6. Cac yéu ciu vé dao tao hwéng dén sit dung, quan tri, vin hanh va cac cong tac
khac cé lién quan
_ Nha thiu cung cip ddy du tai liéu hoa hudng din sir dung timg thiét bi
_ Tién hanh Do tao, ban giao cho can bd phu trach Cong nghé thong tin
7. Hang muc phu tr¢

Phong may chu tai hién dang & mirc co ban.

San ning: Phong méy chu hién tai d& duoc dAu tu hé théng san néng dap tng
yéu chu.

Hé thong thang, mang cap: Ca hai phong may chi chua c6 hé théng thang
mang cap.

Hé thong bdo chdy va chira chay: Ca hai phong may chu dang sir dung hé
théng bao chay, béo khoi clia toa nha. Chua c6 hé thong bao chay va chira chay béng
khi chuyén dung.

Hé théng béo chdy, béo khoi cua phong server s& dugc déu tu vao giai doan
tiép theo khi phong thiét bi dugc chuyén sang vi tri méi

Pitu hoa: Phong may chu tai da dugc trang bi du didu hoa 1am mét dam bao
cong sudt 1am lanh cho phong thiét bi.

Hé théng ngﬁén dién:

Thiét bi diu tu méi lép d3t trong i Rack 01 ¢6 sin va 14y ngudn tir céc § cdm
trong tu.

Thiét b UPS s& duogc dau tw trong dy 4n khac.
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Hién ca hai phong may chil da co sin hé théng tiép dia.

Hé théng tiép dia:
ép &4t c6 san trong t0

Cac thibt bi 13p vao ti Rack 01 ¢6 s&n va tiép dht vao diém ti

rack.
8. Yéu ciu ky thut, tinh ning thiét bi
(Thong s6 kp thudt xem Phu luc I chi tiét kém theo)
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9. Bién phap an toan van hanh, phong, chéng chay, nd

Trong qua trinh thi cong, cdc dom v ¢ chirc nang giam sat thi cong cia Chu dau
tr c6 trach nhiém dam bao don vi thi cong cac hang muc cua du 4n tuén thu cac quy
dinh duoi day:

9.1. Chi din bi¢n phap thi cong

Van chuyén tap két ban giao vat tu thiét bi v& dia diém thi cong. Kiém tra thiét bi
lép dat trudce khi dua vao vi tri thi cong.

Kiém tra sy hoat d0ng cla cac thiét bi trude khi lap dit.

Lﬁp dit cac thiét bi vao ti rack va d4u ndi cac thiét bi vao hé théng.

Str dung Cép ddng xoén UTP CAT6 dé két nbi tr Switch dén é cim mang, khong
sir dung cac doan ndi.

Tét ca cac du cua goc du c6 chit ndi d& dam bao my quan.

Cép mang di trong mang cép ngoai hanh lang c4ch trn 30 - 40cm (thy vi tri), di
vao phong ha cbt chch mit dht 40cm.

O cém mang wallplate 15p ndi trén tudmg, vi tri 1&p d3t cach xa b dién dam bédo
Kkhong bi nhiéu.

Kéo cap ngudn tir tram dién vé di qua cbng cap ngm c6 s&n va di nbi bén ngodi
theo tudng Trung tam.

Thi cong chdn coc tiép dia chéng sét béng thu cong, han nhiét va kéo cap tiép dia
vé Phong may cha cach bai tiép dia 130m.

Cép tiép dia dugce két ndi vai i cit loc sét tai Phong may chu trude khi di vao cac
thiét bj ha thé.

Kidm tra tinh trang hoat dong cia tt ca cac chng cua céc chuyén mach (thiét bi
mang).

Kiém tra két néi gitra cac thiét b chuyén mach, thiét bj mang, may chy, méy dé
ban va cac thiét bi khéc trong hé théng.

Kiém tra két ndi cia hé théng mang va van hanh thir.

Luén luén kidm tra va diéu chinh hoat ddng cla cac thiét b mang dam bao két
ndi thong subt trong qué trinh thi cong.

Van hanh thir va kiém tra su hoat dong én dinh cua hé théng.

9.2. An todn lao dQng:
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Nhi thiu trién khai phai tu trang bi c4c phuong tién bao ho cho ngudi lao dong
dé tao ra didu kién thuén tién cho can bo clia minh, thich ung v§i moi trudng xung
quanh va bao dam diéu kién lao dong t6t nhét.

Céc phwong tién bao ho cho ngudi lao d6ng khong gly ra cac yéu t6 nguy
hidm va cé hai trong qué trinh 1ap dit. Phuong tién bao ho lao dong can déap tmg cac
yéu cAu thim m§, cong nghiép.

Phuong tién béo vé can dam béo hiéu qua cao va thuan tién.

Trong timg truong hop cua m3i loai cong viéc, lua chon phuong tién bao veé
phai tinh dén yéu ciu an toan cho timg cong viéc d6. Cac phuong tién bao ho dam
bao cac chi tiéu an toan, vé sinh lao dng...

Thi cong ding theo yéu ‘chu k§ thuat, gam bao chit lugng edng trinh. Cong
cu, dung cu ding dé 1ap dat phai la loai chuyén dung va duoc st dung dung chire
nang.

. Cac thiét bj méy chii va thiét bi mang may tinh la c4c thiét bi chuyén dung,
&4t tidn do vdy trong qua trinh thi cong yéu céu bat budc phai thyc hién dung cac
quy trinh, quy pham cia Nganh, ban v& thict ké thi cong xay 1ap va tai liéu huéng
din ctia nha san xuét.

Quy trinh di déy phai dam béo dung k¥ thuét, cAn thén, chic chén ngay ngén
va c6 m§ quan.

An toan trong van hanh khai thac 12 mot tiéu chi quan trong cia thiét ké k§
thuft thi cong cong trinh CNTT. Don vi thi cong cén lap phuong 4n an toan lao dong
3 dam béo an toan cho ngudi lao dong va thiét bj trong sudt qua trinh thi cong.

Khi lam viéc trén cao cin dung thang hodc dan gido va day treo an toan dam
bao an toan vé ngudi va dién.

Khi thi cong trong phong c6 thit b thong tin dang khai thac cin c6 cac
phwong 4n dam bao tuyét doi khong lam anh hudng dén s co cho hé thong thong
tin.

Dam bao an toan thong tin va an toan dit liéu cia don vi khi chuyén d6i. Trong
qué trinh thi cong phai dam bao khong 13m anh hudng dén vé sinh mdi trudng ¢ khu
vuc thi cong cong trinh va noi cong cong.

9.3. An toan dién, an toan thiét bi:

Khi thi cong, bb tri cip ngudn dién phai riéng +& dé c6 kha ning cét dién todn
b0 phu tai dién trong pham vi thi cong.

Viée théo d& day dan, stra chira hiéu chinh thiét bi dién phai do cong nhan
dién c6 trinh 46 ve k¥ thuét an toan dién thich hop véi timg loai cong viée ti€n hanh.

Cic thidt bi dién di dong, mdy dién cAm tay khi néi vao lu6i dién phai qua 6
cém, phich cdm hodc cau dao dién. Viéc dau, ndi phai thoa min cac yéu cau ve k¥
thuét an toan dién.
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Trude khi lip rap va sia chita dién hay thiét bi, phai c&t chu dao cép dién cho
khu vuc thao tac va tai cau dao d6 phai treo bang “Cam déng dién! C6 ngudi lam
viéc”. Néu ciu dao d6 nim ngoai tram bién 4p (cAu dao phén doan, r& nhanh) ngoai
c4c bién phap trén phai tiép dat va ngén mach céc pha phia dAu ngudn, cac ngudn c6
kha ning dan dong dién tdi.

Céc dung cu cAm tay: Khoan dién, dén x4ch tay, may bién ap, ha 4p, bd bién
4bitin sb...CAn phai thyc hién cac yéu cu:

Trudce khi cép iahét dung cy mai phai Kidm tra cach dién véi vo, thong mach
néi dit. Xem cAu tao bao vé co phit hop véi dicu kién st dung hay khong. Nghiém
chm sir dung cac dung cu dién cam tay c6 dau hiéu hu hong.

Trudc kl}i st dung céc dung cu dién cAm tay, cong nhén phai thuc hién kiém
tra chc mach noi dat, cac chi tiét quay, tinh trang cia choi t}lan,~vénh gbp. Céc cau
dao dién, may ty ngat phai ¢ vo hodc hop bao vé, cac phén dan dién cua thiét bi
dién can dugc c4ch ly, co hang rao che chin, c6 bién phéap ngén nglra nguoi khong
c6 phén sy tiép xuc voi no.

Khi sir dung thiét bj, dudng ddy dién cAn tranh kha ning phét nong do qua tai
hodic cac mdi noi khong tot.

9.4. An toan trong qué trinh thi cong

Phd bién kién thirc cho cong nhan vé van dé an toan lao dong, an toan dién,
an toan chay nd, ndi quy cong trudng.

Trang bi cho cdng nhéan c4c phuong tién bao vé cAn thiét cho qua trinh thi
cong. :

Thudng xuyén kidm tra cic phuong tién phong ho trude va trong Khi sit dung.

Trong qua trinh thi cong, phdi hop véi cac don vi khac @ co6 bién phap ngén chan
hoa hoan, mat an toan lao dong.
9.5. N§i quy lao dong

Phéi hop véi chi dAu tu trong cdng viéc thuc hién ndi quy chung. Xir 1y sai
pham ndi quy theo nhu quy dinh ciia cong trinh.
9.6. Cic chi din vé phong an toan chay nd
- Xéc dinh céc ngudn chdy nd:
« S4m sét truc tiép, lan truyén qua hé théng dién, vién thong;
« Hé thdng dién;
e Cac nguf‘)n Iira truc tiép;
« Tia Itra dién hay tia ltra tr ma sat;
« Nhitng phan img héa hoc, gia nhiét qua muc;
. Ban thin héa chit c6 nhiét 49 tw boc chay thap;
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» Su phong di¢n do ma st tinh dién giita 2 vat khac nhau;
+ Bui, dung méi hay nhiét cuc bd.
- Céc bién phép phong an toan nd khi thi cng:
« B4 trf cac thiét bi phong an toan nd chn thiét tai dia diém thi cong;
« Kidm tra khu vyc thi cong dam bao khéng c6 vét dung dé chay nb;

« CAm mang vat dung dé chay nd vao cong trinh — trudng hop vat dung
phuc vu cho thi céng can dam bao an toan st dung; -

« Kiém tra ngudn dién tai khu vyc thi cong dam bao khong xay ra va dap
gay chép, chay n6 dién;
« Yéu ciu can bd thi cong tuyét b1 tuan tha cac quy dinh v& an toan chay nd;

« Kip thoi t4 chirc an toan phong chéng chay, nd tai chd ddng thoi bao cao
kip thoi cho don vi ¢6 chirc nang de ho tro kip thot;

. Céc bién phép phong an toan nd khi van hanh:
« Kidm tra dinh k¥ c4c thiét bi dién;
« Bio tri dinh ky may moéc thiét bi;
« Kiém tra, bao tril dinh ky céc hé théng canh béo chay nb, cac phuong
tién phong chay, chita chdy;
« Tranh bd tri nhitng nguyén vat liéu d& chay trong khu vuc Phong Server;
« B4 tri bién bao cin thiét canh béo su nguy hidm v& chay nd;
« Trong qué trinh vén hanh, tranh va dép manh sinh ra tia Ira;
« Chm hit thubc hodc mang céc dung cu c6 nguy co sinh ra lra;
« Thuomg xuyén vé sinh va thong gio tdt tranh tich tu cac ngudn gy chay cuc bd;
« Néi dét cc thiét bi sinh ra tinh dién;
« Truéc khi ra vé phai dam bao ngét dién hoan toan (trix c4c hé thong
hoat dong 24/24);
« Tuan tha cac quy dinh phong chay, chira chay;
o Thudng xuyén huén luyén nghiép vu phong chay, chira chay;
9.7. Quy trinh xi¥ 1y sw cb:

Trong qua trinh thyc hién dau tu doi véi cic hang muc dau tu trong pham vi
dy 4n nay néu sy co xay ra nha thau thi cong va céc don vi lién quan co trach nhiém
sau:

- Ngimg thi cong, van hanh hodc khai théac, st dung mdt phﬁn hoic toan bd hé
théng cong nghé thong tin;
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- Thye hién céc bién phap k¥ thudt cin thiét & ngin nglra cac sy cb c6 thé tiép
tuc xay ra va dam bao an toan cho ngudi va tai san; bén canh d6 nha thau tu vn gidm
sét phbi hop véi chit dau tur 14p bién ban hién trudmg va théng bo kip thdi cho cac td
chirc, c4 nhén ¢o thim quyén theo quy dinh hién hanh cta Nha nudc;

_ Nha thiu thi cong phéi hop véinha thiu tr vAn gidm st 14p béo cdo nhanh sy
cb hé théng cong nghe thong tin v giri bdo céo nhanh cho chti du tu, don vi thy hudng
dAu tu (chi s& hitu hodc chu quén 1y, st dung san phém cua du an);

_ Bao vé hién truong, trir trudng hop phéi gidi quyét khan cép dé han ché thiét
hai;

- Tién hanh cac budce x 1y, khéc phuc su cb theo quy dinh.
10.Yéu ciu vé diéu kién bio hanh va hd trg ky thuit

10.1. Bao hanh san phim

- Thoi han bao hanh: Téi thidu 12 thang nlung khong thip hon thoi han bao
hanh ctia nha san xuit ké tir ngdy nghiém thu ban giao.

- Phuong thirc bao hanh: Tryc tiép ngay khi tiép nhan thong tin vé 131 hotic kho
khin trong qua trinh st dung thong qua dién thoai, email, hodc cac phén mém hd trg

-tryc tuyén tir xa. Truong hop khong khéc phuc dugc s€ bao hanh tan noi trong vong 4
tiéng.

10.2. Nang cép va hd trg khac

- Nang cp mién phi san phim trong thoi han bao hanh theo ti€u chuén cia nha
san xuét. ,

- H3 tro ky thuat sau trién khai, phwong thirc hd tro: H tro tir xa hodc tai chd.

- Pon vi cung c'flp dich vu c6 doi ngil hd trg, co s6 hotline hd trg.

- Cung cép dich vu bio hanh tai ch® cho cac thiét bi chinh.
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v. THUYET MINH PHUONG AN DPAM BAO AN TOAN THONG TIN

Pé xuét cip d9 an toan thong tin. Thuyét minh cap d0 an toan h¢ théng thong
tin d& xuét
Cin ¢t theo khoan 1, Diéu 8 Nghi dinh s& 85/2016/ND-CP ngay 01/7/2016 cia

Chinh phii v& dam béo an toan hé théng théng tin theo cap do va tiéu chudn TCVN
11930:2017 Tiéu chuén qubc gia vé& Cong nghé thong tin - Cac k¥ thuét an todn - Yéu
ciu co ban vé an toan hé thdng thong tin theo chp do, hé théng cong nghé thong tin
trong du an “Cdi fgo, ning cdp ha ting mang tgi Truwong Pai hoc Bdch khoa, Dai
hoc Da Ndng” theo thiét ké dugc d& xult twong tmg voi cép d0 2.
—

Cép do _
TT He théng 3 P :') Cin cir de xuat
\ deé xuat
Heé thdng thong tin cha dy 4n: “Cai tao, .3 :
[ g e rmgaiiee| 2| cin L Dibe b N
T o dinh 85/2016/ND-CP
Bach khoa, Pai hoc Pa Ning” | ! N J
L .

Heé théng thong tin dv an “Cai tao, ning cép ha tAng mang tai Truong Pai hoc
Bach khoa, Pai hoc Da Ning” c6 quy mo phyc vu hoat ddng ndi bo cua Trudng Pai
hoc Bach khoa, Dai hoc Pa Néng va c6 xir 1y thong tin riéng, thong tin ca nhan cua
ngudi sir dung (Gidng vién, sinh vién, ...) nhung khong xtr Iy thong tin bi mat nha nudc.
V&i muc tiéu:

Trudmg Dai hoc Bach khoa, Dai hoc Da Néng s& co Kké hoaéh dau tu hé théng dam
bao an toan thong tin theo quy' dinh theo dinh trong du 4n khéc.
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VL. PHUGNG AN TO CHUC QUAN LY, KHAI THAC, SU DUNG DU’ AN
Phuwong thire thwe hién
- Co quan quan ly khai thac sit dung: Truong Dai hoc Bach khoa, Pai hoc Da
Nang.
- Hinh thirc quan 1y dy 4n: Chu dhu tu true tiép quan 1y dy 4n.
Phwong an quz’in 1y, khai thac sir dung
Trudng Pai hoc Bach khoa, Pai hoc Pa Ning (chu dau tu):

- Quan ly, t5 chirc thuc hién tir giai doan chuin bi déu tu, thuc hién dhu tu va két
thuc dau tu.

_ T4 chirc thiye hién déu thau goi thiu mua sim theo quy dinh.

- T4 chrc trién khai lép dat, dao tao, chuyén giao cong nghé tai Trudng Pai hoc
Béach Khoa Da Néng.

- Chuén bi nhén lyc tiép quan trang thiét bi, phéi hop giam sat 1ép dat, nhén
chuyén giao k¥ thuét.

- Chuén bi co sé ha tAng k¥ thuat phu hop 8 tiép quan, van hanh khai thac trang
thiét bj (mat béng, dién, an toan dién, chay nd ...).

- B6 tri cén bd chuyén mon 8 thuong xuyén quan tri van hanh, cép nhat, theo
déi, tiép nhan, xtr 1y thong tin cua hé théng.

- Thuong xuyén td chirc cac 16p dao tao, bdi dudng ngudn nhéin lyc trong cong
tac ing dung cong nghé théng tin, nang cao k¥ nang nghiép vy, khai thac, van hanh hé
théng phén mém.

T4 chitc kiém tra danh gia

Chn o6 phuong én kiém tra danh gid an ninh mang dbi voi hé théng thiét bi duge
lap dat theo didu 24, Luat An ninh mang).

Lap phwong 4n quan 1y

Cin c6 phuong 4n quén 1y, khai théc va van hanh hé théng theo ding quy trinh
va thuc hién dly du céc bién phép dém bao quy dinh tai Nghi dinh sb 85/2016/NDCP
ngay 01/7/2016 cia Chinh phtt v& dam bao an toan hé théng thdng tin theo chp 40 4.
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VII. DPANH GIA TAC PONG MOI TRUONG VA GIAI PHAP BAO VE MOI
TRUONG

Vé tac dong dén mdi trudong xung quanh

Dy 4n ndy thudc hang muc du 4n CNTT nén khong c6 cong tac gial phong mat
bang, khong phai san 14p, trong qué trinh trién khai ciing khong phét sinh réc thai, tiéng
5n 160 vi vy khong c6 tac 4ong dang ké dén méi trudng xung quanh.

V2 bao vé mdi truedng

Dy 4n thudc nhém chuyén dbi sb giam thiéu in 4n, s& dung hd so gidy han ché
réc thai, giam tidu thu dién qua do gop phﬁn bao vé moi trudng.

Qué trinh trién khai 1p 4t thiét bi cin c6 cong tac phd bién v& vé sinh, dam béo
mbi trudmg, két hop thi cong va cAc bién phép an toan, phong chdng chay nd, c6 nhan
su kiém soat qué trinh han, d4u nbi thiét bi dién.

Trong qua trinh trién khai khai dy an, t6 quan ly s€ thuong xuyén nhéc nho thyc
hién cOng tac kiém tra, phong chbng chay nd tai kho chira thiét bi, linh kién. Thyc hién
nghiém tic cac quy dinh vé phong chbng chay nd tai dia diém dang thi cong. Kiém tra

’

an toan ngudn dién trude khi &p dat, van hanh thiét bi.
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VIII. DU KIEN TIEN PO THUC HIEN DU AN; CAC MOC THOI GIAN
CHINH THU'C HIEN PAU TU

Lap, thAm dinh va phé duyét Béo cédo
kinh té k¥ thudt

Quy 111/2025-Quy 1/2026

Lap, thdm dinh, phé duyét K& hoach Quy 1/2026

lya chon nha théu

Quy 1-11/2026

Quy 1-11/2026

Quy IMI-IV/2026

Nghiém thu tong thé Dy 4n Quy III-TV/2026
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IX. XAC PINH TONG MUC PAU TU, CO CAUNGUON VON, PHUONG
AN HUY PONG VON
1. Cin ot phap Iy d¢ 1ap du todn

- Nghi dinh s 73/2019/ND-CP ngdy 05 thing 9 nim 2019 ciia Chinh phi quy
dinh quén ly dAu tu img dung cong nghé thong tin st dung ngudn von ngan sach nha
nudce,

- Nghi dinh s6 24/2024/ND-CP ngay 27/02/2024 ctia Chinh pht quy dinh chi tiét
mot sb didu va bién phap thi hanh Luét DPAu thiu 2023 vé lra chon nha thau;

- Nghi dinh s6 72/2024/ND-CP ngay 30/6/2024 cua Chinh phu v& viéc Quy dinh
chinh sach giam thué gid tri gia ting theo nghi quyét sb 142/2024/QH15 ngdy 29 thang
6 ndm 2024 cua Québc hoi;

- Nghi dinh 73/2024/ND-CP ngay 30/6/2024 cua Chinh phu vé viéc Quy dinh
muc luong co s¢ va ché do tién thuong d6i v&i can bd, cong chire, vién chirc va luc
lugng vii trang;

- Nghij dinh 74/2024/ND-CP ngay 30/6/2024 ctia Chinh phu vé viéc Quy dinh
mure luong toi thidu d6i v6i ngudi lao dong lam vige theo hop ddng lao dong;

- Nghij dinh s& 82/2024/ND-CP ngay 10 thang 7 ndm 2024 ctia Chinh pht stra d6i,
bb sung mot sb diéu ciia Nghi dinh s 73/2019/ND-CP ngay 05 thang 9 nim 2019 cta
Chinh pht quy dinh quéan Iy d4u tu tng dung cong nghé thong tin str dung ngudn vén
ngén sach nha nudc;

- Thong tu s& 44/2020/TT-BTTTT ngay 31 thang 12 ndm 2020 cta Bo thong tin
va Truyén théng Ban hanh Dinh mirc xdy dung cdng trinh buu chinh, vién thong;

- Cong van S4 2519/BTTTT-KHTC ngay 04 thang 9 nam 2014 cua B thong tin
va Truyén thong ban hanh Don gia lap dat phén cimg va cai dit (mg dung cong ngh¢
thong tin;

_Cong van sb 2525/VBHN-BHXH ngay 25/8/2023 ciia Bao hiém xa hoi Viét
Nam vé viéc Ban hanh quy trinh thu bo hidm x3 héi, bao hidm y &, bao hiém that
nghiép, bao hiém tai nan lao dong, bénh nghé nghiép; quéan 1y sb bao hiém x3 hoi, thé
bao hiém y t&;

- Quyét dinh s 1908/QP-TLD ngay 19/12/2016 cua Téng Lién doan Lao dong
Viét Nam vé viéc Ban hanh quy dinh v& quén 1y tai chinh, tai san cong doan, thu, phan
phdi ngudn thu, va thudng, phat thu, ndp tai chinh cong doan;
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- Quyét dinh s 1688/QD-BTTTT ngay 11/10/2019 cia Bd Thong tin va Truyén
thong vé viéc sira dbi, bd sung quyét dinh s6 2378/QD-BTTTT ngay 30 thang 12 nam
2016 ciia Bo Truong Bo Thong tin va Truyén thong cong bd dinh mirc chi phi quén 1y
du an, chi phi tu vén dAu tu img dung cong nghé thong tin str dung ngan sach nha nudc;

- Quyét dinh 129/QD-BTTTT ngay 03/02/2024 cia Bo Thong tin va Truyén thong
vé viéc Ban hanh hudng din xac dinh don gia nhén cong trong quan ly chi phi dau tu
tng dung cong ngh¢ thong tin si dung ngudn vbn ngan sach nha nudc.

- Chimg thu thim dinh gié s6 159/2025/832/CT.VNA ngay 6/10/2025 cia Cong
ty Cb phan Dau tu va Thim dinh gia VNA.

- Gi4 vat tu, vat liéu mua tai dia phuong can cur theo thong bao gia lién s& s
3580/2025/SXD-QLCL cua S¢ XD TP ba Ning ngay 29/08/2025.

- Cin ot Cong van s6 01a/2026/VNA-NV ngay 04/01/2026 clia Cong ty cd phan
Au tur va Tham dinh gia VNA vé viéc gia han chimg thu Tham dinh gia.

2. Tong du toan

Téng du toan 13: 2.942.912.862 ddng (Bdng chit: Hai ty chin tram bén muoi hai triéu
chin tréim muedi hai nghin tdm trdm sdu muoi hai dong./.)

Trong do:
- Chi phi xay lip 271.213.344 Déng
- Chi phi thiét bi 2.338.602.155 Dong
- Quan Iy dy an: 69.003.522 Ddng
- Tur vAn déu tu: 78.572.468 Ddng
- Chi phi khac: 48.254.012 Dong
- Chi phi du phong: 137.267.361 Dong

(Chi tiét du todn tai phu luc kém theo bdo cdo kinh té - ky thudt)
X. XAC DINH CHI PHI VAN HANH, BAO DUGNG, DUY TU, SUA CHUA
LON TRONG GIAI POAN KHAI THAC DU AN

Dy 4n thudc linh vuc chinh 1j, s6 hoé tai liéu, tao ngudn dit liéu dién tir dé huu trit

va khai thac trong pham vi co quan nén khong phat sinh céc chi phi lién quan dén van
hanh, bao dudng, duy tu, sira chira 16n trong giai doan khai thac du an.
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X1. TO CHUC QUAN LY DU AN, BAO GOM XAC PINH CHU PAU TU,
PHAN TICH LUA CHON HINH THUC TO CHUC QUAN LY THUC
HIEN DU AN, MOI QUAN HE VA TRACH NHIEM CUA CAC CHU
THE LIEN QUAN PEN QUA TRINH THYC HIEN DU’ AN, TO CHUC
BO MAY QUAN LY KHAI THAC DU AN
1. Té chirc quan 1y dy an

- Hinh thirc quéan 1y du an: Chu dau tu tryc tiép thyc hién.

- Céch thirc thyc hién: Chu d3u tu b tri cac can bd co ning luc, ¢6 chuyén mén
tham gia theo d&i, gidm st qua trinh thuc hién tir giai doan chudn bi trién khai dén khi
iét thiic dy 4n, hoan thanh, nghiém thu dy an.

- Trong qué trinh thyc hién quéan 1y du 4n, can bd phu trach co trach nhiém theo
dai, gidm sat, bao cdo va d8 xuit cac phuong 4n xtt ly dbi v6i cac van @ phat sinh
trong qué trinh thyc hién. Dam béao dy 4n hoan thanh dung tién do, dat chét luong va
khéi lugng theo yéu cau.

2. Xéc dinh mdi quan hé va trach nhi¢m ciia cic co quan lién quan
2.1. S& Khoa hoc Cong nghé

- Cho ¥ kién thAm dinh v& phuong én, gidi phap k¢ thuat, cdng nghé trong Béo

céo kinh té - k§ thuat lam co s& dé ngudi cd thdm quyén phé duyét du an.
2.2. Donyvitw van lap dv an

- Tién hanh khao sat v 1ap du 4n dAu tu. Noi dung Béo céo kinh té - k§ thuét bao
gdm céc ndi dung cong viéc phai dugc thuc hién ding quy dinh ctia phap ludt hién
hanh. ' :

- Hudng dan chi diu tu trinh Co quan ¢o thdm quyén phé duyét sau khi théng
nhét n6i dung trong Béo céo kinh t€ - k¥ thudt.

- Chiu trach nhiém trinh by, bdo vé Béo céo kinh t& - ky thudt v& khéi lwong, ndi
dung quy trinh, dinh mdrc &p dung trudc Co quan co thAm quyén phé duyét.

- Hoan chinh, sira chira kip thoi theo yéu cau ctia Co quan ¢ thim quyén phé
duyét cho dén khi Béo c4o kinh té - k§ thuét dugc phé duyét.

2.3. Don vi tw vin thim dinh gid

- Chiju trach nhiém thdm dinh gia cic ndi dung trién khai dugc dé xuét trong bao

béo kinh té - k§ thudt ddm béo tuan thi cac quy dinh cta phap luat vé gia.

99



- P& xuit stta dbi, bd sung cac nfi dung chua dam bao ding quy dinh hodc cdc
ni dung da bi thay dbi, sira i theo cac quy dinh hién hanh vé gid.

2.4. Don vi tw vin thim tra bdo cdo — Kinh té k§ thuit
- C6 trach nhiém thim tra cac ndi dung trong béo céo kinh té - k¥ thudt, dim bao
tuan tho ding k¥ thuat, pht hop véi yéu cau ciia don vi, phi hop v quy dinh cida tinh
va phép luat hién hanh vé tinh hop 1y va hiéu qua cua giai phép thiet ke va du toan.
- P& xut sira déi, bd sung cac ndi dung chua phit hop, chua ding voi yéu cdu
thiét ke.
2.5. Donvitw vAn gidm sat

- Hinh thirc giam sat: Thué don vi tu vén c6 du ning luc thye hién theo quy dinh
ctia phap luét.

- Can cir trén hd so moi thau, hop ddng kinh té, hd so béo cdo kinh té - k¥ thudt,
Trudng Pai hoc Bach khoa Da Niing s& dua ra phuong 4n theo ddi, ghi nhat ky lam
moi logi bo cdo d& biét duge chinh xéc moi tinh hinh, difn bién cia viée trién khai
thuc hién Dy an. -

2.6. Nha thiu

- Céc td chirc, c4 nhan tham gia dAu tu tng dung cong nghé thong tin phai c6 du
didu kién ning lyc va kinh nghiém theo quy dinh.

- Cung cép dﬁy da dich vu theo hop ddng, dam bao tién @0 thi cong, ddm bao chét
lurgng, béo hanh cong trinh theo thoi gian quy dinh.

- Nha thiu c6 nghfa vy 1ap tién @ thyc hién du tu chi tiét, bb tri xen k& két hop
cac cong viéc can thue hién nhung phai bao dam phu hop véi tién do dau tu cia du an
da dugc phé duyét.

- Nha thiu cé trach nhi¢m t8 chirc khic phuc, sira chira, thay thé ngay sau khi ¢o
yéu cAu ciia Chi dau tu, don vi quan 1y, sit dung san phdm ctia dy 4n va phai chiu moi
phi tdn kbic phuc, stra chita, thay thé; Tir chdi bao hanh trong céc trudng hop: hu hong
khong phai do 15i ciia nha thiu gay ra hodc Chu dAu tu vi pham quy dinh quan 1y nha
nuée bi co quan nha nude co thAm quyén budc gd bd; st dung san phdm cia dy 4n sai
quy trinh vén hanh..
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X[l PHAN TiCH HIEU QUA PAU TU, BAO GOM HIEU QUA VA TAC
PONG KINH TE - XA HOI, QUOC PHONG, AN NINH; KHA NANG
THU HOI VON PAU TU

- Caitao, nang cép ha tﬁng mang tai Tguimg Dai hoc Bach khoa, Paihocba Ning
s& mang lai nhitng hiéu qua tich cye, cu the:
- Chuén hoa va xay dung h¢ théng ha tAng CNTT hién dai, dam bao hoat dong bn
dinh, tin cdy va an toan;
- Pap tmg céc yéu ciu chgyén 45 s& va kha ning md rdng quy mo hé thong phit
hop voi su phat trién trong nhiéu nam toi;
Lo Tén dung hiéu qua cac thanh ph?m va ha tAng mang hién co nhém t8i ru chi phi
dAu tur va vén hanh;
- Xay dung hé théng giam sét mang toan dién, hd trg phat hién nhanh chéng, co
lap va xt ly kip thoi cac sy c0 trong hé thong mang; ,
- Chun héa va xay dyng hé thong ha thng CNTT hién dai, dam bao hoat dong bn
dinh, tin cdy va an toan; ,
- P4p g céc yéu ciu chgyén 34 s& va kha nang md rong quy mo hé thdng pht
hop v6i su phat trién trong nhiéu nim toi;
oo Tén dung hiéu qua cac thanh phan va ha tAng mang hién c6 nhim tbi wu chi phi
dAu tu va vén hanh;
- Xay dung hé théng gidm sét mang toan dién, hd trg phat hién nhanh chong, 6

A

lap va xur 1y kip thoi cdc sy c0 trong hé théng mang;
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XIIL. KIEN NGHI VA DE XUAT

Du an “Céi tao, néng cép ha tAng mang tai Trudong Dai hoc Bach khoa, DPai hoc
Pa Ning” dugc trién khai va hoan thanh s chudn héa va xdy dung hé thong ha tng
CNTT hién dai, dam béo hoat dong dn dinh, tin ciy va an toan, qua d6 dap ung cac
yéu ciu chuyén dbi sb va kha nang mé rong quy mo hé théng phi hop voi su phat trién
trong nhidu nam t6i. Dong thoi, Dy én gop phan xay dung hé théng gidm sat mang
toan dién, hd tro phat hién nhanh chéng, c6 1ap va xir 1y kip thoi cac sy cb trong hé
théng mang.

Vi tAm quan trong va nhu ciu cép thiét ctia dy 4n, Pon vi tu vén kinh d& nghi
Trudng Pai hoc Béch khoa, Dai hoc Da Néng trinh chp c6 thdm quyén phé duyét dé
Du an trién khai K¢é hoach ding tién @6 dé ra./.
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XIV. PHU LUC 01: YEU CAUKY THUAT

1. Yéu ciu k¥ thuit cia router cin bang tai

Router cin bang tai _ CPU: kién tric ARM 64bit, 16-core 2 GHz hogc cao
hon, h trg switch chip

-RAM: > 16 GB

- Storage: > 128MB

- Cong;

+>13 cbng GE RJ45

+> 4 cbng SFP+

->1slot M.2 PCIE

- > 1 cbng serial console RJ45

- Routing throughput (1518 byte): > 39000 Mbps

- Bridging throughput (1518 byte): = 38900 Mbps

- IPsec throughput (1400 byte): > 4100 Mbps

- Bao mat: IPsec, tuong Ira, NAT

- VPN: WireGuard, EolP VPN, OpenVPN, SSTP,
Zerotier

-H} trg chc thuat toan can bing tai WAN: both-
addresses, both-ports, dst-address-and-port, src-address, src-
port, both-addresses-and-ports, dst-address, dst-port, src-
address-and-port.

- C6 kha ning gidm sat nhiét d6 CPU, PCB, dién ap

_ H5 trg > 2 ngudn AC 100-240V

- Cong suét tiéu thy tdi da: <83W.

- Nhiét d6 hoat dong: -20°C dén 60°C hoic cao hon -

- MTBF (Mean Time Between Failures): > 200.000 gi¢
& 25°C

- Form: Rack Mount, 1 RU

Bang 11. Théng ké yéu chu k¥ thudt Router ciin bing tai

2.Yéu chu k¥ thuit cia Firewall

Thiét bi Thong so k¥ thudt

- Cbng mang:
+>1 cdbng MGMT GE RJ45
+>1 cbng HA GE RJ45
+> 8 cdbng GE RJ45

+> 8 cbng 5/2.5/GE RJ45

Firewall
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Thiét bi

Thong s6 k¥ thuit ]

+> 8 cong 10 GE SFP+/ SFP |
+> 4 cbng GE SFP

+>1cbng USB

_ [Pv4 Firewall Throughput (1518/ 512/ 64 byte, UDP):

>39/39/26.5 Gbps

- IPv6 Firewall Throughput (1518 /512 / 64 byte, UDP):

>39/39/26.5 Gbps

- IPS Throughput: > 9 Gbps

- NGFW Throughput: > 7 Gbps

- Threat Protection Throughput: > 6 Gbps

- IPSec VPN Throughput (512 byte): = 36 Gbps

_ SSL-VPN Throughput: > 3 Gbps

- Application Control Throughput: > 27.8 Gbps

- Firewall Latency (64 byte, UDP): < 4.36 ps

_ Firewall Throughput: > 39.75 Mpps

_ Concurrent Sessions: > 11 triéu

- New Sessions/Second: > 400.000

- Firewall Policies: > 10.000 .

- Max G/W to G/W IPSEC Tunnels: > 2.000

- Max Client to G/'W IPSEC Tunnels: > 16.000

_ Concurrent SSL VPN Users: > 500

- Bio mit:

+ IPS (Intrusion Prevention System)

+ VPN (SSL VPN, IPsec VPN)

+ Xac thwc multi-factor quthentication — MFA qua
mobile token khi két ni SSLVPN.

+H3 trg cac phuong thirc xéc thuc qua Windows AD,
terminal servers, access portals, mail services

+ Antivirus, Antispam, Web Filtering, Application
Control, DDoS protection...

+ Web Application Firewall (WAF) |
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Thiét bi

Théng sé k§ thuét J

L

_WAN load balancing (weighted) algorithms by:
volume, sessions, source-destination IP, Source IP, and
spillover

- High Auvailability: hd tro Active-Active, Active-
Passive, Clustering _

- H3 trg cac tinh ning: Trusted Platform Module (TPM),
Bluetooth Low Energy (BLE), Signed Firmware Hardware
Switch .

- Form: Rack Mount, 1 RU

_H5 tro > 2 ngudn AC, 100-240V AC, 50/60Hz

- Nhiét d6 hoat dong: 0°C dén 40°C hodc cao hon

- Nhiét d6 hoat dong cua bd luu trlx: -35°C dén 70°C
hodc cao hon

- D% 4m hoat dong: 5% dén 90% hodc cao hon

- Do dn: LPA <48 dBA

- Ban quyén chinh hing > 1 nam, gdm: hd trg phan cimg,
h3 tro k§ thuat 24x7x365, bao vé nguy co thn cong

]

Bang 12. Théng ké yéu ciu k§ thuit Firewall

3. Yéu ciu ky thuit ciia core switch

I Thiét bi Théng sb k§ thuét
Core switch - Switch layer 3
- Cong mang:
+> 24 cbng 1/10/25G SFP28
+> 4 cbng 40/100G

- Switching capacity: > 2 Tbps

- Forwarding rate: > 1 Bpps

- MAC address: > 82000

- IPv4/IPv6 routes: > 256000 indirect + direct
_ IPv4/IPv6 host routes: > 90000 host/ARP

- TPv4/ IPv6 multicast routes: = 32000

- QoS ACL scale (v4/v6): 2 16000/8000

- Security ACL scale: > 27000/ 13500

- FNF entries: > 256000

-DRAM: > 16 GB

- Flash: > 16 GB

- VLAN IDs: > 4096

_ Per-VLAN Spanning Tree (PVST) instances: > 4000
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Thiét bi

Thoéng s6 k§ thuat

- Spanning Tree Protocol (STP) virtual ports for PVST:
> 16000 '

- Switched virtual interfaces: > 4000

- Jumbo frames: 9216 bytes

- Céc tinh ning co ban cua switch: Layer 2, Routed
Access (RIP, EIGRP Stub, OSPF — up to 1000 routes), PBR,
PIM Stub Multicast (up to 1000 routes), PVLAN, VRRP,
PBR, Cisco Discovery Protocol, QoS, FHS, 802.1X,
MACsec-128, CoPP, SXP, IP SLA Responder, SSO.

- Tinh ning va kha ning md rong switch nang cao: BGP,
EIGRP, HSRP, IS-IS, BSR, MSDP, PIM SM, PIM SSM, PIM-
BIDIR, IP SLA, OSPF ’

- Phan ving mang: VREF, VXLAN, LISP, BGP-EVPN,
TrustSec/CMD, SGT, MPLS, mVPN

- Tinh ning ty dong hoa: NETCONF, RESTCONTF,
gRPC, YANG, PnP Agent, ZTP/Open PnP, GuestShell (On-
Box Python)

- High Avaibility: GIR, NSF, ISSU3, StackWise Virtual,
SMU

- Bao mat: MACsec-256, WAN MACsec

- H3 trg gén thém SSD dén 960GB hoc cao hon

- Ban quyén hd trg chinh hang > 1 ndm

- H3 trg > 2 ngudn AC

- Form: Rack Mount, 1 RU

- MTBF: > 336.780 gi¢

Bang 13. Théng ké yéu ciu k¥ thuit core switch

4. Yéu ciu k¥ thuit ciia Distribution Switch

Thiét bi

Théng s6 k§ thuit

Distribution Switch

- Switch layer 3

- Céng mang: > 24 cdng RJ45 10/100/1000Mbps

- Switching capacity: > 208 Gbps

- Switching capacity with stacking: > 688 Gbps

- Forwarding rate: > 154.76 Mpps

- Forwarding rate with stacking: > 511.90 Mpps

- Tinh ning co ban: Layer 2, Routed Access (RIP,
EIGRP Stub, OSPF - 1000 routes), PBR, PIM Stub Multicast
(1000 routes)), PVLAN, VRRP, PBR, CDP, QoS, FHS,

802.1X, MACsec-128, CoPP, SXP, IP SLA Responder, SSO

106




Thiét bj

Thoéng s6 k¥ thuit

- Tinh ning ty dong hoa: NETCONF, RESTCONF,
gRPC, YANG, PnP Agent, ZTP/Open PnP, GuestShell (On-
Box Python)

- Tinh ning HA: Nonstop Forwarding (NSF), Graceful
Insertion and Removal (GIR), Extended Fast Software
Upgrade (xFSU), Software Patching (CLI based)

- H3 tro stack ngudn, app hosting capacity

- H3 trg module m& rong > 8 céng 10G/1G hodc = 2
cbng 40G hoc > 2 cong 25G/10G/1G

- MTBF: > 314790 gi¢

- Form: Rack Mount, 1 RU

- Ban quyén hd trg chinh héng > 1 ndm

- Quén Iy tp trung qua cloud hogc on-premise |

Bang 14. Théng ké yéu ciu ky thuat Distribution Switch

5. Yéu chu ky thuat ciia Access Switch

Thiét bi

Théng sb k§ thuét

Access Switch

- Switch Layer 3 vo6i > 24 cbng 2.5G RJ45 /> 4 chng
10GbE SFP+

- Sb cdng PoE: >= 24

- Téng cong xuét PoE (W) > 700W véi ngudn vao AC,
> 1440W v6i ngudn vao DC

- Switching capacity (Gbps): = 200"

- Forwarding rate (Mpps): > 148.8

- Packet buffer: > 2MB

- Bang dia chi MAC: > 32K

- Jumbo frame: > 12K

- 13 forwarding table (IPv4/IPv6): > 2K entries

- Routing table: 64

- IP interface: 32

- Flash/RAM: > 64MB/1GB

- H5 trg giao thuc STP / RSTP / MSTP / LACP, Loop
guard, CoS, Flow control

_H3 tro Port-based / Voice VLAN, VLAN Trunking,
L2PT, 4K VLAN ID, GVRP, Static VLAN, Dynamic VLAN/
VLAN routing

_HS tro 802.1x, Port Security / isolation, MAC

authentication / search, Static MAC forwarding / ARP
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Thiét bi

Théng sb ky thuit

_ H3 tro xAc thuc ding nhap bing RADIUS, TACACS+,
gin VLAN va béang théng theo chudn 802.1x thdng qua
RADIUS, hd trg nhiéu may chit RADIUS

- H3 trg SSL, Chimg chi SHA2 HTTPS, Guest VLAN,
CPU protection, Interface related trap enable/disable (by
port), Loc goi tin bing ACL, PPPOE relay agent/ option 82/
IA

_H5 trg phuwong thic xép ‘Thang 802.1p:
SFQ/WRR/WFQ, Policy-based rate limiting / priortization,
Rate limiting per port.

-HS trg storm control véi Broadcast, Multicast,
Unknown Unicast (DLF)

- H3 trg IGMP snooping (v1, v2, v3) / statistics, IGMP
throttling / filtering, static multicast.

- H3 trg Static route, Gan chuyén tiép DHCP (DHCP
relay) voi giao dién IP ngudn cu thé.

_ H5 trg SNMP (v1, v2c, v3)/ trap group, RMON (1, 2,
3, 9), Syslog, IEEE802.1AB LLDP/ LLDP-MED

- H3 trg tu dong khéi phuc céu hinh, quén ly thong qua
Web / SNMP / Telnet, cip nhat firmware théng qua
Web/FTP, luu va khéi phuc cau hinh

- H3 trg DHCP Server, DHCP relay per VLAN/ Client
IPv4/v6 / option 82, port mirroring

- Platform managed cloud ¢o thé quan ly tép trung &
dbng bd cac thiét bi hé théng mang nhu: switch, firewall,
router/load balancer, ...

- License > 3 ndm

- Form: Rack Mount, 1 RU

- Ngudn dién: 100-240V AC, 50/60Hz; 50-57V DC

- Kha ning chéng sét lan truyén: > 2 KV

- Bao vé qué ép ngudn dién:

+ Line-GND: > 8 KV
+ Line-Line: > 6 KV

- ESD protection (air/contact): 8KV/6KV

- Nhiét d hoat dong: -20°C dén 50°C hodc tot hon

- D6 Am hoat dong: 5% dén 95% hofc tot hon

- Nhiét do hoat dong cia bo nhé: -40°C dén 70°C hoac
t6t hon

- D6 4m hoat dong ctia b nhd: 5% dén 95% hodc tbt
hon

|
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Thiét bi

Théng s6 k¥ thuit

- MTBF §25°C: 2 554000 gio véi ngudn AC, > 483000
git voi nguon DC

-Po bn (min/max, dBA): 28.92/48.85 hodc t6t hon &
25°C B

Bang 15. Théng ké yéu ciu k¥ thuét Access Switch

6. Yéu ciu ky thudt ciia access point

Thiét bi

Thong s6 k¥ thuit

Access point -

- Thé hé WiFi: WiFi 7 hodc cao hon

- Gén trAn hoiic gan tudng

- H3 tro Hotspot WiFi, Roaming WiFi

- Biing tAn: 2.4 GHz, 5 GHz, 6 GHz

_ Tiéu chudn WiFi: JEEE 802.11 be/ax/ac/n/g/b/a

- Internal Antenna

- D6 loi anten:

+ 2.4 GHz: 3 dBi, 2X2:2SS hodc cao hon

+ 5 GHz: 4 dBi, 2X2:2SS hoic cao hon

+ 6 GHz: 4 dBi, 2X2:2SS hogc cao hon

- D§ nhay anten tbi thiéu: -9 dBm hoéc cao hon

- PoE modes: IEEE 802.3at, IEEE 802.3bt hodc cao hon

- Téc do khong day:

+ 2.4 GHz: > 688 Mbps

+ 5 GHz: > 4324 Mbps

+ 6 GHz: > 5764 Mbps

- Cng Ethernet: > 2 x 1/2.5Gbps LAN

- Bang thong: 20, 40, 80, 160, 240, 320MHz

- Management: CLI/Web GUI/SNMP

_ Tinh ning WLAN: Band steering, WDS/Mesh, Fast
roaming - Pre-authentication, PMK caching and 802.11r/k/v,
DCS, Load balancing, Advanced cellular coexistence

- Bao mat:

+ M3 hoa: WEP, WPA, WPA2, WPA3

+ X4c thyc: IEEE 802.1X, RADIUS authentication

+ Quén ly truy cép: L2-isolation, MAC filtering, Rogue

AP detection

- H3 tro IPv6, VLAN, WMM, U-APSD

- Quan ly tép trung qua cloud hoic standalone

109



Thiét bi

Thong s6 k§ thuét

L

~ Platform managed cloud c6 thé quan ly tép trung & dong
bo cac thiét bi hé théng mang nhu: access point, switch,
firewall, router/load balancer, ...

- License > 3 ndm :

- Nhiét d6 hoat dong 0°C dén 50°C hogc t6t hon

- D6 4m hoat dong 10% dén 95% hodc tdt hon

_ H5 tro céc tién ich: cAu hinh t4p trung va hang loat, IP
configuration, IP renew, Device reboot, Device locating, Web
GUI access, Firmware upgrade, Password configuration

- Ngudn d4u vio: PoE (802.3at) vaDC

- MTBF: > 698 gi0 1

Bing 16. Théng ké yéu ciu ky thujt access point

7. Yéu ciu ki thuit ciia Server

| Thibt bj

Thong s6 ky thuét

Server

- CPU: 2 x CPU Silver 4416+ ho3c cao hon

- RAM: 4 x 32GB hodc cao hon

- Ethernet:

+ 1 x Dual Port 10/25GbE SFP28 Adapter ho3c cao hon

+ 1 x Dual Port 1Gb hodc cao hon

- RAID: 1 x RAID controller, hd trg RAID 0/1/5/6 hodc
cao hon

_SSD: 2 x SSD 960GB SATA Read Intensive, 6Gbps
hoiic cao hon. '

- HDD: 4 x HDD 4TB 7.2K RPM SATA 6Gbps hodc
cao hon.

- Module quang: 2 x SFP+ fiber module hodc cao hon

+ Déu nbi: Dual LC UPC

+ Tdc d6: 10Gbps/1Gbps

+ Khoang cach truyén dén: > 300m

+ Hinh dang: SFP+

+ Ché d9: Multimode

+ Budce song: 850nm

- H3 trg 2 ngudn AC
- Form: Rack mount 1-2RU
- Ban quyén quan trj may chu khong gioi han - iDRAC
Enterprise license B
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Bang 17. Théng ké yéu ciu k¥ thuit Server

8. Yéu chu k¥ thudt ciia thiét bj lwu trir NAS

Thiét bi Thoéng s6 k§ thuit
Thiét bi luu trit _ CPU: 1 x 64bit 4-core 2.2GHz hodc cao hon
NAS - RAM: 1 x 4 GB DDR4 ECC hodc cao hon

- Chng mang: 4 x Gigabit LAN hofic cao hon

- Cbng SFP+: 1 x Dual-port 10GbE SFP+ hoic cao hon

- H3 trg > 2 ngudn AC

- O clmg: 4 céi

+ Dung lugng: > 4TB

+ Chuén cim: SATA III hogc cao hon
+ B0 nh¢ dém: > 256 MB

+ Téec @6 vong quay: = 7200 rpm

+ Kich thude: 3.5/2.5 inch

Bang 18. Théng ké yéu cu k§y thuét thiét bi luu trit NAS

9. Yéu ciu k¥ thuit ciia bin quyén va phan mém

-

mém quén ly o
héa

Thiét bi Théng s k§ thuit
Ban quyén Ban quyén Windows Server pht hop voi may chi a8 trién
Windows Server | khai céc (mg dung ndi bd
2025 Standard
Bén quyén pha‘?m Ban quyén phf?ln mém cho phép cai dat va quan tri may 4o

trén may chu

Ban quyén phén
mém sao luu dir

Ban quyén phan mém cho phép sao Iwru, phyc hoi mdy do; cac

g dung trén may chu

Bang 19. Thong ké yéu ciu ky thuét ban quyén va phén mém

10. Yéu chu ky thuit ciia ti rack

Thiét bi

Théng s6 k§ thuit

-

Tu rack 19" 9U -
D500

- Tu mang duoc thiét ké chuén 19 inch

- Kich thuéc: 550 (rong) x 480 (cao) x 500 (séu) mm
- Quy céch: treo tuong

- Tu rack 1am bing thép son tinh dién
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+ Vo taday> 1.2mm
+ Khung gén thiét bi day 1.8mm - 2mm
- Cira trude ¢6 1 bd khod tron, cira dang ludi/mika

Bang 20. Théng ké yéu ciu k¥ thuit ti rack

11. Yéu ciu ky thuit cia module mo rong cho Distribution Switch

Thiét bj

Théng s6 k§ thuét

Module m& rdng
cho Distribution
Switch

_C6> 8 chng mang 10G/1G, hd trg két nbi 8 SFP/SFP+
- MTBF: > 7151930 gio _
- Pdng bd hing san xuat voi Distribution Switch

Bang 21. Théng ké yéu cAu k¥ thuit Distribution Switch

12. Yéu ciu ki thuat cia cic bd tranceiver

| Thiét bi

Théng sb ky thudt

—

Tranceiver quang
cho router can bing
tai

- Ddng b6 véi thuong hi¢u cia router can bing tai
- Dau ndi: Dual LC UPC

- Téc dd: 10Gbps /1Gbps

- Khodng cach truyén dan: > 300m

- Hinh dang: SFP+

- Ché d6: Multimode

- Budc song: 850nm

_ Nhiét d6 hoat dong: -40°C dén 70°C hodc t6t hon

Tranceiver
cho firewall

quang

- Ddng bd vdi thuong hiéu cta firewall

- DAu nbi: Duplex LC

- Téc do: 10G

- Khoang céch truyén dan: > 300m

- Hinh dang: SFP+

- Ché d5: Multimode

- Budc song: 850nm

_ Nhiét d¢ hoat dong: 0°C dén 70°C hotic t6t hon

Tranceiver quang
cho core switch -
két nbi véi
distribution switch

- Ddng b0 voi thuong hi¢u cua core switch
- PAu ndi: Dual LC UPC

- Téc d6: 10Gbps

- Khoang céch truyén dan: > 300m

- Hinh dang: SFP+

- Ché d6: Multimode

- Budc song: 850nm
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Thiét bi

Théng sb ky thuit

. A |
Tranceiver ~ dong
cho core switch -
két noi véi router

- Pdng bd v6i thuong hiéu cia core switch
- Lgai cép: CAT6A/CATT hojctothon
- Téc d6 10Gbps véi khoang céach truyén dan 30m hodc

tbt hon

- Téc &6 1Gbps/100Mbps v6i khoang cach truyén dan 30-

100m hoic tt hon

- Hinh dang: SFP+
- Ché d6: Multimode
- Budc song: 850nm

Tranceiver quang
cho NAS

- Tuong thich v&i NAS

- PAu ndi: Dual LC UPC

- Téc d0: 10Gbps/1Gbps

- Khoang céch truyén dén: > 300m

- Hinh dang: SFP+

- Ché d6: Multimode

- Budc song: 850nm

_ Nhiét db hoat dong: 0°C dén 70°C hofc t6t hon

Tranceiver quang
cho distribution
switch - két ndi véi
core switch

- Dong bd voi thuong hiéu cia distribution switch
- Dau ndi: Dual LC UPC

- Téc d6: 10Gbps

- Khoang céch truyén din: > 10km

- Hinh dang: SFP+

- Ché d9: Singlemode

- Buéc song: 1310nm

Tranceiver quang
cho distribution
switch - két ndi voi
access switch

- Ddng bd v6i thuong higu caa distribution switch
- DAu ndi: Dual LC UPC

- Thc d9: 10Gbps

- Khodng cach truyén din: > 300m

- Hinh dang: SFP+

- Ché d6: Multimode

- Budc song: 850nm

Tranceiver quang
cho access switch -
két nbi voi
distribution switch

- Béng bd v6i thuong higu cua access switch
- PAu ndi: Duplex LC

- Téc d9: 10Gbps

- Khodng cach truyén dan: > 300m

- Hinh dang: SFP+

- Ché d6: Multimode

- Buéc song: 850nm

- HO tro tinh ning DDMI B
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B Thiét bi Thong s6 k§y thuit

- Dai cong suét phét (dBm): -1 dén -5

- Dai cong sudt thu (dBm): +0,5 dén -11,1
- Pién 4p cp: 3.14 - 3.46V

- Dong dién tdi da (mA): 250

- MTBF: 5160000 giv

Bang 22. Théng ké yéu ciu k¥ thuit tranceiver
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