Chwong V. YEU CAU VE KY THUAT

Muc 1. Giéi thidu chung vé Géi thiu

Tén goi thau Giai phép gidng bay va phét hién tin céng nang cao
Ngudn von Von dau tu, mua sim tai san ¢ dinh cia Ngan hang TMCP
Viét Nam.

Tén chi dau tu Ngan hang TMCP Coéng Thuong Viét Nam
Thoi gian thue hién | 150 ngay ké tir ngdy Hop dong c¢6 hiéu luc
g6i thau

Loai hop dong Tron gbi

Muc tiéu cong viéc | Trién khai Giai phap giang bay va phat hién tin cong nang
cao

Muc 2. Yéu cau vé ky thuft
2.1. Biéu miu pham vi cung c4p
Dép tng theo yéu cau tai mau s6 01A Pham vi cung cap hang héa, Chuong
v
2.2. Yéu cau k¥ thuét chi tiét
Thiét bi chao thu phai 6 cu hinh/thanh phén trong duong hogc cao hon
cac yéu cau nhu sau:

STT|  Hang myc Yéu chu 51 thilu M e
: lwong
Hé thong phong thi chi dong dwa trén cong nghé Deception
1| — giai phap dang Appliance (phan cting tich hop sén phin mém
— duge cung cép tir mdt hing san xuét).
1 Théng s6 phin cing
1.1 | Thiét bi trién khai tai DC 1 [Thiét b
Yéu cau vé bd nhé | DDR4-2400 48 GB ECC RDIMM (16
RAM GB*3)
Yéu cau vé cong két | 4 x GE (RJ45)
nbi 4 x GE (SFP)




S0

HO{ tro cic nén tang
Decoy VM

(customizable, BYOL), CentOS 7.9, SSL-
VPN, ESXI Decoy, IoT (Routers, Switch,
Printers and IP-Camera), Medical devices,
(PACS, Infusion pump), SWIFT,
SCADA, ERP, POS, SAP, Elastic Search,
Tomcat, MySql MariaDB, SIP, XMPP,
MQTT, 4G/5G 3GPP, MacOS, Webmin,
Citrix, Nginx, EV-CPO

STT Hang muc Yéu céu tdi thiéu Pon vi
! : lwong

Yéu cau vé bd luu

trit st dung duoc |1 TB

(Sau khi RAID)

KIC}; e, B 1 RU Rackmount

chuin

N dia 100-240 VAC, 60-50 Hz, 650W

Ebaisn Redundant PSU

Nim san xuét 2025 trd vé sau

S6  luong Decoy

VM ti da 20 Decoy

S6 dia chi IP t5i da

x. 24

cho moi Decoy

S6 lugng Decoy toi 480

da
Windows 7 / 10 / 11, Win 10 / 11
(customizable, BYOL), Win Server
2016/2019/2022 (customizable, BYOL),
Ubuntu 16.04 / 18.04, Redhat

Hb tro cac dich vu
Decoy

ARP, BACNET, B.BRAUN (port 8080),
CAN Bus Protocol, CDP, CoAP, CWMP,
DICOM Serve, Elastic Search, ENIP,
ERP-WEB, FTP, GIT, GTP-U, Guardian-
AST, HoneyDoc, HITP, HTTP
(APACHE), HTTPS, ICMP, IEC104, IIS
(HTTP), IIS (HTTPS), Infusion Pump
(FTP), Infusion Pump (Telnet), IP
Camera-WEB, IPMI, Jetdirect,
KAMSTRUP, Lantronix Discovery
Protocol, LOGON, MariaDB, MOXA,
MQTT WEB, MSSQL, MYSQL,
NBNSSpoofSpotter, NextEPC WEB,
PACS, PACS-WEB, POS-WEB, Printer-




STT

Hang muc

A A A A
Yéu cau toi thiéu

S6
lwgng

Don vi

WEB, PROFINET, RADIUS, RARP,
RDP, RTSP, SAMBA, SAP
DISPATCHER, SAP ROUTER, SAP
WEB, SAP WEB HTTPS, ScadaBR,
SCTP and GTP-C, SIP, SMB, SMTP,
SNMP, SRTP, SSH, SSLVPN, SWIFT
Lite2, TCPListener, Telnet, TFTP,
TOMCAT (HTTP), TOMCAT (HTTPS),
TP-LINK WEB, TRICONEX, UPnP, vnc,
XMPP, XMPP, WEB

Cac chung chi an
toan

FCC Part 15 Class A, RCM, VCCI, CE,
UL/cUL, CB

1.2

Thiét bj trién khai tai DR

Thiét bi

Yéu cau vé bd nhé

RAM 40

E(’;u cau vé cong két 10 x GE RJ45
Windows 7 / 10 / 11, Win 10 / 11
(customizable, BYOL), Win Server
2016/2019/2022 (customizable, BYOL),
Ubuntu 16.04 / 18.04, Redhat

Hb trg cac nén tang
Decoy VM

(customizable, BYOL), CentOS 7.9, SSL-
VPN, ESXI Decoy, IoT (Routers, Switch,
Printers and IP-Camera), Medical devices,
(PACS, Infusion pump), SWIFT,
SCADA, ERP, POS, SAP, Elastic Search,
Tomcat, MySql MariaDB, SIP, XMPP,
MQTT, 4G/5G 3GPP, MacOS, Webmin,
Citrix, Nginx, EV-CPO

H6 tro cac dich vu
Decoy

ARP, BACNET, B.BRAUN (port 8080),
CAN Bus Protocol, CDP, CoAP, CWMP,
DICOM Serve, Elastic Search, ENIP,
ERP-WEB, FTP, GIT, GTP-U, Guardian-
AST, HoneyDoc, HTTP, HTTP
(APACHE), HTTPS, ICMP, IEC104, IIS
(HTTP), IIS (HTTPS), Infusion Pump

(FTP), Infusion Pump (Telnet), IP
Camera-WEB, IPMI, Jetdirect,
KAMSTRUP, Lantronix  Discovery

Protocol, LOGON, MariaDB, MOXA,
MQTT WEB, MSSQL, MYSQL,




STT

Hang muc

Yéu cau toi thieu

S6
lwgng

Don vi

NBNSSpoofSpotter, NextEPC WEB,
PACS, PACS-WEB, POS-WEB, Printer-
WEB, PROFINET, RADIUS, RARP,
RDP, RTSP, SAMBA, SAP
DISPATCHER, SAP ROUTER, SAP
WEB, SAP WEB HTTPS, ScadaBR,
SCTP and GTP-C, SIP, SMB, SMTP,
SNMP, SRTP, SSH, SSLVPN, SWIFT
Lite2, TCPListener, Telnet, TFTP,
TOMCAT (HTTP), TOMCAT (HTTPS),
TP-LINK WEB, TRICONEX, UPnP, vnc,
XMPP, XMPP, WEB

Cac chung chi an
toan

FCC, ICES, CE, RCM, VCCI, BSMI,

UL/cUL, CB, USGv6/IPv6

Tinh ning phin mém — tich hop sin trén phin cing

Gaoi

2.1

Ban quyén phan mém: c6 thdi han 15 thang ké tir ngay hoan thanh

trién khai

D.2

Céc tinh nang bit budc

Asset Discovery

Heé thong phai hd trg quét va phat hién tai
s&n trong hé thong

Deploy Decoy dé
dang

Heé thong phai h tro trién khai Decoy theo
wizard huéng dan

H¢ thong phai hé trg thém danh séch tai
khoan tuy chinh dé lam moi nhir

Hé théng phai hd tro két ndi vé may chu
LDAP dé thu thép danh séch tai khodn lam
moi nhir

Trién khai Decoy
chan thue, giong hé
thong that

Hé thong phai c6 kha ning khém pha
thong tin cua hé thong mang théat va Xdy
dung cdc bay phu hop véi cac hé thong
nay

Phat hién cac hanh
vi do thdm mang ndi
bo

Heé théng phai ¢6 kha nang phat hién sém
cac hanh vi do thdm mang ndi bd nhu quét
ICMP, quét cong. Py 1a chirc ning canh
bao sém giai doan reconnaissance cua
nhom tin téc trong hé théng — mot yéu cau
t6i thiéu dé ngén hang phat hién tin cong
tr som.




STT

Hang muc

Yéu ciu toi thiéu

S6
lwgng

Don vi

Phat hién va canh
bao
Malware/Ransomwa
re trén Decoy

H¢ théng phai c6 kha nang phét hién
Malware/Ransomware dugc gui  vao
Decoy.

Gidm sat hanh dong
Attacker

Hé thdéng phai c6 kha nang phat hién va
ghi lai cac hanh ddng cua tin tic khi twong
téc v6i Decoy nhu ding nhép, ding xuat,
thay déi file trong hé théng, diéu chinh
registry, ...

Phan tich su kién,
cung cép théng tin
chi tiét vé& ky thuat,
chién thuit cua tin
tac

Hé théng phai ¢6 kha ning ghi nhan cac sur
kién xay ra trén Decoy, vai dr;"ly du cac
thong tin nhu: thoi gian sy kién, mac do
nghiém trong, giao thic sir dung dé két
nbi, théng tin dia chi IP, MAC cua tin tic,

Tich hop véi SIEM

Hé théng phai c6 kha niang két ndi vai cac
hé thong SIEM qua céac giao thirc théng
dung nhu Syslog, CEF

2.3

Yéu cau vé tinh nang

néng cao

Phét hién dén cac két
néi URL déc hai
théng qua co s¢ dir
liéu Web Filtering

Hé théng phai c6 kha nang phat hién cac
két ndi @én URL doc hai, gidm st cac két
nbi ra ngoai Internet ciia cac Decoy. Co s&
dit lieu Web Filtering phai hd tro hon
500M cac website dugce phén loai vao cac
danh muc khac nhau.

Phat hién céc két ndi
ICMP bit thutmg

H¢ thong phai c6 kha nang phét hién, va
ghi nhén cac két noi ICMP bat thuong.

Dich vu bdo hanh va

hd tro ky thuit

Géi

Dich vu hd tro ky
thuat

- H& tro phan héi khi cé su cd ki thuat
(24x7x365): phan hdi trong vong 1h d6i
v6i cac sur ¢ nghiém trong va trong ngay
lam viéc ké tiép v6i cdc sy cb khong
nghiém trong.

- Cung cp dich vu hd trg, giai dap céac
van dé k¥ thudt, quan tri vdn hanh san
phdm qua cac cong cu web, dién thoai, va
chat.




STT

Hang muc

A A As . A
Yéu cau toi thiéu

S6
lwong

Don vi

- Hb tro thay thé cac thiét bi, linh kién
héng 1.

- Thuc hién ning cdp firmware khi c6
phién ban méi.

- Cung cédp Portal quan tri thiét bi dé
khach hang c6 thé ty quan 1y, theo di céc
thiét bi dang sir dung.
- Thoi han cung cdp dich vu hd trg k§
thudt: 12 thang tir thoi diém hoan thanh
trién khai va nghiém thu hé théng déi voi
Thiét bi phan ctng va 15 thang tir thoi
diém hoan thanh trién khai va nghiém thu
hé thong d6i v6i Ban quyén phin mém tich
hop sin trén phin cling

Dich vu bao hanh

Dich vu Béo hanh giai phap chinh hang:
12 thang d6i voi Thiét bi phan cung va 15
thang d6i v6i Ban quyén phdn mém tich
hop sén trén phan cling .

Dich vu trién khai

Goi

Trién khai

Thuc hién céc cbng viéc trién khai: giao
hang, 1ap dat, cai dat, két ndi v6i cac hé
théng lién quan, dua giai phap vao van
hanh hoat dong theo ding chiic ning yéu
cau.

DPam bao cong viée trién khai hoan thanh
trude thoi han.

Thoi gian trién khai: 90 ngay ké tir ngay
ky hop dong.

Dich vu dao tao,
chuyén giao

Goi

Pao tao huéng dén
van hanh hé thong

nhan.

VietinBank.

thong.

Giang vién cd chiung chi do hang ching
S6 luong hoc vién: t6i thiéu 03 can bd cual

Noi dung: quan tri, vin hanh, t6i uu hé




