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Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat

1.1. Gi6i thiéu chung vé dy an/dy toan mua sim, géi thiu

- Tén g6i thau: Go6i thau sb 02 - Mua sam trang thiét bi.

- Tén Du toan: Mua sam trang thiét bi ciia Cong thong tin dién tir nim 2026.
- Chu d4u tu: Cong thong tin dién tir thanh phd hué.

- bia diém thuc hién: S6 16 Lé Loi, phuong Thuan Hoa, thanh phd Hué.

- Hinh thic LCNT: Chao hang canh tranh thong thuong, trong nudc qua

- Phuong thire LCNT: M6t giai doan, mot tai ho so.
- Loai hop dong: Tron goi.

- Nguédn von: Ngan sach nha nudc.

- Thoi gian thuc hién: 30 ngay.

1.2. Yéu cdu vé ky thudt

STT

Tén hang héa/dich
vu lién quan

Théng s6 ky thuit va cac tiéu chuin

Thiét bi tén lira

Thiét bi twong laa: Firewall throughput: 79.5 Gbps;
Maximum Sessions: 7.800.000; New Session per
Second: 500.000; IPsec VPN throughput: 55 Gbps;
Dung luong luu trit: 2*480 GB SSD; S6 cong RJ45
built-in: 16 GE RJ45 Ports + 2 x GE RJ45 MGMT/HA
Ports;

Sé slot giao tiép SFP: 8; S slot giao tiép SFP+: 8; S6
cong Console: 01;

S6 cong USB: 01; Hb trg 2 ngudn (c6 kha niang du
phong nguon);

Tinh nang: Cung cip hiéu suét loc bao mat va kiém tra
dir liéu ma hoa SSL;

Tich hop phidn mém va phan cling vuot trdi dam bao six
dung t61 uu céc thanh phan phan cing;

Web & Video Filtering: Ho trg ché d6 kiém tra loc web:
Proxy-based, flow-based va DNS, Co ché loc web tu
dong véi co s¢ dit liu phan loai web theo thoi gian
thuc: Hon 250 tri¢u URLs dugc danh gia vao 78 thé loai
web v6i 70 ngon ngir, HO trg tim kiém an toan (Safe
Search), ty dong thém vao tham s6 tim kiém an toan
cho cac nodi dung truy vin: HO tro Google, Yahoo!,
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Bing and Yandex, Youtube Education Filter;

IPS and DoS: IPS Engine: hon 11,000 signatures va cap
nhat véi I}hé sdn xuat, phat hién giao thic bat thuong,
nguong bat thuong, signature tu dinh nghia;

Anti-Malware: Ngan chédn IP Botnet Server véi Co s&
dir lie¢u IP Reputation, Loc virus thong qua cac giao
thtrc va dang file sau: Ho tro HTTP, FTP, IMAP, POP3,
SMTP, NNTP, MAPI, CIFS va SSH, Phat hién dir li¢u
ma héa véi SSL Inspection, Hd trg phét hién Grayware
va Mobile Malware, Cho phép Content Disarm and
Reconstruction: AV Engine loai bé ndi dung dong theo
thoi gian thuc trudce khi giri cho nguoi dung, Gui tép tin
ban dau t6i Sandbox dé phan tich, cach ly hoac loai bo;

FortiOS Datasheet: Al-based malware detection:
module is trained by FortiGuard AV against many
malware samples to identify file features that make up
the malware

FortiOS 7.2 Admin Guide: The AV Engine Al malware
detection model integrates into regular AV scanning to
help detect potentially malicious Windows Portable
Executables (PEs) in order to mitigate zero-day attacks;

Automation: H6 trg chtc ning ty dong hoa: quan tri
vién lap trinh sin hanh vi phan ang khi c6 cic sy cb
(incident/ event), vi du cach ly host khi phat hi¢n lay
nhiém; Goi email, canh bao dén quan tri vién hodc tu
dong thuc hién CLI Script khi CPU sap qué tai/ co thay
d6i trén cau hinh thiét bi... dé don gian cong tic quan
tr, cac khai bao tu dong hod nay phai dugc thiét lap
trén cung mot trang giao dién quan 1y (GUI);

VPN: Hd trg tinh ning IPSec Aggregate tunnels:
- Thiét lap dy phong va can bang tai dir licu.

- H{ tro can bang tai trén timg goi tin (Per-packet) theo
cac thuat toan: IP Addresses, L4 information va
(weighted) round-robin;

VPN: Auto Discovery VPN (ADVPN): Ty dong thiét
1ap Tunnel ket n61 (goi 1a duong tat - shortcuts) gitra cac
Spoke trong kién trac Hub va Spoke.

- UDP Hole Puching hd trg thiét lap két ndi shortcut
giita cac Spoke nam sau 16p NAT; The transparent
conditional DNS forwarder allows the FortiGate to
intercept and reroute DNS queries for specific domains
to a specific DNS server; This provides greater control
over DNS requests, especially when the administrator is
not managing the DNS server configuration of the client




devices;

VPN: HJ tro trién khai theo cac ché do: Gateway-to-
Gateway, hub-and-spoke, full mesh, redundant-tunnel,
VPN terminate in transparent mode;

SD WAN: Can béng tai duong WAN theo cac thuat
toan dua vao trong s6 (weighted) sau: Volume, Session,
Source-Destination IP, Source IP va spillover.

Kiém tra két n6i WAN theo SLAs: Ping hoic HTTP;
Giam sat dua theo cac thong sé Latency, Jitter va
Packet Loss; C6 kha ning cdu hinh ngudng theo
Interval, Failure va Fail-back

Chinh sach da duong thong minh dugc dinh nghia bai:
Dia chi nguén va/hoic nhém nguoi dung; Pia chi dich
va va’/hodc lya chon hon 3,000 img dung; Lya chon
duong di (path) dua theo chat lugng hoic SLAs duoc
dinh nghia;

Hb tro tinh ning cin bang tai server thong voi nhiéu
phuong thure: Tinh (Failover), Round Robin, Weighted
Round Trip Time, s6 lugng Connections;

HO tro tinh ning cén bang tai server thong voi nhiéu
giao thuc: HTTP, HTTPS, IMAPS, POP3S, SMTPS,
SSL hodc cac giao thuc dugc dinh nghia dua trén
TCP/UDP;

SD WAN: HJ trg do ludong hiéu sut duong truyén theo
hinh thirc bi dong: do luong hi¢u sudt duong truyén dua
theo thong tin session dugc ghi nhén bdi cac chinh sach
tuong lura;

Application Control: Phat hién hang ngan Ung dung
trong nhiéu categories: Business, Cloud IT,
Collaboration, Email, Game, General Interest, Mobile,
Network Service, P2P, Proxy, Remote Access, Social
Media, Storage/Backup, Update, Video/Audio, VolP,
Web Chat;

IPS and DoS: Thiét bj c6 kha ning chong tin cong DOS
co ban vo1 cac tinh nang: TCP Syn flood,
TCP/UDP/SCTP  port  scan, ICMP sweep,
TCP/UDP/SCTP/ICMP session flooding
(source/destination);

HJ tro co ché HA: Active-passive, active-active, virtual
clusters, VRRP;

+ Thiét bi c6 day du ban quyén sir dung céc tinh ning
Unified Threat Protection (IPS, Anti-Malware
Protection, Application Control, URL DNS va Video
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Filtering, Antispam) thoi han 1 nam;

+ Thiét bi c6 day du ban quyén sir dung céc tinh ning
Advanced Malware Protection - Antivirus, Mobile
Malware, Botnet, CDR, Virus Outbreak Protection va
Sandbox Cloud Service thoi han 1 nam;

+ Dich vu bao hanh phan cing va hd trg ky thuat cia
hang san xuat, thoi han 1 nam.

Bao gom: Chuyén d6i cdu hinh mét 1an cho model
FortiGate 401F (Pam bao chuyén d6i du tat ca tai
khoan/mat khau da tao tir truéc trén SSL-VPN model
FortiGate 300C): FortiConverter Service offers an
intuitive cloud portal for third-party firewall migration.
Simply upload the source configuration files and let
FortiConverter does the rest. You also have visibility of
service entitlement and status across all FortiGate
devices.

Ghi chua: San pham c6 gjéy chimg nhan chét luong CQ
truc tiép cua nha sdn xuat cip cho EU.

1.3. Cdc yéu cau khdc

- Tién d6 cung cap hang hoa: 30 ngay;

- Pia diém cung cip: S6 16 Lé Loi, phudng Thuan Hoa, thanh phd Hué

Muc 2. Ban vé: Khong c6 ban vé kém theo.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gdm co:

Kiém tra hang héa khi giao hang:

- Kiém tra tai chd hang hoa dugc ban giao vé sb luong, chung loai, xuat
xtr, nhan hang hoa.

- Kiém tra so bo dong gbi bén ngoai

- Néu ké"t qua kiém tra vé sd luong, chung loai, Xudt xi, quy cach hang
hoa ching t6 rang hang hoa phu hop véi Hop dong thi hai bén s€ tién hanh ky
Bién ban kiém tra hang hoa

- Cac quy dinh khac theo quy dinh.
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