Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gi6i thigu chung vé dw dn/dw todn mua sim, géi thau

Dy toan: Nang cép hé théng mang ndi bg, h¢ théng an toan bao mat thong tin
va hé théng Wifi tap trung.

Tén goi thau: Goi thau b 01: Nang cép hé théng mang ndi bo, h¢ théng an toan
bao mat thong tin va hé thong Wifi tap trung.

Ngudn von: Ngan sach nha nudc.

Hinh thirc lya chon nha thau: Chao hanh canh tranh trong nuéc, qua mang.

Phuong thirc lya chon nha thau: Mot giai doan, mot tii ho so.

Thoi gian bat dau to chirc lua chon nha thau: Quy 11/2026.

Loai hop dong: Tron goi.

Thoi gian thuc hién goi thau: 30 ngay.

Dia diém thuc hién: Bénh vién da khoa Yén MJ. Dia chi: Thon Thu Thi, Xa
Yén My, Tinh Hung Yén.

1.2. Yéu céu vé ky thudt

Yéu cau vé k¥ thuat bao gdm yéu cau vé k¥ thuat chung va yéu cu vé ki thuat
chi tiét d6i v6i hang hoa thudc pham vi cung cip cta géi thau, cu thé:

a) Yéu cau vé ky thudt chung

- Hang hoa thudc goi thau phai mdi 100%, chua qua sir dung dugc san xuat nim
2024 trd lai day, c6 ngudn gde xudt x@ rd rang, v6i day du cac thong sd ki thuat kém
theo. P bao gdm ddy du cac vat tu, phu kién, dich vu k¥ thuat kém theo dé lap dat
hoan chinh, ban giao theo yéu ciu ctia chi dau tu.

- Thoi gian bao hanh: Theo tiéu chuan ctia nha san xuat va tdi thiéu 12 thang.

- Nha thau cung cap tai liéu chimg minh ngudn gbc, chat lugng hang hoa khi
ban giao, nghiém thu bao gom:

+ Gidy ching nhan xuét xtr hang hoa (CO) va Gidy chiing nhan chat luong hang
hoa (CQ) ban gbc hodc ban sao y cong ching dbi voi hang héa nhap khau trir nhitng
vat tu nho 1¢;

+ Phiéu xuit xudng va Gidy chimg nhan chat lugng hang hda ban gbc (néu co)
d6i voi hang hoa san xudt trong nudc trir vat tu nho 1¢;

- Hang héa duoc dong géi theo tidu chuan cta nha san xuat, ban giao nguyén
dai, nguyén kién, phiéu bao hanh, tai liéu hudng din sir dung chinh hing (néu co);

- Nha thau phai ctr can bd, nhan vién ¢ chuyén mon phi hop va cac thiét bi can
thiét dé thyc hién ban giao, lip dit tai noi st dung va chuyén giao cong nghé, dao
tao, hudng dan sir dung.

b) Yéu ciu vé kj thudt cu thé

Céc yéu cau tham chiéu vé& nhan hiéu hang hoa, model, thong sé k¥ thuat, cdu



hinh yéu cau tai bang sau chi nham muc dich mé ta va khong nham muc dich han
ché nha thau. Nha thau c6 thé chao cac hang hoa c6 thong sd k¥ thuét, ciu hinh trong
duong hoic cao hon vé dic tinh ky thuat, tinh ning str dung, tiéu chuan coéng nghé.
Hang hoa, dich vu lién quan phai tuan tha cac thong sb k¥ thuat va tiéu chuin sau

day:
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Tén hang hoa/
Dich vu lién quan

Théng s6 ky thuit va cac tiéu chuin

|

Hang hoa

th:in mém phong
chong ma doc

-Po san sang cao, do on dinh cta hé théng 99,99%

- C6 kha nang hd trg téi 10.000 ngudi truy cap dong thoi
- Agent tiéu t6n it hon 20MB bd nhd va it hon 1% CPU
cua may tram

- Thoi gian khoi phuc hé thng tir cac dir liéu sao luu
khong qua 01 h.

- Tuong thich HDH Windows 7 hoac cao hon, Windows
Server 2008R2 hoac cao hon

- Tuong tich vé1 HPH Linux: CentOS 7, Ubuntu 16.4,
OpenSUSE 13, Redhat 7 hoac cao hon

- C6 kha nang phat hi¢n, cach ly, x6a bo cac loai ma doc:
virus, ma doc ma hoa tong tién (ransomeware), lira ddo
(phishing), thu réc....

- C6 kha ning tu cap nhat phién ban, agent méi nhat

- Puoc cap nhat tri thirc vé an toan thong tin (Threat
Intelligent data) tir d&m may theo thoi gian thuc

- Giam sat cac su kién, tién trinh, phan tich hanh vi trén
mAy tinh, phat hién bat thuong.

- C6 kha nang st dung thuat toan hoc may (Machine
Learning) nham phét hién va canh béo céc sy kién bat
thuong trén may client.

- Co6 kha nang gtri canh béo td1 quan tri vién qua email,
SMS, Telegram theo thoi gian thyuc

- HO tro diéu tra xtr 1y su c¢d; hd trg quan tri truc tiép tuong
tac va gd bd cac ma ddc hai tir xa

- HO tro tao kich ban phan tmg va deploy trén dién rong
- Kiém soat tuan thu cac quy dinh an toan thong tin tai
may tinh nguoi dung.

- Kiém soat phan mém ban quyén, phan mém cé ngudn
gbc khong rd rang cai dat trén thiét bi

- Bdo v¢ chu dong thiét bi trude ma doc theo thoi gian
thuc (Real-time Protection)

- Ty dong quét loc khi phat hién ¢ thay d6i file, thu muc
- Cho phép lap lich quét virus toan bd may hodc thu muc,
file bat ky

- Kiém soat, bao vé thiét bi ngoai vi (6 cling ngoai, USB,
thé nho...)

- Giao dién ngudi dung: Giao dién nhat quéan, than thién,
dé sir dung.

Thiét bi twong laa

- Giao dién va mo-dun (Interfaces and Modules)
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Cong GE RJ45 tang toc phan cimg: 12

Cong GE RJ45 quan tri/HA/DMZ: 2

Khe cdm GE SFP: 4

Khe cdm 10GE SFP+ FortiLink: 2

Cong WAN GE RJ45: 2

Cong dung chung GE RJ45 hoic SFP: 4

Cong USB: 1

Cong Console: 1

- Hiéu ning hé thong — luu luong doanh nghiép hdn hop
(System Performance - Enterprise Traffic Mix)

Thong lugng IPS: 2.6 Gbps

Thong lugng NGFW: 1.6 Gbps

Thong luong bao vé chéng mdi de doa: 1.0 Gbps

- Hiéu ning va dung luong hé thong

(System Performance and Capacity)

Thong lugng tuong Iira IPv4 (g61 UDP 1518 /512 / 64
byte): 20/ 18 / 10 Gbps

Do tré tudng lta (g6i UDP 64 byte): 4.97 us

Thong luong tudong lura (goi tin/gidy): 15 Mpps

S6 phién TCP dong thoi: 1.5 tridu

Phién TCP méi/gidy: 56.000

Sb lugng chinh sach tudng lira: 10.000

Thong luong VPN IPsec (go61 512 byte): 11.5 Gbps
DPuong hdm VPN IPsec Gateway-to-Gateway: 2.000
Puong hadm VPN IPsec Client-to-Gateway: 16.000
Thong luong SSL-VPN: 1 Gbps

Nguoi dung SSL-VPN déng thoi (ti da, ché d6 Tunnel):
500

Thong luong kiém tra SSL (HTTPS trung binh): 1 Gbps
S6 két ndi SSL Inspection CPS (HTTPS trung binh):
1.800

Phién SSL Inspection dong thoi (HTTPS trung binh):
135.000

Thong lugng kiém soéat img dung (HTTP 64K): 2.2 Gbps
Thong lugng CAPWAP (HTTP 64K): 15 Gbps

Mién 40 VDOM (Mic dinh/Téi da): 10/10

S0 FortiSwitch hd trg toi da: 32

S6 FortiAP t6i da (Tong/Tunnel): 128 / 64

S6 FortiToken tdi da: 5.000

Céu hinh HA: Active/Active, Active/Passive

- Nguén dién (Power Supply):

Tich hop sin 2 nguon AC 100-240V, 50-60Hz.

- Gidy phép ban quyén: Pa bao gom license UTP.

Bao gdm céc tinh ning:

 [PS

* URL ddc hai/Botnet

« Chéng mi doc (AMP)
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* Antivirus (AV)

* Botnet Domains

* Mobile Malware

* Virus Outbreak Protection

» Content Disarm and Reconstruction 3

» Al-based Heuristic AV

» Sandbox

* Loc URL, DNS va Video

* Ching chi doc hai (Malicious Certificate)
« Chdng spam (Anti-spam)

Thiét bi Chuyén
d6i s6 (Giam sat
mang, gidm sat
Log hé théng)

Bang mach chinh RNUC13ANHI300000I,

Chip onboard Intel CORE I3, c6 Adapter,

O cimg gan trong PCle 3x4 M.2 2280 NVMe SSD
256GB; Bo nhd DDR4 8GB 3200MHz

Tu mang 20U-
D1000

* Kich thudc: H1050*W600*D1000

« Chuén rack 19 inch

« Khung bit thiét bi day 1,5mm.

 Cura trudc la ctra canh ludi, co6 khoa an toan
» Cura sau la ctra canh ton, c6 khoa an toan

* 02 quat thong gi6

01 6 cdm 6 chau

« 04 banh xe diéu huéng

« 04 chan ting cb dinh

Tu mang 10U-
D600

* Kich thudc: H600¥*W550*D600

« Chuén rack 19 inch

« Khung bit thiét bi day 1,5mm.

 Cura trudc la ctra canh ludi, co6 khoa an toan
 Cura sau la ctra canh ton, c6 khoa an toan

* 01 quat thong gi6

+01 6 cdm 3 chiu

« 04 banh xe diéu huéng

Tu mang 6U-D400

* Kich thudc: H320*W550*D400

« Chuén rack 19 inch

« Khung bat thiét bi day 1,5mm.

* Ctra trudc la ctra canh luoi, c6 khoa an toan
* 01 quat thong giod

+ 01 6 cam 3 chiu

B6 phat Wifi 1

Bo phat WiFi bang tan kép 6 (802.11ax)

— Bang tan 5 GHz (4x4 MU-MIMO) véi toc do thong
luong 4,8 Gbps

— Bang tan 2,4 GHz (2x2 MIMO) véi toc d6 thong luong
573,5 Mbps

— Hoat dong 6 MIMO 4x4 day du véi bang thong 160
MHz

— Pép tng 250 két ndi dong thoi

— Céch ly luu lugng khéch, gitp tdng cuong bdo mat mang
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khong day va giam tac nghén giao thong
— Bao gdm tim gin da ning, tim nén va bo vit

B¢ phat Wifi 2

Kich thuéc ~9171,5 x 33 mm (06,8 x 1,3")

Chuan WiFi: 7

Ludng khong gian: 4

Dién tich phu song: 115 m? (1.250 ft*)

S6 lugng may khach t6i da: 200+

Uplink: 2,5 GbE

Lap dat: Tran, Tuong (Bao gbm Lite Mount)
Phuong thirc cap nguén: PoE

Hiéu sudt MIMO (5 GHz) 2 x 2 (DL/UL MU-MIMO)
MIMO (2,4 GHz) 2 x 2 (DL/UL MU-MIMO)

Téc do dir liu tdi da (5 GHz) 4,3 Gbps (BW240)

Téc do dir licu tdi da (2,4 GHz) 688 Mbps (BW40)
bJ loi ang-ten (5 GHz) 5 dBi

D¢ loi ang-ten (2,4 GHz) 4 dBi

Cong suat phat t01 da (5 GHz) 24 dBm

Cong suit phat toi da (2,4 GHz) 23 dBm

T6i da 8 BSSID cho mdi Radio

Téc do dit liéu duoc hd trg (WiFi 7) 7,3 Mbps dén 4,3
Gbps (MCS0 - MCS13 NSS1/2, EHT 20/40/80/160/240)
Téc d6 dir liéu duoc hd trg (WiFi 6) 7,3 Mbps dén 2,4
Gbps (MCS0 - MCS11 NSS1/2, HE 20/40/80/160)
Téc d6 dir liéu duoc hd trg (WiFi 5) 6,5 Mbps dén 1,7
Gbps (MCS0 - MCS9 NSS1/2, VHT 20/40/80/160)
Téc d6 dir liéu duoc hd tro (802.11n) 6,5 Mbps dén 300
Mbps (MCSO - MCS15, HT 20/40) Tinh nang

Két ndi khong day v/

Diéu khién bing tin v

Quan 1y chuyén d6i BSS 802.11v v

Chuyén vung nhanh 802.11r v/

Quan 1y tai nguyén vo tuyén (RRM) 802.11k v/

Quan 1y vo tuyén nang cao v/

Passpoint (Hotspot 2.0) v/

Cong thong tin diém truy cap Captive Trang dich tuy
chinh thuong hi¢u

Xéc thuc phiéu mua hang v/

Xac thyc dua trén thanh toan v/

Hb tro méay chil cong thong tin bén ngoai v/

Xac thuc mat khau v/

Cach ly mang khach v/

Khoa chia sé riéng tu trudéc (PPSK) v/

Gi6i han téc do WiFi v

Cach ly thiét bi khach v/
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Lich trinh WiFi v/
RADIUS qua TLS (RadSec) v

VLAN dugc gan RADIUS dong v/

Phan cing

Téi da Tiéu thy dién nang 13W

Dii dién ap hod tro 42,5—57V DC

Giao dién mang (1) Cong RJ45 2,5 GbE

Trong lugng ~313 g (11 0z)

Quan 1y Ethernet

Vit liéu vo: Polycarbonate chéng tia UV

Vit liéu dé: Polycarbonate chong tia UV, thép ma kém
(SGCC)

Hé théng dén LED: Trang/Xanh duong

Bang thong kénh: HT 20/40, VHT 20/40/80/160, HE
20/40/80/160, EHT 20/40/80/160/240 (MHz)

Chtng nhan: CE, FCC, IC

Nhiét do hoat dong: -30 dén 40°C (-22 dén 104°F)
Do 4m hoat dong: 5 dén 95% khong ngung tu

Phan mém tuong thich

Switch

- Kiéu dang: 1U Rack

- Giao dién két ndi:

16 cong 1000M electric PoE+

4 cong 1G SFP/RJ45 combo

1 cong RJ45 Console Port

- Céu hinh phan ctng va ning luc cua thiét bi:
Switching capability: 40Gbps

Cong suit PoE tbi da: 240W

bién nang ti€u thu (khong PoE): <20W

Pién 4p dau vao: AC:100-240V/50-60Hz
Anti-lightning: 4KV

Anti-Static: 4KV

MTBF: >10000 hours

-Céc tinh ning layer 2:

Bao gom cac tinh niang Auto MDI/MDIX, Port Speed,
Port Duplex, Port MTU(Jumbo Frame), Port-isolation
Bao gom cac tinh nang quan Iy MAC: MAC Address
Aging Time, MAC Address Learning, MAC Address
Learning Limitation, Static MAC Address, MAC Address
Filter

Bao gdm céc tinh ning Storm-control for BUM,
Shutdown-control for BUM

Bao gdm céc tinh ning VLAN, VLAN PVID, VLAN
Trunk, VLAN Hybrid, VLAN Interface, MAC VLAN,
Protocol VLAN, IP Subnet VLAN, Voice VLAN, Private
VLAN, GVRP, Basic QinQ, Selective QinQ, 802.1ad,
VLAN Mapping
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Bao gom cac giao thic Spanning Tree: STP, RSTP,
MSTP, BPDU Guard, BPDU Filter, Flap Guard, Loop
Guard, Root Guard, TC Guard, BPDU L2protocol Tunnel
Bao gdm giao thirc vong ring: G.8032(ERPS)

Bao gdm céc tinh ning tong hop lién két: LACP Link
Aggregation, LACP Port Priority, LACP Load Balance
-Céc tinh ndng layer 3 va multicast:

Bao gdm céc tinh ning IGMPv1/v2/v3 Snooping, Fast
Leave, IGMP Snooping Querier, IGMP Filter, Static
Group, MLD Snooping, MVR

Bao gém cac tinh ndng ARP, DNS Client, SNTP Client,
ICMP, IPv6, IPv6 ND/SLAAC

Bao gdm tinh ning Static Routing v4/v6 cho quan trj
Bao gdm cic tinh ning DHCP Relay/Client, DHCP
Snooping, DHCP Snooping Option82

-Céc tinh ndng bao mat:

Kha nang v6 hiéu hda dua trén cac 16i do BPDU-guard,
Loopback-detect, Port Security

Kha ning phat hién 16i: UDLD, Loop-back Detection,
CFM, Monitor Link(MTLK)

Bao gdm tinh ning Port Security v6i IP, MAC, MAX,
Sticky, Violation(Protect/Restrict/Shutdown), Recovery
Bao gdm cac tinh nang Standard IP ACL, Extended IP
ACL, Standard MAC ACL, Extended MAC ACL,
Standard Hybrid ACL, Extended Hybrid ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Time-based ACL

Bao gdm cac tinh ning Local Authentication, Radius
(Authentication, User Login Authorization, User Login
Accounting), TACACS+(Authentication, User Login
Authorization, Command Authorization, User Login
Accounting, Command Accounting)

Bao gom tinh nang bao mat IP Source Guard, DHCP
Snooping, Dynamic ARP Inspection (DAI), PPPoE+
Bao gom cac tinh nang xac thuc dua trén 802.1X : Port-
based, MAC-based, MAC-Authentication, Guest-VLAN,
VLAN Distribution (Auto-VLAN), ACL Distribution

- C4c tinh ndng QoS:

Bao gom tinh niang phén loai luu lugng: 802.1P Priority,
DSCP Priority, VLAN ID, MAC Prefix, IP Subnet,
Protocol, IP Precedence, IPv6 Traffic Class, Ethernet Type
Bao gdm tinh ning kiém soét luu lugng: Rate Limit, Port-
based Bandwidth

Bao gém cac thuat toan hang doi: Port-based Priority, SP,
WRR, WFQ, SP+WRR, SP+WFQ

- Cac tinh ning quan tri va cau hinh:
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Bao gom tinh ning giam sat va chuin doan 1:1 SPAN, N:1
SPAN, RSPAN, Flow-based Mirror, Ping, Tracert, DDM,
VCT

Hd trg céc tinh nang quan tri SNMP v1/v2/v3, SNMP
Trap, RMON, SYSLOG (Logging to Terminal/Logging to
Server/CLI Operation to Server), Configuration
Management (Backup/Restore), Factory Reset, Password
Reset

Ho tro quan tri thong qua giao dién dong 1énh véi
Console, Telnet, SSH

H) tro giao dién web (HTTP)

Zero Touch Provisioning cho phép tu dong tai cac tép
phan mém hé thng, cau hinh, patch 1én céc thiét bi tring
thong qua DHCP server

Hb tro quan tri qua Cloud mién phi

- Nguén, quat va nhiét do hoat dong:

Bao gém san nguén

Hb trg ngudn dién AC 100-240V, 50-60Hz

Nhiét d6 hoat dong: -5°C dén 50°C, nhiét d6 luu kho: -
40°C dén 70°C

D6 4m 1am viée: 10%~90% khong ngung tu, do am luu
kho: 5%~95% khong ngung tu

10

Thiét bi chuyén
mach

- Kiéu dang: 1U Rack
- Giao dién két ndi:

8 cong 1000M electric PoE+

2 cong 1G SFP

1 cong RJ45 Console Port
- C4u hinh phan ctng va ning luc cua thiét bi:
Switching capability: 20 Gbps

Cong suat PoE t6i da: 140W

bién nang ti€u thu (khong PoE): <I0W

Pién 4p dau vao: AC:100-240V/50-60Hz
Anti-lightning: 4KV

Anti-Static: 4KV

MTBF: >10000 hours
- C4c tinh nang layer 2:
Bao gom cac tinh ning Auto MDI/MDIX, Port Speed,
Port Duplex, Port MTU(Jumbo Frame), Port-isolation
Bao gom cac tinh nang quan Iy MAC: MAC Address
Aging Time, MAC Address Learning, MAC Address
Learning Limitation, Static MAC Address, MAC Address
Filter

Bao gdm céc tinh ning Storm-control for BUM,
Shutdown-control for BUM

Bao gdm céc tinh ning VLAN, VLAN PVID, VLAN
Trunk, VLAN Hybrid, VLAN Interface, MAC VLAN,
Protocol VLAN, IP Subnet VLAN, Voice VLAN, Private
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VLAN, GVRP, Basic QinQ, Selective QinQ, 802.1ad,
VLAN Mapping

Bao gdm cac giao thic Spanning Tree: STP, RSTP,
MSTP, BPDU Guard, BPDU Filter, Flap Guard, Loop
Guard, Root Guard, TC Guard, BPDU L2protocol Tunnel
Bao gom giao thirc vong ring: G.8032(ERPS)

Bao gdm céc tinh niang tong hop lién két: LACP Link
Aggregation, LACP Port Priority, LACP Load Balance

- Céc tinh ndng layer 3 va multicast:

Bao gdm céc tinh nang IGMPv1/v2/v3 Snooping, Fast
Leave, IGMP Snooping Querier, IGMP Filter, Static
Group, MLD Snooping, MVR

Bao gém cac tinh ndang ARP, DNS Client, SNTP Client,
ICMP, IPv6, IPv6 ND/SLAAC

Bao gdm tinh ning Static Routing v4/v6 cho quan tri
Bao gdm cic tinh nang DHCP Relay/Client, DHCP
Snooping, DHCP Snooping Option82

- Céc tinh ndng bao mat:

Kha nang v6 hiéu hda dua trén cac 16i do BPDU-guard,
Loopback-detect, Port Security

Kha ning phat hién 16i: UDLD, Loop-back Detection,
CFM, Monitor Link(MTLK)

Bao gdm tinh ning Port Security v6i IP, MAC, MAX,
Sticky, Violation(Protect/Restrict/Shutdown), Recovery
Bao gdm cac tinh ning Standard IP ACL, Extended IP
ACL, Standard MAC ACL, Extended MAC ACL,
Standard Hybrid ACL, Extended Hybrid ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Time-based ACL

Bao gdm cac tinh ning Local Authentication, Radius
(Authentication, User Login Authorization, User Login
Accounting), TACACS+(Authentication, User Login
Authorization, Command Authorization, User Login
Accounting, Command Accounting)

Bao gom tinh nang bao mat IP Source Guard, DHCP
Snooping, Dynamic ARP Inspection (DAI), PPPoE+
Bao g@)m cac tinh nang xac thuc dua trén 802.1X : Port-
based, MAC-based, MAC-Authentication, Guest-VLAN,
VLAN Distribution (Auto-VLAN), ACL Distribution
Cac tinh nang QoS Bao gdm tinh ning phan loai luu
luong: 802.1P Priority, DSCP Priority, VLAN ID, MAC
Prefix, IP Subnet, Protocol, IP Precedence, IPv6 Traffic
Class, Ethernet Type

Bao gom tinh ning kiém soét luu lwong: Rate Limit, Port-
based Bandwidth

Bao gém cac thuat toan hang doi: Port-based Priority, SP,
WRR, WFQ, SP+WRR, SP+WFQ

Céc tinh nang quan tri
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va cau hinh Bao gom tinh ning giam sat va chuin doan

1:1 SPAN, N:1 SPAN, RSPAN, Flow-based Mirror, Ping,
Tracert, DDM, VCT

HO tro cac tinh nang quan tri SNMP v1/v2/v3, SNMP
Trap, RMON, SYSLOG (Logging to Terminal/Logging to
Server/CLI Operation to Server), Configuration
Management (Backup/Restore), Factory Reset, Password
Reset

Hb tro quan tri thong qua giao dién dong 1énh véi
Console, Telnet, SSH

H) tro giao dién web (HTTP)

Zero Touch Provisioning cho phép tu dong tai cac tép
phan mém hé thdng, ciu hinh, patch 1én cac thiét bi tring
thong qua DHCP server

Hb tro quén tri qua Cloud mién phi
Nguén, quat va nhiét d¢ hoat dong
Bao gdm sin ngudn

Hb trg ngudn dién AC 100-240V, 50-60Hz

Nhiét 6 hoat dong: -5°C dén 50°C, nhiét d6 luu kho: -
40°C dén 70°C

D6 4m lam viée: 10%~90% khong ngung tu, do am luu
kho: 5%~95% khong ngung tu
Kiéu dang: 1U Rack
Giao dién két ndi va cdu hinh phan ctng:

24 x10/100/1000 port
4 x 1G SFP

1 cong RJ45 console va 1 cong USB type C console
1 nut reset
Pén LED hién thi System, Link/Act, PoE, Speed
Nang luc cua thiét bi:

Bing thong chuyén mach: 56 Gbps
Téc d6 chuyén mach: 44.6 Mpps
Bang MAC: 16,000 dia chi
Switch 24 port CPU: Dual-core ARM 1.4 GHz
11 | cho hé théng théng | DRAM: 1G DDR4

mang ndi bo

FLASH: 512 MB

Jumbo frames: 9k

Packet buffer: 1.5 MB

Cac tinh nang:

Céc tinh nang layer 2

Bao gom giao thirc Spanning Tree Protocol (STP)

Bao gdm tinh ning Port grouping/link aggregation véi toi
da 8 nhom, mdi nhém 8 cong

Téi da 4093 VLAN, bao gdm céc tinh ning port-base
VLAN, tag-based VLANs, MAC-based VLAN,
protocol-based VLAN, IP subnet-based VLAN, Private
VLAN, Private VLAN Edge




STT

Tén hang hoa/
Dich vu lién quan

Théng s6 ky thuit va cac tiéu chuin

(PVE), Dynamic VLAN, Management VLAN, Guest
VLAN, Auto Surveillance VLAN (ASV)

Bao gdm tinh ning Voice VLAN

Bao gdm tinh nang multicast TV VLAN

H& trg VLAN translation, Q-in-Q, Selective Q-in-Q

Bao gdm cac giao thirc Generic VLAN Registration
Protocol (GVRP) va Generic

Attribute Registration Protocol (GARP)

Bao gdm tinh ning Unidirectional Link Detection
(UDLD)

Bao gdm giao thirc DHCP relay & Layer 2

Bao gdm giao thirc Internet Group Management Protocol
(IGMP) snooping phién ban 1, 2 va 3

Bao gdm cac giao thirc IGMP querier, IGMP proxy

Bao gdm cac giao thirc Head-of-Line (HOL) blocking,
Loopback detection

Céc tinh nang layer 3

Co san 990 static routes IPv4 va 128 IP Interface
Wire-speed routing cho géi IPv6

Kha ning cdu hinh giao dién Lép 3 trén cong vat Iy, LAG,
Vlan hoac loopback

Bao gdm tinh ning Classless Interdomain Routing (CIDR)
Bao gdm giao thirc RIP v2, Policy-Based Routing (PBR)
Bao gdm cac tinh ning DHCP server, DHCP relay at
Layer 3

H& trg User Datagram Protocol (UDP) relay

Céac tinh nang bao mat

M3 hoa tat ca luu luong HTTPS, cho phép truy cip an
toan vao web GUI cua thiét bi

H3 tro giao thire SSH gitp truy cép thiét bi an toan.

H6 tro bd tinh ning IEEE 802.1X: x4c thuc radius, guest
VLAN, MD5 hash, unauthenticated

VLAN, single/multiple host mode, va single/multiple
sessions. Ho tro 802.1X duya trén thoi

gian, gan VLAN ddng va xac thuc MAC

Bao gom tinh nang IEEE 802.1X supplicant, Web-based
authentication

HO tro cc co ché bao vé STP Bridge Protocol Data Unit
(BPDU) Guard, STP Root Guard,

STP loopback guard, DHCP snooping, IP Source Guard
(IPSG), Dynamic ARP Inspection (DAI),

I[P/MAC/port binding (IPMB), Secure Core Technology
(SCT), Secure Sensitive Data (SSD),

Trustworthy systems.

HO trg cac tinh ning Private VLAN, Layer 2 isolation
Private VLAN Edge (PVE)

HJ tro tinh niing Port security.




STT

Tén hang hoa/
Dich vu lién quan

Théng s6 ky thuit va cac tiéu chuin

Ho tro RADIUS/TACACS+, RADIUS accounting

HO tro cac tinh nang Storm control, DoS prevention,
Multiple user privilege levels in CLI

HO tro 1024 rule ACLs

Céac tinh nang QoS

8 hang doi phan ctng

Cac thuat toan 1ap lich: Strict priority va Weighted Round-
Robin (WRR)

Céac tinh nang phan loai dich vu: Port-based, 802.1p
VLAN priority-based, IPv4/v6 1P

precedence/Type of Service (ToS)/datasheetCP-based,
Differentiated Services (DiffServ),

classification and remarking ACLs, trusted QoS.

Phan loai hang doi dya trén: datasheetCP va Class of
Service (802.1p/CoS)

Co ché vu tién luu luong iSCSI so voi céc loai luu lugng
khac

HO tro rate limit va cac thut toan tranh Un tic (Congestion
avoidance)

Céc tinh ning quan tri: C6 thé quan tri trén app di dong
C6 thé quan tri qua giao dién web

HO trg giao dién dong 1énh thong qua CLI, telnet, SSH
H6 trg SNMP version 1, 2¢ va 3

12

Switch 24-port
Data 4x1G uplink
Switch, Network
Essentials

- Kiéu dang: 1U Rack

- Giao dién két ndi va cdu hinh phan ctmg: 24 Ports
10/100/1000, 4 cong uplink 1G

RFID tags: dé thuan tién cho viéc quan 1y thiét bj bang
RFID readers

Blue beacon: dé d& dang xac dinh dugc Switch ma nguoi
quan tri truy nhap vao dé cau hinh

H4 trg tinh ning Stack thong qua cac module stack, cable
stack chuyén dung, toi da 1én tdi 8 thiét bi

- Nang luc cua thiét bi:

Bang thong Stacking: 80 Gbps

Bing thong chuyén mach véi Stacking: 136 Gbps

Bing thong chuyén mach: 56 Gbps

Tbc do chuyén mach: 41.67 Mpps

Téc dd chuyén mach véi Stacking: 101 Mpps

Tong s6 lugng dia chi MAC: 16,000

Tong s luong IPv4 routes (ARP va cac route da duoc
hoc): 11,000 (8,000 direct routes va 3,000 indirect routes)
[Pv4 routing entries: 3,000

[Pv6 routing entries: 1,500

QoS scale entries: 1,000

Multicast routing scale: 1,000

ACL scale entries: 1,500

Packet buffer per SKU: 6Mb buffer




STT

Tén hang hoa/
Dich vu lién quan

Théng s6 ky thuit va cac tiéu chuin

FNF entries: 16,000 flow

VLAN IDs: 4096

Toéng s6 luong Switched Virtual Interfaces (SVIs): 512
RAM: >2 GB

FLASH: >4 GB

Jumbo frames: > 9198 Bytes

- Céc tinh nang;:

Access Control Lists (ACLs)

IEEE 802.1p CoS Prioritization

IEEE 802.1Q Virtual LAN (VLAN)

Bao gdm giao thirc IEEE 802.1s Multiple Spanning Tree
Protocol (MSTP)

Bao gdm giao thirc IEEE 802.1w

Bao gdm giao thirc IEEE 802.3ad

Quality of Service (QoS)

Ho trg EIGRP, HSRP, IS-IS, BSR, MSDP, IP SLA, OSPF
thong qua gidy phép

HO trg VRF, VXLAN, LISP, SGT thong qua gidy phép
Co san cac tinh nang layer 3: Static Routing, Routed
Access (RIP, EIGRP Stub, OSPF 1000 routes), PBR, PIM
Stub Multicast (1000 routes), PVLAN, VRRP, PBR, CDP,
QoS, FHS, 802.1X, MACsec-128, CoPP, SXP, IP SLA
Responder, SSO"

Céac tinh nang ty dong héa NETCONF, RESTCONF,
YANG, PnP Agent, PnP

Bao gdm cac tinh ning Modeldriven telemetry, sampled
NetFlow, SPAN, RSPAN

- Céc tinh nang quan tri:

Console ports RJ-45-to-DB hodc mini USB

C6 san Telnet, SSH

Web Ul

Simple Network Management Protocol (SNMP).

- Yéu cau vé nguon:

C6 san ngudn xoay chiéu 100-240V, 50-60 Hz

C6 2 khe cim nguon, cé thé thay thé nong

C6 san 1 ngudn

13

Switch 08 port cho
h¢ thong thong
mang ndi bd

Loai switch: Unmanaged

S6 cong: 8 x 10/100/1000 Mbps RJ45
Switching Capacity: 16 Gbps

Forwarding Rate: 11.9 Mpps

MAC Address Table: 8K MAC addresses
Packet Buffer: 2 Mbit

Jumbo Frame: 9216 bytes

QoS: 802.1p priority based, 4 hardware queues, WRR
Loop Detection: C6 hd trg

Cable Diagnostics: C6 hd tro
MDI/MDIX: Auto MDI/MDIX
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Tén hang hoa/
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Chuan Ethernet ho tro: IEEE 802.3, 802.3u, 802.3ab,
802.3z, 802.3x

Energy Efficient Ethernet: IEEE 802.3az

Nguén dién:100-240V AC, external adapter

Cong suét tiéu thu: 4.00W (110V), 4.13W (220V)
Nhiét d6 hoat dong : 0°C dén 50°C

Do 4m hoat dong: 10% dén 90% non-condensing
Thiét ké quat: Fanless

MTBEF: 2,066,844 gid

Tinh ning ndi bat: Plug-and-play, QoS, Loop Detection,
Cable Diagnostics

14

B0 luu dién

NGUON VAO: Pién ap danh dinh 220/230/240 VAC,
Ngudng dién ap: 100 ~ 300 VAC

S6 pha: 1 pha (2 day + day tiép dat)

Tan s6 danh dinh: 50/60 Hz (40 ~ 70 Hz)

H¢ sé‘céng Suét: 0,99

NGUON RA: Céng suit 2 KVA / 1,8 KW, Pién ap
220/230/240 VAC £+ 1%

S6 pha: 1 pha (2 day + day tiép dat)

Dang séng: Song sine that (true sin wave) Song sin thuan
0 moi trang thai ludi dién, khong phu thudc va dung luong
con lai cua dc quy

Tan sb: Dong bd véi ngudn vao 50/60Hz + 4Hz hoic
50/60 Hz + 0.05 Hz (ché d¢ ic quy)

Hiéu suét: >91% (>97% - ECO Mode)

Kha nédng chiu qua tai: 108 ~ 150% trong vong 30 gidy
Cap dién ngo ra: IEC 10A * 4

CHE PO BYPASS: Tu dong chuyén sang ché do Bypass,
Qua tai, UPS 16i

AC QUI: Loai dc qui 12 VDC, kin khi, khong can bao
dudng, tudi tho trén 3 nam.

Thoi gian luu dién: > 3,5 phut

GIAO DIEN: Giao dién LCD, Man hinh LCD th¢ hién
thong sb hoat dong cia UPS

Bang diéu khién: Nut khoi dong / Tat coi bao / Nut tat
ngudn

LED hién thi trang thai: Ché d¢ dién ludi, ché d6 ic quy,
ché d6 Bypass, dung luong tai, dung luong dc quy, bao
trang thai hu hong.

Cong giao tiép: RS232, khe cam mo rong

Phan mém quan ly: Phan mém quan tri Winpower di kém,
cho phép giam sat, tu dong bat / tat UPS va hé théng. H)
trg tat ca cac hé diéu hanh Window, Linux, Unix, Sun
Thoi gian chuyén mach: 0 ms

MOI TRUONG HOAT DONG: Nhiét d6 méi trudng hoat
dong 0 ~ 400c

Do 4m moi trudng hoat dong: 20% ~ 90%, khong két tu




Tén hang hoa/

STT Dl Théng s6 ki thuit va cac tiéu chuan
hoi nudec.
TIEU CHUAN: D6 6n khi may hoat dong 40 dB khong
tinh co1 bao
Truong dién tir (EMS)
IEC 61000-4-2 Level 4 (ESD), IEC 61000-4-3 Level 3
(RS), IEC 61000-4-4 Level 4 (EFT), IEC 61000-4-5 Level
4 (Surge)
Dan dién - Phat xa, En 55022 CLASS B
KiCH THUOC / TRONG LUONG: Kich thuéc (R x D x
C) (mm) ~190 x 399 x 330
Trong lugng tinh (kg) ~17,0
15 | Day mang Cat6 Day mang Cat6
16 | Day mang Cat5 Day mang Cat5
17 | Hat mang Cat6 Hat mang Cat6
18 | Hat mang Cat5 Hat mang Cat5
19 Méng nhya 24*14 Mang nhya 24*14 mm
mm
gp | Mangnhua 39%I8 fyreo ihya 30%18 mm
mm
o1 | Mangnhua 60%22 1y r o nhya 60%22 mm
mm
22 %%ﬁ%g};‘f; Mang nhua 100%60 mm
23 Ghen bdn nguyt Ghen ban nguy¢t 60mm
60mm
B9 thiét bi chuyén
d?} va truyen tin B0 thiét bi chuyén d6i va truyén tin hiéu quang sang tin
24 | hi€u quang sang SRR .
Lo hiéu dién va nguoc lai
tin hi€u dién va
nguoc lai
Day thué bao
25 | quang 4 soi 6ng Day thué bao quang 4 soi dng long
long
II | Dich vu lién quan
Lap dat thiét bi
tuong Iuoa
(FireWall), NAT Lap dat thiét bi tudong lira (FireWall), NAT chuyén dung
1 . . .
chuyén dung cho cho Video Conferencing
Video
Conferencing
Cai dit phan mém
) chuyén dung Cai dat phan mém chuyén dung chéng Virus, Antivirus
chong Virus, cho PC
Antivirus cho PC
3 Lap dit thiét b Lap dit thiét bi chuyén mach SAN - SAN Switch, Tir 16

chuyén mach SAN

dén 48 cong




Tén hang hoa/
Dich vu lién quan
- SAN Switch, Tur
16 dén 48 cong
Lap dat thiét bi
mang tin hoc. Loai
4 | thiét bi bo chuyén
mach 8-10 port
(Switch)

Lép dat ta Rack,
T Rack chuyén
dung cho luu trit, <
33U

Lap dat day cap

6 |ddéng UTP, UTP | Lap dat day cap dong UTP, UTP CAT 5,6 < 25 d6i
CAT 5,6 <25 doi
Lap dat gen noi va
7 | dicap, genhop < | Lap dat gen ndi va di cap, gen hop < 100mm
100mm

Bao dudng (lap
8 | dat) converter Bao dudng (lap dat) converter quang
quang

Ra, kéo, cang ham
9 | cép quang, loai cap | Ra, kéo, cang ham cép quang, loai cap <=12 sgi
<=12 so1
10 [ Bim dau RJ 45 Bam dau RJ 45
1 Lap dat diém truy
nhap Wireless Lan
Lép dat va cai dat
thiét bi diéu khién | Lap dat va cai dat thiét bj diéu khién Access Point, Tir 10

STT Théng s6 ki thuit va cac tiéu chuan

Lap dat thiét bi mang tin hoc. Loai thiét bi b chuyén
mach 8-10 port (Switch)

Lép dat tu Rack, Tu Rack chuyén dung cho luu trit, < 33U

Lip dit diém truy nhap Wireless Lan

12 Access Point, Tu dén 50AP
10 dén 50AP
Lap dit thiét bi luu

13 | dién UPS <=5 Lap dat thiét bi luu dién UPS <=5 KVA
KVA

1.3. Cdc yéu ciu khdc

- Nha thau phai c6 bang dé xuat thong sé k¥ thuat cu thé ciia hang héa chao
thau, trong d6 néu rd xuat xtt, model hodc ma san pham, noi san xuét va thong sé k¥
thuat cua hang hoa dé chimg minh hang héa do nha thau cung cap c6 dic tinh k¥
thuat, tinh ning st dung, tiéu chuin cong nghé phu hop hoic twong duong véi yéu
cau k¥ thuat néu trén.

- Nha thau phai dinh kém Catalogue, tai liéu k¥ thuét ctia nha san xuit hoic dia
chi website ctia nha san xuat thé hién day du thong s6 k¥ thuat ciia hang hoa chao
thau. Truong hop Catalogue, tai liéu ky thuat hodc thong s6 ki thuat trén website ctia
nha san xuat khong thé hién day du thong s6 k¥ thuat cia hang hoa thi nha thau phai
cung cap bang xac nhan thong s6 k¥ thuat ciia nha san xuét hodc nha phan phdi hop



phap tai Viét Nam d6i voi hang hoa do.

- Pbi véi truong hop nha thau 13 nha san xuat hodc nha thau duge hudng cac uu
dai thi nha thau phai dinh kém tai liéu chimg minh cing véi E-HSDT dé lam co s
danh gia. Truong hop nha thau ké khai 1 nha san xuét hoic nha thau duoc huong
cac vu ddi nhung khong c6 tai liéu ching minh thi nha thau s& khéng duoc danh gia
thudc cac dbi tugng néu trén.

Muc 2. Ban vé: Phu luc ban vé.

Muc 3. Kiém tra va thir nghi¢ém

Toan bo hang hoa trong goéi thau phai duoc cung cap, lap dit va van hanh thir
nghiém dam bao hoat dong tot, an toan trong qua trinh st dung tai noi st dung (co
su ching kién cua Chu dau tu va cac don vi co lién quan), dam bao k¥ thuat, my
thuat va tuan thu cac quy chuan, tiéu chuan ciia nha san xuat va cac quy dinh hién
hanh.



PHU LUC BAN VE LAP PAT

SO PO LAP PAT HE THONG MANG NOI BQ VA HE THONG WIFI TAP TRUNG
BENH VIEN PA KHOA YEN MY

STT

Tén ban vé

SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA A

SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOA NHA A

SO PO VI TRi LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA B

SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOA NHA B

SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA C

SO PO VI TRi LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOA NHA C

N oo~ WO|IDN|

SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TOA NHA C KEO DAI (KHOA
TRUYEN NHIEM)

oo

SO PO VI TRi LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA D

SO PO VI TRI LAP DAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA E (NHA
KHAM BENH MOI)

10

SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOA NHA E

11

SO PO VI TRi LAP PAT HE THONG MANG LAN VA WIFI TANG 3 TOA NHA E




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA A

,Eg‘i“_‘fi Phong Phong Phong Phong Ké hoach Ké hoach
Sorsen Tiém Bénh Nhan Bénh Nhin Bénh Nhin Nhiém vu Nhign vu
Tiéu hoa
[ A Ittt Aty S
e | P - — - — - - - = _——— === ] — == 4 - — -
P;;g:lg Phong [:‘;‘;‘hg Phong Phong Phong Phong Ké hoach
Phiu Kho Chinh T'ruong Khoa Bénh Nhin Bénh Nhin Bénh Nhin Nhiém vu
PC PC PC




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOANHA A

Toilet Mav Chi Phong Hoi trurdng Phong Phong Phong
WC Y P.Giam doc Nho K¢ toan Ké toan Kho
PC pPC PC PC
| | |
Phong ; . P ; , ,

K& hoach Phong Phong' Hai trurdng Phong Phong Phong
NV‘ Kho Giam doc Lén P.Giam doc TCCB TCHC

PC PC PC PC PC

| I |
e ()
. i e ‘




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOANHA B

Phong
Xét nghiém

PC

*{ PC
PC

. Phong N . .
Phong Chup Phong Phong Phong Phong Kham
Khim % Huyét ap Tiéu dudmg Tiéu dudmg
-quang
PC PC
| PC
PC PC PC PC PC PC PC
PC
______________ - i
S [ (N U P P RN :
S O S N A I
[ 1
[ |
L 1 PC PC
[ 1
o I
Phong Phong Phéng .
Huyét a Tiéu duom Hanh chinh
yet ap e tiép,don :
I 1
[ 1
PC PC PC PC PC ! PC ! PC |—
[ 1
I 1
s e Phong
=:\‘3£ 1) ‘:\3\3 3,3,3 Bang ky
kham




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOANHA B

N Phong Hanh Phong Phong . N . .
Phong Kho Kho Duogc Chinh Lam Viée Lam Viée Phong Lam Viéc Kho Vaxcin
PC PC
i (¢ i )
__________ RN I i
Phong Phong £ Kho 2 v N .
Luu Trix [ am Viac Kho Thudc Cép Thube T6 Dinh Dudng Phong Kho

PC PC




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOANHA C

Phong Phong Phong Phong Phong Phong Phong Phong
Tiém Kham bénh Bac 8§ Y ta Kham bénh Tryc bac sy Cher de be
PC
A [ e U P
ol ol
Phong
Bénh nhiin
., . N . N Phong
Phong Phong Phong Phong Phong . j .
. - . - ia . - . H Hanh chinh Hanh Lang
Kham bénh Kham bénh Digén tim Kham bénh Kham bénh Khoa sin
PC PC PC

Khoa

San




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOANHA C

Pl
PC
Phong Phéng Phong Phong Phong Ilj‘a";f Phéng Phong Phong
Kho Bénh nhin Bénh nhin Bénh nhén Bac S¥ chinh Bac Sy Bénh nhan Bénh nhin
PC
P2
S // ..................... -
."
Phong Phong Phong Phong Phong e s Phong

Bénh nhén Bénh nhén Bénh nhan Bénh nhin Bénh nhan Phong Tiém Bénh nhén F3




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TOA NHA C KEO DAI (KHOA TRUYEN NHIEM)

. . . . . Phong Phong Phong
Phong Trudng Khoa Phong Hanh Chinh Bénh nhan Bénh nhan Bénh nhan
PC
1 t




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOANHAD

Phong
Bénh nhin

Phong
Bénh nhan

Phong
Bénh nhan

Phong
Bénh nhéan

Phong
Hanh chinh

PC

PC

PC

Phong
Bénh nhan

Phong
Bénh nhén

Phong
Bénh nhén




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 1 TOA NHA E (NHA KHAM BENH MOI)

Phong Kham 7 Phéng Kham 8 Phong Kham 6
PC | PC PC
Phong Kham 3 Phong Kham 5
PC PC
Phong Siéu Am Phong Kham 4
PC — PC




SO PO VI TRI LAP PAT HE THONG MANG LAN VA WIFI TANG 2 TOANHAE

Phong Sac Thuodc

Phong Hanh Chinh

PC

PC

Phong Bénh Nhin

Phong Bénh Nhan

Phong Bénh Nhan

PC

Phong Kham BY




SO PO NGUYEN LY HE THONG MANG LAN VA WIFI TANG 3 TOANHAE

Phong Kho Phong Bénh Nhan

Phong Bénh Nhin Phong Bénh Nhin Phong Bac Sy




