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Kinhchuyen...JM^Fhong |tvr so 11/2015/TT-BTTTT ngay 05 thang 5 nam 2015 cua Bo
tnromg Bo Thong tin va Truyen thong quy dinh chuan ky nang nhan lire cong 

nghe thong tin chuyen nghiep, co hieu lire ke tir ngay 22 thang 6 nam 2015 dirge 

sua doi, bo sung boi:
Thong tu s6 17/2021/TT-BTTTT ngay 30 thang 11 nam 2021 cua Bg 

tnromg Bo Thong tin va Truyen thong sua doi, bo sung mot so dieu Thong tu so 

11/2015/TT-BTTTT ngay 05 thang 5 nam 2015 cua Bo Thong tin va Truyen 

thong quy dinh chuan ky nang nhan luc cong nghe thong tin chuyen nghiep, co 

hieu luc ke tir ngay 01 thing 6 nam 2022.
Can cu Ludt Cong nghe thong tin ngay 29 thang 6 nam 2006;
Can etc Nghi dinh so 132/2013/ND-CP ngay 16 thang 10 nam 2013 cua 

Chinh phii quy dinh chuc nang, nhiem vu, quyen hqn va co cdu to chtcc cua Bo 

Thong tin va Truyen thong;
Can cu Nghi dinh so 71/2007/ND-CP ngay 03 thang 5 nam 2007 cua

Chinh phu quy dinh chi tiet vd huong dan thuc hien mot so dieu cua Ludt Cong 
\

nghe thong tin ve cong nghiep cong nghe thong tin;
Theo de nghi cua Vu truong Vu Cong nghe thong tin,
B6 truong Bo Thong tin vd Truyen thong ban hanh Thong tu Quy dinh 

Chuan ky nang nhan luc cong nghe thong tin chuyen nghiep1.

THONG TIT
chuan ky nang nhan lire cong nghe thong tin chuyen nghiep

Gid

1 Thdnghr s6 17/2021/TT-BTTTT ng&y 30 th£ng 11 nim 2021 cua BO trudngBO Th6ng tin vi Truy&n thdng sura 
d6i, b6 sung mOt s6 di£u Thdng tu s6 11/2015/TT-B lTlT ng&y 05 thing 5 nim 2015 cOa BO Thdng tin vi 
Truy&n thdng quy djnh chu&n ky ndng nhin lyre edng nghO thdng tin chuydn nghiOp, cd hifu lire kO t£r ngiy 01 
thing 6 n&m 2022 cd c&n cu ban hinh nhu sau:
"Cdn as Lu$t C6ng nghi thong tin ngay 29 thdng 6 nSm 2006;
Can as Ludt An todn thdng tin mgng ngay 19 thdng 11 ndm 2015;
Cdn as Nghi djnh sS 17/2017/ND-CP ngay 17 thdng 02 ndm 2017 cua Chinh phu quy djnh chuc ndng, nhi$m vy, 
quyin hqn vd co cdu td chuc cua Bq Thdng tin vd Truyen thdng;
Can cu Nghi dinh sS 71/2007/ND-CP ngay 03 thdng 5 ndm 2007 cua Chinh phu quy dinh chi tiit vd hu&ng ddn 
thycc hign m$t s6 dieu cua Ludt Cdng nghe thdng tin ve Cong nghi$p edng nghi thdng tin;
Theo de nghi cua Cue truong Cue An todn thdng tin vd Vu trxsong Vy Cdng nghi thdng tin,
Bd tru&ng Bd Thdng tin vd Truyen thdng ban hdnh Thdng tu sua ddi, b6 sung mdt s6 diiu Thdng tu s6 
11/2015/TT-BTTTT ngay 05 thdng 5 ndm 2015 cua Bd Thdng tin vd Truyen thdng Quy djnh Chudn ky ndng nhdn 
lyc edng nghi thdng tin chuyen nghiep."
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Bieu 1. Pham vi dieu chinh

Thong tu nay quy dinh mot so Chuan ky nang nhan lire cong nghe thong 

tin chuyen nghiep, bao gom:
1. Chuan ky nang Co so du lieu (Database skill standard);

* *
2. Chuan ky nang He thong mang (Network system skill standard);
3. Chuan ky nang Quan ly he thong cong nghe thong tin (System 

management skill standard);
4. Chuan ky nang An toan thong tin (Cybersecurity Skill Standard);
5. Chuan ky nang Thiet ke va phat trien phan mem (Software design and 

development skill standard).

Dieu 2. Doi ttrQfng ap dung

1. Thong tu nay ap dung doi vai ca quan, to chuc, ca nhan tham gia true 

tiep hoac co lien quan den viec danh gia ky nang chuyen nganh cua nhan lire 

cong nghe thong tin (CNTT), trong boat dpng dao tao ngan han, boi duong cac 

ky nang chuyen nganh.
2. Khuyen khich cac to chuc, ca nhan ap dung Thong tu nay trong viec 

xay dung chuong trinh, giao trinh dao tao; tuyen dung, su dung lao dong; hoc 

tap, nang cao trinh dp va cac boat dong khac lien quan den viec danh gia trinh 

dp, ky nang chuyen mon cua nhan luc CNTT.

Dieu 3. Giai thich tir ngfr

Trong van ban nay, cac tu ngu duoi day dupe hieu nhu sau:
1. Cac nganh dao tao ve cong nghe thong tin bao gom: Khoa hoc may 

tinh, Mang may tinh va truyen thong du lieu, Ky thuat phan mem, He thong 

thong tin, Ky thuat may tinh, Cong nghe ky thuat may tinh, Cong nghe thong
/ r r

tin, An toan thong tin, Ky thuat sua chua, lap rap may tinh, Thiet ke mach dien 

tu tren may tinh, Truyen thong va mang may tinh, Dien tu may tinh, Cong nghe 

truyen thong, Su pham Tin hoc, Tin hoc ung dung, Tin hoc vien thong ung 

dmig, Xu ly du lieu, Lap trinh may tinh, Quan tri mang may tinh, Quan tri he
t 9

thong, Toan ung dung, Dam bao toan hpc cho may tinh va he thong tinh toan, 
Dien tu tin hpc va cac nganh thupc nhom nganh May tinh va Cong nghe thong 

tin theo quy dinh cua Bp Giao due va Dao tao tai Danh muc giao due dao tao

2 Khoin niy dugre sua d6i, b6 sung theo quy djnh t$i khoin 1 E>i£u i cua Thdng tu s6 17/2021/TT-BTTTT ng&y 
30 thing 11 nim 2021 cua BO trudng B$ Th6ng tin vi Truy&n th6ng sura d6i, b6 sung m^t s6 di^u Th6ng tu s6 
11/2015/TT-BTTTT ngiy 05 thing 5 nim 2015 cua BO Th6ng tin vi Truyen thflng quy djnh chuin ky ning nhin 
l\rc cong nghO thdng tin chuy€n nghiep, c6 hi$u Ipc ki tit ngiy 01 thing 6 nim 2022.
3 Khoin niy dupe sua d6i, b6 sung theo quy dinh tai khoin 2 Dieu 1 cua ThOng tu s6 17/2021/TT-BTTTT ngiy 
30 thing 11 nim 2021 cua BO trudng BO Thdng tin vi Truyen thdng sura d6i, b6 sung mOt s6 di^u Thdng tu s6 
11/2015/TT-BTTTT ngiy 05 thing 5 nim 2015 ciia BO Thdng tin vi Truy&n thdng quy djnh chuin ky ning nhin 
l^rc edng nghO thdng tin chuydn nghidp, c6 hi$u l\rc kk tir ngiy 01 thing 6 nim 2022.
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c§p IV - trinh do dai hoc va Danh muc nganh, nghe dao tao cap IV trinh dp cao 

ding cua Bp Lao dong - Thuong binh va Xa hpi.
2. Trinh dp trung cap, cao dang, dai hoc su dung trong viec xep hang 

chuin ky nang quy dinh tai Dieu 4 Thong tu nay la cac muc dp kien thuc dupe 

quy dinh tai Luat Giao due va cac van ban huong din thi hanh.

Dieu 4. Quy dinh Chuan ky nang nhan luc CNTT chuyen nghiep

1. Chuan ky nang nhan lire CNTT chuyen nghipp la he thong cac yeu cau 

ve kien thuc va ky nang CNTT ma nguai lam viec trong Imh v\rc CNTT can dat 
de co the thuc hien mot hoac mot nhom cong viec cu the. Mot so Chuan ky nang 

nhan luc CNTT chuyen nghiep nhu sau:
a) Chuin ky nang Co sd du lieu (Ma DBSS): gom cac yeu cau ve kien

\ r * *

thuc va ky nang can thiet de thuc hien nhung cong viec lien quan den cac boat 
dong xay dung ke hoach tong the, xac dinh yeu cau, phan tich, thiet ke, xay 

dung, thu nghiem va quan ly van hanh he thong co so du lieu.
b) Chuan ky nang He thong mang (Ma NWSS): gom cac yeu cau ve kien 

thuc va ky nang can thilt de thuc hien nhung cong viec lien quan den cac boat 
dong xac dinh yeu cau, thiet ki, xay dung, thu nghiem, van hanh, bao tri, quan 

ly va tu van phat trien he thong mang may tinh.
c) Chuan ky nang Quan ly he thong CNTT (Ma SMSS): gom cac yeu cau 

vl kiln thuc va ky nang can thiet de thuc hien nhung cong viec lien quan den 

cac boat dong lap k! hoach, quan ly van hanh, quan ly nhan lire, quan ly ngudi 
su dung, quan ly tai nguyen, quan ly loi va sir cd, quan ly an toan thong tm, quan 

ly hieu nang, bao tri, danh gia boat dong cua hf thong va ho trp ngudi su dung.
d) 4 Chuan ky nang An toan thong tin (Ma CSSS): la he thong cac yeu cau 

kiln thuc va ky nang cin thilt d! thuc hien nhung cong viec lien quan den an 

toan thong tin.
d) Chuan ky nang Thiet ke va phat trien phan mem (Ma SDSS): gom cac 

yeu clu ve kiln thuc va ky nang can thiet de thuc hien nhung cong viec lien 

quan din cac boat dong xac dinh, phan tich yeu cau ngudi su dung, xac dinh yeu 

cau he thong hda, chuan bi phat trien he thong, thiet ke tdng the, thiet kl thanh 

phan, thilt kl chi tilt, lap trinh, ho trp cai dat phan mem va kilm thu phan mem.
2. Yeu cau ve kien thuc, ky nang: moi Chuan ky nang nhan luc CNTT 

chuyen nghiep co yeu cau ve kien thuc cor ban va yeu cau ve kien thuc, ky nang 

chuyen sau. Cu thl nhu sau:

4 Diem n&y dirge sua d6i theo quy dinh tgi khoAn 3 Bi£u 1 ciia Thdng tu s6 I7/2021/TT-BTTTT ngAy 30 thAne 
11 n&m 2021 cua BO tmdmg BO Th6ng tin vA Truy^n thfing sua d6i, b6 sung mOt s6 di^u Thdng tu so 
11/2015/TT-BTTTT ngAy 05 thAng5 nSm 2015 cua BO ThOngtin vATruyln thdng quy dinh chu&nky n&ng nhSn 
Igc edng nghO thdng tin chuydn nghi$p, cd hifu l\rc k4 td ngAy 01 thAng 6 n5m 2022.
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a) Yeu cau kien thurc ca ban: yeu cau kien thuc co ban ve CNTT doi vai 

cac Chuan ky nang nhan lire CNTT chuyen nghiep dugc quy dinh tai Phu luc so 

01 Thong tu nay, vai trinh do tuang ung theo tung hang quy dinh tai Khoan 3 

Dieu nay.
\ \ t

b) Yeu cau ve kien thuc, ky nang chuyen sau:
* ^ \ r

- Chuan ky nang Ca sa du lieu: cac yeu cau ve kien thuc, ky nang chuyen 

sau cua Chuan ky nang Ca sa du lieu duac quy dinh tai Phu luc s6 02 Thong tu 

nay.
* t \ \ r

- Chuan ky nang He thong mang: cac yeu cau ve kien thuc, ky nang
♦ f w

chuyen sau cua Chuan ky nang He thong mang dugc quy dinh tai Phu luc sd 03 

Thong tu nay.
- Chuan ky nang Quan ly he thong CNTT: cac yeu cau ve kien thuc, ky 

nang chuyen sau cua Chuan ky nang Quan ly he thong CNTT dugc quy dinh tai 
Phu luc so 04 Thong tu nay.

- Chuan ky nang An toan thong tin: cac yeu cau ve kien thuc, ky nang 

chuyen sau cua Chuan ky nang An toan thong tin dugc quy dinh tai Phu luc so 

05 Thong tu nay5.
* f w \ \ r

- Chuan ky nang Thiet ke va phat trien phan mem: cac yeu cau ve kien
thuc, ky nang chuyen sau cua Chuan ky nang Thiet ke va phat trien phan mem

/
dugc quy dinh tai Phu luc so 06 Thong tu nay.

3. Phan hang cac Chuan ky nang nhan lire CNTT chuyen nghiep: moi
♦

Chuan ky nang nhan luc CNTT chuyen nghiep dugc chia thanh 4 hang theo thu
f f r *

tu tu thap den cao tuang ung hang 04 den hang 01. Cu the nhu sau:
a) Hang 4:

\ t \ *

- Dap ung yeu cau kien thuc ca ban ve CNTT quy dinh tai Diem a, Khoan 

02 Dieu nay a trinh do trung cap, hoac tot nghiep nganh dao tao ve CNTT trinh 

do trung cap, trung cap nghe tra len.
\ \ f

- Dap ung cac muc yeu cau ve kien thuc, ky nang chuyen sau cua hang 4 

tuang ung vai moi chuan theo quy dinh tai Diem b, Khoan 2 Dieu nay.
b) Hang 3:

* r \ *

- Dap ung yeu cau kien thuc ca ban ve CNTT quy dinh tai Diem a, Khoan
' T t \

02 Dieu nay a trinh do cao dang, hoac tot nghiep nganh dao tao ve CNTT trinh 

do cao dang, cao dang nghe tra len.

5 Cym tu Chuin ky n&ng An to&n th6ng tin: ede ySu c&u ve kiln thuc, ky ndng chuyfin sdu cua Chudn ky ndng 
An todn th6ng tin duyc quy djnh t^i Ph\i lyc s6 05 Thdng tu ndy” duyc thay thl bdi cym tu Chuin ky nSng An 
todn thdng tin: ede ygu clu vl kiln thuc, ky ndng chuySn sdu cua Chudn ky ndnjg An todn thdng tin dugc quy 
dinh tyi Phy lyc Thdng tu ndy” theo quy djnh tyi khodn 4 Dilu l cua Thdng tu so 17/202 l/IT-BnTT ngdy 30 
thdng 11 ndm 2021 cua Bd trudng B0 Thdng tin vd Truyln thdng sua d6i, b6 sung mdt s6 dilu Thdng tu s6 
11/2015/TT-BTTTT ngdy 05 thdng 5 ndm 2015 cua B0 Thdng tin vd Truyln thdng quy dinh chudn ky ndng nhdn 
lyc edng nghf thdng tin chuydn nghifp, cd hi0u lyc kl tir ngdy 01 thdng 6 ndm 2022.
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- Dap ung cac muc yeu cau ve kien thuc, ky nang chuyen sau cua hang 3 

tucxng ung vai moi chuin theo quy dinh tai Diem b, Khoan 2 Dieu nay.
c) Hang 2:
- Dap ung yeu cau kien thuc ca ban ve CNTT quy dinh tai Diem a, Khoan 

02 Dieu nay a trinh do dai hoc, hoac tot nghiep nganh dao tao ve CNTT trinh do 

dai hoc tra len.
- Dap ung cac muc yeu cau ve kien thuc, ky nang chuyen sau cua hang 2 

tucmg ung vai moi chuan theo quy dinh tai Diem b, Khoan 2 Dieu nay.
- Co kha nang phu trach mot nhom can bo ky thuat tu 10 nguai tra len -

*
thuoc Imh vuc phu hop vai chuan ky nang tuong ung.

- Co thai gian lam cong viec tuong ung 6 nam lien tuc tra len a hang 3.
d) Hang 1:

\ f y *

- Dap ung yeu cau kien thuc ca ban ve CNTT quy dinh tai Diem a, Khoan 

02 Dieu nay a trinh do dai hoc, hoac tot nghiep nganh dao tao ve CNTT trinh do 

dai hoc tra len.
- Dap ung cac muc yeu ciu ve kiln thuc, ky chuyen sau cua hang 1 tuong

«v * * ' * ' . O. ? >

ung vai moi chuan-theo quy dinh tai Diem b, Khoan 2 Dieu nay.
- Co kha nang phu trach mot nhom can bo ky thuat tu 50 nguai tra len 

thuoc Imh vuc phu hop vai chuan ky nang tucmg ung.
- Co thai giahlam cong viec tuong ung 3 nam lien tuc tra len a hang 2.

Dieu 5. Hieu lye thi hanh6

Thong tu nay co hieu luc ke tu ngay 22 thang 6 nam 2015.

Dieu 6. To chuc thyc hifn
1. Chanh van phong, Cue truang Cue An toan thong tin, Cue truang Cue 

Cong nghiep cong nghe thong tin va Truyen thong, Thu truang cac ca quan, dan 

vi thuoc Bo Thong tin va Truyen thong, Giam doc So Thong tin va Truyen
f ^

thong cac tinh, thanh pho true thuoc Trung uang va cac ca quan, to chuc, ca 

nhan co lien quan chiu trach nhiem thi hanh Thong tu nay.

6 E>i6u 4, Dieu 5 cua Th6ng tir s6 17/2021/TT-BTTTT ng^y 30 thing 11 n&m 2021 cua Bp tnrdng Th6ng tin 
va Truyln thong sura doi, bo sung m6t s6 dieu Thong tu so 11/2015/TT-BTTTT ngiy 05 thing 5 nim 2015 cua 
B6 Thdng tin vi Truyen th6ng quy dinh chuin ky ning nhin l\rc c6ng nghp thong tin chuyen nghipp, c6 hi?u l\rc 
ke tir ngiy 01 thing 6 nim 2022 quy dinh nhu 
“Dieu 4. Dieu khoan thi hetnh 
Thong tu nay co hipu luc thi hanh ke tu ngay 01 thdng 6 nam 2022.
Diiu 3. TS chuc thuc hi?n
1. Chanh Van phong, Cue truang Cue An toan thong tin. Cue truang Cue C6ng nghiep cong ngh$ thdng tin va 
Truyin thong, Thu truang cac ca quan, dan v/ thugc Bq Thdng tin vd Truyen thdng, Gidm doc Sa Thdng tin va 
Truyen thdng ede tinh, thanh pho true thuQC Trung uang vd ede ca quan, to chuc, cd nhdn co lien quan chfu 
trach nhi$m thi hanh Thdng tu nay.
2. Giao Cue An toan thdng tin chu tri, phdi hqp Cue Cong nghiep cong ngh$ thdng tin vd Truyen thdng tham 
muu, huang dan to chuc thuc hien ve Chudn ky nang An toan thdng tin."

sau:
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2. Giao Cue Cong nghiep cong nghe thong tin va Truyen thong co trach 

nhiem tham mini, t6 chuc hurong dan vice thuc hien Thong tu nay; nghien cuu, 
de xuat, b6 sung, cap nhat cac Chuan ky nang nhan lire CNTT chuyen nghiep 

phu hop vdi dieu kien thuc te.
Giao Cue An toan thong tin chu tri, phoi hop Cue Cong nghiep cong nghe 

thong tin va Truyen thong tham mini, hudmg dan to chuc thuc hien ve Chuan ky 

nang An toan thong tin.
3. Trong qua trinh thuc hien, co phat sinh vuong mac, ca quan, to chuc,

ca nhan phan anh ve Bo Thong tin va Truyen thong (Cue Cong nghiep cong
> * / 

nghe thong tin va Truyen thong) de kip thoi giai quyet7.

BO THONG TIN VA TRUYEN THONG XAC THOC VAN BAN HOP NHAT
Ha NqI, ngaybt/Sthangtf nam 2022 

BO TRlTONG
^ /

S6:y/ol /VBHN-BTTTT

Ned nhan:
- Van phong Chinh phii (de d§ng Cong bao va ding 
tii tren Cong TTBT Chinh phu);
- Bq TT&TT: Bp tnr6ng vi ede Thir tnrcmg; ede ca //; \^ 
quan, dan vj thupc Bp;
- Cong TTBT Bp TT&TT (de ddng tdi);
- Lira: VT, CATTT, CNCNTT&TT (10b).

v A
f A
Oz
c h*

guyen Manh Hung



7
PHU Lyc SO 01

YEU cAu KIEN THtre CO BAN VE CNTT
(Ban hanh kem theo Thong tu so 11/2015/TT-BTTTT ngay 5/5/2015 

cua Bo truang Bo Thong tin va Truyen thong)

loan rod rac1.1.1
loan ung dying_____
Ly thuyet ve th6ng tin

1.1.2►to
Ly thuydt ca soU 1.1.3CA

to
Ly thuyet ve truyen thong
Ly thuyet ve do luang va dieu khien

1.1.4u

1.1.51 9 1.2.1 Cau true du lieu-a
1.2.2 Thuattoan1.2 Ihuat toan va lap trinh 1.2.3 Lap trinh
1.2.4 Cac ngon ngft lap trinh

B6 vi xtjt ly2.1.1
2.1.2 B6 nh6

t %

Cac cau phan may tinh2.1 2.1.3 Bus
2.1.4 Giao dien vao/ra9
2.1.5 IhiSt bi vao/ra
2.2.1 Cau hlnh he thong_____
2.2.2 Cac chi so danh gia he thong
2.3.1 He dieu hanh

Cac cku ph^in he thonga 2.2
2 bD

9
KO
ja Phan m§m trung gian2.3.2<4).

2.3 Phan mem He th6ng tep2.3.3
Cdc cong cu phat trien2.3.4
Phan mem ngudn mfr2.3.5

2.4 Phan cung 2.4.1 Phancung
Giao dien nguM su 
dung

3.1.1 Cong n^he giao dien nguoi su dung
3.1.2 Ihiet ke giao di6n3.1

Cong nghe da phuong tien
Ung dung da phuong tien

3.2.13.2 E)a phuong tien 3.2.2
He thong CSDL3.3.1
Thietke CSDL3.3.2

<«• Thao tac voi du' lieu3.3.33.3 Co so du lieu (CSDL)9 Xu ly giao dich (transaction 
processing)

J9
3.3.4

St
3.3.5 LTng dung CSDL9

*93 Kien true mang3.4.1ja&
Truyen va dieu khien du lieu
Cac giao thuc truyen tin

3.4.2JS
9 3.4 Mang 3.4.3-9

J3
3.4.4 Qu4n ly mangH

Ung dung mang3.4.5
3.5.1 Bao mat thong tin
3.5.2 Quan ly bao mat thong tin

Danh gia congnghe bao mat
Do luong bio mat thong tin

3.5 Bao mat 3.5.3
3.5.4
3.5.5 Cong nghf thuc hien bao mat

4.1 Cong nghe phat trien Xac dinh cac yeu cau he thong4.1.1
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hf thong rhiet kg kien true he thong ______

Xac dinh cac yeu cau phan mem
rhiet ke kien true phan mem va thiet 
ke chi tiet phan mem _____
Lap trinh vakiim thir phdn mem
rich hop phan mem va kiem thu chat 
luemg phan mem

4.1.2
4.1.3

4.1.4

4.1.5

4.1.6

rich hop h? thong va kiem thu chat 
iucmg he thong4.1.7

4.1.8 C& dat phan m6m
Ban giao phan mem4.1.9

4.1.10 Bko tri phan mem
Quy trinh vk c&c phirong phap phat 
trien4.2.1

Cac ky thuat quan ly 
^ 'phat trien pMn mem Quan ly ve ban quydn phan mem

Quan ly moi truong phat trien
Quan ly cau hinh va quan ly thay doi

4.2.24.2
4.2.3
4.2.4
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phv Lyc s6 02

YEU CAu VE KIEN THlfC, KY NANG CHUYEN SAU 

CUA CHUAN KY NANG CO SO Df LIEU
(Ban hanh kem theo Thong tuso 11/2015/TT-BTTTT ngay 5/5/2015 

cua Bo truang Bo Thong tin va Truyen thong)

Yeu cau can dat 
theo hangN$i dung/ Yeu cau can datMa tham 

chieu
Kien thirc Ky nang 4 3 2 1

Mo dun: Xay dung ke hoach tong the ve co' s(r dir lifuDBSS1 x x
Xay dung ke hoach ve he thong CSDLDBSS 1.1
■ C&c phuang ph^p ddnh gid he 
thong thong tin.
■ C&c phuang ph&p phan tich

* aXvan ae.
- Vi^c bAo tri he CSDL

■ Ddnh gid vi?c su dyng CSDL.
- Ddnh gid vi$c bdo tri CSDL.
- Van hdnh vd quan ly CSDL.
- Nghien cuu tong the cdc h? 
thong thong tin vd CSDL.
■ Lap ke hoach.
- Su d\ing cong cu Idp ke hoach.
- Gidi thich ro rdng ve k% hoach 
cho nhQng ngudd lien quan den 
CSDL.
- Bdnh gid cdc yeu cau can ddp 
ung cua CSDL.
- Thiet ke, xdy d\mg CSDL tuan 
thu cdc tieu chuan.
- Bdnh gid kh6i luqng vd dp phuc 
tap cua dQ lieu.

DBSS 1.2 Chudn hoa CSDL
- Cdc thdnh phan dG liyu.
- Thiet ke ma.
- Thiet ke du lieu.
• Ti'nh todn vpn cua dli lifu.

• Thiet lap cdc quy tdc ve chuan 
du lieu.
- Thiet ke ma.
• Gidi thich vipc chuan h6a ma vd 
dH lieu cho nhtfng ngudi phdt 
trien ung d\mg.
- Nhan biet vd xu ly khi c6 cdc 
quan diem khdc nhau.

Mo dun: Xac dinh yen can cua CSDLDBSS 2 x x X

DBSS 2.1 Khdo sat hign trang vd phan tich nhiem vu x X

- Chi tiet cong viec cua ngudri 
su dimg.
- Phuang phdp thu thap thong

* Xdc djnh nguon tin ve nhu cau 
cua nguoi sir d\mg.
- Thirc hipn cdc ky thuat vd trinh 
tu thu thap thong tin.
- Xdc dinh lupng thong tin can
thu thap.___________________

tin.
■ Cdc phuang phdp phan tich du 
lieu.______________________
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- C&c phucmg phdp phan tich 
van de.

- Phan tich cau tr& Idi cua cdc cd 
nhan va cdc nh6m.
- Lira ch<?n, phan tich thong tin 
thu thap dupe \k xdc dinh nhu
cau.
- Tap hgrp va t6m tat cac thong tin 
dd ySu cau.
- To chuc th&o ludn ve cdc van de 
quan trpng vd dua ra cdc gidi 
phdp khac nhau.

Xdc dinh pham vi cong viecDBSS 2.2
- Moi tnrong hp thong.

* * '
- Kien true he thong, phan cung
vd phan mem.
- Phdt trien CSDL.
- Tinh sdn sang cua ede tdi 
nguyen he thong vd ngdy ban 
giao d\r dn.
- Cdch tinh gift cong.
- Cdc han che ky thuat.
* Cdc phuomg phdp phan tich nii

■ Bien soan tdi lipu ro rdng ve 
pham vi edng vi$c ddp ung cdc 
yeu cau cua ngudi su dung.
- Phan biet quy mo, pham vi vd 
dp phuc tap cua d\r dn.
■ Dam phan veri nhirng nguoi lien 
quan ve cdc tieu chi thanh cong 
cua du dn CSDL.
- Tinh todn gift cong 1dm viec cho 
moi muc c6ng viec cua du dn 
CSDL.’
- Khdo sat, phan tich vd so sdnh 
cdc sdn phdm tren thi trufrng de 
Kdc dinh khd ndng dp d\ing cho 
d\rdn.
- Lap tdi lipu ve cdc han che ky 
thuat.
- Tu duy tong the.

ro.

Xdc dinh yeu cau so bp cua CSDLDBSS 2.3
- M6i tnrdng phdt trien he th6ng 
vd moi truimg van hanh hp 
thong.
- CSDL va tich hpp cong viec.
- Chuc ndng vd boat dpng cua 
he thong.
- Thi4t ke vd van hanh CSDL.

■ Chuyen doi yeu cau cua nguoi 
sir dpng thanh cdc yeu cau cua 
CSDL.
- Nhan biet cdc yeu cau mau 
thuan nhau vd dua ra cdc gidi 
phdp.
■ Phan tich su chinh xdc vd nhat 
qudn cua thong tin.
- Ap dung cong nghp hieu qud 
dap ung cdc yeu cau.
- Tim hieu ve s\r phan tdn cua du

■ Phan tich du lieu.
- Xdc dinh cdc yeu cau hieu 
ndng he thong.
- Chinh sdeh an todn thong tin 
cua to chuc.
- Ddm bdo todn ven dG lieu.
• Kiem sodt truy cap du lipu.

lieu
- Ddnh gid cdc tieu chi ddnh gid 
hieu nang.
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- Be xuat cich thuc b^io dim hieu 
n&ng.
• Chuyen cic y6u cau an toan 
thong tin cua ngufri su d\mg 
thanh cic yeu cau an toin thong 
tin cua h? th6ng CSDL.
- Chuyen c&c yeu cau van hinh 
nguoi su d\mg thinh cic yeu cau 
cua h? thong CSDL.
- Mo ti cic yeu cau quan trpng 
mpt cich ro ring vi chfnh xic.
- Lua chpn phuong phip truy6n 
thong phu hop v6i viec ri soit 
cic yeu cau vi thuc day tien dp 
danh gii mpt cich hipu qui.
- Can nhic cic y kien trii ngupc 
mpt cich phu hprp.

- Cac yeu cau van hanh he 
thong CSDL.
- Tien trinh ri soat.
- Cdc muc va ghi chu can dupe 
dua vao trong tii lieu xic dinh 
yeu ciu CSDL.

DBSS 3 Mo dun: Phan h'ch vi thiet ke CSDL X X X

Xay dung mo hinh du lieu muc chii niemDBSS 3.1
- Phan tich cau true thong tin, 
phan tich hu6ng doi tupng (Bieu 
do 16p).
- Chuyin cic yeu ciu cua ngudi 
su dung vio mo hinh muc khdi 
niem.
- Xic dinh thupc tinh th\rc the.
■ Xac nhan sp nhit quin giua quy 
trinh nghifp vp vi mo hinh dtt 
lieu.
■ Bieu chinh su khic biet giOa 
m$t so mo hinh muc khii nifm.
* Nhan biet vi giii quyet cic yeu 
cau mau thuan nhau.

- Phuong phip xay dpng mo
hinh.
- Bilu d6 quan he thuc the 
(ERD - Entity Relationship 
Diagram) vi cic mo hinh 
CSDL khic.
- Quy tic nghipp vp.
- Giao di6n do hpa ngudi su 
dpng (GUI - Graphic User 
Interface).

- Lap cic tii lipu de dpc ve mo 
hinh dO’ lipu muc khii nipm cho 
ngudd phit triin ung dpng vi 
ngudd su dpng.

Kiem chung mo hinh du lipu muc khai niemDBSS 3.2
- Mo hinh to chute. • Nim bit nhung moi quan tarn 

chinh cua ngudri su dpng.
- Giii thich mo hinh du lipu cho 
ky su phit trien ung dung va 
ngudri su dung.
• Xic nhan sp nhat quin giua cic

■ Quy trinh nghipp vu. 
-Co so du lieu (CSDL).
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mo hinh to chuc mo hinh dO
lieu.
■ Nhan biet giai quyet cdc yeu 
cau mau thuan.
* Giai thich sir thay doi cua mo 
hinh du lieu cho nhung ngu&i 
quan tarn de dugrc chap thuan.
- Lap t£i lieu de hieu ve mo hinh 
du lieu cho ky su phdt trien ung 
dung va ngubd sir d\mg.

Lhiet ke mo hinh du ligu muc logicDBSS3.3
- Chuyen doi tir mo hinh du lieu 
ERD sang mo hinh du lieu quan

■ CSDL quan he, mo hinh du 
lieu quan h?.
-Xay dung bang du lieu trong 
CSDL quan hf.
- Hieu suit th\rc thi CSDL
- Hieu biet ve quy tac chuyen 
doi tir bieu do ERD sang cau 
true SQL va NoSQL.
■ Chucin hoa.

he.
• Thuc hien chuan hoa.
- Chi ra han che ciia mo hinh dir 
li?u ERD.’
- Phan tich hu6ng doi tugmg 
(Bieu do 16p); Quyet dinh ve ede 
kieu da lieu, cac chi muc va 
Quyet dinh vi?c du thua du lif u 
vk thuy4t minh ly do.■ Cdc han che cua tinh loan ven. 

- Giao dien do hpa nguoi su 
dung (GUI).
Klein chung mo hinh du lieu muc logicDBSS 3.4
- Mo hinh cua to chuc. - Kiem chung da lieu \k dp chinh 

xdc va tinh pha hpp v6i muc tieu 
cua du dn.
- Lap t&i lieu de hieu ve mo hinh 
da lieu cho ngufri phat trien ung 
dung,

- Quy trinh nghiep vu.
- Ca sir du lieu.

Mo dun: Xay dung va Idem thir CSDLDBSS 4 x x X

DBSS 4.1 L\ra chon v^i cai dat he quan tri CSDL
- Nhan biet, hop nhat vk tom tat 
cac yeu cau kh&c nhau lien quan 
d§n h^ qudn tri CSDL.
- Nhan biet s\r hai 16ng hodc 
khong h4i 16ng cua ede nhom 
khich hang.
- So sdnh ckc quan diem khde 
nhau.

» Cac phuong phap thu thap 
thong tin tu nha cung cap giai 
phdp he quan tri CSDL (nha 
cung cap).
- Cac tieu chi lira chon.
- Moi truemg hipn tai va moi 
truong cai dat thbi gian thuc.
- Ung dung CSDL.
- Thiet ke va trien khai CSDL.
- Hieu nang CSDL.
- Tinh sin sang.

- Dinh gid thong tin tu nha cung 
cap.
- Gui yeu cau cho nha cung cap.
• Dam phan vdi ede nha cung cap.
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* C&c phirang phdp c^i d|t va 
d^nh gid he thong.
- Thu nghiem ung dung v& du 
li^u.
- Tinh tich hop phdt trien md 
rpng.

- Thu thdp thong tin cM dSt tu cdc 
to chiic kh^c.
- Ddnh gid s\r phu hgrp v6i m\ic 
tieu cua d\r dn CSDL.
- Lira chpn he qu&n tri CSDL tren 
ca sd can bang gitta c&c yeu to 
chi phi, chuc ning, hifu suat, tinh 
sin s&ng.
- NSm bit cic y kien d6i l&p.
- Gi&i thich quy trinh v& ly do I\ra 
chqn cho nhung ngubi lien quan.

Thiet ke CSDL muc vat lyDBSS 4.2
DBSS Xkc nhan moi tnrcmg vat ly muc tieu
4.2.1 - Bdnh gia hi?u nSng muc tieu.- Moi truong muc tieu.

- He qu£n tri CSDL muc tieu.
Phan tich giao djchDBSS

4.2.2 - Phan tich c&c giao djch va x&c 
dinh cdc yeu cau su d\mg.
- Phan tich c&c yeu cau tir g6c dp 
toan c\ic.

- Phuong phap tinh toan lu<7ng 
du lipu.
- Phuong phap phan tich giao
dich.
- Phuong j3h4p phan tich Imh 
vnjc c6t yeu.
C&c yeu cau cu the ve CSDLDBSS

4.2.3 *
- Chuan bi cdc tid lipu d\r phong 
cho vipc xdc dinh yeu cau va giii 
thich ly do.
- Phan tich c&c thong tin yeu cau 
vh dua vao yeu cau t6ng hop 
chung.
- Phan tich vk tu duy ve vipc su 
d\mg hf thong on dinh.
- X&c dinh c&c yeu cau CSDL phu 
hop vdi mpc tieu.
- Khai th&c c&c yeu clu ban dau 
cua mpt CSDL va ph&t trien c&c 
yeu cau hp thong chi tilt.
- Nhan biet c&c yeu cau mau 
thuan v& dua ra giai ph&p.

■ Chinh s&ch du lipu cua to 
chuc.
■ Chinh s&ch sao luu phuc hoi 
cua to chuc.
- Qu&n ly van hanh he thong 
CSDL.
- Hipu n&ng truy cap CSDL.

Thiet k4 kiln trueDBSS
4.2.4 - X&c dph kien true v& chuan bi 

t&i lipu.
- Phan tich c&c luu do thong tin 
v& du lieu.

- Vong dfri dG lipu (t^o lap, 
phan phoi, xu ly, loai bo).
- Nhu cau xu ly du lieu tai vi tri
cua ngufri sir dung,__________
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- H$ th6ng phan tan CSDL 
phan tan.
- He thong m&y chu, mdy tram.
- Uu diem vk nhugc diem cua 
cac CSDL tap trung hope phan

- Chuyen c&c yeu ciu cua ngudi 
sir d\mg thPnh thidt ke kien true.
■ Hgp nhat vk t6m tit ede yeu ciu 
khde nhau.
- Xac dinh cac van de ky thuat va 
de xuit gidi phdp.
- Gidi thich ve qud trinh lira chpn 
kiin true vd ly do cho nhung 
tiguiri lien quan.
- Thiet ki du lieu phan tdn.

tdn.
- Kien true mang.

Chuyen doi sang he qudn tri CSDL muc tieuDBSS
4.2.5 - Tim hieu mo hinh dfi' lieu muc 

logic.
■ Xem xet s\r on dinh cua he 
thong.
* Nhan biet han che cua h| qudn 
tri CSDL muc tieu.

■ qudn tri CSDL muc tieu.
- Lira chpn loai du lieu.
- Nen du lieu.
- Tinh toan ven da lieu.
- Thiet ke ban ghi vat ly.
- Cdc phuemg phdp tinh toan 
lugmg dur lifu.
- Khoa du lif u.

■ Tinh todn khong gian luu tru 
can thiet.

Thiet ke hieu nangDBSS
4.2.6 - Xem xet tinh on dinh ciia hf 

th6ng.
• Nhan biet han che cua h6 qudn 
tri CSDL muc tieu.

- He qudn tri CSDL muc tieu.
- Viec lyra chon each truy cap.
- Phuong phdp di6u chinh 
chuin hoa.
- Viec l\ra chpn chi so.

«
- Sir phan bo khong gian luu
tru.
Phan b6 vat ly cua du lifuDBSS

4.2.7 - Cau hinh thiit bi luu tru. - Phan tich mat dp truy cap du 
Lieu.
- Thiet k§ vung dtt lipu phan tdn 
vd vung bdn ghi phan tdn.
- Ddnh gid hieu qud van hdnh 
CSDL.

Thiet k4 an todn thong tinDBSS
4.2.8 ■ Dam bao an todn thong tin 

CSDL.
- Kiem sodt truy cap.

■ Ddnh gid tuong guan gitfa yeu 
cau bdo mat vd kiem sodt truy 
nhap.
• Phan quyen thfch hop.

Trien khai thirc hipnDBSS 4.3
- Trien khai hope chi dao trien 
khai xdc djnh CSDL theo hp qudn

- Xdc dinh CSDL thong qua
SQL.
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(xi CSDL muc tieu.
- Thu thap du li?u goc vi chuyen 
sang dinh dang dH li$u muc tieu.
- Kiem tra c&c mo hinh da li?u, 
cdc phan cua CSDL.

- Phuomg pMp thiet ke du li$u.
- Vi^c chuyen doi da lieu

DBSS4.4 Kiemthu
- Chuan bi da li§u phyc vu kiem- Phuomg ph&p kiem fra CSDL

- Vi$c sa d\mg cac cong cu 
kiem aa
■ Thu tuc kiem tra khi ph£t hien 
bat thuftng
- Viec kiem aa so sanh 
(benchmark)
- Luu aa va bao tri tai lieu

thu
- Ph&t hien bit thudng
- Phoi h<#> vdi dong nghi?p de 
dua ra giki ph&p xu ly c^c tinh 
hudng bit thudng
- Chi ra diem yeu cua CSDL v& 
d^nh gid inh huong doi vdi ngudi 
su dung
- Gi&i thich doi vdi ngudi lien 
quan mpt cdch chlnh xdc ve 
nhang diim yeu cua CSDL c6 
&nh hudng d£ng ke doi vdi ngudi 
sd dung
- Chuan bi t&i li?u hudng dan de 
hieu, diy du, chuih xac

Mo dun: Qu^n tri, van hfrnh he thong CSDLDBSS5 x x X X

DBSS5.1 Xay dung ke hoach van hanh h$ thong CSDL
- Phuomg phip gidm sdt.
• Cong cy gidm sdt.
- B&o tri phan cung.
- C4i dSt phan cung bo sung.
- Phyc hoi sao luu.
- Gi^m sdt h§ thong.
- Dim bko hieu nSng.
- Toan v^n da lifu.
- An toan thong tin va da lieu.

- Xay dung chinh sdch quan ly he 
thong aen co sd ngan sdch cd 
duyc.
■ Giai thich chinh s£ch qu^n ly 
van hanh cho ngudi su dyng.
- Nhan thuc duyc tim quan a<?ng 
cua vi?c giim sit.
- Liet ke c&c bit thudng.
- Nghien cuu viec van hanh he 
thong on dinh.
- De xuit cac bien phap d6i phd 
vdi bat thudng.
- Lap ke hoach cai dat bo sung.

DBSS 5.2 Van hanh va bao tri he thong CSDL
- Phuomg phap thu thap da lif u 
giam sat.
■ Su dung cac cong cu giam sat.
- Phuong phap phan tich da lieu 
giam sat.
- He dieu hanh._____________

- Phan tich da lieu giam sat.
- Mo ta cac phan tich mpt each 
chi tiit va chinh xac trong tai lieu
- Thuc hien cac bien phap thich 
hyp khi phat hien cac dieu kien 
bit thudng.
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- X&c dinh th6i diem thlch hpp dl 
cap nhat phan mem.
- Thiet l£p quy tic sir dung img 
dung mdri.
■ Giim sit tinh trang tuan thu 
chuin vi thiic day s\r cii ti6n.
- ChuAn bi cac tii lieu ve chuan.
- Giii thich s\r sai Ifch so vdi 
chuan c6 the lim giim hifu ning 
vi khi ning bio tri.
- Xic dinh cic chuan khong con 
thich ung v6i tinh trang thuc te va 
can loai b6.

■ Nhihi^ tic dpng khi cap nhat 
phan mem.
- Cic ung dung CSDL.
- Xay dimg chuan.

DBSS 5.3 Quin tri h$ thong CSDL
Bio ton tinh loan venDBSS

5.3.1 - Nhan biet, phit hi?n nhihig 
khiem khuyet ve tinh toan ven.
- Thuc hien cic giai phip khic 
phuc nhQng khiem khuyet ve tinh 
toin ven.

- Mo hinh du lieu.

Bio tdn cdu true vat ly cua du lif uDBSS
5.3.2 - ling dung CSDL. ■ Phan tich bio cio truy van.

- Phan tich cic yeu cau cua ngufri 
su dyng, th\rc hi?n giii phip vi 
dinh gii tic dpng.

Quin ly phuc hoi sao ImiDBSS
5.3.3 - Moi truimg h$ thdng.

- Sao luu phuc hoi.
■ Giai thich tinh trying sao luu cho 
ngufri sir d\ing.

Quin ly cic yeu cau ve tii nguyen vat lyDBSS
5.3.4 - Giai han cua cic tii nguyen 

vit ly.
- Khi ning cua tii nguyen vat

- Do lufrng viec su dung tii 
nguyen.
- Nim bit xu hudng su dpng tii 
nguyen mpt cich chinh xic.ly-

- Phuong phip do lufrng trang 
thii su d\mg tii nguyln.
- Cic ung dung CSDL.

- D\r bio vi?c md rpng su dung 
tii nguyen.
• Dinh gii sir cAn thiAt phii nang 
cip tii nguyen.
- Xic dinh viec su dyng bAt 
thudng cic tii nguyen.

Cic bien phip ung ph6 v6i viec kiem tra CSDLDBSS
5.3.5 - Viec kiem tra (audit) he thong.|- Giii thich chinh xic tinh trang

- Thu tuc kiem tra CSDL. }uin tri van hinh hf thong vdi 
nhan vien kiem tra h§ thong.
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- Mim bit cic tieu chi kiem tra v£ 
cdc bien ph£p ung ph6 v6i vi$c 
kiem tra.

DBSS 5.4 Pi£u chinh hifu nSrig CSDL
- Thiet ke hieu nang.
- Thiet ke bang.
- Thiet ke chi so.
- Phan bo vat ly.
- Truy cap thiet bi luu trQ’.
- Cai ti§n hieu nSng.

- Xac dinh nguyen nhan giam 
hifu nSng.
■ Van dyng cac bai hpc cai tien 
nhu mpt cdch dieu chinh hi^u 
nSng.
- Dam bao chic chin khong c6 
tac dpng tieu cue phdt sinh do 
vi$c thuc hien dieu chinh hieu 
□ang.
- Danh gia su cin thiet phai tang 
cu6ng thiet bi.

Ho tra ngu6i su dungDBSS 5.5
t «

Cung cap moi trirong phdt trien CSDL va ho trq su d\mgDBSS
5.5.1 • Thiet lap hoac sua doi ede chuan 

phat triin CSDL vd ede ung dyng 
CSDL.

- H§ qudn tri CSDL.
- Hy dieu hdnh.
- Cdc ung dyng CSDL.
- Phdt trien CSDL. ■ Tao sy thuyn Igri cho ngurii phdt 

trien ung dyng CSDL.
/

Cung cap moi trufrng su dyng CSDLDBSS
5.5.2 - Gidm thieu tac dyng doi v6i 

ngubi su dyng do sy thay doi cua 
m6 hinh dft lieu.

- Cdc ung dung cua ngudi su 
dung.
- Viec su dyng phin mem cua 
ngu6i su dung.
Xay dyng vd thyc hien ke hoach ddo tao ngucri sur dyngDBSS

5.5.3 - Cdch thuc thuc day tien trinh 
ddo tao ngudi su dyng.

- Xay dyng ke hoach ddo tyo vd 
ho tra theo khd ndng su dyng 
phan mem cua ngucri su dung.
- Ddnh gid ky ndng cua ngurii su 
dyng vd phdn dnh chi tiet cdc ket 
qud ddo tao.
• Phan rich qud trinh ddo tao 
ngudi sir dyng.
- Phan rich nhu cau cua ngudri sir 
dung ve ddo tao vd cdc bi?n phdp 
ddp ung.

Khao sdt cdc yeu cau bo sung cua ngudd sir dyngDBSS
5.5.4 - Thu thap thong tin ve yeu cau 

cua ngudd sir dung.
- Phan rich yeu cau.

■ Chuyen cdc yeu cau cua ngudd 
sir dung thdnh cdc y£u cau ve 
c6ng nghe cua he thong.
• Gidi thich phu hyp cdc yeu cau
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khong dung cua ngufri sir dung.
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YEU CAU VE KIEN THlfC, KY NANG CHUYEN SAU
CUA CHUAN KY NANG HE TH6NG MANG• •

(Ban hanh kem theo Thong tu so 11/2015/TT-BTnT ngay 5/5/2025 

cua Bo trucmg Bo Thong tin va Truyen thong)

N$i dung/ Yeu cau can dat Yeu cau can dat 
theo hang

Ma tham 
chieu

Kien thirc Ky nang 4 3 2 1
Mo dun: X6c dinh yeu cau ve he thong mangNWSS1 x x
Phan tich yeu cau su dung mangNWSS 1.1

■ Xdc dinh c&c nguon thong tin 
chinh ve nhu ciu cua nguiri sir 
d\mg.
• Xdc dinh lugmg thong tin can thu 
thap.
■ Phan tich phdn hoi cua c&c c^ 
tihan vk nh6m.
- Lira chpn, thu thap du li?u lien 
quan den c&c nhi^m vu v& x&c 
dinh nhu cau ve du li^u.
- S&p xep v& t6m luge thong tin ve 
yeu cau.
- Phan tich va x&c dinh s\r phvi 
thupc lan nhau cua thong tin.
- Xay dung tai li6u tham kh&o chi
tiet ve c&c han che cua cong nghf.

♦

• To chuc c&c cupc th&o luan tu do 
v& x&c nh&n c&c cau hdi.
- Lam vi$c nh6m.

-Phuong ph&p, quy trinh v& 
thirc hien thu thap thong tin.
■ X&c dinh muc tieu v& pham vi
kh&o s&t.

*
- Kien true mang, topo mang, 
phan cung v& phan mem.
- Cong nghe k4t noi mang v& 
moi trucmg van hanh mang.
- Thiet ke mang.
- C&u hinh he th6ng.
- Cau hinh phan m6m ung d\mg 
v& phan mem trung gian 
(middleware).
• C&c han che cong ngh?, c&c 
chuan ph&n cung, ph&n mem va 
quy trinh xir ly.
- C&c ky thu&t phan tich rui ro.

Phan tich he thong mang hien c6NWSS 1.2
• Phuomg ph&p thu thap thong * Do luimg v& d&nh gi& luu lugng 

mang.
- X&c dinh c&c kh& n&ng nghen 
mang tren ccr sir cau hinh h? 
th6ng.
- Phan tich he thong.

tin.
- Do luimg luu lugng mang.
■ C&c cong cu phan tich luu 
lugmg.
- Cau hinh hg thong.
- C&u hinh mang.
- Cau hinh phan mem ung 
dpng, phan mem trung gian.

NWSS 1.3 X&c dinh pham vi cong vice
t

- Kien true mang, topo mang, 
phan cung v& phan mem.
• Cong nghe ket noi mang v&

- Xay dung tai ligu chi ti£t ve 
pham vi cong vi6c.
• S&p xep c&c yeu cau de dap ung
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moi truang van hanh.
- Tai nguyen sin c6 th6i 
gian hogin thanh d\r dn.
- Khoi lucmg cong viec.
- Cac ban che cong nghe.

muc tieu.
- Du dodn ket qud phdt triln theo 
kinh nghiem vd kien thirc co dugc.
- Lap ke hoach tren co s6 cdc khd 
ndng ve ngu6n l\rc vd ban cbe.
- Trinh bay true quan ede nhiem 
vu can thuc hi?n theo edeh tuan t\r 
bode song song.
- Ddm phan ve cac tieu chi can dat 
duoc.
- Xem xdt tong thl nhieu van dd.

Xdc djnh ede yeu cau ve he thong mangNWSS 1.4
- He thong va khd ndng tich 
hop cua he thong.

f f

- Cong nghe ket noi mang vd 
moi truemg vdn hdnh.
- Kien true mang, topo mang,
phan cung vd phan mem.

> >
- Cdc yeu cau ve hieu nang.
- An todn thong tin mang.
- Vong din cua he thong.
- Do tin cay cua mang.
- Cdc yeu cdu van hdnh mang.
- Cdch thuc thuc hien ra sodt.

- Phdn dnh cdc yeu cau xu ly thong 
tin cua to chirc dudi dang cdc yeu 
cau doi vdri h$ thong.
- Xdc dinh mong muon cua nguiri 
sir dung.
- Nhan bi4t mau thuin giGa cdc 
yeu cdu vd dua ra cdch khde phuc.
- Phan tich tinh chinh xdc vd nhat 
qudn cua thong tin.
- Gidi quyet cdc van dd vd cong 
nghe.
- Bdnh gid cdu hinh cua he thong.
- Lap tai li$u tham khdo chi tiet bo 
tro cho cdc yeu cau.
- Quan sat cdc doi tuong tir nhidu 
khia canh khde nhau.

Mo dun: Thiet ke he thong mangNWSS 2
Khdo sat, danh gid cong nghe vd sdn pham se dp dpngNWSS 2.1
• Phuong phap thu thap thong - Phdn tich vd xdc dinh sir phu 

thupc lan nhau cua thong tin.
- Gidi thich thong tin cong nghe 
bdng cdc cong cu thich hop.
- Lap tai lieu tham khdo chi tiet ve 
cdc han che cua cong nghe.

tin.
- Kidn true mang, topo mang, 
phan cung vd phdn mem.
- Cac ban che cong nghe, cdc 
chuan phan cung, phan mem vd 
quy trinh xir ly.
Thiet ke he thong mangNWSS 2.2
Xdc dinh kidn true mangNWSS

2.2.1 - Cau hinh he thfing cua ung 
dung.
- Dich vu lop cao trong mo 
hinh OSI.

%
- Phan biet giua cdc yeu cau th\rc 
te vd cong nghe mong muon.
- Du dodn cdc ket qud d\ra tren 
nhung trai nghiem trong qud khu
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va kien thuc hi$n c6.- Cac chuan vk quy trinh cong 

nghe ket noi mang.
- C^c cong c\i vk phuong phdp 
thiet ke ki6n true mang.
- Kien true mang, topo mang, 
phan cung va phan mem.
- So do thong tin.
- Loai thong tin vk luu lugmg.
- Thong luong (throughput).
• Thong ke vh u6c lugng t^i lim 
luong v£ thong lugmg.

- Phan tich xu the bang phuong 
phap d\r bao.
- Phan tich thong tin cong ngh? va 
giai thich mpt each ro rang va 
ngSn gpn.

Mpn phap an tpan thong tinNWSS
2.2.2 ■ Nhan biet va then khai chinh 

sach an toan thong tin.
• Banh gia, sua doi cac tieu chi v6 
an toan thong tin.
• Phat hipn cac van de ve an toan 
thong tin 6 khia canh dao due.
■ Xac dinh cac loai rui ro.

- An toan hp thong va nhung 1§ 
hong bao mat tiem tang.
- An toan mang.
- Cach thuc bao ve thong tin.
• Van ban quy pham phap luat 
ve an toan thong tin

Bien phap tin cayNWSS
2.2.3 - Nh|n biet muc dp yeu ciu d6i 

v6i cac bipn phap tin cay cua ung 
dyng.
■ Can bang cac biSn phap tin cay 
va cac chi phi can thiet.

- Bp tin cay.
■ Hipu qua kinh te (can bang 
giua chi phi lap dat va chi phi 
van hanh, bao tri).
• Cac dich vy truyen thong tm.

NWSS Kich ban thi6t ke
2.2.4 - Ckc tieu chuan va quy trinh 

xu ly ket noi mang.
- Cau hinh h? thong cua ung 
dung.
- Kien true mang, topo mang, 
phan cung va phan mem.
- Cong nghp mang va each cai 
dat cac chuc nang cua thiet bi.
■ Tinh tich hpp va phat trien md 
rpng cua giai phap.

- Tai su dung toi uu phan cung 
hipn c6.
- Xay dung cac so do khoi va su 
dyng ede cong cy vg bieu do.
- D\r doan nhung ket qua dpa tren 
kien thuc sin c6.
- Trinh bdy y tudng, thong tin 
phuc tap.
- Bdnh gia ckc ke hoach khde nhau 
va l\ra chpn mpt ke hoach hpp lu.
■ Bua ede chuan vd thu tuc vdo ede 
tdi lieu ky thuat.

Lap ke hoach van hanh cho hp thong mang moiNWSS 2.3
- Trinh bdy vln de, yeu cau vk dat 
cau h6i vk to chuc sip xep ede cau

■ Hoat dpng nghiep vy.
- Cdc ben lien quan vd ede 
ohdm Idra vipc.
- Cdc thu tyc chuyen doi.

h6i.
- Xdc dinh cdc nhu cau thong tin.
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- Cic v§n de to chtrc lien quan 
den an toan th6ng tin.

- Thuc day hop t£c.
- Phan tich va tong hgp thong tin.
- Sir d\mg phin mlm quin ly d\i
to.
- Duy tri cic ^uy trinh to chore dua 
tren cic quy tic cua to chuc.
■ Tim hieu urng dung cua ngudi su 
dung vi lien ket nhu ciu cua hp 
vdi cau hinh cua ung dung.
- Phan tich true quan moi quan he 
giura cic bp phan va tong thS cung 
nhu cic quy trinh va thu tuc.

NWSS 2.4 Lap ke hoach tbyte hien
• Phuong phip tich hop va 
cong cu phan tich luu lupng.
- Cich thuc th\rc hien ke hoach 
va inh huong doi v6i ngudi su 
dung.
- Mang vi moi tnrdng van 
banh.

■ Thu thap va phan tich thong tin.
■ Giii thich ro ring cic thong tin 
ve cong nghp.
■ Giii thich vi tong hpp ket qui.
- Phan tich thong tin, tinh huong 
vi lap ke hoach trong gidri han 
nghipp v\i vi tii chinh.
- Lap ke hoach boat dpng, phoi 
hpp hoat dpng vi thuc hien ke 
hoach.
- Sir dung cic cong cp quin ly d\r 
to vi phan mem lap lich.
- Du toto chi phi thiet ke, xay 
dung vi chi phi van hinh, bio tri 
hp thong.

NWSS 2.5 Ri soit thi6t kd
- Cac thu tuc ri soit thiet kd.
- Kien true mang, topo mang, 
phan cung vi phan mem.
- Mang vi moi trudng van 
hinh.

- Truyen dat thong tin ve edng 
nghe cho nhung ngucri sir dung 
khic nhau.
- Giii thich ro ring cic thong tin 
ve cong nghp.
- Lang nghe y kidn phe binh mang 
tinh xay dpng.
- Giii thich ro ring thong tin vS 
cong nghe vi sii dung cic cong cu 
thich hpp de giii thich.

Mo dun; Xay dpng va thu* nghiem hp thong mangNWSS 3 x x X X

Thpc hien cic bu6c chuan bjNWSS 3.1
- Cau hinh hp thong.
- Cii dit phan mem va cic thu huong.

- Phin tich thong tin vi tinh
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tuc de thiet dat cau hinh. - Xem xet rui ro.
- Chuan bi cac ke hoach khac 
nhau.
- Xay dung ke hoach hoat dong.
- TuSn thu cdc thu tuc thich hop.
- Lap tai lieu chi tiet ve luong quy 
trinh nghiep vu.
- Dam phan va phoi hop cho den 
khi cac ben lien quan dong y de 
cai dat.

- Cac ben liSn quan va nhom 
lam vifc.

NWSS 3.2 Cai dat mang
- CM dat phMi mem va cac thu 
tuc d6 ciu hinh.
- Cac vMi dk chuySn d6i du lieu 
va cac thu tuc thuc hien.

t \ \

- Cac vMi de ve tuong thich va 
cac thu tuc thuc hien.
- Cau hinh phan cung.
- Kien true mang, topo mang, 
phan cung va phan mem.

- Xay dung ling dung mcd.
- Trinh bay cac thong tin ve cong 
viec cM dat cho nguoi sii dung.
- Xem x& cac y kien (16i noi hoac 
van bMi) va co phMi h6i thich hop.
- Ap d\mg chien luqc cm tien lien 
tuc va cac cong cu ho trq.
- Giai quyet kip thoi cac mau 
thuan.
- To chiic nhieu lich trinh va quMi

r

ly cac moc quan trong, dua ra cac 
dieu chinh can thiet.
- Minh hoa tac dong ve hieu suSt 
va thuc hien cac dieu chinh can 
thiet.

NWSS 3.3 Chuan bi th\i nghiem
- Cac cong cu va thu tuc thii 
nghiem.
- Cac yeu cau nghiep vu.
- Cac ling dung.
- Moi truong mang.
- Cac Mih huong cua loi den 
hieu nang he thong.
- Ngan sach din thiet va co c&u 
to chiic.

r

- Kien true mang, topo mang, 
phan ciing va phan mem.

- Thuc hien viec phan tlch he 
thong.
- Truyen dat va hieu thong tin.
- Phan tlch va xay dung cau true 
he thong.
- Xac dinh cac thiet bi thu nghiem.
- Lien ket cac loi voi chiic nang 
ciia he thong.
- PhMi tlch nguyen nhan/ ly do cua 
cac vin de va d6 xuM k4 hoach 
hMih dong.
- Phan tlch du H?u.
•• Danh gia miic dp phu hpp ciia 
cac tinh huong nghiep vu voi cdu 
tnic h§ thong.
- Bam phan dk cung cip cac_____
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ngudn l\rc can thiet.
- Nhan biet c&c diem manh va han 
che cua h$ thong.

NWSS 3.4 Thu nghiem mang
■ Sir d\mg ckc cong c\i lap ke 
loach.
• Gi&i quyet van de ve quy trinh v& 
thu tuc trong pham vi trdch nhi?m 
:ua mlnh.
- Phan tfch phan bifn c&c chi tiet.
• Ghi lai c^c ket qu^ thOr nghiem.
• Xem xet c&ch thuc phu hop de 
thuc day quy trinh.
- Kiem soat cac moc quan trpng.
- Khuyen khich va ho trg cac 
th&nh vien cua nh6m va phan cong 
trdch nhiem de d^t mpc tieu cua 
nh6m.

> Phuong phdp th\rc hifn thu 
nghiem va cdc thu tuc.
- Kien true mang, topo mang, 
phan cung v& phan mem.

NWSS 3.5 Phin tich v^danh giaket qu^ thirnghiem
- Ap d\mg c^c quy tic/nguyen tic 
doi v6i quy trinh/dS lieu lap 
luan logic dk nit ra ket luan.
- Gi&i thich ve c&c y tu6ng/thong 
tin phuc tap.
- Xem x6t phuong phdp giai quyet 
van de mot c&ch sdng tao v^ xay 
dung ke hoach/phuong phdp tiep 
can men.
ft 4 /

- NSm bat va chuyen ede ket qua 
thu nghiem vdo trong cac tinh 
hu6ng thuc.

- Sdn pham va moi tuemg quan 
trong moi trudng thu nghiem.
- Quy trinh edi tien lien tuc de 
thuc hifn thu nghiem.
- Cdc thu tqc bdo cdo trong to 
chiic.

NWSS 4 Mo dun: Van hdnh va bdo tri hg thong mang
NWSS 4.1 Thuc hien cdc bude chuan bi cho ngudn su dung

x x X X

- Chlnh sdeh va thu t\ic cua to 
chiic.

■ Ap dung cdc quy tdc, thu tuc cho 
tai khoan vd lap tdi li$u.
■ Mo td nOi dung cdc thu tpc bdo- Viec md rpng cdc thii tuc.

- Lap vd luu tru' tdi lipu.
• Cdc cong cu an todn thong tin.
- H? dieu hdnh vd h| th6ng
mang.

0

- Thiet lap mang cho ngudd sii 
dung.

tri.
- Tuan thii cdc quy tie, chinh sdeh 
vd thii tpc.

t 0

- Xdc dinh vd gidi quyet cdc van
de.
- TiSp nhan cdc cau hoi vd xdc 
dinh noi dung cau h6i.

Xay dung chinh sdeh bdo tri, cdp nhat vd nang capNWSS 4.2
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■ X&c dinh nhu cau mong muon 
cua ngu6i su dvmg.
- D\r doin k4t qu& d\ra tren kien 
thuc da c6.
- Be xuat wk thuc hi?n ke hoach 
h&nh dpng.
- Giii thich ve cdc y tu6ng \k 
thong tin phuc tap.
■ Banh gia cau hinh s\r on dinh 
cua he th6ng.
- Thu thap thudng xuyen thong tin 
ve san pham mdi.

- C^c h? thong nghiep v\i.
- V6ng ddd cua he th6ng mang.
■ Kien true mang, topo mang, 
phan cung phan mem.
■ Sir phu thuoc giua he dieu 
hanh hf thong.
- Cdc thii tuc sao luu.

NWSS 4.3 Lap ke hoach b^o tri
- B&nh gia tac dpng ciia c^c loi ky 
thuat.
- Lap tai lieu ho trq mpt c^ch chi 
tilt v& ro rang.
- B^m ph&n hudng t6i thda thuan.
- D\r dodn ckc ket qu^. ve mat cong 
nghe.
- N5m bit va truyln dat thdng tin 
cho cic ben c6 lien quan mpt each 
thuyet ph\ic va dap ling muc tieu.

* Cac cong cy va thu tyc bao tri.
- Cac thii tuc vSn hanh he thong 
mang cua to chiic.

NWSS 4.4 Thyc hien bao tri, cap nhat va 
nang cap

- Thuc hien vife cai tien, siia doi 
phu hgrp vdi su phat trien ciia cong 
nghe-
- Banh gia cau hinh, tinh on dinh 
ciia he thong.
■ Lap ke hoach quy trinh thyc 
then.
- Tuan thii cac thii tyc phu hyp.
- Tim hilu vi$c v$n hanh, dap ling 
ciia he thong.
■ Tim hieu va danh gia cac dO lieu 
nhan duye.
- Trinh bay thong tin myt each ro 
rang va chinh xac.

- Cac thu tuc thyc hien cap 
nhat.
- Ly do cap nhat.
- Cac van de chuyen doi du lieu 
va cac thii tyc cung nhu cac van 
de tuong thich vh thu tyc giai 
quyet.
- Kien true mang, topo mang, 
phan ciing va phan mem.
- Thu tuc bao tri.
- Che thu tyc va tieu chuin lap 
tai liyu bao tri.

NWSS 4.5 Sao luu va phuc hoi du lieu
t XX- Cac thii tyc sao luu va phuc Nhan biet cac van de trong he

thong va danh gia tarn quan trong 
ciia chiing.

hoi dfl: lieu.
■ Kien true mang, topo mang,
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phancung va phan m6m. - Thuc hi^n cic thu tyc.

- Lap tai li?u li?u ho try chi ti4t 
tren ccr so c^c thong tin v& cic 
boat dong.
- Dinh gii tic dpng ciia cic hanh 
dong,

• Cic phuong tien sao luu.
\

- Cic quy dinh ve luu trir difn
tu.

Quin ly ciu hinh he thong mangNWSS4.6
- Sir dynj* cic cong cu ki4m soit 
thanh phan mang.
- Su dung ca s6 du li$u dang ky.
- Lap cic tai lieu ho try chi ti4t.
- Thuc hi?n viec giim sit ve su 
dung an toan va hieu qua tai 
nguyen.
- Phoi hyp vdi ngudi su dyng lien 
quan den viec phan bo by nha.
- Thuc hien giim sit cau true 
mang va viec su dyng hieu qui cic 
tii nguyen duyc dau tu.

- Thuc hien ding ky (registry) 
trong ca sd du lieu va truy nhap 
cy so du lieu.
- Cic thu tuc cua to chuc trong

r ♦ -K

viec mua sim va kiem soit dau
tu.

Mo dun: Quan ly h| thong mangNWSS5 xX X

Thuc hien cong viyc giim sit mangNWSS5.1
- Phuong phip thu thap du’ lieu 
giim sit.
- Cach su dung cic cong cu 
giim sit.
- He dieu hinh.

- Phan tich dtr lieu giim sit.
- Lap cic tii lieu co noi dung phan 
tich myt cich chi tiet.
- Nam bat cic xu hudng ve hiyu 
nang vi chan doin sai lych ve hieu 
ning.
- Su dung phan mem quin ly du

- Cic umg dyng.
■ Kien true mang, topo mang, 
phan cung vi phin mem.
- Mang LAN, WAN vi cic mo 
hinh mang khic.
• Chinh sich vi thu tuc an toin 
thong tin cua to chuc.
• Viyc lap tii liyu, luu tru: vi 
cic cong cy an toin thong tin.

in.
- Phan tich boat dyng cua he thong 
vi tic dyng, hieu qui cua he 
th6ng.

NWSS 5.2 Phan tich su co vi phuc hoi
- Phuong phip phan tich dtf 
liyu giim sit.
- Hy dieu hinh.
- Cic img dyng.
- Kiln true mang, topo mang, 
phin cung vi phan mem.
- Mang LAN, WAN va cic mo

■ Thuc hiyn cic biyn phip thich 
hop khi co su co bat thudng.
- Giii thich vi dinh gii so lieu.
- Thuc hiyn xu ly su c6 khi co true 
trie va ngung he thong.
- Nim bit cic xu hudng ve hieu 
ning vi chan doin sai lych ve hieu
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hinh mang kh6c.
- CAc cau phan va thiet bj dieu 
khiln cua mang.
• Cac thu tuc khac phuc su co.

n^ng.
■ Viet bdo c&o theo doi s\r co v& de 
jcuatxu ly loi.

NWSS 5.3 Phan tich hieu n^ng he thong
■ Kien true mang, topo mang, 
phan cumg va phan mem.

- Su dung ede cong c\i do lufrng va 
giam sdt mang.
- Phan tich hf thong.
- Su dung ede cong c\i kiem tra.
• Phan tich vd ddnh gid dp chinh 
xdc dG lieu.
- Chin dodn gi6i han ve hi?u ndng.
- Ndm bit xu hudng hieu ndng vd 
chdn dodn sai l$ch ve hieu ndng.

■ Trang thdi luu luomg mang.
■ Phan h6i cua h^ thong.
- V6ng dbi cua he thong.

Phan tich vd doi ph6 vfri ede vi pham ve an todn thong tin.NWSS 5.4
■ Kien true mang, topo mang, 
phan cung vd phan mem.

- Doi ph6 thich hgrp tai thdi diem 
vi pham.

- Cdc thu tyc giam sdt.
- Cdc cong cp phat hi§n xam 
nhap trdi phep.
- Cdc bi?n phdp doi ph6 vdi 
hdnh vi vi pham an todn thong

- Su d\ing cdc c6ng c\i gidm sdt 
mang vd cong cy phdt hi?n xam 
nhap trdi phdp.
■ Su dyng cdc cong cu phdng 
ngdra.
- Thu thdp th6ng tin mpt edeh 
thubng xuyen.

tin.
- L8 hong an todn thong tin vd 
bdn vd loi.
-Virus may tinh.
Mo dun: Bdnh gid he thong mangNWSS 6 x x
Danh gid he thong mangNWSS 6.1
- Thu tyc ddnh gid, thu tuc - Phan tich vd tich hyp thong tin. 
gidm sdt,-thu tuc bdo edo va . gu dung cdc cong cy lap mo hinh 
chinh sdeh cua hy thong mang vd mo ph6ng.
trong to chuc. . £)dnh gid, dieu chinh ke hoach
- Cdc nguon luc ciia to chuc vd ^oat dpng. 
cdc han che cua ngudn lire
■ Quy trinh, thu tuc gidm sdt 
tren hp thong.
- Cdc chuan lap tai lipu vd cdc 
thu tyc de ph6 bien trong npi bo 
to chuc

- Xdc dinh cdc diem can cai tien.
- Bdo cdo cong tdc ddnh gid hp 
thong mpt edeh de hieu.

Dua ra de xuat edi tien he thong mang_______________________
- V6ng dbi cua he thong mang. - B§ xuat cdc sua doi vd edi tidn hf
- Du bdo luu luemg mang vd p^ng va phan tich cdc muc tieu, 
yeu cdu cua hp thong mang

NWSS 6.2

rdng bupc.
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- Phiromg phdp thu thap thong - Thu thap thong tin thufrng xuyen 

ve c^c sin phim m6i.
- NSm bit xu hu6ng cau hinh he 
thong mang cua c&c to chuc khac.

tin.
- Han che cong nghe va c&c 
chuan phan cung, phan mem v& 
quy trinh xu ly.
Mo dun: Tir van ph&t trien thong mang

A A A A XTu van ve lap ke hoach v£ phan tich he thong mang
ISTWSS7 x x

NWSS 7.1
- V6ng d5i cua h$ th6ng mang.
- Ddnh gid he thong mang.
- Du bdo huong phat trien he 
thong mang
- Qudn ly he thdng mang

- Ndm bdt xu hudng vl ciu hinh 
cua he thong mang trong cdc t6 
chuc khac.
- Tong h<?p nhthig diem chinh 
trong cdc cupc thdo luan t\r do.
- Ldm viec nhom.
- Thuyet trinh.

A a • A * *Tu van ve thiet ke va xay dimg he thong mangNWSS 7.2
- Thiet ke va xay dung h? thong 
mang.

- Ndm bit xu hudng ve cau hinh 
cua he thong mang trong cdc to 
chuc khdc.
- Tong hop nhung diem chinh 
trong cdc cuqc thdo luan t\r do.
- Lam vi$c nh6m.
- ThuySt trinh.

Tu van ve van hanh vd bao tri he thong mangNWSS 7.3
■ N&m bat xu hudng ve cau hinh
cua he thong mang trong cdc to
chuc khdc.

« «
■ Tong hop nhung diem chinh
trong cac cuqc thao luan t\i do.
- Ldm viec nh6m.
- Thuyet trinh.______________

- ViQC van hdnh va quan ly he 
thong mang.
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YEU CAU VE KIEN THU'C, KY NANG CHUYEN SAU 

CUA CHUAN KY NANG QUAN LY HE THONG CNTT
(Ban hanh kem theo Thong tu so 11/2015/TT-BTTTT ngcry 5/5/2015 

cua Bo truang Bo Thong tin va Truyen thong)

Yeu cau can dat 
theo hang

MS tham 
chieu N91 dung/ Yen cau can dat

Kiln thnc 2 1Ky nSng 4 3
Mo dun: Lap ke hoach quan ly he thongSMSS1 x x
Xac dinh cac yeu cau qu£n ly he thong

> 1 y r

- Noi dung va cdc dieu khoan lien - Tim hieu ve chien luac tin hoc/
quan den cong viec cua ngucri sur hoa. 
dung.
- Viec thu thap thong tin.
- C&c phuong phap ph&n tich van

SMSS 1.1

>
- Xac dinh nguon thdng tin 
chinh ve nhu cau nguoi su 
dung.
- Thuc hien cac phuong phap
va thu tuc thu thap thong tin.

«%
- Phan tich phan hoi tir cac ca 
nhan vd cac nh6m.
■ Ap d\mg phuong phap phan 
tich c6ng viec de d§ xuAt cdi 
tien va cai each.
- Ap dung phuong phap phan 
tich van de d6 giai quyet cac 
vdn dh ve quan ly he thdng.
- Lap tai lieu ve cac ket qua 
phan tich, ke hoach cai each vh 
giai thich cho ngufri su dung.

de.
- Cac xu hudng Men tai va tuong 
lai eda loai hinh ngMep vu, ng&nh 
ngh§, Imh vvre boat dong cua t6 
chuc.
- Cac xu hudng hien tai va tuong 
lai cua CNTT.
- Viec van hanh quan ly tong the 
he thdng.
- Quan ly con ngudi.

SMSS 1.2 Xac dinh cac dich vu quan ly he thong
> Cong viec cua nguoi su dung.
- Viec su dung h6 thong.
- Viec quin ly he thong
- Cac rui ro trong quan ly van 
hanh he thdng.
- Thuc trang cua to chuc va cong 
nghe Men tai.
- Phuong phap dinh lupng npi 
dung cua ede dich vu.

- Lap tai lieu cho ngudri su dung 
ve pham vi cua cac dich vu.
- Dam phin voi nguoi su dung 
ve npi dung dich vu, cac muc 
dich vu va pham vi trach 
nM|m.
- Xac dinh pham vi va muc 
dich vu phu hop vdi ngan sach 
hien co.
■ Xac dinh cac han che ve pham 
vi va muc do ciia cac dich vu 
dupe cung cap.

Tinh toan cM pM/ loi ich cua cac dich vuSMSS 1.3
- Ke toan.
|- Phuong phap hoach toan cM

- Phan tich cac yeu to hinh 
thanh dich vu.
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phi. - Hoc tinh so tien dau tu v^o 

aguon lire chi phi van h&nh.
* GiM thich chi phi/ loi ich cho 
npu6i sir dpng, dieu chinh (neu 
can thiet) de duoc chap thuan.

- C£c yeu t6 d6 tao/ thay d6i chi 
phi cho quan ly he thong.
■ Chi phi mua sSm cho to chuc vA 
cac chi phi khac.
Xay dung quy tac van hanhSMSS 1.4
■ Cdc cong viec quAn ly tong the 
he thong.
- Viec chuan hoa va cac thii tyc.
- Vi$c sir dung nguon l\rc.
- Quan ly thay doi.

- Cung cap bilu mlu thii tyc va 
tieu chuin h6a cac boat dong 
h&ng ngiy.
- Xay dung tai li^u ve c&c quy 
tic mpt edeh ho&n chinh, chinh 
xac va r5 r^ng.
■ Ph^t hien sy khde nhau giua 
quy tic va tinh hinh thyc te, 
quy4t dinh ve ede bifn phdp c4i 
ti6n.
- Gi&i thich quy tic de dirge 
chap thuan.
- Nim bit y kien ph^n bi|n.

Xay dung ke hoach quin ly he thongSMSS 1.5
- Cong viec quan ly t6ng the h? 
th6ng.
- Viec soan th£o ki hoach.
- Viec van hanh h? th6ng.
- Viec bio tri he thong.

- Soan thio cic ke hoych ngin 
ban v& dii han.
- Giii thich r6 ke hoach cho 
nguiri su dyng.
- Xem x& quin ly boat dpng h$ 
thong theo quan dilm tong the.

Mo dun: Quan ly by thongSMSS 2 x X X

SMSS 2.1 Van hanh he thong
- Tao su dong thuan cua ngufri 
sir dung ve sy hop ly cua lich 
van tanh.
- Xem xet thu ty cong viec va 
sip xep cong vi$c mpt edeh 
hieu qua.
- Xem xet mire dp kho kh&n 
txong cong viec, trlnh dp ky 
nang cua nhan vien phy tr&ch 
vk u6c luprng thiri gian van 
hinh.
- Bio cio cho lanh dyo ve k4t 
qui phan tich, dinh gii tinh 
hinh hien tai vi cic vin d4 boat 
dpng cua he thong. 

- Viec lap lich.
- Vin hinh he thong.
- Xay dyng tai lieu huong dan sir 
dung.
- Du lieu dinh gii muc dp dich 
vu va cich thirc thu thap dir lieu.
- Viec phin tich vi dinh gii dtf 
lieu thu thap dupe.

SMSS 2.2 Quin ly nguoi su dung
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* Chinh sach muc dich cua 
vice quan ly nguai su d\mg.
- Qu^in ly viec dang ky.
■ Quan ly an toan thong tin va 
dnh rieng tu.

• Xac dinh c^c hang muc dugc 
giam sat boi he thong va cac 
hang m\ic dugc giam sat boi 
ngufri su dung.
- Kiem tra su khong nhat quan 
giua thong tin da dSng ky va 
tinh trang su dung cua nguai su 
dung.
- Giai thich cho nguai su dung 
vk sir edn thi4t cua cac noi dung 
can dugc nguai sir dung giam
sat.
- Bao cao cho lanh dao cac ket 
qua phan tich, danh gia hien 
trang v& cac van de ve quan ly 
nguai su dung.

SMSS 2.3 Quan ly van hanh
- Lmh vuc hoat dong cua t6 chuc.
- Quy dc van hanh.
- Quan ly loi va khac phuc 16i.
- Cac di£u kien rang bupc va c^c 
dilm chn xem xet d6 chuin bi lap 
ke hoach.
- Quan ly nhan six.
- Hgp d6ng voi nhan vien ben 
ngoM.

f

- Banh gia khoi lugng cong 
viec va s6 lugng nhan vien theo 
yeu cau.
- Xac dinh cong viec phu hgp 
voi pham vi ung dung CNTT.
- Kiem tra viec van hanh c6 
dugc thgc hien chinh xac, kip 
thoi theo tham quyen hay 
khong.
- Phan tich k6t qud van h&nh va 
de xuat cac bien phap cai tien 
each thuc van hanh he thong.
- Van hanh va xay dung cac 
quy tac lam viec nhom de co 
hieu suit cao nhat.

SMSS 2.4 Quan ly chi phi
■ Cac phuang phap xac dinh ngan 
sach.
- Cac phuang phap thu thap 
thfing tin ve chi phi thuc te.
- Chi phi ban dau va chi phi van 
hanh.
- Thue va cho thue.
■ Cac phuang phap ve chi phi b6 
sung.
- Hgp d6ng va thanh toan hgp 
dong.
- Cac phuang phap phan tich su

- Chia cac hang muc chi phi 
theo ngu6n von va loai chi.
- Xem xet viec mua sam mot 
each thich hgp bing c&ch so 
sanh giua viec mua sam va thue 
ngoai.
- Xac dinh su phu hgp giua 
ng&n sach va chi tieu thuc te.
- Phan tich su khac biet giua 
ngan sach va chi tieu thuc ti va 
bao cac ket qua phan tich cho 
lanh dao.
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kMc bift giua ngan sdch vk chi 
tieu thuc te.

SMSS 2.5 Quan ly nhan l\xc
- Tinh todn so gi6 lao dpng can 
thiet.
• Tinh to£n chat luong lao 
dpng.
- Thiet l|p cdc nhiem vy mot 
each thich hgp.
- Quan ly trang thdi c6ng viec 
va tinh trang sue kh6e cua nhan 
vien.
- H6 trgr nang cao n5ng lire cua 
nhan vien.
- Bieu chinh \k d^m phan giua 
e&c t6 chiic de luan chuyen c£n

- Bq Luat Lao dpng.
- Phdp lu§t lien quan den binh 
d4ng gidi trong tuyen d\mg va su 
dpng lao dpng.
- Phdp luat lien quan den sue 
kh6e va an toan lao dong.
• Gido due va dao tao.
- Hgp dong ben ngoai.
- Quan ly nhiem vu.

bo.
- Bi£u chinh va dam phan v6i 
cac nha thau ben ngoai de sap 
xep nhan vien.

SMSS 2.6 Quan ly ede diem phan tdn (Distributed site)
- Cac van de ve qudn ly he thong 
tai cac diem phan tdn.
- Cau hlnh he thong va ede cau 
phan cua ede di£m phan tdn.
- Cong vige cua ngufri su dyng 
ede diem phan tdn.
- Cdc cong nghe ve hg th6ng 
phan tdn.

- Ndm bdt cdc yeu c&u ve qudn 
ly van hanh he thong tai cdc 
diem phan tdn.
- Xay dung he thong qudn ly 
cdc diem phan tdn tren co so kl 
hoach qudn ly hg thong.
- Ndm bdt cdc van de ve qudn 
ly van hdnh he thong phan tdn 
vd xem xdt cdc bien phdp khac 
phuc.
- Xay dung ke hoach ddo tao tai 
cdc diem phan tdn.

SMSS 2.7 Su d\mg he thdng qudn ly van hdnh
/ * r y y

■ Ndm bdt cdc van de ve quan 
ly van hdnh hg th6ng vd &h xuat 
cai tien.
- Binh lupng cac tdc dgng cua 
viec ung dung he thong qudn ly 
v|n hdnh.
- Xdc djnh khd ndng thich ung 
cua goi phan mem cho cac cong 
viec cua to chuc.

\ r f

- Be xuat gidi phdp khde phuc 
cdc van de lien quan den vige

- Cdc cong vige chung trong van 
hdnh hg thong.
- He thong quan ly van hdnh.
- Cac yeu cau doi vdi he thong 
hoa.
- Cdc g6i phan mem c6 sdn dung 
trong qudn ly van hdnh.



33

Yeu cau can 3at 
theo hang

MS tham 
chieu Npi dung/ Yeu cau can dat

Kien thirc _________Ky nang____
quan ly he thong phan tin.

4 3 2 1

SMSS2.8 Chuin hoa
- Cac cong vice lien quan den van 
tianh he thong.
- Thu tuc chuan hoa.
■ Quan ly cac chuin.

- Xay dung cac bieu mau co 
dinh va chung cho cac cong 
viec.
- Xay dung tai lieu vk van hanh

* * "Xva chuan h6a de huong dan cho 
nguoi sii dung.
- Xay dung cac chuan ve khoi 
luong cong viec va giai thlch 
cho nguoi su dung v6 cac 
chuan nay.
- Kha n&ng giai thfch cho nguoi 
su dung ve su can.thiet tuan thu 
cac chuan.
- N&m bat thuc trang cac cong 
viec co the ung dung CNTT va 
xac muc dd phu hop theo cac 
chuan.

SMSS3 Mo dun: Quan ly tai nguyen x x X X

Quan ly phan cung va tSi nguyen mangSMSS3.1
- Phan cung va mang.
- T6ng thl v6 ciu hinh phdn cumg 
v& mang, cac thanh phan cau hinh 
phin cung va cSu hinh mang.
- Thiet bi thong tin lien lac va 
dich v\i truyen thong.
■ Quan ly dang ky.
- Quan ly tSi sdn.
- Quan ly cdu hinh.
- Quan ly thay doi.
- Bao tri phan cung.
- Quan ly va bao tri mang.
- Thu tpc kiem tra mang.

- Xay dung ban dSng ky quan
ly
- Quan ly tai san phan cung va 
thanh phan mang thich hop.
- Quan ly tai san phan cung v& 
tai san mang hifn co de duy tri 
cac gia tri su dung.
- Xac dinh pham vi anh huong
doi voi van hanh lien quan den * * '
su thay doi cdu hinh phan cung 
vd mang.
- So sanh hieu qua kinh te giua 
cac hinh thurc so huu (mua, thue 
vk cho thue).
- Quan ly tai san mang hi?n co 
de duy tri cac gia tri su dung.
- Banh gia sir tuong thich cua
cac he thdng truyen thdng th&nh
phan, thiet bi mang va phan ^ •»
mem mang cho to chuc tren 
quan diem van hanh.
- So sanh hieu qua kinh te cua 
cac he thong thong tin lien lac 
khac nhau.
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Quan ly phan memSMSS3.2
- Ph&n mem.
- Cku hinh phan mSm.
- Cac y£u to cau hinh phan mem.
- Viec quin ly ding ky.
- Quan ly cau hinh.
- Quin ly thay doi.
■ V6ng ddri phan mem.
■ Hgp dong bin quyen phan 
mem.
- Vi$c ho trg cua nhi cung cap 
phan mem.
- Bin quyen.
- Cac cong cu quin ly thu vifn.
- Cac cong cu quin ly tii lieu.

- Xay dung bin ding ky quin^ \
ly vi quin ly tii sin phan mem 
mpt each thich hgp.
- Danh gii khi ning tuemg 
thich cua tun| g6i phan mhm 
thinh phan doi v6i td chuc theo 
quan diem van hinh.
- Xic djnh pham vi inh hu6ng 
cua sir thay doi cau hinh phin 
mem doi voi van hinh he 
thong.
- So sinh s\r khic bift ve yeu 
cau bio v$ quyen so huu tri tue 
do sir khic biet trong hinh thuc 
phat trien (tir phat trien, phat 
trien theo cam ket va mua phan 
m6m).

SMSS 3.3 Quin ly dO’ li$u
- DG li?u cua to chuc.
- Chlnh sich bio mat dft li?u cua 
to chGc.

■ Xic dinh tarn quan trgng cua 
dG H6u.
- Dinh gii s\r tuong thich cua 
cic cong eg quin ly an toin, 
quin ly dG lieu, cong eg phan 
tich dG lifu tu quan diem van 
hinh.
- Giai thich cic so lieu va phoi 
hgp v6i kiem soit vien.

- Quin ly tii nguyen thong tin.
- V6ng dGi cua dG lieu.
- Quin ly dG lieu.
- He quin tri CSDL.
- Quin ly CSDL.
- Danh mge he thong (catalog).
- Tu dien/ thu mge dG lieu.
- Chuan hoa dG lieu.
- Thu tgc kiem soit dG lieu.

SMSS 3.4 Quin ly trang thiet bi
- Cic toa nhi cua to chuc vi

t

trang thiet bi phg trg.
- Trang thiet bi van hinh miy 
tinh.
- Trang thiet bi truyen thong.
- Phip luat lien quan den cic bien 
phip an toin cho cic co so vat 
chat vi trang thiet bi.
- Cic hinh thuc s6 huu co so vat 
chat vi thiet bi (mua, cho thue vi 
thue).

■ Xic djnh dugc tarn quan trgng 
cuathiit bi.
■ Nim bit cic diem cin luu y 
trong quan ly thiet bi.
- Nam bit nhugc diem cua quy 
trinh quin ly thi£t bi vi thuc 
hien cic bien phip de phbng 
can thiet.
- So sinh hi^u qui kinh te cua 
cic hinh thuc sd hGu khic nhau 
(mua, cho thue vi thue).
- Nim bit nhugc diem cua cic
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tda nh^ nai lip d^t thiet bi, cua
trang thiet bi tai c^c dja diem 
phan tin vi th\rc hi?n cac bien 
phip de phong can thi6t.

-Bio hi6m thi?t hai.
- Tieu chuan va bien phip bio 
dim an toan h? thong thong tin.

Mo dun: Quan ly loi vi sir coSMSS4 x X X

SMSS4.1 Giim sit 16i
- Cac noi dung can giim sit.
- He thong giim sit.
- Cic loai loi he thong vi cic die 
tnmg rieng le.
- Phuong phip phit Men loi.
- Cic tnrdng hop loi trong qui

- Xay d\mg phuong phip phit 
Mf n loi hr giai do^n dau.
- Xay d\mg hlnh thuc giim sit 
trong boat dpng giim sit.
- Phin bi?t cic dau M?u cua l8i. 
• Xic dinh dau Mf u cua loi li^u 
c6 dan d4n s\r xuat M?n cua 16i 
hay khong.
- Xic dinh mure dp ngMem 
trpng cua loi da xiy ra.
- Xic dinh inh hudng cua l8i 
t6i ngMpp vu cua to chuc.

khu.

SMSS 4.2 Xic dinh nguyen nhan loi
- Cic loai 16i hp th6ng vi die 
diem cua loi.

- Lip vi th\rc Mpn k4 ho^ch dio 
tao de co lap loi d giai doan dau 
vi dieu tra nguyen nhan.
- CM dinh nhan vien thfch hpp 
de dieu tra nguyen nhan theo 
die diim loi vi sir hpp tic cua 
nhthig ngudi khic.
• Khoanh vung pham vi inh 
hudng cua loi.
- Xic dinh trang thiidoi va khdi 
dpng lai hp thong mpt cich 
thich hpp.

- Cic phuong phip phin tich cic 
yeu to cua loi.
- Cic trudng hpp loi trong qui
khu.

Xu ly, khoi ph\ic he thongSMSS 4.3
• Quy trinh khoi phuc du lieu.
- Quy trinh khoi phuc mang.
* Vipc khoi ph\ic phan cung vi 
phan mem.
- Cic loai l6i vi phin loai loi.
- Vipc dinh gii cic bien phip 
phdng ngua chdng tii diin loi.

- Xiy dpng phuong phip khoi 
phpc it inh hudng den ngudi su 
dung.
* Bua ra nhieu phuong phip 
khoi phpc vi chpn phuong phip 
t6i uu.
- Lira chpn ngudi tMch hpp 
theo npi dung cong vipc khoi 
phuc.
- Xiy dpng vi thpc Mpn ke 
hoach dio tao ve khoi phpe.
- Mo ti loi theo die ti mpt cich
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chinh x&c vk hieu qu^.
- Phan tfch nguyen nhan gay loi 
mpt cdch day du th\rc hifn 
nhung h^nh d§ng de ngan chSn 

diin.
- Du doan cdc loi c6 the x^y ra 
trong moi tnr6ng cua to chuc.
- Ddnh gid ket qud thuc tl ciia 
ode bien phdp phdng ngira 
chong tai dien l5i.

Mo dun: Qudn ly an toan thong tin cho he thong
Thiet lap he thong qudn ly va chinh sdeh an todn thong tin
• Cac yen cdu an todn thong tin.

f f

■ Ke hoach doi pho vdd trudng 
hgp bat ng6.
- Cdc nguy ca tiem an.
- Cdc cong cu qudn ly an todn 
thong tin.
- Ca so du lieu.
- Mang.
■ Cdc bi^n phdp an todn thong tin 
vat ly, ky thuat va qudn ly.
■ Phdp luat lien quan den an todn 
thong tin.
- Truong h<7p an todn thong tin bj 
xam pham.
- Cong nghe an todn thong tin va 
cdc tinh hu6ng su dung.
- Chi phi ve ky thuat cho cdc bien 
phdp an todn thong tin.

SMSS5 x x X

SMSS 5.1
- Xdc dinh kha ndng mat an 
todn thong tin trong to chuc.
■ Tim hieu chinh sdeh an todn 
thong tin ciia cdc to chuc vd 
bi6n phdp an todn thong tin 
dugre xay d\mg trong h? thong.
- Bdnh gid rui ro.
- Tinh todn ty le chi phi/ Igh ich 
cho cdc bign phdp an todn 
thong tin.
• Xay dung ke hoach an todn 
thong tin vat ty, ky thuat, qudn 
ty vd thuc hien ke hoach.

SMSS 5.2 Gidm sdt xam nhap an todn thong tin vd phan tfch trang thdi
- Phan biet cdc dau higu cua 
xam nhap an todn thong tin.
- Xdc dinh dau hieu c6 the dan 
den khd ndng xam nhap an todn 
thong tin.
- Xdc dinh muc d§ nghiem 
trong xam nhap an todn thong

- Cdc dang xam nhap an todn 
thong tin vd ddc diem ciia timg 
dang.
■ Ky thuat de phdt hign su xam 
nhap an todn thong tin.
• Cdc trudng hgp xam nhap an 
todn thong tin trong qua khu.
■ Viec thuc hien cdc bien phdp 
chong lai su xam nhap an todn 
thong tin.
- Viec gidm sdt he thong thong

tin.
- Xdc dinh muc dp dnh huang 
xam nhap an todn thong tin t6i 
cdc bo phan nghiep vy ciia to 
chuc.tin.

- Phan mem kiem tra an todn
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thong tin.
Kiem tra more do an loan thong tinSMSS 5.3

> ^
- Phan mem an toan thong tin.
- Danh s&ch kiem tra muc dp an 
loan thong tin.

- Ndm bat dupe tarn quan trpng 
ciia vipc kilm tra xic nhan muc 
do an toan thong tin.
- Nam bit noi dung cac muc 
trong danh sach kiem tra muc 
dp an toan th6ng tin va cac tieu 
chi chap nhan.
- Xac dinh hieu qua phuong 
phap kiem tra mure dp an to&n 
thong tin. 

Mo dun: Quan ly hieu nang he thongSMSS 6 x x X

SMSS 6.1 Danh gia hieu nang he thong
SMSS 6.1.1 Thiet lap tieu chi danh gia hieu n&ng

- Ket hop c&c mo hlnh danh gid 
hi?u nang hien tai hoac mod de 
thiet lap mo lunh danh gia hieu 
nang theo cac d£c trung cua to 
chuc.
- Thiet lap mot gia tri muc tieu 
ung v6i cac cap dp dich vu 
trong moi chi so danh gia hieu 
nang.
- Lua chon phuong phap thu 
thap du lieu phu hop cho moi 
chi s6 d6nh gia hieu nang.
- Xac dinh diem nut co chai 
b&ng each phan tich du lipu 
hieu nang.

- Mo hinh giam s&t hieu nang.
- Dac ta hieu nSng phan ciing.
- Phuong phap danh gia hieu 
nang.
- Cau hinh he thong.
- Mang.

SMSS 6.1.2 Phan tich va danh gia hieu nang
- Xac dinh bien phap cai tien 
khi ket qua danh gia thap hon 
so voi gia tri muc tieu.

- Cac thong tin dupe sur dung lam 
chi so danh gia hieu nang phan 
cung, phan mem, mang va 
phuong phap thu thap cac thong 
tin do; cac gia tri chuln.
■ Cac thong tin dupe su dung lam yeu cau ciia t6 chuc. 
chi so danh gia hieu nang tong 
the, cac gia tri tieu chuan v& 
phuong phap thu thap.

- Lua chon cac cong cu do 
luong hieu n£ng phu hpp voi

- Cac c6ng cu do luong hi$u 
n&ng.
- Thong ke.
Quan ly nang luc he thongSMSS 6.2
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chieu N91 dung/ Yeu cau can dat

Kien thtrc Ky nSng 4 3 2 1
- Su han che cua c6c nguon t&i 
nguyen.
■ Quan h? giua t^i nguyen va hi^u 
nang.
- NSng lire he thong.
- Viec van hanh h$ th6ng 6 cong 
suit/ hifu suat gi6i han.
■ Nhung thay doi trong moi 
truemg nghiep vu cua nguai su 
dung.

- Tu vin sir dyng hgrp ly tM 
nguyen h$ thong.
- LTdc lugng tdi he thong, du 
dodn n3ng l\rc hi^u n&ng gidi 
han mpt each chfnh xdc vk ngSn 
ngua van de phat sinh.
• Phan tfch nguyen nhan gidm 
hieu n^ng tu nhieu g6c do khac 
nhau.
- De xuat mgt cich hop ly viec 
bo sung thiet hi vk doi moi he 
thong, c6 tinh den ty le chi phi/ 
loi Ich.
- Dy dodn nhung thay doi trong 
trang th&i su d\mg he thong tii 
nhung thay doi trong moi 
trudng nghiep vu ciia ngudi su 
dung.

SMSS 7 Mo dun: B§o tri he thong
SMSS 7.1 Xay dung ke hoach bao tri he thong

SMSS 7.1.1 Thu thap yeu cau vi bao tri he thing
• Viec bao tri phan cung v& ph£n 
mem.
- B&o tri ca sb vat chit va trang 
thiit bi.

- L\ra chpn nguon thong tin ve 
nhu cau bdo tri.
- Sip xep nhu ciu bko tri.
- Ph£n tich nhu cau bdo tri.
- Thiit lap muc do uu tien cac 
nhu cau bdo tri.

Lap ke hoach bio tri he thongSMSS 7.1.2
- Th\ic hien ke hoach bao tri 
ddp ung nhu cau cua ngubi su 
d\mg.
- Phan biet pham vi dnh hudng 
cua viec thuc hi$n b^o tri d6i 
vbi ngubi su dyng.

- Viec bdo tri.
- Cac to chuc chiu trdch nhiem 
b&o tri he thong.
- Bdo tri phan cbng va phan 
mem.
- Hpp d6ng b&o tri phin mim.
- Ke hoach nang cap cua ede nha 
cung cap phin mem.
- Qudn ly thay doi phin mem.
- Bdo tri mang.
- Co sb vat chit v£ trang thiit bi.
Thuc hien bao tri he thongSMSS 7.2
- Quy trlnh bao tri he thong.
- Quin ly thay doi phan mem.
■ Bao tri phan mem. _____

- Gi&m thieu pham vi anh 
hubng ciia viec bao tri doi vbi 
cong viec cua ngubi su dung.
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Kien thvc Ky nSng 4 3 2 1
- Phan ph6i phan mem.
- H<7p dong bio tri.

- Quyet dinh bifn phip cii tien 
agin ngua cac van de phit sinh 
trong qua trinh thuc hi^n bio
tri.
■ Xem xet inb hudng cua vi£c 
nang cip phan mem.
- Dim phin v6i cic nha cung 
cap phan mem.
■ Dim phin v6i cic nhi than 
ben ngoai d6 phit trien phan 
mem.
- Xic dinh su can thiet phii bio
tri.

*
- Thyc hifn ke hoach bio tri.

Mo dun: Xay dung hf thong mdi va di chuyen h§ thong 
(system migration) 

SMSS8

Xay dung ke hoach phit trien hf thdngSMSS 8.1
- Phit trien he th6ng.
- Bio tri he thong.
- Ki6m thu h? th6ng.
- Di chuyen he thong

- De xuat vif c cii tien trong qui 
trinh phit trien he th6ng tren 
quan diem quin ly van hinh h? 
diong.
- Xiy dvmg ke hoach van hanh 
if thong vi dat dirge dirge sir 
chap thuan.
- Dinh gii khi ning thgc hien 
cic yeu ciu quin ly van hinh 
if thong.
- Dim phan vi dieu chinh v6i 
nh&ig ngu6i lien quan ve viec 
chit trien he thong.

ft r

Thiet ke phirong phip van hinh he thongSMSS 8.2
- Kien true miy tinh.
- Quin ly he thong.
- Cac van de lien quan den quin 
ly van hinh thuc te t^ii to chuc.
- Cic xu the vS cong nghe quin 
ly van hinh.

• Xic dinh cic bien phip giii 
quyet van de ve quin ly van 
hinh phu hgp v6i thgc te ciia to 
chuc.
- Dinh gii su tuong thich cua 
cic phuong phip quin ly van
hinh.

- Cic cong cu quin ly van hinh 
c6 tren thi truemg.
Thu nghiem van hinh vi di chuyen hf thongSMSS 8.3
- Cic cong cu kiem thu.
- Van hinh hf thong.

• Lga chon cic hang myc c6 the 
ip dung trong thu nghifm di 
chuyen hf thong.
• Lira chpn cic cong cu thu
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Kien thuc Ky nang 4 3 2 1
nghi$m trong qud trinh di 
chuyen he thong.
■ Du kien cac cong vi$c khi di 
shuyen he thong.
• X^ic dinh su phu hgrp cua sy 
van h^nh h$ thdng v& khoi phyc 
h$ thong du ph6ng.

3i chuyen hg thongSMSS 8.4
- Cdc h? thong m6i va cu.
» C^c cong cu di chuyen.
■ Di chuyen dfl: lieu.
- Cdc van de lien quan d4n di 
chuyen trong qua khu.

- Gi&m thiiu cac dnh hu6ng . 
lien quan den di chuyen he 
thong doi v6i ngu&i su dung.
- Giai thich cho c£c ngudd co

v t

lien quan ve ke hoach di 
chuyen h$ thong v& dieu chinh 
theo cdc y kien kh^c nhau.
- Xac dmh lifu co ti6p t\ic di 
chuyen h? thdng trong qu& trinh 
thyrc hien vi?c di chuyen.

SMSS 8.5 Qufo ly moi trufrng ph£t trien
- Cdu hinh he thong.
- Ph&t tridn he thdng.
- Mdi trudng ph&t trien v^i c^c 
dSc diem cua ngufri sir dung.

- Duy tri trang th&i cho phin he 
thdng khdng thay ddi so vdi he 
thong hi§n tai.
- Duy tri trang th&i cho phin he 
thong khdng &nh hudng den he 
thdng khac.
- Duy tri trang thai cho phan he 
thdng bi loi nhung c6 the xu ly 
dugrc neu xAy ra trong he thdng
mdi.
- Dieu chinh nguon lire theo 
tien dp ph&t trien hp thdng.
- D^tn phin va dieu chinh theo 
ngudi su dung mdi trudng phat 
trien.

Mo dun: Banh gia boat flpng cua bp thong______
X£c dinh muc tieu dinh gia va cac myc cin danh gia

SMSS 9
SMSS 9.1

* Cdng viec qu^in ly van hanh.
- Tai nguyen he thong thdng tin.
- Vdng ddi hp thdng.

- D&nh gia muc tieu van h&nh d 
giai doan thiet ke he thdng.
- Ddnh giA hp th6ng van hanh, 
hipu nang v& cdng suat d giai 
doan thiet ke hp thdng.
- Danh gia chuc n&ng, hieu qu4 
v^i dp tin cay trong giai doan di 
chuyen he thdng.
- Danh gia hieu qua tong the
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Kiln thirc Ky nSng 4 3 2 1
cua h? thong trong giai do^n 
van h£nh thong.

SMSS 9.2 Thilt lap cac hang muc, tieu chi danh gia va thuc hi$n ddnh gid
- Qu^n ly van h&nh hf thong.
- Tai nguyen cua h? thong thong

- X£c dinh s\r h(^i ly cua cdc 
tieu chi d£nh gid.

f t

- Phan tich cac yeu t6 trong cdc 
truifng hgp ket qua danh gia 
thap hem so vdri m\ic tieu.

tin.
- Cac phuemg phdp ddnh gid.
- Gia tri tham khdo cua ede chi s6 
ddnh gid.

SMSS 9.3 E)6 xudt edi ti6n he thong
- Cong viec ddnh gid cai tien. - Lam cho nhQng ngu6i li6n 

quan hieu dugre de xuat cai tien.
■ Phan bift nguyen nhan thirc 
s\r ciia van de van hanh va 
quySt dinh ede bien phdp gidi 
quy£t.
- Ndm bdt ede de xuat phdn 
bign.
- Gidi quyet ede vdn d6 chung.

Mo dun: Ho try ngirfri sdr dungSMSS 10 x x X X

Ho try ngufri su dungSMSS 10.1
■ Xac dinh van de ndy sinh 
trong qudn ly van hdnh h6 
thong do vi pham quy tic.
- Xay d\mg vd ph6 bien quy tic.
- Nhan biet vd phan tich nhu 
cau cua ngufri stir d\mg vd cung 
cap gidi phdp de ddp timg nhu 
cau cua ngufri sur d\ing.
* Mo td npi dung ddo tao mpt 
edeh chinh xdc vd dom gidn, 
giup cho ngufri su dung hieu 
dugre.

• Cong vige cua ngufri su dung.
- Trinh do ky thuat cua ngufri stir 
dung.
- Moi quan hg giua hanh vi vi 
pham quy tic vd loi.
- Cdc phuong phdp thu thap 
thong tin
- Thong tin ky thuat va ede tai 
lieu lien quan den nhu cau cua 
ngufri stir dung.

- Ddnh gid ndng lye cua ngufri 
stir dung can ddo tao va ddt muc 
tieu ddo tao phtii hgrp.
- Chuan bj ngi dimg ddo tao va 
moi trufrng ddo tao.
- Hufrng din vd tu vin cho 
ngufri stir dyng theo ede muc dg 
hieu bitit vd trinh dg ky thuat.

Hfr trg ngufri stir dung khi phdt sinh yeu cau moiSMSS 10.2
- Phan bigt ede yeu ciu ciia

- Mfri trufrng hg thfrng vd ede yiu |ng^ stir dyng vd muc uu tien
- Pham vi cua djeh vu.
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Kiln thirc Ky nang 4 3 2 1
t6 thanh phan.
- Quy trinh sur dung cac nguon tai 
nguyen.
- Vice dieu txa mure dp hai long 
cua ngudi su dung.

tuong umg.
•> r ^ \

- Tim hieu cac van de ve cong 
nghe quan ly van hanh he 
th6ng.
- Xac dinh bipn phap de cai
thien mure do hai Idng cua 
ngudi su dimg dudd quan diem 
van hanh. ____________
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PHV Lyc s6 057
Y&XJ CAU VE KIEN THXTC, KY NANG CHUYEN SAU 

CUA CHUAN KY NANG AN TOAN THONG TIN

(Ban hanh kem theo thong tic so 17/2021/TT-BUTT ngay 30/11/2021 

cua Bo tncang Bo Thong tin va Truyen thong)

Ma MSMa Tfaam 
chieu Kien thvcKien

thirc
1Ky nang 4 23Ky nang

H^sssll Q«V>iy rui
Ky nang tx4n hinh qu6t 16 hong va nhan biet 16 
hong trong he thong bao mat.

✓ ^
Kien thuc ve cdc khai niem va ^iao thuc mang 
mdy tinh va phuong phdp liian v6 an loan thong 
tin mang

KN001KT001

Ky nang ap dyng cdc nguyen tac tinh bf mat, tinh 
toan v?n va tinh sin sang.

Kien thuc ve cdc quy trinh quan ly nii ro (vi dy: 
cdc phuong phap danh gia va giam thieu rui ro)

KN004KT002

Ki6n thuc v6 luat, quy dinh, chinh sach va dao 
dire ngh6 nghiep lien quan den an toan thong tin 
mang va quyen rieng tu.

KN013 Ky nang xac dinh each thuc boat dong cua hf 
thong bdo mat (bao gom kha nang phyc hoi va 
kha nang tin cay) va nhung thay d6i ve dieu 
ki$n, hoat dpng ho^c moi truing se anh hudng 
nhu the nao den nhihig ket qua nay.

KT003

Ky nang xac dinh nhu cau bao ve (tuc la kiem 
sodt an toan) cua he th6ng thong tin va mang.

t y

Kien thuc ve an toan thong tin mang va cac 
nguyen tic quyen rieng tu.

KN016KT004

7 Phy lyc niy duyc thay th4 theo quy djnh t^i Bi£u 2 cua Th6ng tu s6 17/2021/TT-BTTTT ngky 30 thing 11 nSm 2021 cua B$ trudng BO Th6ng tin vi Truyen thdng sua d6i, b6 sung 
mOt s6 di^u ThOng tu s6 11/2015/TT-BTTTT ngiy 05 thing 5 nim 2015 ciia BO Th6ng tin vi Truyen thdng quy dinh chuln ky ning nhin lyc edng nghO thdng tin chuyOn nghiOp, c6 
hi|u lyc kl tu ngiy 01 thing 6 n&m 2022.
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Kien thircMa Tham MaMa Ky nang 2 14 3
Kien thuc ve c^c moi <3e dpa va diem yeu an toan 
thong tin mang.

Ky nSng x&c dinh cdc bien phip hoSc chi so ve
r r >

hi$u suat cua he thong va cac hanh dpng can 
thiet de cii thien hoSc hieu chinh hieu suit, lien 
quan den cac muc tieu cua he thong.

KT005 KN018

Kiin thuc vi cac Anh hu6ng d6i v6i boat dong 
do mat an toan thong tin mang

KT006 KN038 Ky nang su dpng mdy ^o. (Vi dp: Microsoft 
Hyper-V, VMWare, VirtualBox, v.v.).

r \ \

Kien thuc ve phuong phap xac thuc, uy quyen va 
kiem sodt truy cap.

Ky nSng nhan biet, phan loai 16 hong bao mat va 
cdc hinh thuc tan cong lien quan.

KT007 KN043

Kiin thuc vi ap dung cdc quy trinh kinh doanh 
va boat dpng cua cdc to chuc.

Ky n^ng ap dpng cdc bien phap kiim sodt an 
toan.

KT008 KN057

Kien thuc ve cac diim yeu ung dung. Ky nang su dpng hoac phat trien cac boat dpng 
hpc tap (vi dp: kich ban, tro chod huong dan, bM 
tap tuong tac).

KT009 KN058

Kiin thuc ve cac phuong phdp kit noi, nguyen 
tic va khdi niem ha ting mang.

Ky nSng xdc dinh cac yeu cau cua co so ha ting 
Kiem tra & E)^nh gid (con nguoi, pham vi, cong 
cu, thiet bi do dac).

KT010 KN059

t \ r

Kien thuc ve kha n&ng va ung dung cua thiit bj 
mang bao gom bp dinh tuyen (router), thiet b\ 
chuyin mach (switch}, cau noi (bridge), mdy 
chii, phuong tipn truyen dan phin cling lien 
quan.

Ky nang giao tiip v6i khdch hang.KT011 KN060

u f y

Kien thuc ve cac cong cu bio ve vi dinh gii 
diem yeu an toin thong tin mang vi khi ning 
cua cic cong cp.

Ky ning quin ly tii sin kiem thu, tii nguyen 
kiim thu vi nhan su kiem thu di dim bio hoan 
thinh cic su kipn kiem thu mpt cich hipu qui.

KT013 KN061

Kien thuc ve mit ma vi cic khii niem quin ly 
kh6a mat ma

Ky ning lap bio cio kiim tra, dinh gii an toin 
thong tin

KT018 KN062
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Kien thirc 2 1Ky nang 4 3MaMSMaTham
-i x

Ky nSng xem lai nhat ky de xac dinh bang chung 
ve nhung ISn xam nhap trong quS khu.

Kien thuc ve cdc thuat toSn ma h6a KN064KT017

K^ nSng xu ly sir c6 va chan doSn cSc bit 
thucmg ve ca s6 ha ting phong thu khong gian 
mang vS giSi quyet van de.

f \ s * *

Kien thuc ve sao luu va phuc hoi du lieu.KT019 KN067

Kien thirc ve h? thong ca sb du lieu. Ky nSng quan tri nhan luc cho viec van hanh he 
thing CNTT.

KT020 KN068

Ky nang danh gid he thong.Kien thuc ve ke hoach duy tri hoat dong vS khoi 
phuc tham hoa.

KN072KT021

Kiin thuc ve kiin true an toSn thong tin cua to 
chirc.

Ky nSng xay dimg ke hoach kiem thu an toan 
thong tin (vi dy: dem vi, tich hop, he thing, chap 
nhan).

KN073KT022

Ky nSng ve cSc nguyen tic, mo hinh, phuang 
phdp quin ly he thong mang (vl du: giam sit 
hifu suit he thing end-to-end) v& ede cong cu.

Kien thuc ve cac yeu cau dSnh gia va xdc nhan 
ciia ti chuc.

KT023 KN074

Kien thuc ve ket noi Mang cue bo va mang dien 
rpng cua to chuc.

Ky n3ng thuc hifn ddnh gia 16 hong bio mat 16p 
ung dyng.

KN075KT024

Kien thiic. ve quy trinh DSnh gid va Uy quyin 
bao mat an toan thong tin mang.

Ky nSng sii dung ma h6a ha ting kh6a cong khai 
(PKI) va chu ky so vao ede ung dyng (vi dy: 
email S/MIME, SSL).

KN076KT031

Kiin thiic vi ede nguyen tic an toan thong tin 
mang v& rieng tu dugc su dyng di quan ly rui ro 
lien quan den vife sii dyng, luu tru va truyen 
thong tin hoSc dG li^u.

Ky nang danh gid an toan thiit ke he thing.KN079KT032
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Kien thircMa Tbam Ma Ma Ky nang 4 3 12
Kien thuc ve cac nguon pho bien thong tin vS 
dilm yeu b&o mat (vi dp: cdnh bao, tu van v& 
b^in tin,...).

KN080 Ky nSng tfch hgrp va dp dung cdc chinh sach dap 
ung cdc mpc tieu bdo mat he thong.

KT034

Kien thuc ve cac nguyen tac va yeu cau an toan 
thong tin mang va rieng tir (lien quan den tinh bi 
mat, tinh toan ven, tlnh khd dung, xdc thirc, 
chong choi bo).

Ky nang danh gia cac bien phdp kidm sodt an 
toan dua tren cac nguyen tac va nguyen ly an 
toan thong tin mang.

KT038 KN081

r \ \

Kien thuc ve cdc yeu cau quin ly nii ro. Ky ning thuc hien danh gii tac dpng/rui ro.KT041 KN090

t \ r

Kien thuc ve cic nguyen tic va phuofng phap an 
toan thong tin (vi du: tu6ng lua, DMZ, ma h6a).

KT042 KN091 Ky ning ap dpng cac ky thuat ma h6a an toin.

t S \

Kien thuc ve cic phucmg phap chuyen nganh ve 
tham dinh, trien khai va ap dpng danh gii an 
toan thong tin, giim sit, phit hien; cic cong cu 
va quy trinh khic phuc theo cic tieu chuan.

KT046 KN092 Ky ning su dyng cic cong cp tucmg quan su 
kien an toin thong tin.

* >
Kien thuc ve truy cap mang, danh tinh va quin 
ly truy cap (vi dp: ha ting kh6a c6ng khai, 
Oauth, OpenID, SAML, SPML).

KT048 KN093 Ky ning su dung cic cong cu phan tich ma.

Ki4n thuc ve cic cong nghe mdi vi mid n6i Imh 
vuc cong nghe thong tin vi an toin thong tin 
mang.

Ky ning thuc hien phan tich die quy6n quan tri.KT051 KN094

/ \ /
Kien thuc ve cic moi de dpa vi diem yeu ciia he
thdng vi' ung dung (vi dp: trin bp dpm (buffer 
overflow), ma di dpng (mobile code), cross-site 
scripting, PL/SQL injection, ma dpc,...).

Ky nang trong cic boat dpng lap kd hoach hanh 
chinh, bao gom viec chuan bi cic ke hoach h6 
trp chuc ning vi cu the, chuin bi vi quan ly thu 
tu, vi cic thu tpc nhan sp.

KT060 KN095

Kien thuc ve cic nguyen tic vi phuong phip 
phan tich cau true.

KT071 KN096 Ky ning phan tich mang luoi lien lac cua muc 
tieu.
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Kiin thirc 1Ky nang 4 3 2MaMa Tham Ma
Ky nSng phan tfch Imi lugmg dk x&c dinh cac 
thiet bi mang.

Kien thuc ve cic cong cu d^nh gia he th6ng va 
ky thuSt xac dinh 16i.

KN097KT074

Ky n&ng x^c dinh c^c 16 hong va han che tri 
thong minh.

Kien thvrc ve can true va quy trinh bio do cua 
nM cung cip dich vu an Xoin thong tin mang.

KN106KT079

Ky nSng xac dinh dc vin de ngon ngu c6 the c6 
t^c dpng d4n dc muc tieu cua t6 chuc.

Kien thuc ve kien true cong nghe thong tin, 
Chinh phii dien tur.

KN107KT080

Ky n5ng xac dinh khach hang ti6m ning de phdt 
trien muc tieu.

Kien thuc ve cac tim nhin vk muc tieu cong 
ngh$ thong tin cua to chuc.

KN108KT081

Ki4n thuc v6 thuc h^nh Qu^n ly nii ro chu6i 
cung ung.

Ky nkng xkc dinh dc ngon ngu va phuong ngtt 
(th6 ngG).

KN109KT099

Ky nang xkc dinh dc thiet bi boat dpng 6 moi 
ting cua ede mo hinh giao thuc.

Kien thuc ve ede quy trinh kinh doanh / su mfnh 
cot loi cua to churc.

KN110KT110

Ki6n thuc v6 ludt, nghi dinh, chi thi, quy dinh 
hien hdnh ve an todn thong tin.

Kf ndng xdc dinh, dinh vi vd theo doi myc tieu 
thong qua ede ky thuat phan tich khong gian dja

KN111KT118

ly
Ky ndng uu tien thong tin lien quan den nghi^pKiSn thuc ve an toan chuoi cung ung cong nghe 

thong tin va nii ro chuoi cung ung, ede chinh 
sdeh, yeu ciu va thu t\ic qudn ly.

KN112KT119
vu.

Kiin thuc v6 ede he thing ha ting quan trpng vdi 
cong nghe thong tin vd truyen thong dugc thiet 
ki md quan tdm v6 bao mdt he thing.

Ky ndng diin gidi ede ngon ngG lap trinh bien 
dich vd thong dich.

KN113KT120

Kien thuc ve ede khdi niem kien true an todn 
thong tin m^ng bao gom cau true lien ket 
(topology), giao thuc, ede thdnh phan vd nguyen 
tdc (vi d\i: phdng thu chieu sdu defense-in- 
depth).

Ky ndng diin gidi sieu du lieu vd npi dung dugc 
dp dung b6i h^ thing thu thap.

KN114KT127
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Kien thircMa Tham Ma Ma Ky nang 4 3 2 1
Kien thuc ve c^c khai niem kien true an toan 
thong tin va cac kien true mo hinh tham chieu (vi 
du: Khung kien true Zachman, v.v.).

Ky n2ng dien giai cac ket qui truy v4t, cung nhu 
dp dimg cho vi$c phan tich va cau true lai he 
thong mang.

KT141 KN115

t \

Kien thuc ve ede mo hinh bdo mat (vi du: m6 
hinh Bell-LaPadula, mo hinh Biba, Mo hinh 
Clark Wilson).

Ky ndng giai thich ket qud quet 16 hong de xdc 
dinh 16 hong.

KT144 KN116

t \ V

Kien thuc ve cac tieu chuan an toan thong tin cd 
nhan, du lieu cd nhan.

t \

Ky ndng qudn ly kien thuc, bao gom ede ky thudt 
tai lieu ky thuat (vi du: Wikipage).

KT162 KN117

^ t ' *Kien thuc ve ede tieu chudn an toan du lieu the 
thanh todn (PCI).

Ky ndng qudn ly m6i quan he vdd khdeh hang, 
bao gom xdc dinh nhu cau / yeu cau cua khdeh 
hang, qudn ly ky vpng cua khdeh hdng vd the 
hipn cam k6t mang lai k6t qud chat lupng.

KT163 KN118

Kien thuc ve ede tieu chuan an toan dii lieu 
thong tin y te, sue khoe cd nhan.

Ky ndng thuc hien phan tich he thong m\ic tieu.KT164 KN119

* \
Kien thuc ve luat phdp, chinh sdeh, thii tuc hodc 
qudn tri an todn thong tin mang cho ede ha tdng 
quan trpng.

Ky ndng chuan bi va trinh bay cac cupc hpp giao 
ban.

KT169 KN120

• * t 'Kien thuc ve chuong trinh phan loai thong tin va 
ede quy trinh d6i v6i xam pham thong tin.

K? ndng chuan bi ke hoach va ede thu tu lien 
quan.

KT182 KN121

Ki6n thuc ve he thong nhung.KT198 KN122 Ky ndng uu tien ngon ngu muc tieu quan trpng.
r \ t

Kien thuc ve cac nguyen tdc, cong cu vd ky thuat 
kiem tra tham nhap.

Ky ndng xu ly du lieu thu thap dupe d6 phan tichKT208 KN123
tiep.

t \ «

Kien thuc ve ede bien phdp kiem sodt lien quan 
den vipc sir dung, xu ly, luu tru va truyen dG 
lipu.

Ky ndng phan tich d6 h6 trp vi6t bdo cdo hdnh 
dpng theo tung giai doan.

KT247 KN124
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Kien thircMS Tham MaMa Ky nang 4 2 13
* X

Kien thirc ve mi ro bao mat ung dung (vi du: 
Danh sach top 10 16 hong owasp)

Ky nang nhan xet va chinh sua san phim danhKT248 KN126
gia.
Ky nSng xem x6t va chinh sira ke hoach.KN127

Ky nang dieu chinh phan tich theo cdc cap do 
can thiet (vi du: phan loai va to chuc).

KN128

Ky nang phat trien muc tieu ho trg true tiep cho 
hoat dpng thu thap.

KN129

Ky nSng xdc dinh sir bat thuong cua mang m\ic 
tieu (vi du: xam nhap, luong dir lieu hoac xu ly, 
trien khai muc tieu cac cong nghe mdi).

KN130

Ky nang viet ky thuat.KN131

Ky nang sir dung phdn hoi de edi thien quy trinh, 
san pham va dich vu.

KN135

9 r x

Ky nang tiep can thong tin ve tai san hien co, 
each su dung.

KN138

K^ ndng truy cap ca so du li^u bao gom duy tri 
ke hoach / chi thi / huong din.

KN139

K^ nang phan tich huong din chien luge cho cac 
van dk cin lam ro va / hoac hu6ng din b6 sung.

KN140

Ky nang phan tich muc tieu hoac m6i de dpa.KN141

Ky nang xay dung ke hoach thu thap lam ro 
nganh hoc de thu thap thong tin cin thiet.

KN142
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Kien thucMa Tham Ma Ma Ky nSng 4 3 2 1
^ r

Ky n^ng danh gia cac yeu cau cung cap thong tin 
de xac dinh xem thong tin ph&n hoi co t6n tai 
hay khong.

KN143

Ky n&ng trich xuat thong tin tir cdc cong cu va 
ung dung c6 san lien quan den yeu cau thu thap 
va qu£n ly hoat dong thu thap.

KN144

Ky nSng dp d\in| cac nguyen tdc an toan thong 
tin mang va quyen rieng tu d6i v6i cdc yeu clu 
ciia to churc (lien quan d4n tinh W mat, tinh toan 
ven, tinh khd dung, xac thirc, chong choi b6).

KN147

Ky ndng su dung cdu true vd quy trinh bdo cao 
cua giai phdp phong thu tren khong gian mang 
cua rieng tung to chuc

KN148

Ky nang xac dinh ede van de ve an toan thong 
tin mang vd quyen rieng tu xuat phdt tu k4t n6i 
voi cac khdeh hang vd to chuc doi tdc ben trong 
vd ben ngodi.

KN149

11^
Kien thurc ve ede khdi niem vd §iao thuc mang 
mdy tinh vd phuemg phdp luan ve an toan thong 
tin mang.

K^ ndng xdc dinh, nam bdt, luu trft vd bdo cdo 
phan mem dpc hai.

KT001 KN002

t \

Kien thuc ve ede quy trinh qudn ly rui ro (vi du: 
ede phuong phdp ddnh gia vd gidm thieu nii ro).

Ky nang bdo qudn tinh toan ven cua bdng chung 
theo quy trinh thao tdc tieu chuan hodc tieu 
chuan quoc gia.

KT002 KN020

* t \

Kien thuc ve luat, quy dinh, chinh sdeh vd dao 
due nghe nghi^p lien quan den an toan thong tin 
mang vd quyen rieng tu.

KT003 KN042 Ky nang bdo mat thong tin lien lac mang.
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Kien thirc 2 1Ky nang 3Ma 4Ma Tham Ma
Ky nSng nhan bi6t, phan loai 16 h6ng bio mat va 
cac hinh thuc tin cong lien quan.

Klin thuc vi an toin thong tin mang vi cic 
nguyen tic quyen rieng tu.

KN043KT004

Ky ning bio vf mang khdi phin mem dOc hai. 
(Vi d\i: NIPS, chong phin mem doc hai, han 
che/ngin chan thiet bi ben ngoii, bo loc thu ric).

r ^ r * /

Kien thuc ve cic moi de doa vi diem yeu an toin 
thong tin mang.

KN044KT005

Kien thuc v6 cic inh hudng doi v6i boat dong 
do mat an toin thdng tin mang.

Ky ning thuc hien danh gii thiet hai.KN045KT006

Kien thuc ve sao luu vi phuc hoi du lieu. Ky nang sir dung cic cong cu tuong quan su 
kien an toin thong tin.

KN092KT019

Ky ning thiet ke ung ph6 sir co cho cic mo hinh 
dich vu dim miy.

Kien thuc v6 ke hoach duy tri boat dong vi khoi 
phuc thim hpa.

KN146KT021

Kien thuc v6 ca che kiem soit truy c£p miy 
chu/mang (vi du: danh sich kilm soit truy cap, 
danh sich kha ning).

KT027

Kien thuc ve cic dich vu mang vi giao thuc k£t 
n6i mang

KT028

f y / f

Kien thurc ve cic loai sy co, ung ph6 s\r c6 vi 
tien trinh phin hoi sir c6 an toin thong tin mang.

KT035

Ki6n thirc ve phucmg phip ung ph6 vi xu ly sir 
co an toin thong tin mang.

KT036

Kien thuc ve cic phuong phip vi ky thuat phit 
hien xam nhap de phit hien viec xam nhap miy 
chu vi mang.

KT040

Kien thuc ve cic phuong phip phan tich luu 
luong mang.

KT050
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Kien thirc Ma Ky nangMa Tham Ma 4 3 2 1
Kien thuc ve phan tich muc g6i tin (packet- 
level).

KT054

f y f * *

Kien thuc ve c^c moi de doa va diem yeu cua h? 
th6ng va ung dung (vi du: tran bp dem (buffer 
overflow), ma di d6ng (mobile code), cross-site 
scripting, PL/SQL injection, ma dpc,...).

KT060

Ki6n thuc ve cac thanh ph^in mpt cupc tin cong 
mang va m6i quan he cua mpt cupc tin cong 
mang doi voi cac moi de dpa vi diem yeu.

KT084

Kien thuc ve cac chinh sich, thu tpc va quy dinh 
ve bio v§ mang va an toan thong tin.

KT113

Kien thuc ve cic loai tin cong khac nhau (vi du: 
thy dpng, chu dong, npi giin, can cinh, phan tan 
tin cong).

Kill 5

Kien thuc vi nhQng ki tin cong mang (vi du: k£ 
nghipp du (script kiddies), npi giin, tai trp qudc 
gia,...).

KT116

Kien thuc vi ky thuat quin tri hp thing, mang va 
cung h6a (hardening) he dieu hinh.

KT117

f \ r

Kien thiic ve cac giai doan tan cong mang (vi du: 
trinh sit, d6 quit, liet ke, truy nhap hp thing, leo 
thang die quyen, duy tri truy cap, khai thic 
mang, xoa dau vet).

KT126
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Kien thirc Ky nang 4 3 2 1MaMa Tham Ma
Kien thvrc ve cac khdi niem kien true an toan 
thong tin mang bao g6m ciu true lien k6t 
(topology), giao thuc, ede th^inh phan va nguyen 
tic (vi du: ph6ng thu chieu sau defense-in- 
depth).

KT127

Kien thuc ve m6 hinh OSI va c^c giao thiic 
mang ca ban (vi du: TCP/IP).

KT152

Kiin thuc ve ede mo hinh dich vu dim may va 
each cac mo hinh do co the han che ung cuu su

KT156

co.
Kien thuc ve c&c khai niem va phuong phdp 
phan tich ma doc.

KT161

Kien thuc ve chuong trinh phan loai thong tin va 
ede quy trinh doi vdi xam pham thong tin.

KT182

Kien thuc ve cac giao thuc mang nhu TCP/EP, 
DHCP, DNS va ede dich vu thu muc.

KT203

Kiin thuc ve ede giao thuc m^ng vd dinh tuyin 
ph6 biin (vl dp: TCP / IP), ede dich vy (vi du: 
web, thu, DNS) va edeh chung tuong tdc de cung 
cdp kit nii mang.

KT241

Kien thuc ve rui ro bdo mat ung dung (vi du: 
Danh sdeh top 1016 hong owasp)

KT248

mmmm
Ky nang tien hdnh qudt 16 hong vd nh^n biet 16 
hong trong he thing bdo mdt.

Kiin thiic vi ede khai niem vd giao thuc mpng KN001 
may tinh va phuong phdp luan ve an toan thong 
tin mang.

KT001
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Kien thircMa Tham Ma Ma Ky nang 4 3 2 1
Kien thuc ve cdc quy trinh quiin ly nii ro (vi du: 
cac phiromg phap danh gid va gi4m thieu rui ro).

KT002 KN006 Ky nang ddnh gia muc dp an toan thong tin cua 
hp thong va mo hinh thiet ke.

t \

Kien thuc ve luat, quy dinh, chinh sdch va dao 
due nghS nghiep lien quan den an to&n thong tin 
mang va quyen rieng tu.

KT003 KN012 Ky nang su dyng ede cong cu phdt hifn xam 
nhap tren mdy chu vd mang. (vi du: Snort).

Kien thuc ve an toan thong tin mang va cac 
nguyen tic quyen rieng tu.

Ky nang bit chu6c cac hanh vi de dpa.KT004 KN019

f y f y ,

Kien thuc ve ede m6i de doa va diem yeu an toan 
thong tin mang.

Ky ndng su: dyng ede cong cu vd ky thuat kiem 
thu xam nhap.

KT005 KN022

r \ X
Kien thuc ve ede dnh huong doi vdi boat dpng 
do mat an toan thong tin mang.

Ky ndng su dung ede ky thudt tin cong phi ky 
thuat. (vi dy: phishing, baiting, tailgating, v.v.).

KT006 KN023

• ^ i ' * rKien thuc ve cac diem yeu ung dung. Ky ndng su diing cac cong cu phan t'ch 16 hong 
mang. (vi du: fuzzing, nmap, v.v.).

KT009 KN046

t y

Kien thuc ve mat ma va ede khdi niem quan ly 
kh6a mat ma

Ky ndng xem lai nhat ky de xdc dinh bdng chung 
ve nhOng Ian xam nhap trong qud khu.

KT018 KN064

Kien thuc vi sao luu vd phuc hoi du lipu. Ky nang thyc hien ddnh gia 16 hong bdo mat 16p 
ung dung.

KT019 KN075

Kien thuc ve ca che kiem sodt truy cap mdy 
chu/mang (vi du: danh sdeh kiem sodt truy cap, 
danh sach khd ndng).

KT027 KN090 Ky ndng thyc hien ddnh gid tdc dpng / nii ro.

? y r \

Kien thuc ve ede nguyen tdc vd yeu cau an toan 
thong tin mang vd rieng tu (lien quan den tinh bi 
mat, tinh toan vpn, tinh kha dung, xdc thuc, 
chong choi bd).

« * * t

Ky ndng de phat trien nhung hieu biet chuyen
y r *

sau ve boi canh moi tru6ng de dpa cua to chuc
KT038 BCN145
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Kien thirc 4 3 1Ky nang 2MaMa Tham Ma
Ky nang ap dung cdc nguyen tac an toan thong 
tin mang va quyen rieng tu doi vdti cac yeu cau 
cua t6 chuc (lien quan den tlnh bi mat, tinh toan 
ven, tinh kha dung, xac thuc, chdng chdi bo).

Kien thirc v6 truy cap mang, danh tinh va quan 
ly truy cap (vi du: ha ting kh6a cong khai, 
Oauth, OpenID, SAML, SPML).

KN147KT048

Kiin thurc ve each luu lugng truyin qua mang (vi 
du: Giao thtic TCP, IP, Mo hinh OSI,...).

KT053

Kien thuc ve ciu true ngon ngG lap trinh va 
logic.

KT059

Kien thuc ve cac moi de doa va diem yeu cua he 
thdng va ling dung (vi du: tran bo dem (buffer 
overflow), ma di dong (mobile code), cross-site 
scripting, PL/SQL injection, ma doc,...).

KT060

Kiln thiic ve cac cong cu ddnh gia he thdng va 
ky thuat xac dinh loi.

KT074

Kiin thiic v6 c&c th^nh phin mpt cuoc tin cong 
mang va moi quan he cua mot cuoc tin cong 
mang doi vdi cac moi de doa va diem ySu.

KT084

Kien thiic ve ngon ngu may tinh thong dich va 
bien dich.

KT106

Kien thiic ve cac loai tin cong khac nhau (vi du: 
th\i dpng, chu dong, noi gidn, can canh, phan tan 
tin c6ng).

Kill 5

Kien thiic vi nhung k6 tin cong mang (vi du: kt 
nghiep du (script kiddies), npi gian, tai tra qu6c 
gia,...).

KT116
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Kien thircMa Tham Ma Ma Ky nang 4 3 2 1
Kien thuc ve ky thuat qu^n tri he thong, mang va%
cung h6a (hardening) he dieu h&nh.

KT117

Kien thuc ve cac giai doan tin cong mang (vi du: 
trinh sat, dd quet, liet ke, truy nhap he thing, leo 
thang dSc t^uyen, duy tri truy c§p, khai th^c 
mang, xoa dau vet).

KT126

/ \ f

Kien thuc ve cdc khdi niem kien true an toan 
thong tin mang bao g6m ciu true lien ket 
(topology), giao thuc, c&c tMnh phan va nguyen 
tic (vf du: phdng thii chieu sau defense-in- 
depth).

KT127

t s

Kien thuc ve ede mo hinh bao mat (vi du: mo 
hinh Bell-LaPadula, mo hinh Biba, Mo hinh 
Clark Wilson).

KT144

Kien thuc ve nguyen tic dao due va ky thuat 
hack.

KT146

* t \ \

Kien thuc ve c&c khdi niem sao luu va phuc hoi 
dtf lieu.

KT148

^ > /
Kien thuc ve c&c kh4i niem qu£n tri hd thong cho
he diiu hanh, ching han nhu nhung khong gidi
han cho c&c he dieu hanh Unix/Linux, IOS,
Android va Windows.

KT154

Kien thuc ve ha ting h6 trg di d&m b^o an toan, 
hieu suat vd do tin cay.

KT167
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Kien thirc 1Ky n&ng 4 3 2MaMa Tham Ma
Kien thuc ve chirang trinh phan loai thong tin va 
cdc quy trinh doi v6i xam pham thong tin.

KT182

f y \

Kien thuc ve phan rich goi tin bang cdc cong cu 
thich hgp (vi dp: Wireshark, tcpdump).

KT189

Kien thiic ve mat ma h<?c.KT192

Kien thuc ve cdc giao thuc mang nhu TCP/IP, 
DHCP, DNS v& cAc dich v\i thu myc.

KT203

Ki4n thuc ve cAc nguyen tic, cong cy v& ky thuat 
kiem tra tham nhap.

KT208

KiSn thuc ve cAc moi de dpa trong moi truong 
cua to chuc.

KT209

Kien thirc ve nii ro b^o mat ung dung (vi dy: 
Danh s&ch top 10 16 hdng owasp)

KT248

mm Mm
Ky nSng phdt trien va trien khai chtf ky so.Ki6n thuc ve cAc khdi niem vA ^iao thuc mang 

m&y tinh va phucmg phap luan ve an toan thdng 
tin mang

KN008KT001

Kien thuc ve cac quy trinh qu^n ly nii ro (vi dy: 
cdc phucmg phap ddnh gi^ va gikn thieu nii ro).

Ky nSng sii dyng cac cong cy phdt hiyn xam 
nhap tren m&y chii va mang. (vi dy: Snort).

KN012KT002

Kien thuc ve luat, quy dinh, chinh sAch vA dao 
due nghe nghiep lien quan den an to&n thong tin 
mang v^ quyen rieng tu.

K^ nSng xdc djnh c&ch thiic hoat dyng ciia h? 
thong bAo mat (bao gom khi nSng phuc hoi vi 
kM ning tin c^y) vi nhihig thay d6i ve di6u 
kien, hoat dyng hoic moi trudng se inh huemg 
nhu the nio din nhung kit qui niy.

KN013KT003
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Kien thircMa Tham Ma Ma Ky pang 4 13 2
Kien thuc \k an toki thong tin mang va cac

9 \ t

nguySn tSc quyen neng tu.
Ky n^ng ki€m tra, danh gia 16 h6ng bao mat tu 
khSu thiet ke.

KT004 KN017

t \ < 4 * r

Kien thuc ve c^c moi ae doa vk diem yeu an toan 
thong tin mang.

Ky nang su dung c&c phuong phap xu ly su co.KT005 KN025

Kien thuc ve c&c ^inh hu6ng doi voi hoat dong 
do mlt an toan thong tin mang.

KT006 KN026 Ky ndng su dung bo phan tich giao thuc.

/ s %

Kien thuc ve phuong phdp xdc thuc, uy quyen va 
kiem soat truy cap.

Ky nSng thu thap ngu6n dO li?u vk phong thu 
mang.

KT007 KN031

t *

Kien thuc ve c^c cong cy bio ve va dinh gii 
diem yeu an toan thong tin mang vi kha nang 
cua cac cong cu.

Ky nang nhan biet, phan loai 16 hong bio mat vi 
cic hinh thuc tan cong lien quan.

KT013 KN043

Kien thuc ve thuit toin miy tinh.KT015 KN056 Ky ning dpc va giii thich chu ky (vi du: snort).

Kien thuc ve cac thuat toan ma hoa Ky ning dinh gii cic bi?n phip kiem soat an 
toin dua tren cic nguyen tic va nguyen ly an 
toin thong tin mang.

KT017 KN081

t \

Kien thuc ve mat ma va cic khii niem quin ly 
kh6a mit ma

KT018 KN084 Ky ning thuc hien phan tich mure goi.

Kien thuc ve he thong co s6 dtf Ii8u. Ky ning nhan biet 16 hong trong he thong bio 
mat. (vi du: quet 16 hong bio mat vi tuan thu).

KT020 KN086

Ki6n thuc ve co che kiem soit truy cap may 
chu/mang (vi du: danh sich kiem soat truy cap, 
danh sich kha ning).

KT027 KN088 Ky ning thuc hien phan tich xu hudmg (trend).

s ^ a t ^ ^

Kien thuc ve cic nguon pho bien thong tin ve 
diem yeu bio mat (vi du: cinh bao, tu vin vi 
bin tin,...).

Ky ning ip dyn^ cac nguyen tic an toan thong 
tin mang vi quyen rieng tu doi veri cic yeu ciu 
cua to chuc (lien quan d6n tinh bi mit, tinh toin

KT034 KN147
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Kien thircMa Tham MaMa Ky nSng 4 3 2 1
v?n, tmh kh& d\mg, xdc thirc, chong choi b6).

r \

Kien thuc ve phuong phap ung ph6 va xu ly su 
co an to^in thong tin mang.

Ky nSng su dyng cau true va quy trinh b£o cdo 
cua gidi phdp phdng thii tren khong gian mang 
cua rieng timg to chuc

KT036 KN148

Ki6n thuc v6 ede nguyen tie vd yeu ciu an todn 
thong tin m^ng va rieng tu (lien quan den tinh bf 
mat, tinh todn ven, tinh khd dung, xdc thuc, 
ch6ng choi bo).

KT038

Kien thuc ve ede phuong phdp va ky thuat phdt 
hi$n xdm nhap de phdt hi$n vi?c xam nhap mdy 
chu vd mang.

KT040

Kien thuc ve ede nguyen tdc va phuong phdp an 
todn thong tin (vl du: tuong Ilia, DMZ, ma h6a).

KT042

/ %
Ki£n thiic ve truy cap mang, danh tinh vd qudn 
ly truy cap (vi du: ha ting kh6a cong khai, 
Oauth, OpenID, SAML, SPML).

KT048

Kien thuc ve ede phuong phdp phan tich luu 
luemg mang.

KT050

Kiin thirc vi ede cong nghe mdi va mdi n6i lihh 
v\rc cong ngh$ thong tin va an todn thong tin 
mang.

KT051

Kien thuc ve h? dieu hanh.KT052
* % \

Kien thiic ve edeh luu lu<?ng truyen qua mang (viKT053
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Kien thircMa Tham Ma Ma Ky nang 14 3 2
du: Giao thuc TCP, IP, M6 hinh OSI,...).

1 ^ i ' *Kien thuc ve cdc bien ph^p kiem scat truy cap 
dua tren chinh sdch va thich ling v6i nii ro.

KT056

Kien thiic ve cac raoi de dpa va diem yeu ciia h$ 
thong va ling dung (vi du: tran bp dem (buffer 
overflow), ma di d6ng (mobile code), cross-site 
scripting, PL/SQL injection, ma doc,...).

KT060

Kien thiic ve cac khai niem chinh trong qu&n ly 
b^o mat an toan thong tin mang (vi du: Qu£n ly 
ph&t hanh, Quan ly bin vi).

KT063

s >

Kien thiic ve cic cong cu, phucmg phip va k^ 
thuat thiSt ke he thong bio mat.

KT064

Kien thiic v6 cic khii niem vien thong (vi dp: 
Kenh truyen, da kenh,...).

KT078

Kien thiic ve ciu true vi quy trinh bio cao ciia 
nhi cung cip dich vu an toin thong tin mang.

KT079

Kien thiic vd bio mat Mang rieng io (VPN).KT083
• / ' ' *Kien thiic ve cic thinh phan mpt cupc tin cong

t t

mang va moi quan hp ciia mdt cupc tan cong 
mang doi v6i cic moi de dpa va diem yeu.

KT084

Kien thiic ve ri soil nguy ca npi bp, bio cio, cic 
cong cy ri soil, cic luit/quy djnh.

KT085

Kien thiic ve chien thuat, ky thuat va quy trinh 
d6i thii.

KT088
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Kien thux Ky nang 4 3 2Ma 1MaMa Tham
Kien thiic ve cac cong cu mang (vi du: ping, 
traceroute, nslookup)

KT089

Ki4n thuc cac nguyen tic phong thu chi6u sau 
(defense-in-depth) va ki6n true an toan mang.

KT090

Ki6n thiic vh cac loai k6t noi mang khac nhau (vi 
du: LAN, WAN, MAN, WLAN, WWAN).

KT091

Kien thirc ve cac phan ma rang ten tep (vi du: 
.dll, .bat, .zip, .pcap, .gzip).

KT092

Ki4n thuc ve ngon ngft may tinh thdng dich va 
bien dich.

KT106

Ki8n thuc v6 cac quy trinh, kha nang va han che 
ciia quan ly thu thap.

KT107

Ki§n thuc v€ thu thap he thong front-end, bao 
gom thu thap, loc luu luang va l\ra chpn.

KT108

Kien thuc ve cac chinh sach, thii tuc va quy dinh 
vk bao ve mang va an toan thong tin.

KT113

Ki4n thiic v6 cac vecta tin cong pho bien tren 
lap mang.

KT114

Kiin thiic vk cac loai tin cong khac nhau (vi du: 
thu dong, chii dong, noi gi&n, can c^nh, phan tan 
tin cong).

KT115

Kiin thuc vi nhung ke tin cong mang (vi du: ke 
nghiep du (script kiddies), n6i gi^n, tai tra quoc 
gia,...).

KT116

Kiin thuc vi ky thuat quan tri hf thing, mang vaKT117



62

Kien thirc X24 3Ma Ky nangMa Tham Ma
cung hoa (hardening) he dieu hanh.

t >

Kien thuc ve luat, nghi dinh, chi thi, quy dinh 
hien hanh ve an toan thong tin.

Kill 8

» \ t

Kien thiic ve cac giai doan t^n cong mang (vi du: 
trinh s^t, d6 qu6t, liet ke, truy nhap he thong, leo 
thang dac quyen, duy tri truy c$p, khai th&c

t f

mang, xoa dau vet).

KT126

Kien thuc ve cdc khdi ni$m kien true an toan
% f t

thong tin mang bao gom cau true lien ket 
(topology), giao thuc, cac thanh phan va nguyen 
tic (vi du: phong thii chieu sau defense-in­
depth).

KT127

Kien thuc ve ede nguyen tac, mo hinh, phuong 
phap qu&n ly he thing mang v& cac cong cu.

KT128

/ \
Kien thiic ve c&c phuong phap ma hoa.KT137

Kiin thuc t^c dong ciia nhan biet vi nit, ma doc 
v& c^c cupc tin cong.

KT138

< > ♦

Kien thuc ve cac cong v^i dich vu Windows / 
Unix.

KT139

Kien thuc ve c&c mo hinh bdo mat (vi du: mo 
hinh Bell-LaPadula, mo hinh Biba, Mo hinh 
Clark Wilson).

KT144

Kiln thuc vi mo hinh OSI va ede giao thuc 
mang co bdn (vi du: TCP/IP).

KT152
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Kien thirc 3 2 1Ky nang 4MaMa Tham Ma
^ > * Kien thuc ve luat, co quan ph&p ly, cic han che

va quy dinh lien quan den boat dpng phong thii
tren khong gian mang.

KT153

r % ♦

Kien thuc ve cdc tieu chuan an toan thong tin ca 
nhan, dtr lieu cd nhan.

KT162

r y %

Kien thuc ve cdc tieu chuan an toan du lieu the 
thanh todn (PCI).

KT163

Kien thuc ve cdc tieu chuan an toan du lieu 
thong tin y t6, sue khde cd nhan.

KT164

Kien thuc ve edephuemg phdp kiem tra va danh 
gid bdo mat he thong.

KT184

Kien thurc ve thiet k4 bipn phdp d6i ph6 voi ede 
rui ro bdo mat da xdc dinh.

KT188

Kien thtic vk vipc su dpng ede cong cp chia 
mang (sub-netting tools).

KT190

Kien thuc ve ede cong cu dong Ipnh cua he dieu 
hanh.

KT195

* ' * 1 Kien thurc ve hp th6ng nhung.KT198

Kien thuc ve ede cong cp va ung dung He thong 
phdt hien xam nhap (TDS)/He th6ng ngdn ngua 
xam nhap (IPS).

KT200

Kien thuc ve ede giao thuc mang nhu TCP/IP, 
DHCP, DNS vd ede dich vu thu mpc.

KT203

Kien thuc vh edeh su dpng ede cong cu phan tich 
mang de xdc dinh ede diem yeu.

KT207
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Kien thirc MaMa Tham Ma 2 1Ky nang 4 3
Kien thuc ve cac nguyen t^c, cong cu v^i ky thuat « •
kiem tra tham nhap.

KT208

r \

Kien thuc ve nii ro bao mat ung dung (vi du: 
Danh s&ch top 10 lo h6ng owasp)

KT248

*?•

An:tban ha tangiho’ng tin i ^
?

CSSS 5 il' : r: *4 wr:

Kien thuc ve cac khai niem va ^iao thuc mang 
may tmh va phuomg ph&p luan ve an toan thong 
tin mang

Ky nang ap dimg c^c kiem scat truy cap miy 
chu/mang (vi d\i: danh s^ch kiSm sodt truy cap).

KT001 KN005

Kien thuc ve c&c quy trinh qu&n ly nii ro (vi du: 
cdc phuong ph^p danh gia v& giam thiSu nii ro).

Ky n^ng di6u chinh cam bi6n.KT002 KN024

Kien thuc ve luat, quy dinh, chinh sdch va dao 
due ngh6 nghiep lien quan den an to&n thong tin 
mang v& quyen rieng tu.

Ky n5ng sir dung c&c phuong phap xu ly su co.KT003 KN025

f y

Kien thuc ve an toan thong tin mang va c&c 
nguyen tac quyen rieng tu.

Ky nang su d\mg thi4t bi va ma h6a Mang rieng 
ao (VPN).

KT004 KN027

Kien thuc ve ede moi de dga v^ diem yeu an toan 
thong tin mang.

KT005 KN042 Ky nSng b^io mat thong tin lien lac mang.

Kien thuc ve ede dnh huong doi voi hoat dgng 
do mat an toan thong tin mang

Ky n&ng bko vf mang khoi phin mem dpc hai. 
(Vi du: NIPS, chong phan mem dpc hai, han ch6 
/ ngan chan thiet bi ben ngoai, bp Ipc thu rdc).

KT006 KN044

t \ y

Kien thuc ve sao luu va phuc hoi du lieu.
^ f

Ky nang ve ky thuat tang cufrng he thong, mang 
va he dieu hanh. (vi dp: x6a cac dich vu khong 
■ * thiet, chinh sdeh mat khau, phan doan mang, 
bat ghi nhat ky, it dac quyen nhat, v.v.).

KT019 KN065

can
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Kien thirc 1Ma Ky nang 4 23MS Tham Ma
r % t

nSng xu ly s\r co va chan doSn cdc bat 
thucmg vk ca so ha ting phdng thu khong gian 
mang va giai quy6t vin de.

Kien thiic ve cct che kiem sodt truy cap m&y 
chiVmang (vi du: danh s&ch kiim soSt truy c$p, 
danh sdch kha nang).

KN067KT027

Ky ndng dp d\in^ cdc nguyen tac an toan thong 
tin mang va quyen rieng tu doi vdri cdc yeu cau 
cua to chuc (lien quan den tinh bi mat, tmh toan 
v?n, tinh kha dyng, xdc thuc, chdng ch6i b6).

Kien thurc v6 phuong phdp ung ph6 va xu ly sir 
co an toan th6ng tin mang.

KN147KT036

Kiin thuc ve cdc nguyen tic va yeu cau an toan 
thong tin mang va rieng tu (lien quan den tinh bi 
mat, tinh todn ven, tinh khd dung, xdc thuc, 
ch6ng ch6i b6).

KT038

Kien thuc ve cac phuong phap phan tich luu 
luong mang.

KT050

Kiin thuc ve cdch luu lugng truyen qua mang (vi 
du: Giao thuc TCP, IP, Mo hinh OSI,...).

KT053

Kiln thiic vl phan tich mure goi tin (packet- 
level).

KT054

Kien thuc vi bao mat Mang rieng ao (VPN).KT083

Kiln thurc v! ede thdnh phan mpt cupc tin cong 
mang va moi quan he ciia mOt cupc tin cong 
mang doi vdi cac m6i de dpa va dilm ylu.

KT084

* \
Kien thuc ve cac cong nghe Ipc web.KT105

Kiln thiic vl ede chinh sdeh, thu t\ic vd quy dinh 
ve bdo v? mang vd an toan thong tin.

KT113
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Kien thircMa Tham MS Ma Ky nang 4 2 13
Kien thuc ve cdc khdi niem kien true an toan 
thong tin mang bao gom cSu true hen ket 
(topology), giao thuc, c&c thanh phin va nguyen 
tic (vi d\i: phdng thii chiiu sau defense-in­
depth).

KT127

Kien thuc ccr bin ve he thong, mang v& ky thuat 
cung hoa he dieu hanh.

KT145

t y f

Kien thuc ve cac thu tuc, nguyen tac vi phuong 
phap kiem tra.

KT160

Kien thiic ve c&c ban ghi truyen tii (vi du: 
Bluetooth, RFID, IR,Wi-Fi...)

KT174

Kiln thiic vi cac cong cy va ung dung He thong 
phat hien xim nhap (IDS)/He thong ngin ngua 
xam nhip (DPS).

KT200

Kiln thiic v! cic giao thiic mang nhu TCP/IP, 
DHCP, DNS va cac dich vu thu myc.

KT203

t \

Kien thiic ve phan tich luu lu$mg mang (cic 
cong cu, phuong phip luan, quy trinh).

KT205

Kien thiic ve cic khai nifm vi ^iao thiic mang 
may tinh va phuong phap luan ve an toan thong 
tin mang

Ky ning trong viec phat triin, kiim thu va thuc 
hien cac ke hoach d\r phong, khoi phyc co sri ha 
ting mang.

KT001 KN015

Kiln thuc vl cac quy trinh quin ly rui ro (vi du: 
cic phuong phap danh gii vi giim thieu rui ro).

Ky nang bio quin tinh toan van ciia bang chiing 
theo quy trinh thao tic tieu chuan hoic tieu 
chuin quoc gia.

KT002 KN020

* y

Kien thiic ve luat, quy dinh, chinh sach vi dao Ky ning phan tich ket xuat bp nhd dl trich xuatKT003 KN030
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Kiln thirc Ma Ky nang 4 3 2 1Ma Tham Ma
dxxc nghe nghiep lien quan den an toan thong tin 
mang va quyen rieng tu.

thong tin.

Kien thirc vS an toan thong tin mang va cac 
nguyen tac quyen neng tu.

Ky nang xac dinh va trich xuat dii lieu quan 
trong cua dieu tra so trong cac phuong tien 
truyen thong da dang.

KN032KT004

Kien thuc ve cac m6i de doa va di6m y6u an toan 
thong tin mang.

Ky nang xac dinh, sua doi va thao tac cac thanh 
phin he thong ap dung trong Windows, Unix 
hoac Linux (vi du: mat khau, tai khoan ngirdi 
dung, tep).

KN033KT005

Kien thuc ve cac anh huong doi vdi hoat dong 
do mat an toan thong tin mang.

Ky nang thu thap, xir ly, dong goi, van chuyen 
va luu trit bang chting dien tu de trhih thay doi, 
mat mat, hu hong vat chat hoac pha huy dii lieu.

KN034KT006

Kien thuc ve cac thuat toan ma hoa. Ky nSng thiet lap may tram dieu tra so chuyen 
dung.

KN035KT017

Kien thuc ve sao luu va phuc hoi du lieu. Ky nang su: dung cac bo cong cu dieu tra s6 (vi 
du: EnCase, Sleuthkit, FTK).

KN036KT019

Ki4n thuc v6 phuong phap ung pho va xu ly su 
co an toan thong tin mang.

Ky nang su dyng may ao. (Vi du: Microsoft 
Hyper-V, VMWare, VirtualBox, v.v.).

KN038KT036

Kien thuc ve he dieu hanh. Ky nang thao lip vat ly PC.KN039KT052

Kien thuc ve cac moi de doa va diem yeu cua he 
thong va ung dung (vi du: tran bp dem (buffer 
overflow), ma di dong (mobile code), cross-site 
scripting, PL/SQL injection, ma doc,...).

Ky nang thuc hien phan tich dieu tra trong nhieu 
moi truong he dieu hanh (vi du: he thong thiet bi 
di dong).

KN040KT060

Kien thuc ve he dieu hanh may chit va may 
khach/tram.

Ky nang phan tich sau ve ma dpc hai d§i thu 
' ' ' ' *dupe (vi du: dieu tra ve phan mem dpc hai).

KN049KT065

Kien thftc ve cac cong cu danh gia may chu va KN050 Ky nang su dung cac cong cu phan tich nhi phSnKT066
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Kien thircMa Tham Ma 12Ma Ky nang 4 3
ky thuat x£c dinh loi. (vi du: Hexedit, ma lenh xxd, hexdump).

• * ' ' 'Kjen thuc ve cdc thanh phan va kien true mdy
tinh vat ly, bao gom cac chuc ndng cua cdc thanh
phdn va thiet bi ngoai vi khde nhau (vi du: CPU,
NIC, Imi tru du lieu).

Ky nang trong cdc ham bam mpt chieu (vi du: 
Thuat toan bdm an toan [SHA], Thuat todn tieu 
hoa tin nhdn [MD5]).

KT087 KN051

Kien thuc ve cdc he thdng tap tin thuc thi (vi du: 
NTFS, FAT, EXT).

Ky nang phan tich cdc loai ma bat thuongKT093 KN052

Kien thuc ve cdc quy trinh thu giu va bdo qudn 
bdng chung so.

Ky ndng phan tich du lieu biln dong.KT094 KN053

Kien thuc ve cdc phuong phdp hack.KT095 KN054 Ky ndng xdc dinh cdc ky thuat xdo trpri 
(obfuscation)

Kien thuc ve cdc tdc dong dieu tra vdi phdn 
cung, He didu hanh va cdc cong nghe mang.

Ky ndng phien dich ket qud cua trinh go 16i de 
xdc dinh chien thuat, ky thuat va quy trinh.

KT096 KN055

f \ t

Kien thuc ve quan tri phdp ly lien quan den khd 
ndng chip nhdn (vi du: Quy tdc ve bdng chung).

Ky nang phan tich phdn mem dpc hai.KT097 KN069

t \

Kien thuc ve cdc quy trinh thu thdp, ddng goi, 
van chuyin va luu trtt bdng chung s6 trong khi 
duy tri chuoi quy trinh.

K£ ndng tiin hdnh phdn tich muc bit.KT098 KN070

Kien thuc vi loai va thu thdp dfi lieu on dinh 
(persistent data).

Ky ndng xu ly bdng chung ky thudt s6, bao gdm 
viec bao ve vd tao bdn sao hgp phdp ciia bdng 
chung.

KT100 KN071

Kien thuc ve thu thdp, ky thu^lt tim kiim / phan 
tich, cong cu va cookie ciia thu dien tu.

KT101 KN084 Ky ndng thuc hien phdn tich muc g6i.

Kien thuc ve tep tin he thing (vi du: tep nhdt ky, 
tep ddng ky, tep cdu hinh) chua thong tin lien 
quan va nod tim cdc tep he thong d6.

KT102
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Kien thircMa Tham Ma Ma Ky nang 4 3 2 1
* S \ f

Kien thuc ve cdc loai du lieu dieu tra so va cdch 
nhan biet.

KT103

Ki8n thuc v6 kha nang tri€n khai dieu tra so.KT104

Kien thuc ve c^c cong cu tucmg quan su kien an 
to^n thong tin mang.

KT109

Ki6n thuc ve luat chung cu dien tu.KT111

Kien thuc ve cac quy tic phdp ly ve chung cu va 
thu tuc toa an.

KT112

Kien thuc ve ky thuat quan tri he thing, mang va 
cung h6a (hardening) he dieu hanh.

KT117

Kien thuc ve luit, nghi dinh, chi thi, quy dinh 
hien hanh ve an toan thong tin.

KT118

Kien thuc ve cac khai niem kien true an toan 
thong tin mang bao gom cau true lien ket 
(topology), giao thuc, cac thanh phan va nguyen 
tic (vi d\i: phdng thii chieu sau defense-in- 
depth).

KT127

f \

Kien thuc ve ckc cong cu va ky thu|t khoi phu 
dO lieu.

KT129

Kien there ve ede khai niem dich ngugc.KT130

Kiin thuc ve cac chien thuat, ky thuat va quy 
trinh chong dieu tra so.

KT131

Kien thuc ve ciu hinh thiet ke phdng thi nghiem 
dieu tra va cac ting d\mg ho trg (vi du: VMWare, 
Wireshark).

KT132
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Kien thircM§ Tham Ma Ma Ky nang 14 3 2
Ki6n thuc ve cac quy trinh va cong cu ga loi.KT133

t \

Kien thuc ve viec lam dung loai tep b<M k6 dich 
doi vdi hanh vi bat thuong.

KT134

Kien thuc ve c&c cong c\i phan tich phan mem 
ma dgc (vi du: Oily Debug, Ida Pro).

KT135

* \ \ ^
Kien thuc ve phan mem dpc hai vdi tinh nSng 
phdt hien m^y ao.

KT136

^ » t

Kien thuc ve cac khii niem quan tri he thong cho 
he dieu hanh, ching han nhu nhung khong gioi 
han cho cac he dieu hanh Unix/Linux, IOS, 
Android va Windows.

KT154

Ki6n thuc v8 phan tich nhi phan.KT158
p \ t

Kien thuc ve cdc khdi niem kien true mang bao 
gom cau true lien ket (topology), giao thuc vh 
c&c thanh phan.

KT159

p \ y

Kien thuc ve phan tich g6i tin b&ng ede cong c\i 
thich hop (vi du: Wireshark, tepdump).

KT189

/ \
Kien thuc ve cac kh&i niem va thuc hdnh xu ly 
du lieu dieu tra so.

KT191

Kien thuc vd hieu biet ve thiet ke van hanh.KT210
^ p \

Kien thuc ve rui ro bao mat ung dung (vi du: 
Danh sdeh top 10 16 hong owasp).

KT248

i »s.: •. mmk-Ms1
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Kien thirc 4 3 2 1Ky nangMaMaTham Ma
K.y n^ng ung dung va ket hop cong nghe thong 
tin vao c£c giai ph^p &\igc de xuat

Ki6n thuc ve cdc khdi ni?m va ^iao thuc mang 
may tlnh va phuong phap luan ve an toan thong 
tin mang.

KN003KT001

Kien thuc ve cac quy trinh quin ly nii ro (vi du: 
cac phuong phap danh gia va giam thieu nii ro).

Ky nang tao va su dung cac mo hinh toan hoc 
hoSc thong ke.

KT002 KN007

Ky nang su dung cac quy tic va phuong phdp 
khoa hpc de giai quyet van de.

Kien thuc ve luat, quy dinh, chinh sach va dao 
due nghe nghiep lien quan den an toan th6ng tin 
mang va quyen rieng tu.

KN037KT003

Ky ning dp dyng quy trinh ky thuat h? th6ng.Kien thuc ve an todn thong tin mang vd ede 
nguyen tac quyen rieng tu.

KN078KT004

Ky ndng thiet ke tich hop ede quy trinh vd gidi 
phdp cong nghe, bao gom cac he thong ke thira 
vd ede ngon ngQ: lap trinh hi?n dai.

Ki£n thuc ve ede m6i de dpa vd diem yeu an todn 
thong tin mang.

KN082KT005

Kien thuc ve ede dnh hudng doi v6i boat dyng 
do mat an todn thong tin mang

Ky ndng dp dyng ede ky thuat ma h6a an todn.KN091KT006

Kien thuc ve ede diem yeu ung dyng.KT009

Kien thuc ve mat ma vd ede khdi nifm qudn ly 
khoa mdt ma

KT018

Kidri thirc ve ede cong ngh$ mcri vd mdri n6i linh 
vuc cong nghe thong tin vd an todn thong tin 
mang.

KT051

Kien thuc ve ede nguyen tic qudn ly vdng dfri he 
thfing, bao g6m bdo mat phan mem va khd ndng 
sir dyng.

KT075

Kiln thuc vS thuc hdnh Qudn ly nii ro chu6i 
cung ung.

KT099
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Kien thircMa Tham Ma Ky n5ng 4 1Ma 3 2
Kien thuc ve an toan chuoi cung ling cong nghd 
thong tin va nii ro chuoi cung ung, cac chinh 
s^ch, yeu cau va thu tuc qu^n ly.

KT119

^ ' 1 ^ 'Kien thuc ve cic he thong ha tang quan trpng vdi
cong nghe th6ng tin va truyen thong dugc thiet
ke ma quan tam ve bao mat he thong.

KT120

Kien thuc ve ky thuat dich ngugc phan cung.KT121
/ \ •> y

Kien thuc ve phan mem trung gian 
(middleware).

KT122

t \

Kien thuc ve cac giao thuc mang.KT123

KiSn thuc ve ky thuat dich ngugc phan mem.KT124

Kien thuc ve tieu chuan luge do XML.KT125

Kien thuc ve cac khii niem kien true an toan
\ r /

thong tin mang bao gom cau true lien ket 
(topology), giao thuc, c&c thanh phan va nguyen 
t&c (vi du: phong thu chidu sau defense-in- 
depth).

KT127

Kien thuc ve c&c kh&i niem va chuc nSng cua 
tuong lua ung dung

KT143

Kiln thuc v! ky thuat che dau ket n6i.KT147

Kien thuc ve luat phap, chinh sdeh, thu tuc hoSc 
quan tri an toan thong tin mang cho cac ha ting 
quan trgng.

KT169

Kien thuc ve nhan dang dieu tra so.KT170



73

Kien thirc Ma Ky nangMa 4 3 2Ma Tham 1
Ki6n thuc ve kien true truy6n thong di dpng.KT171

r y / \

Kien there ve cau true v& npi bp cua he dieu hanh 
(vi du: quiui ly quy trinh, cdu true thir muc, c^c 
ung dung da cai dat).

KT172

Kiln thuc ve c&c c6ng cu ph&n tich mang dupe 
sur dung de xdc dinh c^c diem yeu phan mem 
lien lac.

KT173

Kien thuc ve cic tieu chuan mo hinh d&m bio an 
toin thong tin.

KT183

Kiln thuc vl khi nang, ung dung vi cic diim 
ylu tilm in cua thilt bi mang, bao gom cic hub, 
bp dinh tuyen, bp chuyen mach, cau noi, miy 
chu, phuong tipn truyln dan va cac phan cung.

KT187

Kiln thuc vl ede phuong phap hack.KT193

Kiln thuc vl cac dilm ylu an toin thong tin 
mang tilm in cua cac cong nghe chuyln nganh.

KT194

Kiln thuc ve ede khdi nilm ky thupt dupe dp 
dung cho kiln true may tinh vd phan cung/phan 
mlm mdy tinh lien quan.

KT197

f \ t

Kiln thuc vl ede nguyln tdc, cong cu va ky thuat 
kilm tra thdm nhap.

KT208

Kiln thuc vi an toan boat dong.KT235
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Kien thtrcMa Tham Ma MS 14 3 2Ky nang
Kien thiic ve cac khai m%m va giao thuc mang 
may tlnh va phucmg phap luan ve an toan thong 
tin mang

Ky nang tien hanh quet 16 hong va nhan biet 16 
hong trong h? thong bao mat.

KT001 KN001

Kien thuc ve cac quy trinh quan ly nii ro (vi du: 
cac phuong phdp dinh gia va giam thieu nii ro).

Ky nang xay dimg, ap dung cac bien phap doi 
pho vdi cac nii ro an toan thong tin.

KT002 KN009

Kien thuc ve luat, quy dinh, chinh sach va dao 
due nghe nghiep lien quan den an toan thong tin 
mang va quyen rieng tu.

Ky n&ng phat trien va dp dung cac bien phap
* f

kiem soat truy cap he thong bao mat.
KT003 KN014

Kien thuc ve an toan thong tin mang va cac 
nguyen tac quyen rieng tu.

Ky nang xac dinh nhu cau bao ve (tiic la kiem 
scat an toan) ciia he thdng thong tin va mang.

KT004 KN016

Kien thuc ve cac moi de doa va didm y6u an toan 
thong tin mang.

Ky nang tich hgp cac cong cu kiem tra bao mat 
hop den vao quy trinh dam bao chit luong cua 
cac ban phat hanh phan mem.

KT005 KN047

Kien thuc ve cac dnh huong doi voi hoat dong 
do mit an toan thong tin mang

Ky n&ng xay dung ke hoach kiem thii an toan 
thdng tin (vi du: don vi, tich herp, hf th6ng, chip 
nhan).

KT006 KN073

Kiln thuc ve cau true du lieu phuc tap. Ky ndng sii dung ma hoa ha tdng khoa cong khai 
(PKI) va chu ky so vao cac ling dung (vi du: 
email S/MIME, SSL).

KT014 KN076

Kien thiic ve nguyen ly lap trinh may tinhKT016 KN093 Ky nang sii dung cac cong cu phan tich ma.
f y r *

Kien thiic ve kien true an toan thong tin cua to 
chiic.

Ky nang thuc hien phan tich ddc quyen qudn tri.KT022 KN094
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Ky nSng ap d\in^ cdc nguyen tac an toan thong 
tin mang va quyen rieng tu doi v6i cdc yeu ciu 
cua to chuc (lien quan den tlnh bl mat, tinh toan

t t

ven, tinh khi dung, xac thirc, chong choi b6).

KiSn thuc ve cdc yeu cau d£nh gia va xac nhan 
cua to chiic.

KN147KT023

Kien thuc ve cdc nguyen tic va phuong ph&p an 
toan thong tin mang va rieng tu dp dung cho phdt 
tri6n phan mem.

KT033

Kiin thuc ve cac nguyen tic vd yeu ciu an toan 
thong tin mang va rieng tu (lien quan den tinh bi 
mat, tinh toan v?n, tinh khd dung, xdc thuc, 
chong choi b6).

KT038

Kien thuc ve cac nguyen tic va khai niem mang 
ngi bo (LAN) vd mang difn rong (WAN) bao 
gom qudn ly bdng thong.

KT043

Kien thirc v6 ng6n ngu may tinh cap thap (vi du: 
hgp ngQ’).

KT044

Kien thuc vi hg diiu hdnh.KT052
r y \

Kien thuc ve Bdnh gid tdc dpng quyen rieng tu.KT057

Kiin thuc vi ciu true ng6n ngu: lap trinh vd 
logic.

KT059

Kien thuc ve cac moi de dpa vd diem yeu cua hg 
thing vd ting d\mg (vi d\i: trdn bp dpm (buffer 
overflow), ma di dpng (mobile code), cross-site 
scripting, PL/SQL injection, m3 dpc,...).

KT060

Kiin thtic ve ky thuat qudn ly ciu hinh an toan.KT062
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Kien thiic ve nguyen tic go 16i phin mim.KT067

Kien thuc ve cdc c6ng c\i, phuang phap va ky 
thuat thiet ke phan mem.

KT068

, ' X « ^ \

Kien thuc ve cac mo hinh ph6t trien phan mem 
(vi d\i: Mo hinh thdc nuoc - Waterfall, Mo hinh 
xoin 6c - Spiral Model).

KT069

Kien thuc ve ky thuat phan mem.KT070

Kien tnicJah to&n thong tinCSSS 9 .r
•»•«

Kien thuc ve cdc kh^i niem va giao thuc mang 
may tinh va phuong phdp luan ve an toan thong 
tin mang

Ky n5ng ung dyng va ket hop cong nghe thong 
tin vao cAc gi£i phap duoc de xuat..

KT001 KN003

Kien thuc ve cdc quy trinh quin ly nii ro (vi du: 
cac phuang phap danh gii vi giim thieu nii ro).

Ky ning xay dung, ip dung cac bien phip d6i 
ph6 vdd cic nii ro an toin thong tin.

KT002 KN009

Kien thuc ve luat, quy dinh, chinh sach va dao 
due nghe nghi^p lien quan den an toan thong tin 
mang vi quyen rieng tu.

>> \ 
Ky ning thiet ke tich hop cac giai phip phan
ciing vi phan mem.

KT003 KN011

Kien thiic ve an toin thong tin mang va cic 
nguyen tic quyen rieng tu.

KT004 KN013 Ky nang xic dinh cich thiic boat dpng ciia h?
t \ \

thong bio mat (bao gom khi ning phpc hoi vi 
khi ning tin cay) va nhung thay doi ve dieu 
ki^n, hoat dpng hoic moi truong se inh huong 
nhu the nao den nhung ket qui nay.

Kien thiic ve cic moi de doa vi diem yeu an toan 
thong tin mang.

Ky ning lap mo hinh thiet ke va xay d\mg cic 
truong h<?p sii dpng (vi du: ngon ngtf lap mo 
hinh unifie).

KT005 KN021



i
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Kien thirc Ky nang 3 .2Ma 4 1Ma Tham Ma
t

Ky nang su dyng thiet bi ma hoa Mang rieng 
ko (VPN).

Kien thuc ve cac iinh hu6ng doi v6i boat dong 
do mat an to&n thong tin mang.

KN027KT006

Kien thOrc ve phuomg phap xdc thirc, liy quy6n va 
♦

Idem so^t truy cap.
Ky nang viet ke hoach kiem thu.KN029KT007

Ky nang cki dat. cau hinh cac phan mem, cong 
cu b^o v$ may tinh. (vi du: tudng lua phan mem, 
phan mem chong vi-rut, phan mem chong gi4n 
di?p).

* ^
Kien thiic ve ap dung cdc quy trinh kinh doanh 
v^ boat dong ciia ckc t6 chiic.

KN041KT008

ft t

Ky n&ng thiet ke cac giii phap bio mat da cap / 
ten mien ch£o.

r ^

Kien thuc ve c£c diem yeu ung d\mg. KN063KT009

t t

Ky nSng su d\mg cac phuong phap thiet ke.
t t t

Kien thuc ve cac phucmg phap ket noi, nguyen 
tic va khai niem ha ting mang.

KTO10 KN066

Ki6n thuc vi kha nang va ung dung ciia thiet bi 
m^ng bao g6m bo dinh tuyen (router), thiet bi 
chuyen mach (switch), ciu noi (bridge), may 
chu, phuong tifn truyen din va phin cung lien 
quan.

Ky nang su dung ma h6a ha ting kh6a cong khai 
(PKI) va chtf k^ so vao cac ung dpng (vi du: 
email S/MIME, SSL).

KN076KT011

Kien thuc ve phan tich kha nang va yeu cau. Ky nang ap dyng cac mo hinh bao mat (vi du: 
mo hinh Bell-LaPadula, mo hinh toan v?n Biba, 
mo hinh toan v$n Clark Wilson).

KN077KT012

Kien thuc ve cac cong cu bao v? va danh gia « /
diem yeu an toan thong tin mang va kha nang 
ciia cac cong c\l

Ky nang chuyen cac yeu cau boat dpng thanh 
nhu cau bao ve (tuc la Idem scat an toan).

KT013 KN083

Ki4n thiic ve thuat toan may tinh. Ky n2ng thiet lap mang con vat ly hoSc logic de 
tach mang cue bo (LAN) kh6i cac mang khong 
dang tin cly khac.

KN087KT015
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t \

Ky n^ng cdu hinh va sii dung cdc thanh phan bio 
vf miy tinh (vi du: tu^mg lua phan cung, may 
chu, bo dinh tuy6n, neu thich hop).

f \

Kien thuc ve cac thuat todn ma hoa KN089KT017

Kien thuc ve he thong co so du lieu.KT020

Kien thuc ve ke hoach duy tri boat dong v& khoi 
phuc tham hpa.

KT021

Kien thuc ve kien true an toan thong tin cua to 
chuc.

KT022

Kien thuc ve ky thuat, kien true m&y tinh (vi du: 
bang mach, bp xu ly, chip v& phan cung may 
tinh).

KT025

r \ t

Kien thuc ve c4i dat, tich hop va toi uu h6a ede 
thanh phln hp thong thong tin

KT029

Kien thuc ve nguyen ly tuomg tac giGa ngufri vd 
may tinh.

KT030

Kien thuc ve quy trinh Bdnh gid vd Uy quyen 
bao mat an toan thong tin mang.

KT031

Kien thuc ve cac nguyen tie phan tich tieu chuan 
nganh vd ede phuong phdp dupe chap nhan, dp 
dung.

KT037

Ki6n thuc ve cac nguyen tdc vd yeu cau an toan 
thong tin mang vd rieng tu (lien quan den tinh bi 
mat, tinh toan ven, tinh khd dung, xdc thuc, 
chong choi bo).

KT038



79

Kien thirc Ma Ky nang 4 3 2MaTham Ma 1
Kiln thuc v! toan hpc (vi du: logarit, luong giac, 
dai s6 tuyln tlnh, gi4i tich, thing ke \k phan tich 
hoat dpng).

KT045

Kien thiic ve vi xu ly (microprocessors) .KT047

Kien thuc ve truy cap mang, danh tlnh va quin 
ly truy cap (vi du: ha ting khoa cong khai, 
Oauth, OpenID, SAML, SPML).

KT048

Kiln thuc v6 cic thiet bi vi chuc ning phan 
' cung mang.

KT049

Kiln thuc ve c&c cong nghp moi va mdri noi linh 
vuc cong nghp thong tin va an toin thong tin 
mang.

KT051

KiSn thuc ve hp dieu hinh.KT052

Kiln thuc ve cich luu lupng truyen qua mang (vi 
du: Giao thuc TCP, IP, Mo hinh OSI,...).

KT053

Kiln thuc ve c&c khii nipm tinh toin song song 
vi phan tin.

KT055

Kien thuc vl cac khai niem cong nghp truy cap 
tirxa.

KT061

Kiln thuc ve cic khii nipm chinh trong quin ly 
bio mat an toin thong tin mang (vi du: Quin ly 
phat hinh. Quin ly bin vi).

KT063

Kien thuc ve ky thuat phan mem.KT070
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Kien thuc v6 cac phucmg ph^p kidm tra v& &$wih 
gia he thong.

KT076

Kiln thuc v! cac quy trinh tich hgrp cong nghe.KT077

Kien thuc ve cdc khdi niem vien thong (vi du: 
Kenh truyln, da kenh,...).

KT078

Kien thuc ve quy trinh ky thuat he thing.KT082
* \ f y

Kien thuc ve cdc he thong ha tang quan trpng v6i 
cong nghe thong tin va truyen thong dugc thiet 
kl ma quan tam v! b^o mat he thing.

KT120

Kien thuc ve cac nguyen tac, mo hinh, phucmg 
phap quan ly he thong mang va cac cong c\i.

KT128

t \ f i

Kien thuc ve cdc khdi niem cai tien quy trinh to 
chuc va quy trinh mo hinh trudng thanh.

KT140

Kien thuc ve cac kh&i niem quin ly dich vu 
mang va ckc tieu chuln lien quan (vi du: tieu 
chuln ITIL).

KT142

Kien thuc ve cdc khdi niem \k chuc ning cua 
tuong lua ung dung

KT143

9 ' > %
Kien thuc ve c&c yeu cau ve tinh hi mat, tinh
to^n vpn va tinh kha dung.

KT149

Kien thuc ve cac s&n pham phan mem hi trgr an 
to&n thong tin mang.

KT150

p >

Kien thuc ve phucmg phap ddnh gia Khung qu&n 
ly nii ro.

KT151

Kien thuc vi cac loai kiln true m&y tinh.KT155
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Ki4n thuc vh gidi phdp hf th6ng bao mat da cip 
va tren c^c ten mien khdc nhau.

KT157

Ki4n thuc vk c&c tieu chuan an to^n thong tin cd 
nhan, du lifu cd nhan.

KT162

IG6n thuc vd cdc tieu chudn an toan dft lieu thd 
thanh toan (PCI).

KT163

KiSn thuc v§ cdc tieu chudn an toan du lieu 
thong tin y te, sue khoe cd nhdn.

KT164

Ki4n thuc ve lap ke hoach chuong trinh bdo ve 
(vi d\i: chinh sdeh bdo mat churn cung ung/quan 
ly rui ro, ky thudt chong gid m^o).

KT166

Kiln thuc ve ky thuat qudn ly cau hinh.KT175

Kien thuc ve ma h6a d5 lieu hien tai va mdri noi, 
cdc tinh ndng bdo mdt trong co s6 dH lieu (vi du: 
tich h<7p sin tinh ndng qudn ly kh6a mat ma).

KT177

Kien thuc ve N-tiered (vi dy: bao gom he dieu 
hanh mdy chii va may khdeh).

KT181

Kien thuc ve chuong trinh phan loai thong tin vd 
cdc quy trinh d6i v6i xdm pham thong tin.

KT182

r > /

Kien thuc ve cdc khdi niem vd mo hinh kien true 
cong nghe thong tin (vi du: dudng ccr sd, xdc 
nh$n thiet ke vd kien true myc tieu.)

KT185

X ' 'Kien thuc ve viec tich h(?p cdc tam nhin vd myc 
tieu cua to chuc vdo kiln true.

KT186

Kiln thuc v! cdc tieu chi ddnh gid vd xdc nhdnKT196
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cua to dure.

Kien thuc ve he thong nhung.KT198
t \

Kien thuc ve ede phuong phdp luan khd nang 
chiu loi cua he thong.

KT199

Kien thuc ve Ly thuyet thong tin (vi du: ma 
nguon, ma hoa kenh, ly thuyd thuat todn phuc 
tap va ndn dix lieu).

KT201

» \
Kien thuc ve phan vung DMZKT202

Kien thuc ve cac giao thuc mang nhu TCP/IP, 
DHCP, DNS va ede dich vu thu muc.

KT203

Kien thuc v6 ede quy trinh thidt ke mang, bao 
g6m hi6u bid v6 cac muc tieu bao mat, muc tieu 
nghifp vu va sir can bdng.

KT204

Kien thuc ve ede phuong phdp xdc thuc quy6n 
truy cap.

KT206

Kien thuc ve cac giao thuc mang va dinh tuyen 
pho biSn (vi du: TCP / IP), ede dich vu (vi du: 
web, thu, DNS) va each chung tuong tdc de cung 
cap ket noi mang.

KT241

■n mm
t f \

Kien thuc ve cac khdi niem va ^iao thuc mang 
may tinh va phuong phdp luan ve an toan thong 
tin mang.

Ky ndng tien hdnh qudt 16 h6ng vd nhan biet 16 
hong trong he th6ng bao mat.

KT001 KN001

✓ ^
Kien thuc v6 ede quy trinh qudn ly nii ro (vi du:

t

Ky ndng xay d\mg, dp dung ede bien phdp doiKT002 KN009
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Kien thirc Ky nSng 1Ma 4 3 2MaMS Tham
cdc phucmg phSp danh giS va giSm thieu nii ro). ph6 vdd cic mi ro an toan thong tin.

Ky nang xay dung cdc bien ph&p kiem soat bko 
mat an toan thong tin.

Kiln thiic ve luat, quy dinh, chinh sSch vS dao
due ngh£ nghi^p lien quan den an to&n thong tin *
mang v& quyen rieng tu.

KN010KT003

r * \

Ky nang thiet ke tich hop cac giii phdp phan 
cung va phan mem.

Kien thuc ve an toSn thong tin mang va cac
s A

nguyen tSc quyen rieng tu.
KN011KT004

Ky nSng phdt trien va ap dung ede bien phap 
kiSm sodt truy cap he th6ng bdo mat.

Kien thuc ve cac moi de dqa va diem yeu an todn 
thdng tin mang.

KN014KT005

Ky nang xdc dinh nhu cau bao v$ (tuc la kiem 
sodt an toan) ciia he thong thong tin vd mang.

Kien thuc ve cac anh hufrng doi v6i hoat dpng 
do mat an todn thong tin mang

KN016KT006

Ky nang Idem tra, ddnh gid 16 h6ng bdo mdt tir 
khau thi6t k4.

Kiln thuc ve thudt todn mdy tinh. KN017KT015

Kien thuc ve ede thuat todn ma hoa Ky ndng th\rc hien ddnh gid hodc xem xdt ede h$ 
thong ky thuat.

KN048KT017

Kien thuc ve h$ thong ca sd du lieu. Ky nang tich hgp va dp dung ede chinh sdeh ddp 
ung cac muc tieu bdo mat he thong.

KN080KT020

f *

Ky ndng su d\mg mo hinh thiet ke (vi du: ngon 
ngu mo hinh thong nhat).

Kien thuc ve kien true an toan thong tin cua t6 
chuc.

KN085KT022

K^ ndng dp d\m| ede nguyen tdc an todn thong 
tin mang va quyen rieng tu doi vdi ede yeu cau 
cua to chuc (lien quan den tinh bi mdt, tinh toan 
v^n, tinh khd dyng, xdc th\rc, ch6ng ch6i bd).

Kien thuc ve ede yeu cau ddnh gid vd xdc nhan 
cua to chuc.

KN147KT023

Kien thuc ve ky thudt, kien true mdy tinh (vi du: 
bdng mach, bp xu ly, chip vd phdn cung mdy 
tinh).

KT025
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f S \

Kien thuc ve kha nang phuc hoi va du phong.KT026
f S f

Kien thiic ve c^i dat, tich hgp va toi iru h6a cac 
thanh phin he th6ng thong tin

KT029

/ *
Kien thuc ve nguyen ly tuong t£c gifta nguoi va 
miy tinh.

KT030

* \ f \

Kien thuc ve cac nguyen tac va yeu cau an to^n 
thong tin mang va rieng tu (lien quan den tinh bi 
mat, tinh toan ven, tinh kha dung, x£c thuc, 
chong choi b6).

KT038

Kien thuc vS cdc nguyen tic ky thuat an toan h? 
thong thong tin

KT039

• * t ' *Kien thuc ve cac nguyen tSc va phuong phdp an 
toan thong tin (vi du: tudmg lira, DMZ, ma h6a).

KT042

Kien thuc ve cdc nguyen tac va kh4i niem mang 
npi bp (LAN) va mang dien rpng (WAN) bao 
gom quan ly bang thong.

KT043

r y

Kien thuc ve toan hpc (vi du: logarit, lupng giac,
r r *

dai so tuyen tinh, giai tich, thong ke va phan tich 
boat dong).

KT045

Kien thuc ve vi xu ly (microprocessors).KT047
t \

Kien thuc ve truy cip mang, danh tinh va quan 
ly truy cap (vi du: ha ting kh6a cong khai, 
Oauth, OpenTD, SAML, SPML).

KT048

Kien thuc ve he dieu hanh.KT052
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Kiln thurc vl c&ch liru luang truyln qua mang (vi 
du: Giao thuc TCP, IP, Mo hinh OSI,...).

KT053

Kiln thiic vl cac khai nilm tinh toan song song 
va phan tan.

KT055

Kiln thuc vl cac biln phap kilm soat truy cap 
dua trln chinh sach va thich ling vcd mi ro.

KT056

Kiln thiic vl Danh gia tac dong quyln nlng tu.KT057

Kiln thiic vl cac khai nilm quy trinh ky thuat.KT058

Kiln thiic vl ky thuat quan ly cau hinh an toan.KT062
f \ » % \

Kiln thiic vl cSc mo hinh pMt triln phan mlm 
(vi du: Mo hinh thSc nuoc - Waterfall, Mo hinh 
xoSn 6c - Spiral Model).

KT069

Kiln thiic vl ky thuat phan mlm.KT070

Kiln thiic vl cac nguyln tac va phuong phap 
phan tich cau tnic.

KT071

Kiln thiic vl c&c clng cu, phuong phap v& ky 
thuat thilt kl hi thing, bao gom ca hi thing tu 
ding, cac clng cu phan tich va thilt kl.

KT072

Kiln thiic vl he thing phln mlm va cac tilu 
chuSn, chinh sdch thilt kl tl chiic va cac phuong 
phdp tilp can liln quan din thilt kl he thong.

KT073

Kiln thiic vl cac nguyln tSc quin ly vong doi hi
r y y y

thing, bao glm bao mat phan mlm va kha nSng 
sii dung.

KT075
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Kien thuc ve cac phuang phap kiem tra va danh 
giS thdng.

KT076

Kien thuc ve cSc khSi niem vien thong (vi du: 
Kenh truyen, da kenh,...).

KT078

Kien thuc ve quy trinh ky thuat he thong.KT082

Kien thuc vS thuc hanh Quan ly nii ro chu6i 
cung ung.

KT099

Kien thuc ve ngon ngu may tinh thong dich va 
bien dich.

KT106

Kien thuc v6 an toan chuoi cung ung cong nghe 
thong tin vS rui ro chuoi cung ung, cdc chinh 
sach, yeu cau va thii tuc quan ly.

Kill 9

Kien thuc ve cac he thdng ha ting quan trpng v6i 
cong nghe thong tin va truyin thong dugc thilt 
ke ma quan tarn ve bao mat he thong.

KT120

Kidn thuc ve cac kMi ni^m kiln true an toSn 
thong tin mang bao g6m cau true lien kit 
(topology), giao thuc, c&c thSnh phin va nguyen 
tSc (vl du: ph6ng thu chieu sau defense-in- 
depth).

KT127

/ > f

Kien thuc ve cac nguyen tSc, mo hinh, phuemg 
phap quan ly he thong mang va c&c cong cu.

KT128

Kien thuc ve cSc khdi ni$m quan ly dich vu 
mang va cac tieu chuan lien quan (vi d\i: tieu 
chuln ITIL).

KT142
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KiSn thiic vk cac mo hinh bao mat (vi du: mo 
hinh Bell-LaPadula, mo hinh Biba, Mo hinh 
Clark Wilson).

KT144

Kien thuc ve cac tieu chuan an toan thong tin ca 
nhan, du lieu ca nhan.

KT162

Kien thuc ve cac tieu chuan an toan du: lieu the 
thanh to3n (PCI).

KT163

Kien thuc ve cac tieu chuan an toan du lifu 
thong tin y te, sire khoe ca nhan.

KT164

Ki4n thuc vk quan ly an to&n thong tin.KT176

Kien thiic ve chuong trinh phan loai thong tin va 
cac quy trinh doi vdri xam pham thong tin.

KT182

Kien thuc ve thiet ke bien phap doi pho voi cac 
rui ro bao mat da xac dinh.

KT188

Kien thuc ve mat ma hoc.KT192

Kien thiic vl he thong nhiing.KT198

Ki6n thiic \h Ly thuy6t thdng tin (vi du: ma 
nguon, ma hoa kenh, ly thuyet thuat toan phiic 
tap va nen dir lieu).

KT201

Ki6n thiic ve cac giao thiic mang nhu TCP/IP, 
DHCP, DNS va cac dich vu thu muc.

KT203

Kien thiic ve cac quy trinh thi6t k6 mang, bao 
gom hieu bidt ve cac muc tieu bao mat, mpe tieu 
nghiep vu va su can b5ng.

KT204
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Kien thircMaTham Ma Ma Ky nang 3 2 14
r y \

Kien thuc ve cic phucmg phap xac thuc quyen 
truy cap.

KT206

csssii" mmmmmmmttmMmsammm'mmstmMMmm: -X
*./r.

Kien thuc ve cac kh£i niem vk ^iao thuc mang 
may tinh phuong phap luan ve an toan thong 
tin mang

Ky n&ng thiet ke tfch hop cac gi^i phap ph&n 
cung va phan mem.

KT001 KN011

r \

Kien thuc ve cac quy trinh quAn ly nii ro (vi du: 
cdc phuong ph^p d£nh gia va giAm thieu rui ro).

KT002 Ky nAng xac dinh cAch thuc hoat dpng cua he
thong bAo mat (bao gom khA nang phuc hoi va» ^ ^
khA nang tin cay) va nhftng thay doi ve dieu 
kien, hoat dong hoAc moi trubrng se Anh hu6ng

* r t

nhu the nao den nhung ket quA nay.

KN013

Ki6n thuc ve luat, quy dinh, chinh sAch va dao 
due nghe nghiep lien quan den an toan thong tin 
mang va quyen rieng tu.

KT003 Ky nAng phAt tri^n vA ap dung cAc bi?n phAp 
ki6m soAt truy cap he th6ng bAo mat.

KN014

Kien thuc ve an toAn thong tin mang va cAc 
nguyen tAc quyln rieng tu.

Ky nAng kiem tra, dAnh gia 16 hong bAo mat tu 
khau thi6t k6.

KT004 KN017

Kien thuc ve cAc moi de dpa vA di6m y6u an toan 
thong tin mang.

Ky nAng viet ma bAng ngon ngG lap trinh (vi dp: 
Java, C ++).

KT005 KN028

• A ' *Kien thuc ve cAc Anh hudng doi v6i hoat dpng 
do mat an toAn thong tin mang

* * XKy nAng dAnh gia an toan thiet ke hp thong.KT006 KN079

Ki6n thuc ve thuat toan may tiiih. Ky nAng danh giA cac bien phap Idem scat an 
toAn dua tren cAc nguyen tAc vA nguyen ly an 
toan thong tin mang.

KT015 KN081
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Kiln thirc MaMaTham Ma Ky nang 4 3 2 1
Ky nang nhan biet 16 hong trong h6 th6ng bao 
rndt. (vi du: quet 16 hong bao mat va tuan thu).

Kien thuc ve cac thuat toan ma h6aKT017 KN086

Ki6n thirc v6 mdt ma cdc khai niem quan ly 
khoa mat ma

Ky nang ap dung cac nguyen tac an toan thong 
tin mang va quyen rieng tu doi voi cdc yeu cau 
cua to churc (lien quan den tlnh bi mat, tinh toan 
ven, tinh kM dung, xac thirc, chong choi bo).

KT018 KN147

Ki6n thuc v6 h6 th6ng ca sd du lieu.KT020

Kien thuc ve cai dat, tlch hop va toi uu hoa cac 
thanh phan he thong thong tin

KT029

Kien thuc ve nguyen ly tuong tac giira ngudi va 
may tinh.

KT030

Kien thirc ve cac nguon pho bien thong tin ve 
diim y6u bao mat (vi du: canh bao, tu vin va 
ban tin,...).

KT034

f y * y

Kien thirc ve cac nguyen tiic va yeu cau an toan 
thong tin mang va rieng tu (lien quan den tinh bi 
m£t, tinh toan ven, tinh kha dung, xac thuc, 
chong choi bo).

KT038

Kien thuc v6 cac nguyen tic va phucmg phap an 
toan thong tin (vi du: tudng lira, DMZ, mS hoa).

KT042

Kien thuc ve toan hoc (vi du: logarit, luong giac, 
dai so tuyin tinh, giai tich, thing ke va phan tich 
boat d6ng).

KT045
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Kien thircMaTham Ma Ma Ky nang 4 2 13/ %
Kien thirc ve truy cap mang, danh tinh va quan 
ly truy cap (vi du: ha ting kh6a cong khai, 
Oauth, OpenlD, SAML, SPML).

KT048

Ki6n thuc ve he dieu hanh.KT052
9 r \ y

Kren thuc ve c&ch luu lu<5mg truyen qua mang (vf
dy: Giao thuc TCP, IP, Mo hinh OSI,...).

KT053

t \

Kien thuc ve c&c khdi niem tinh toan song song 
vk phan tan.

KT055

Kien thuc ve c&c cong cu, phuong phap va ky 
thuSt thiet ke he thong b&o mat.

KT064 •

Kien thuc ve ky thuat phan mem.KT070

Kien thuc vi cdc kh&i ni?m viln thong (vi du: 
Kenh truyin, da kenh,...).

KT078

f X f

Kien thuc ve quy trinh ky thuat h? th6ng.KT082
t X P

Kien thuc ve c^c khdi niem kien true an to&n 
thong tin m^ng bao gom ciu true lien kit 
(topology), giao thuc, cac thanh phin va nguyen 
tic (vi du: phong thii chieu sau defense-in- 
depth).

KT127

r \ f

Kien thuc ve c&c nguyen t&c, mo hinh, phuemg 
phdp quiin ly he thong mang v& ede cong cp.

KT128

* y

Kien thuc ve cac khdi niem qudn ly dich vu 
mang vd cac tieu chuan lien quan (vi du: tieu 
chuin ITIL).

KT142



91

Kien thirc Ky nang 4 3 2Ma 1 .MaMa Tham
Ki4n thuc vh cdc mo hinh bio mat (vi du: mo 
hinh Bell-LaPadula, mo hinh Biba, Mo hinh 
Clark Wilson).

KT144

Ki§n thuc v6 cic loai kien true miy tmh.KT155
Kiln thuc v! cic tieu chuan an toan thong tin c£ 
nhan, du li$u ci nhan.

KT162

Kiln thuc vl cic tieu chuan an toan du lieu th6 
thanh toan (PCI).

KT163

Kien thuc ve cic tieu chuan an toan du lieu 
thong tin y te, sue kh6e ca nhan.

KT164

Kien thuc ve cac chinh sich, yeu ciu va quy 
trinh quin ly nii ro cong ngh$ thong tin.

KT165

Kiln thuc ve cich dinh gii muc dp ding tin cay 
cua nhi cung cap va /hoic sin pham.

KT168

Kiln thuc vl luat phip, chinh sich, thu tyc hoic 
quin tri an toan thong tin mang cho cic ha ting 
quan trpng.

KT169

Kiln thuc vl ky thuat quin ly cau hinh.KT175

Kien thirc ve quin ly an toin thong tin.KT176

Co kien thuc ve danh muc dich vu cong nghe 
thong tin.

KT178

Kiln thirc ve phit trien va ip dyng hp thing 
quin ly thong tin xic thuc ngudi dimg.

KT179

Kien thuc ve triln khai he thing ky kh6a dl hi 
trpr du lieu 6 trang thii ma h6a nghi.

KT180
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Kien thvcMa Tham Ma Ma 2 1Ky nSng 4 3
Ki6n thuc ve chuomg trinh phan loai thong tin va 
cac quy trinh doi v6i xam pham thong tin.

KT182

Kien thuc ve c&c phuomg ph^p kiem tra va d^nh 
gid bao m|it he thong.

KT184

Kien thuc v6 thi£t ke bi?n phdp doi pho v6i cac 
rui ro b£o mat da xac dinh.

KT188

Kiin thuc v6 he ±6ng nhung.KT198

Kien thuc ve cac quy trinh thi4t ke mang, bao 
gom hieu biet ve c^c muc tieu bao mat, muc tieu 
nghiep vu va su can bang.

KT204

Kien thuc ve cdch su dung cac cong cu phan tich 
mang dk xic dinh c&c di4m ySu.

KT207

PbSn'tlcWcinbi&iatf WIMMCSSS 12 . ;■

f-'-- 1-4

Ki§n thuc ve cac khai ni$m va ^iao thuc mang 
m^y tlnh va phuong phdp luin ve an toan thong 
tin mang.

s

Ky nSng thuc hien nghien cuu phi quy ket.KT001 KN098

^ t \

Kien thuc ve cac quy trinh quiin ly nii ro (vi du: 
cdc phuong phap danh gia va gi^m thiSu nii ro).

Ky nSng thuc hien nghien cuu bang cdch su 
d\mg deep web.

KT002 KN099

Kien thuc ve luat, quy dinh, chinh sach va dao 
due nghe nghiep lien quan den an toan th6ng tin 
mang va quyen rieng tu.

Ky n3ng xac dmh va mo ti tat ca ede khia canh 
thich hpp cua moi tru6ng boat dpng.

KT003 KN100

Kien thuc ve an toan thong tin mang va ede 
nguyen tdc quyen rieng tu.

Ky ndng phat trien hoac de xuat cac edeh tiep 
can hoac gidi phdp phan tich cho ede van de vd 
tinh huong ma thong tin khong day du hodc chua 
co tien 1$.

KT004 KN101
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Kien thirc Ma Ky nang 34 2 1MaMa Tham
Kien thuc ve cac moi de dga va diem yeu an to^n 
thong tin mang.

Ky nSng d£nh gia thong tin ve dp tin cay, tinh 
hpp le muc dp lien quan.

KN102KT005

Kiln thuc ve cac ^nh huong doi vdi boat dong 
do mat an toan thong tin mang

Ky n&ng xic djnh cac diln giai, phan tich nhSm 
giim thieu c£c ket qua khong ludng tnr6c duprc.

KN103KT006

Ky nSng xdc dinh, bao ham cdc yeu t6 muc tieu 
quan trpng cho mien mang.

Kien thuc ve nguyen ly tuong tac giiia nguoi va 
m^y tinh.

KN104KT030

/ * 
Ky n3ng xic dinh cac moi de dpa mang co the
gay nguy hiem cho Ipri ich ciia to chuc va/ho$c 
doi t£c.

Kien thuc ve cac phuong ph£p phan tich luu 
lugng mang.

KN105KT050

Ky n^ng chuan hi va trinh bay cac cupc hpp giao 
ban.

Kien thuc ve cac kh&i niem, thuat ngO va hoat 
dpng cua nhieu loai hinh thong tin lien lac 
phucmg tipn truyen thong (mang mdy tinh v^ 
dipn thoai, vp tinh, cdp quang, khong day).

KN120KT086

f t / ^ f

Ky n^ng cung cap su hieu biet ve cac he thong 
muc tieu ho|c moi de dpa thong qua vipc xdc 
dinh v^ phan tich lien ket cac moi quan hp vat ly, 
chuc nSng ho|c hanh vi.

Kien thuc ve cac thanh phan va kien true m£y 
tinh vpt ly, bao gom ede chuc ndng cua ede thaiih 
phdn va thilt bj ngoai vi khde nhau (vi dp: CPU, 
NIC, luu trir du lipu).

KN125KT087

Ky ndng dieu chinh phan tich theo ede cap dp 
edn thilt (vi dp: phan loai va to chuc).

Kiln thuc ve ede giai doan tin cong mang (vi dp: 
trinh sdt, d6 qudt, liet ke, truy nhap hp thong, leo 
thang dac quyen, duy tri truy cap, khai thde 
mang, x6a dlu vet).

KN128KT126

Kiln thuc ve ede loai trang web, quan tri, chuc 
ndng va hp thong qudn ly npi dung (CMS).

Ky nang su dpng todn tu Boolean de xdy dung 
ede truy van don gidn vd phuc tap.

KN132KT211



94

Kien thircMa Tham Ma 1Ma 3 2Ky pang 4
/ \ t

Kien thuc ve cic phucmg ph£p va kf thuat tan 
cong (DDoS, brute force, gia m^o, v.v.).

KT212 KN133 Ky nSng sir d\mg cong cu, ca so diJ li?u va ky 
thuat phan tich (vi du: Analyst’s Notebook, A- 
Space, Anchory, M3, tu duy phan ky / hpi tu, 
bieu do hen ket, ma tran, v.v.).

r \ *

Kien thuc ve tieu chuan, chinh sach va quy trinh 
phan loai va va kiem sodt Ma ky hieu.

Ky nSng su dung cong cu tim kiem (vl du: 
Google, Yahoo, LexisNexis, DataStar) v& cac

f \

cong cu trong viec thuc hien tim kiem nguon

KT213 KN134

mo.
Kien thuc ve cac truong hop pho bien cua lay 
nhiem may tinh/mang (virus, Trojan, v.v.) va cdc 
phuong phdp lay nhiem (cong, tep dinh kem, 
v.v.).

Ky nSng su dpng phan hoi de cai thien quy trinh, 
s&n pham va dich vu.

KT214 KN135

Kien thuc ve cac nguyen t&c co b^n ve mang 
may tinh (nhu: cdc thanh phan co ban cua mang 
mdy tinh, cac loai mang, v.v.).

KT215 KN136 Ky ndng su d\mg khong gian lam viec cpng tdc 
do va / ho£c cac cong cy (vi du: IWS, VTC, chat 
rooms, SharePoint).

t \

Kien thuc ve cdc bo xdm nhap tren mdy tinh hien 
hanh.

Ky ndng viet, danh gid va chinh sira cdc sdn 
pham danh ^id / tri tue lien quan d£n khong gian 
mang tir nhieu nguon.

KT216 KN137

Kien thuc ve khd ndng thu thap thong tin/trinh 
sdt mang va luu tru.

KT217

Kien thiic ve thuat ngu’/tu vung boat dong an 
toan thong tin mang.

KT218

Kien thuc ve thuat ngu ket noi du lieu (vl du: 
giao thuc mang, Ethernet, IP, ma h6a, thilt bi 
quang, phuong tien di dpng).

KT219

Kien thuc vS cdc thuat todn ma hoa vd cdc khd 
nang/cong cu (vi dp: SSL, PGP).

KT220
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Kien thirc 4 3 2 1Ma Ky nangMa Tham MS
Kien thiic vS cac cong nghe truySn thong dang 
phat trien / mcri noi.

KT221

r \ \

Kien thiic ve cac khai niem hoat dpng co ban ve 
an toan thong tin mang, thuat ngu:/tir vung (vi d\i: 
chuln bi moi tnrong, tin c6ng mang, phong thu 
mang), nguyen tic, kha nang, gidi han va tac 
dpng.

KT222

Kiin thiic chung ve cdc thanh phan He thong 
£>iiu khiin giam sat va thu thap du lieu 
(SCADA).

KT223

Kien thiic ve cac san phim an toan thong tin tren 
may chu va each cac san pham do Snh huong

r * t

den viec khai thac va giam diem yeu.

KT224

Kien thiic ve each hoat dong cua cac ling dung 
Internet (SMTP email, web-based email, chat 
clients, VOIP).

KT225

Kien thiic ve each thiic cac mang dien thoai va 
ky thuat so hien dai tac dong den hoat dong an 
toan thong tin mang.

KT226

f \ * y

Kien thiic ve each thiic cac he thong truyen 
thong khong day hien dai tac dong den cac hoat 
dong an to&n thong tin mang.

KT227

Kien thiic ve each trich xuat, phan tich va sii 
dung sieu du lieu.

KT228

Kiin thiic ve cac ky luat trong hoat dong trinhKT229
sat.
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Kien thircMaTham Ma Ma Ky nang 4 3 2 1
t 'AKien thuc ve sir chuan bi trinh sdt ciia moi 

tnrong va ckc qud trinh tirong tir.
KT230

Kien thuc ve ho tro trinh s^t nhu lap ke hoach, 
thuc hien va ddnh gia.

KT231

Ki§n thuc vk cac chi6n thuat n$i bp de du do&n 
va/hoac mo phong cac kM nSng va hanh dong 
ciia moi de dpa.

KT232

Kien thuc ve dia chi mang Internet (dia chi IP, 
dinh tuyen lien mien khong phan 16p, danh so 
c6ng TCP/UDP).

KT233

Kien thuc ve ma doc.KT234

Kien thuc ve an to&n boat dpng.KT235

KiSn thuc v8 he thong phdn c§p to chirc va quy 
trinh ra quyet dinh.

KT236

KiSn thuc vS c&c thiet bi v& ha ting mang vat ly 
va logic, bao g6m hubs, bp dinh tuyen (router), 
thilt bi chuyin mach (switch), tudmg lua 
(firewalls), v.v.

KT237

r \ +*

Kien thuc ccr ban ve vien thong.KT238
f > A A A

Kien thirc ve cau true ca ban, kien true va thiet 
ke ciia mang thong tin hien dai.

KT239

u A >

Kien thiic ca ban ve bio mat mang (vi du: ma 
hda, tudng liia, xic thuc, honeypots, bio ve vung 
bien).

KT240
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Kien thirc 4 3 2 1Ky nangMaMa Tham Ma
Ki6n thiic ve c^c giao thuc mang va dinh tuyen 
pho bien (vi du: TCP/IP), cac dich v\i (vi dy: 
web, thu, DNS) c^ch chung tuong tdc de cung 
cip k6t n6i mang.

KT241

Kien thuc ve cac each mk cac myc tieu ho|c moi 
de dpa su dung Internet.

KT242

Kiln thuc ve c&c moi de dpa va/hoSc cac he 
thong muc tieu.

KT243

Kiln thuc vl ede san pham ao h6a (VMware, 
Virtual PC).

KT244

Kien thuc ve nhung cau thanh cua “moi de dpa”
t

doi vdi mang.
KT245

Kien thuc ve cac cong nghe khong day (vi du: di 
dpng, ve tinh, GSM) bao gorri cau true co b&n, 
kiln true v^ thiet ke cua ede h? thong khong day 
hiendai.

KT246
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PHV LVC s6 06

YEU CAU VE KIEN THLTC, KY NANG CHUYEN SAU 

CUA CHUAN KY NANG THIET KE VA PHAT TRIEN PHAN MEM
(Ban hanh kem theo Thong tu so 11/201S/TT-BTTTT ngay 5/5/2015 

cua Bo trvcang Bo Thong tin va Truyen thong)

Yeu cau can dat 
theo hangN^i dung/ Yeu cau can datMa tham 

chieu
Kien thirc Ky nang 4 3 2 1

Mo dun: Ph3n tich yeu cau cua ngirdi sir dung \k xac dinh yeu 
cau hf thong hoa 

SDSS1 x x X

Thu thap vh phan tich thong tin dl xac dinh yeu cau cua nguiM sir 
dung

SDSS 1.1

■ Xac dinh cac nguon thong tin 
chinh ve yeu cau cua ngufri sir 
dung.
- Thuc hifn cdc ky thuat v^. trinh tu 
thu thap thong tin.
- Xdc dinh khoi lirgmg thong tin can 
thu thap.
■ Phan tich ph^n hoi tir cdc cd nhdn 
va tap the.
- Lira chon, nh|n cdc thong tin thu 
thap dirge va xdc dinh nhu cau.
- S£p xep va tong hgp thong tin ve 
yeu cau cua ngufri su dung.
- Tao moi tnrdng thuan Igi de mgi 
ngudi c6 the trao doi ve ede van de 
quan trgng va d£ xuat giai phdp.
- Thu thap va trinh bay dir lieu ve 
chi phi. 

■ Pham vi va ngi dung cong 
viec cua ngudi su dung.
■ Cdc phuong phdp thu thdp 
thong tin.
- Cac phuong phdp phan tich 
van de.

SDSS 1.2 Xdc dinh pham vi cong viec
- Mdi trufrng he thong.
- Kien true h? thong, phdn 
cung va m6m.

- Viet tdi li?u ve pham vi yeu cau 
cua ngufri su dyng m^t edeh ro 
rang.
- Dam phdn voi nhung nguoi ddt 
hdng ve tieu chi can dat d6i v6i du 
an he thdng hda.
- Uoc tinh so gio cong doi veri m6i 
muc cong viec trong du dn he thdng; 
h6a.
- U*6c tinh tien dp hodn thdnh cua 
viec phdt tridn h? thong.
-Khao sat, phan tich va so sdnh cdc 
san pham c6 tren thi trudng vd xac

- Tinh hi^n him cua cdc tdi 
nguyen vd thdi han ban giao 
du dn.
■ Tinh s6 gid cong.
- NhQng han che ky thuat.
■ Ky thuat phan tich rui ro.
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Veil cau can dat 

theo hangNoi dung/ Yeu can can datMa tham 
chieu

Kien thirc Ky nang 4 3 2 1
dinh kha nang &p dung dugc doi voi 
he thong.
- Xay dimg tai lieu theo nhung rang 
buoc ve ky thuat.
- Tu duy kh6ng theo tuan tu va t6ng 
quan, 

Xac dinh yeu cdu he thong hoaSDSS 1.3
- He th6ng hoa va tich hop he 
thong.
- Cac chiic nang va van hanh 
cua he thong.
■ Quy trinh va nang lire phat 
trien.

- Chuyen yeu cau ngufri su d\ing 
thanh yeu cau cua he thong.
- Phat hien cac yeu cau mau thuan 
voi nhau va trinh bay giai phap.
- Phan tich tinh dung din va nhat 
quan cua thong tin.
- Ap dung cac cong nghe dap ung 
cac yeu ciu mot edeh hieu qua.

Xac dinh yeu ciu an toan thong tinSDSS 1.4
- Rui ro trong an toan thong - Phan tich mure d§ quan trpng ciia 

dfi lieu.
- Xdc dinh cac loai rui ro.
- Chuyen ede yeu cau an toan thong 
tin cua nguoi su dung thdnh yeu 
chi an todn thong tin cua he thong.
- Ap dung cong nghe dap ling cac 
yeu cau ve an toan thong tin mpt 
each hieu qua.

tin.
- Chinh sach an toan thong tin *
cua to chiic.
- Dam bao an toan thong tin 
cho mang.
- Dam Mo tinh toan ven ciia 
dur lieu.
- Cac bien phap bao mat (kiem 
soat truy nhap, ma hoa, xac 
thirc, tuong Ilia) va cac cong 
cu dam bao an toan thong tin.
Xac dinh yeu cau van hanhSDSS 1.5
- Cac yeu cau van hanh he 
thong.
- Bien phap khac phuc loi he 
thdng.

■ Chuyen yeu cau van hanh cua 
nguoi stir dung thanh yeu cau van 
hanh ciia he thong.

- Cac cong cu bao tri.
Xac dinh yeu cau bao triSDSS 1.6
- Bao tri he thong. - Xac dinh cac hang muc md ngurii 

stir dung yeu chi bao tri.
SDSS 1.7 Thiet lap tieu chi danh gia hieu nang

- Cac yeu cdu he thong.
- Xac dinh yeu cau hieu nang 
ciia he thong.

- Danh gid tieu chi danh gia hi?u
nang
- Xdc dinh khd nang dap ling tieu 
chi danh gia hifu nang.
- Be xuat cac hang mpe can thiet de
dam bdo hieu nang. _______
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Yeu cau can dat 
theo hangNpi dung/ Yeu cau can datM3 tham 

chieu
Kien thurc 3 2 1Ky n3ng 4

SDSS 1.8 Xac dinh yeu cku kiem thu
- X3c dinh c4c hang myc kiem thir 
dung theo yeu cau ngirfri su d\ing.
■ Ki6m tra vifc th\rc hien c3c yeu 
diu he thong.
- Xur ly c3c van de khi kiem thur.

- Phuong ph&p kiem thu. 
> Cong cu kiem thu.

Chuan bi va ra soat cac tai lieu xdc djnh yeu cauSDSS 1.9
- Quy trinh rk so3t
- Ph3t tri£n he thong va moi 
tnxdng van hanh.
- Ckc hang myc va ghi chu can 
dua vko tai lieu xac dinh yeu 
cau he thong.

- Mo tk mot c3ch ro r3ng ckc hang 
muc quan trpng.
- Lira chpn phucmg phdp trao doi 
phu hgp de r3 sodt vif c xac dinh 
yeu cau va thuc day tien dp ra soat 
mot each hi?u qu3.
- Banh %\k cac y kien tr£i ngugc 
mot each phu hpp-

Mo dun: Chuan bi ph3t trien hg thong
Xkc dinh mo hinh v6ng ddi cho viec phat trien

SDSS 2 x x
SDSS 2.1

- Ckc mo hinh vong dfri phan 
mem.

- Xkc dinh quy mo, pham vi, dp 
phuc tap ciia d\r kn.
- L\ra chpn mo hinh v6ng ddd phan 
mem tuemg thich voi d\r kn.

SDSS 2.2 Chuan bi moi tmemg phat trien
- Phan cling v& phan mem 
(cong c\i, ngon ngu, phan 
mem trung gian).

- Lira chpn phan cung vk phan mem 
toi iru cho dvr £n (cong c\i, ngon 
ngu, phan mem trung gian).

SDSS 2.3 Chuan bj ke hoach thuc hien quy trinh phdt trien
- Chuan bi tki lieu ke hoach dvr - Lap ke hoach toi iru, xem xet cpy 

mo, dp phiic tap va ngudn l\rc de 
ph3t trien.
■ Trinh bay muc tieu cua d\r kn.
■ B6 tri nhan sir hipu quk.
■ N3m dupe ky n3ng cua nhan vien.
- Bpng vien tinh than nhan vien.

an.
■ Quan ly nii ro.
■ Bong luc lam viec cua nhan 
vien.

■ Nghien cuu bipn phdp phdng 
chong rui ro.

Mo dun: Thiet ke he thong (thiet ke ngo&i)SDSS 3 x
Lira chpn kidn true h$ thongSDSS 3.1

- Xay dvmg tki lieu chi ti6t ve kiln 
true he thong.
- Bcinh gia ckc phucmg an lap kl 
hoach he thong h6a vk gi3i thich 
cho nhmig ngurii co lien quan.
- X£c dinh yeu cau cot 15i cua he

■ Trinh tu va ky thuat kh&o sat.
■ Khki niem va cong nghe thiet 
ke he thong.
- Can doi he thong (system 
trade-off).
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thong ddi v6i kien true h? thong.t r ^

- Kien true h? thong, phan 
cung v& phan mem.
- Cdc tieu chuan he thong h6a.

- Thyrc hi$n vi?c l\ra chgn ky thuat 
06 xem x6t den khia canh higu quit 
chi phi.
- Gi&i thich tinh phuc t^p ciia he 
thong wk phan tich c&c y kiln ciia 
ngiidi su d\ing.
- Thu thSp, ket noi, va hieu ede so 
lieu. 

Thilt kl dac tk chiic nang va giao dien cho cac h$ thong conSDSS3.2
- He thong tong thl.
- Cau true phan cap ciia h$ 
thong.

- Phan tich vk thiet lap su nMt quan 
ciia hg thong.
- Phan ra he thong th^nh ckc he 
thong con.
- B£nh gi& tinh^phu hgp ciia ckc 
giao dign h$ th6ng con.
- Thiet lap hg thong m§t ckch toi
iru.
- Phan tich clu hinh h? thong vk 
tinh on djnh.

SDSS 3.3 Thiet ke an to£n thong tin
X # X *■ Ckch thiet ke yeu cau an to&n Ap dung ckc conp n^hg an to&n

thong tin. th6ng tin cho thiet ke h? thing.
■ Chinh s^tch an to^n thong tin.

SDSS 3.4 Xkc dinh ckc cong vige va mo ilnh du ligu
* Phucmg phdp luan ph^t trien 
mo hlnh cong viec.
- Phuong phip luSn phat trien 
mo lunh du lieu.
- Ky thuat mo ph6ng.
- Han che nghiep vy.

■ Phdt trien mo hinh cong viec v& 
dtr lifu phu hgp vdi ky thuat phdt 
trien mo hinh.
■ D^nh gid da lieu.
- Tao mo hinh mo phdng.
- B&nh gia tinh nhat qukn giua 
nghigp v\i hg thong.
- Phan tich cau tnic vk kien tnic hg 
thing.

SDSS 3.5 Chuan hi vk rk sodt tai ligu hu6ng dan ngu6i sii dung (dl cucmg Xki 
lieu hudng din)
- Tien trinh sodt tki li^u. * X&y dimg tki ligu hudng dan su 

dyng vk ckc hang myc din mo t£.
- Lyra chgn phucmg phdp trao doi 
phu hgp de ra scat tai ligu hudng 
dan ngudi su dyng vk edeh thuc 
hign.
- Be xuat ede phucmg kn xay dymg 
giao dign ngudi su dung phu hgp

- Cong vige ciia ngudi sii 
dyng.
- Van h^nh hg thing.
- Thilt ki giao dign do hga 
ngudi sir dung (GUI).
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theo yeu cau.
■ S&p xep, bo tri cic yeu c£u van 
hanh (tii lifu v& thao Xic) khi hf 
thong h6a cong vif c ciia nguoi su 
dung.

SDSS 3.6 Thiet ke dac ta kiem thOr he thong
- Thiet k£ dSc ti kiem thu.
- Cong cp kiem thu.
- Yeu cau h? thong.

- ThiSt ke dac ta kiem thu phii hqp 
voi kh^i niem hf thong hoa.
- Chuan hi ke hoach kiem thu he 
thong.
- Phan tich nguyen nhan \k ly do

r * r
cua cac van de va trinh bay ke 
hoach hanh dpng.

SDSS 3.7 Chuan bi va ra soat tai lieu thiet ke he thong
- Cdc dac ta h? thong trong tai - H6 tr<7 ngubi su dung v6n khong 

phai la ky su he thong hieu dupe 
dac ta he thong mpt each dung dan.
- Giai thich cac thong tin ky thuat 
lien quan den hifu qua cua cong 
viec.
• Lua ch<?n phuong phap trao doi 
phu hgrp v6i vi^c ra soat thilt k6 he 
thong va thirc hifn vi?c ra soat x6t 
mpt each hieu qua.
- Danh gia cac y ki4n d6i lap mpt 
each phu hgrp.

ieu.
- Trinh tu ra soat thiet ke va 
each thuc hifn.
■ Quy trinh phat trien.
- Moi truong van hanh.

SDSS 4 Mo dun: Thiet ke thanh phan (thiet ke trong)
SDSS 4.1 Thiet ke thanh phan phan mem_____________

x x X

- Cac ky thuat thiit ke phan 
mem.
- Cac nen tang co the su dung 
dugc.
- Thiet k£ co cau true.
- Ky thuat thilt kd huong doi 
tugng.
- Tieu chuan h6a.
- Cau hinh he thong.

- Tim hieu dSc ta he thong va chia 
he thong con thanh ede thanh phan.
- Thiet ke giao dien giua ede thanh 
phan mpt edeh nhat qudn.
- Ddm bdo chit lugng theo yeu cau.
- Thuc hi?n ede dac tinh nhu tinh 
mb rpng, dp tin cay vd tinh linh 
boat.

SDSS 4.2 Thiet ke co s6 du~ lieu muc vat ly
- Chuyen doi mo hinh dO: lieu 
logic thdnh mo hinh d\i lipu 
vat 11.
■ Chuan h6a, phi chuan hda, ly 
thuyet quan he, vd ede edng cu 
mo hinh h6a du lieu.________

■ Th\rc hien tot ede cong vife lien 
quan den xay dung vd van hdnh co 
s& du lieu.
- Tim hi£u cau true cua mo hinh 
logic vd chuyln doi chiing thdnh 
ede cdu true du lieu thuc.________
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- Giai thich moi quan he gitra cac 
mo hinh dft lieu va ca so du lieu.
- Ap dung cdc budc tao ca s6 dtS: 
li$u. 

- Tmh toan dung luang ciia 
thiet bi luu trir va phan nhom 
(clustering)

Tao va ki§m thu ban chay thvr (prototype)SDSS 4.3
■ Phuang phdp luan thiet ke 
ban chay thCr.
- Xay dung ban chay thur va 
cac phuang phap kiem thu.
- Cong cu ki6m thu.

- Phan tich cac diem quan trong.
- Tich hop cac quan diem ve phan 
mem va ap dung de cai tien he 
thong.
- Banh gia hieu nang mo hinh he 
thong tren ca sa ket qua kiem thir.
- Be xuat ke hoach cai tien.
- Nhan there dugc cac han che cua 
phan mem.

Thiet ke dac ta kiem thu thanh phanSBSS 4.4
- Thiet ke dac ta kiem thur.
- Cong cu ki6m thu.
- Bac ta thanh phan va giao 
di?n giua cac thanh phan.

- Thiet ke dac ta kiem thu tuang
img vai khai niem thiet ke thanh ' \ >phan phan mem.
- Chuln bi k6 hoach kidm thu thanh 
phan.
- Phan tich nguyen nhan vd ly do 
cua cac van de vd trinh bay k6 
hoach hanh dong.

SDSS 4.5 Rd soat thilt ki thanh phan cua phan mem
♦

- Lua chon phuang phap trao doi 
phu hop voi viec rd soat thiet ke 
thanh phan va thuc hien viec rd soat 
mot each hieu qua.
- Giai thich logic thiet ke thanh 
phan mot each ro rang.
- Banh gia cac y kien doi lap.

\ /
- Be xuat cac phuang an khac.
- Be xuat ke hoach toi uu tren ca sa 
nghien cuu tong thl.

- Tu lieu hoa dac ta thanh> ^ >
phan cua phan mem.
- Trinh tu rd soat thiet ke va 
thuc hifn.
- Quy trinh phat trien.
- Moi truang van hanh.

SDSS 5 Mo dun: Thiet ke chi tiet (thiet ke chuong trinh)
SDSS 5.1 rh\rc hien thiet ke chi tiet phan mem

- Thiet ke chi tiet phan mem.
- Cac ky thuat viet cau de giai 
thich logic chuang trinh mot 
edeh dung ddn.

- Thiet ke dac ta thanh phan phan 
mem mot each nhat quan.
- Phan loai nhung van de can can 
nhac va chuan bi dac ta chi tiet 
tuang ung.
- Chon lua ky thuat thiet ke toi uu.
- Chon lyra moi truang phdt trien toi

- Cdc cong cu CASE 
(Computer-Aided Software 
Engineering).
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iru cho h§ th6ng.- Cic ngon ngft lap trinh.
SDSS 5.2 Rk sodt thi6t ke chi tiet

- Tai li6u thiet ke chi tiet.
- Trinh t\r ra so^t mpt thiet ke 
va thuc hien.
- Quy trinh ph&t trien.
- Moi tarring thirc hien 
chuang trinh.
- Moi tarring van hanh.

- L\ra chpn phuong phap thong tin 
phu hgrp v4 th\rc hi?n ra so£t thiet 
ke chi tiet.
- Gi&i thich tinh logic thiet ke chi
tiet.
- B£nh gid cdc y ki6n phdn bien.
- Tim hieu tinh trang trien khai 
chuang trinh va chi ra cac van de.

SDSS 5.3 Thiet ke ddc td kilm thu dan vi (unit)
- Thilt kS dac td kiem thu don ■ Lap ke hoach ki6m thu dan vi.

- Th\rc hi?n kiem thu, bdo cdo 16i, 
bdo cdo chat lugmg he thong phan 
mem.
- Thiet lap moi tarring kiem thu.

vi.
■ Cac cong cu kiem thii.
■ Quy trinh sdn xuat.
- M6i tarring van hdnh.
- Cac ngon ngu lap trinh.
- Moi tarring trien khai kiem
thu.
Chuan bi va ra sodt tai lieu huring dan ngurii su dyng (phien bdn 
cu6i)

SDSS 5.4

- Cdch viet tdi li$u huring din 
su dung va vS cdc de muc can 
mo td.

• L\ra chpn phuong phdp trao doi 
phu hgrp cho viec rd sodt tdi ligu 
huring dan ngurii su dung va thuc 
hifn viec rd sodt mgt cdch hi^u qud.
• Trinh bay giao dign do hpa ngurii 
su dung (GUI) thong qua thiet ke 
chi tiet va tiep nhan hieu biet cua 
nhQng ngurii tham gia trong qud 
trinh rd sodt.
- Sdp xep cdc yeu cdu van hdnh mot 
cdch he thong.

• Tien trinh rd sodt.
- Cong vif c cua ngurii su 
dung.
- Van hdnh he thong.
- Thiet ke giao dien do hpa 
cho ngurii su dung (GUI) va 
thuc hi$n.

SDSS 6 Mo dun: Xay dung chirong trinh x x X X

SDSS 6.1 Lap trinh (Coding)
- Phuong phdp luan ve su phdt 
trien cua lap trinh.
- Lap trinh SQL.
- Chit lugng chuang trinh (vi 
du: su thuan tien trong viec 
d<?c chuang trinh (decoding), 
bdo tri, hieu qud).
* Ngon ngu lap trinh thich hqp 
vrii viec phdt trien ring dung.

■ Xdc dinh ro cac tdi li$u huring dan 
Lap trinh vd can nhdc cac ddc td chi 
tiet.
- T6m tit cdc thong tin xu: ly.
• Tao cdc md nguon khdc nhau d6i 
vrii cdc van de phuc tap di co the so 
sdnh, ddnh gid.
- Tim hieu kien true vd phan cap
trong he thong.________________
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- Dam bio chat lupng phan mem 
theo yeu cau.
- Xay dung cau true chuong trinh 
c6 tinh m6 rpng, linh boat vi tin 
cay.

- Vi$c sOr dimg lai cic thinh 
phan da c6.

Ra soit ma nguon bfri dong nghiep (peer-review code)SDSS 6.2
- Ky thuat vi trinh t\r ri so&t 
ma nguon b6ri dong nghifp.

- Lua chpn nh6m tham gia ri soit 
thich hgrp.
- Lira ch<?n phuong phip trao doi
phii
hap va thuc hi?n viec ri soit.
- So sinh cic each lap trinh dua 
tren cic ky thuat lap trinh khac 
nhau.
- Giii thich cic van de c6 tinh logic 
vi dft li^u phuc tap.
- Mo phdng ma nguon va phan tich 
kit qui.
- Banh gii dung cic y kien phin
bifn.

SDSS 6.3 ECilm thvr don vi
- Thu tuc kiem thu dom vi.
- Quy trinh kiem thu lip.
- Phuong phap phan tich loi vi' Kiem tra, phin tich trang thii vi 
quy trinh sua loi.  ̂xuat giii phip.

• Xic dinh, xu ly vi hieu chinh cic 
sai s6t vi loi.

SDSS 6.4 Kiem thirthinh phin
- Thu tuc kiem thu thinh phan. 
• Quy trinh kiem thu lap.
- Phuong phip phan tich loi vi 
quy trinh sua loi.
- Kiem tra tinh chinh xic cua 
phan mem,

- Xic dinh, xir ly vi hi?u chinh cic 
sai s6t vi loi.
- Kiem tra, phan tich trang thii vi
de xuat giii phip.

* *
- Kiem tra tinh chinh xic cua phan
mem.

SDSS 6.5 Kiem thu he th6ng
- Thu tuc kiem thu he thong.
- Quy trinh kiem thu lip.
- Phuong phip phan tich loi vi 
quy trinh sua loi.
- Kiem tra tinh chinh xic cua 
h? thong.

- Xic dinh, xu ly vi hifu chinh cic 
sai s6t vi loi.
■ Kiem tra, phan tich trang thii vi 
de xuat giii phip.
- Tim hieu kien true vi phan cap 
cua he thong.

*
■ Phan loai qui trinh vi ket qui mpt 
cich hf thong va viet thinh vin bin 
lam tai lieu minh chung chi ti4t.

Kiem thu yeu cau he thong hoaSDSS 6.6
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- X^c dinh, giii quy4t va hi?u chinh 
c&c sai s6t v& loi.

- Thu t\ic kiem thu yeu cau he 
th6ng hoa.
- Quy trinh kiem thijr lap.
- Phucmg phip phan tich loi va xuat 6*^ phdp. 
quy trinh sua l§i.

- Phat hien, phan tlch trang thai va

- Tim hieu kien true va phan cap 
ciia h? thdng.
- Phan loai qua trinh va ket qua mpt 
each he thong va viet thanh van ban 
lam tai lieu minh chung chi tiet.
- Chuin bi cac phucmg An khac 
nhau va dam phan v6i ngu6i su 
dung neu yeu cau ciia ngubi su 
dimg khong du(?c th6a man do sai 
s6t ky thuat hoac he th6ng.

SDSS 6.7 Cap nhat tai lieu
- Giai thich ve cac thay doi trong tai 
lieu hu6ng din su dimg va nguyen 
nhan.
- Phan anh s\r thay doi trong thiet 
ke h? thdng hoac trong thuc hifn 6 
tai lieu he thong.

- Xay d\mg tai li?u huemg dan 
su d\mg.
- Xay dimg tai lieu he thong.
- Quy trinh cap nhat tai lieu.
- Van hanh he thdng.

SDSS 6.8 Chuan bj ban giao phan mem
■ Cau hinh san pham phin 
mem de ban giao.
- Cdc thu tyc chuan bi ban 
giao.

* *
- Ban giao san pham de dua 
vao van hanh va cdc giai doan 
bao tri

ft \

- To chuc, sap xep phan mem, du 
lieu, tai lifu lien quan theo mau ban 
giao.
- Giai thich cdc myc lien quan den 
viec ban giao phin mem.

Md dun; Ho try cal dat phan memSDSS 7 x
SDSS 7.1 Cai dat phan mem

f

■ He thdng hien tai cua ngudi 
su dung.
- Cai ddt phan mem.
- Vifc van hdnh song song vdi 
he thdng hien tai.

• Lap ke hoach cai ddt phan mem it 
anh hudng nhat den mdi trudng 
hien tai cua ngudi su dung.
■ Ho try ngudi su dung tir giai doan 
van hanh dau tidn.

Ho trg kiem thu chap nhan cua ngudi su dungSDSS 7.2
- Hieu ve cdc ket qua kiem thu - Thuc hien cdc edng viec ho trg 
he thdng vd kdt qua kidm thu cho qua trinh kiem thu chdp nhan 
yeu cau he thdng hda theo yeu cau cua ngudi su dung
Ddo too, huan luyen va ho trg ngudi su dungSDSS 7.3
- Viec van hanh phan mem 
cua ngudi su dyng.

- Lap ke hoach ddo tao, huan luyen 
vd hd trg phu hgp vdi ndng lire cua 
ngudi su dyng phan mem.
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- B&o 40, huan luyfn ho trg 
tigu6i su dung.

Mo dun; C&c boat d$ng kiem thu chungSDSS8 x x X X

SDSS 8.1 Chuan bi ke hoach kiem thu
- Bao d^m chat lucmg phan 
m^m.
- Tmh tin cay cua phan mem.
- Lich kiem thu.
- To churc c&c he thong kiem

- L4p ke hoach bao d&m chat luong
trong quy trinh phat trien h$ th6ng.

* *
- Chuan bi lich trinh kiem thu hop
iy-
- B£nh gi& cdc t&i nguyen va nhSn 
l\rc can de th\rc hi?n kiem thu.
- L\ra chpn phuong phap kiem thu 
phu hop vdi dir ^n.
- Nghien cuu tu dpng h6a quy trinh 
ki4m thu.
- Xdc dinh dieu kien bit dau \k ket 
thuc kilm thvr.

thir.
- Ky thuat kiem thu.
- Thiit ki chuan bi da Ii?u 
kiem thvr.
• Phuong ph&p danh gid ket 
qua kiem thu.
■ Cac t£i lieu kit quk kiem thii.

t ♦

- Chuan bi moi trucmg kiem
thu.
- Cong cu vk phuong tien 
kiem thu

SDSS 8.2 Chuin bj quy trinh kiem thu
• Phuong ph&p luan kiem thu - Giam sat thu t\ic kiem thu
Thuc hien kiim thuSDSS 8.3
- Quy trinh kiem thu.
■ Phuong ph&p luan kiem thu.
■ Quy trinh kiem thu lip.
- Phan tich loi vk sua loi.
- Bio cao ket qua kiem thu.

- Danh gii ket qua kiem thu.
- Xic dinh, giii quyet vk hi$u chinh 
cac sai s6t v& l6i.
- Kiem tra, ph&n tich trang thii vk 
de xuat giii phip.
- Phan loai cic quy trinh, ket qui 
mot cich h^ thong vi lap tii li?u.
- Dinh gii hi$u nang.
- Dinh gii tinh khi dung.
- Dinh gii cic thu tyc kiem thu.

Ghi nhan ket qui kiem thu va phe duyftSDSS 8.4
- Cic tii lieu ghi nhan ket qui 
kiem thu.

- Dinh gii cic cong c\i kiem thu tu 
dpng.
- Dinh gii tinh day du cua kiem
thu.
- Nghien cuu ke hoach cii ti6n thu 
tuc kiem thu.__________


		2022-10-18T09:57:25+0700
	Việt Nam
	Cổng Thông tin điện tử Chính phủ<thongtinchinhphu@chinhphu.vn> đã ký lên văn bản này!




